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Abstract

Organizations are leveraging cluster storage solutions to address expansive storage
requirements. Ceph is a reliable and massively scalable cluster solution that sup-
ports object, block, and file storage capabilities on commodity hardware without
a single point of failure. Despite growing popularity, the absence of native object
encryption support in Ceph raises concerns about potential security vulnerabilities
and data compromise. CephArmor, a cryptography interface, was previously devel-
oped to provide data confidentiality in Ceph while data is at rest. In this work, we
propose a secure Key Management System (KMS), CephVault that can support key
generation for various encryption schemes and key lengths required by CephArmor.
CephVault, which supports twelve phases of a KMS life cycle, is developed as an
intrinsic component of Ceph. We demonstrate that the proposed solution provides
better features and security than other KMSs, making CephVault a competitive and

preferable choice to many existing KMSs available in the Ceph ecosystem.
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Chapter 1

Introduction

Every year, data breaches are rising, costing millions of dollars [3]. A strong en-
cryption mechanism is crucial for safeguarding data-at-rest and data-in-transit. The
National Institute of Standards and Technology (NIST) approved different security
mechanisms, such as symmetric-key algorithms and asymmetric-key algorithms, that
can provide data security [4] [5]; however, adopting a strong encryption mechanism
is not sufficient for data protection. Encryption algorithms are not kept secret; in-
stead, encryption keys are kept secure from adversaries [6]. Well-known encryption
algorithms such as Data Encryption Standard (DES), Triple Data Encryption Stan-
dard (Triple DES), Advanced Encryption Standard (AES), Rivest Shamir Adleman
(RSA), Elliptical Curve Cryptography (ECC), etc. [7] are difficult to break, so ad-
versaries find it convenient to attack the Key Management System (KMS) to retrieve
encryption keys. A weak KMS can lead to unauthorized access to the organization’s
sensitive data and the compromise of trade secrets and business-critical data, which
can eventually cause the collapse of the entire organization. An organization’s safety,
security, and data confidentiality depend on the proper safeguarding of the encryp-
tion keys. The KMS should not only safeguard keys from external threats but also

be resilient against inside attackers and accidental exposure of the keys. The respon-



sibility of a KMS is to manage the entire life cycle of the keys, which comprises key
generation, key registration, key usage, key storage, key distribution, key deletion,

key destruction, key rotation, key revocation, and key monitoring.

There is a massive growth in data generated by organizations worldwide, which is
expected to grow beyond 180 zettabytes by 2025 [8]. To address the rising demand
for massive storage, organizations employ cluster storage solutions to manage and
store data. Ceph [9] was developed by Sage A. Weil in 2007 to address the growing
need for scalable, high-performance storage solutions. Ceph is a software-defined
storage (SDS) technology that supports block, file, and object storage. It is highly
reliable as there is no single point of failure. Ceph’s Controlled Replication Under
Scalable Hashing (CRUSH) algorithm is a storage solution that separates data and
metadata, which replaces the need for maintaining a centralized metadata table to
record the location of the saved data. The CRUSH algorithm computes the location
of the data to be read or to be written in real time, making the read-write operation
fast and fault-tolerant. Ceph also employs self-managing and self-healing features.
When there is a failure, Ceph can identify the particular component responsible for

the failure, and it can recover the data without administrator’s intervention.

Despite providing a robust storage solution, Ceph lacks native object encryption.
Ceph offers software encryption of the disk level, but the objects themselves are not
encrypted. Ceph does not support highly secure encryption schemes, and Ceph does
not have a reliable Key Management System (KMS). It solely relies on access control
and authentication as the default security mechanism for its data security, making

it vulnerable to data leakage in cases where any adversary compromises data [10][11].

A lightweight cryptography API, CephArmor [12] was developed by our research



team to encrypt and decrypt data in Ceph. CephArmor requires a robust key man-
agement system to safeguard data at rest. The primary objective of this research
is to develop a secure and performant KMS, Ceph Vault that would support various

encryption schemes and different lengths of encryption keys required by CephArmor.



Chapter 2

Background

This chapter includes the necessary information that is instrumental for understand-

ing CephVault.

2.1 Key Management Life cycle

The key management life cycle includes various operations that are performed dur-
ing the lifetime of the encryption keys. The number of phases in the KMS life cycle
depends on applications and use cases [13]. A typical KMS life cycle is described
with their applicability and related research below [14].

e Key Generation: Key generation is the first phase of the KMS life cycle. This is
one of the most challenging phases since the generated key must be of proper length
and sufficiently unpredictable to foil adversaries [15]. Keys can be generated in a
deterministic or non-deterministic fashion [16] or from biometric attributes such as
DNA sequence, fingerprint, or the iris of the eye [17].

e Key Registration: Encryption keys are random numbers, and prior to the use of
the encryption keys, useful metadata, such as key ID, creation date, deletion date,
key version number, and name of the key creator or modifier, must be associated

with the keys. Keys also can be registered with the registration authorities [18].



e Key Usage: Encryption keys are used as input to cryptography modules per-
forming encryption-decryption and hashing operations. Key usage policies must be
in place to regulate a key’s usage and to protect against unauthorized access to the
data. For different cryptography operations or for different applications, separate
keys should be used [19].

e Key Storage: Once encryption keys are generated, they must be stored in a
location completely separate from the encrypted data [20]. Based on the usage type,
keys can be pre-operational keys, which are generated and stored prior to being used
in cryptography operations, or operational keys, which are actively used for cryptog-
raphy operations. Pre-operational keys are saved offline in memory, in hard copy, or
on disk. Since operational keys are accessed in real-time, they must be encrypted
before storing them in the storage system. Key wrapping techniques [21] are gener-
ally employed to encrypt keys before storing them.

e Key Distribution: Keys are distributed using different methods, such as group
key distribution [22], Diffie-Hellman key distribution [23], or chaos synchroniza-
tion [24]. For multicast communication, the Group Key Management Protocol
(GKMP) is employed [25]. For the distribution of encryption keys, a Key Distribu-
tion Center (KDC) can act as an intermediary between group members. In pairwise
key distribution, each group member participates in encryption key generation and
distribution [26]. The primary challenge in the key distribution process is that the
recipients may not be honest, and adversaries can act as recipients of the keys, so
it is imperative to establish trust between the sender and the receiver prior to key
distribution. Since accepting encryption keys from untrusted sources poses a security
threat, dishonest participants must be prevented [27][28].

e Key Rotation: Keys must be changed periodically as using a single key for a
longer period increases the risk of being identified and hence compromises the entire

system [29]. One of the major issues during key rotation is that the encrypted data



needs to be decrypted with the old key before being encrypted with the new key;
however, an updatable encryption technique [30, 31, 32] can change the old cipher-
text to a new one without decrypting the data.

e Key Backup: Keys can be replicated after their creation in an offline or online
manner. Backed-up keys can help in the event of accidental key loss, destruction, or
deletion. Key backup represents an important stage of the KMS life cycle as it plays
a pivotal role in ransomware prevention [33].

e Key Recovery: The key recovery process, also known as key escrow, grants
trusted parties access to the encryption key [34]. The trusted parties can be KMS
providers, government establishments, or business organizations. The key recovery
process is crucial for recovering encrypted data whose keys are lost or stolen. The
recovery key is generated before the actual usage of the key [35], and a trusted party
can be given the recovery key [36]. There are different ways key escrow can be imple-
mented [37], such as storing the recovery information with the encrypted data [38]
or splitting the recovery information among multiple recovery agents [39].

e Key Revocation: A revocation procedure must be performed if the key is com-
promised by either replacing the compromised keys or updating the compromised
key so that the old one becomes ineffective [40]. During the key revocation and key
replacement processes, applications, devices, and users using the compromised keys
can be negatively affected.

e Key Destruction: When keys are no longer needed, they should be destroyed
along with any backup to adhere to the data reservation policies implemented by
international authorities [41]. Keys can be programmed to self-destruct after the
expiration of the predefined timeline [42].

e Key Audit Trail: An audit trail is required for organizations to be compliant
with international regulations. An audit trail may contain sensitive information that

can leak the user’s privacy, so the audit trail should be encrypted, and a search func-



tionality should be enabled on the encrypted audit logs [33].

e Key Monitoring: The entire life cycle of KMS should be monitored for any
unauthorized access to the system. Monitoring different phases can prevent the in-
stallation and distribution of corrupt keys. A corrupt key can jeopardize the KMS,
and data loss can be irreversible. Apart from the security aspect, monitoring can

help to improve system performance.

2.2 Basic Principles of Information Security

An application that implements various phases of the KMS life cycle described in
Section 2.1 should follow various security principles to safeguard data [43]. The basic
principles of information security that influence the design of Ceph Vault are discussed
in this section. The National Institute of Standards and Technology (NIST) standard
Federal Information Processing Standard (FIPS) 199 categorized confidentiality, in-
tegrity, and availability as the CIA triad, which is the fundamental principles of
information security used for evaluating the security objectives of a system, where C
stands for confidentiality, I stands for integrity, and A stands or availability. However,
the extended CIA triad included authenticity and accountability for comprehensibil-
ity [44].

e Confidentiality: Confidentiality ensures data is private and not disclosed to any
unauthorized person. Without confidentiality, data can be compromised.

e Integrity: Integrity protects data against improper modification. Without in-
tegrity, data can be altered by an unauthorized person.

e Availability: Availability facilitates timely data access. Without availability,
data is deemed to be unreliable and could lead to service disruption.

e Authenticity: Authenticity ensures the genuineness of the user by employing au-

thentication mechanisms, such as username, password, biometrics, etc. Authenticity



verifies users and ensures that the data transmission is genuine. Unauthenticated
users can leak confidential information.

e Non-repudiation: Non-repudiation ensures that the origin of the data can be
verified by a third party. With non-repudiation, an entity can not deny its involve-
ment in an activity that was done by that entity previously.

e Accountability: Accountability tracks the activity of an entity and ensures that

the entity is responsible for its actions.

2.3 Fundamental Security Design Principles

Developing a secure application mandates the following design principles to counter-
measure software vulnerabilities and prevent potential attacks. CephVault’s design
is based on the following fundamental security design principles listed by The Na-
tional Centers for Academic Excellence for Information Assurance/Cyber Defense
(a collaboration effort between the U.S. National Security Agency and the U.S. De-
partment of Homeland Security) [44].

e Economy of Mechanism: Make the design simple and small to perform thor-
ough tests. A complex design can lead to attackers exploiting security vulnerabilities
in the design.

e Open Design: Make the design of an application available to all rather than
keeping it secret, which enables security experts to review the design and identify
potential vulnerabilities in the design.

e Separation of Privilege: Divides an application into various modules and dif-
ferent privileges are employed in various modules to perform the desired task.

e Least Privilege: Ensures that a method, process, or user can perform a task with
the least privileges and absolutely necessary privileges. Role-based authentication is

an example of the least privilege principle.



e Least Common Mechanism: Ensures minimum shared functions between users,
reducing unintended operations and creating the shortest communication path be-
tween tasks.

e Psychological Acceptability: Provides guidelines for user adaptability of an ap-
plication without facing any additional challenges. Security mechanisms developed
for the system must not hinder the primary duty of the user who interacts with the
system. Without psychological acceptability, the system may become burdensome
to users, and users are likely to commit mistakes while using the application.

e Isolation: Keeps sensitive data in a restrictive enclosure (can be software or hard-
ware). Isolation restricts public access or unauthorized access to the data, processes,
and memory space.

e Encapsulation: Binds data and methods together in a single unit. Encapsulation
provides an additional layer of security, where data from one class is hidden from
other classes and can be exposed only to the intended classes through proper access
specifiers.

e Modularity: Groups common functionalities in separate, secured modules. Mod-
ularity provides reusable functionalities and easy update or upgrade options.

e Layering: Secures data with overlapping security mechanisms. Failure of one
mechanism should protect the data.

e Least Astonishment: Designs an application so that users feel comfortable us-
ing the application without being surprised. The design should be transparent for
the user to understand the security goals that are mapped to the security features

developed for the applications.
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Figure 2.1: KMS for Symmetric-Key Cryptography
2.4 Cryptographic Primitives

Cryptography primitives can be employed in a key management system to enforce
information security principles. For example, an encryption scheme can provide
security, a hash function can provide integrity, and a digital signature scheme can
provides non-repudiation, and integrity to a KMS. A KMS can support various
cryptography schemes, such as symmetric key encryption schemes, asymmetric key
encryption schemes, or hybrid encryption schemes, where a combination of different
cryptography and non-cryptography schemes are supported by the KMS. Some of the
KMS based on the various cryptography primitives that are relevant to CephVault

are discussed below.

2.4.1 KMS for Symmetric Cryptography

In a symmetric-key cryptography-based KMS, the same key, a Data Encryption Key
(DEK), is used to encrypt and decrypt the data at rest [45]. The encryption and
decryption operations for data are depicted in Figure 2.1.

For encryption, the plaintext provided by the sender is encrypted with the encryption

key to generate the ciphertext. The ciphertext is stored in the cluster storage, and

10



the encryption key is stored in the database for future decryption requests. In the
decryption process, the decryption key, retrieved from the database, is used for

ciphertext decryption.

2.4.2 Envelope Encryption

In Figure 2.1, we depicted symmetric-key cryptography-based KMS, where the DEK
is stored in the database in plaintext. Storing the DEK in plaintext in the database
reveals the key, so the key must be kept in the database always in the encrypted
format. In an enveloped encryption scheme, the DEK is encrypted with another
encryption key called Key Encryption Key (KEK). We can again encrypt the KEK
with another encryption key, and so on, and with decryption, we need to unwrap
the encrypted key. Symmetric encryption algorithm AES is secure for post-quantum
cryptography, provided the key size should be increased, making the AES algorithm
a better choice for encryption of the DEK, with future extensibility [46]. AES can be
operated in various modes. Some of the modes pertaining to this thesis are discussed
below.

e AES-CBC (Cipher Block Chaining): In AES-CBC (Cipher Block Chaining)
mode, the plaintext is divided into fixed-size blocks (16 bytes), and each block of
the plaintext is encrypted with an AES block cipher. When the plaintext is not a
multiple of 16 bytes, the last block is padded before the encryption. In this mode,
the previous block’s ciphertext influences the next block’s encryption, such that the
previous block’s ciphertext is XORed with the next block’s plaintext, making it a
chain of blocks. The use of padding in AES-CBC mode can be vulnerable to padding
oracle attacks [47].

e AES-CTR (Counter): AES-CTR (Counter) mode converts the AES into a
stream cipher, and it divides the plaintext into fixed-sized blocks of 16 bytes. The

encryption process requires a unique Initialization Vector (IV) and a fixed counter
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Table 2.1: Comparative Analysis: AES Encryption Modes

Attributes AES- | AES- | AES-
CBC | CTR | GCM
Plaintext is divided into blocks of 16 bytes. Yes Yes Yes
Dependency on the previous block for encryption | Yes No No
Provides confidentiality Yes Yes Yes
Provides integrity No No Yes
Padding required for the last block Yes No No
Vulnerable to padding oracle attacks Yes No No
Block cipher transformed into stream cipher No Yes Yes

value, which can be zero. Since each block does not depend on the previous block
for encryption, parallelization can be possible. If the plaintext is not a multiple of
16 bytes, AES-CTR mode encrypts the partial block of plaintext, IV, and counter
value the same as it encrypts the entire block of plaintext. Since no padding is used,
AES-CRT mode is not vulnerable to padding oracle attacks.

e AES-GCM (Galois/Counter Mode): In AES-GCM (Galois/Counter Mode),
the plaintext is divided into fixed-sized blocks; however, unlike AES-CBC and AES
CTR mode, the block cipher is transformed into a stream cipher. Unlike AES-
CBC, AES-GCM mode encrypts each block independently. Unique data, known as
Additional Authentication Data (AAD), provides integrity, where, like IV, AAD can
be public. AES-GCM mode does not require padding even for the last block of
the plaintext, which is not 16 bytes, making it secure to padding oracle attacks. A

comparative analysis of various AES encryption modes are described in Table 2.1.

2.4.3 KMS for Asymmetric Cryptography

An asymmetric-key encryption scheme, also known as public-key cryptography [48],
uses a private-public key pair bounded by a mathematical principle for cryptography
operations [49]. When the public key encrypts the data, the resulting ciphertext
can only be decrypted by the corresponding private key. Asymmetric encryption is

slower than symmetric encryption schemes and generally used to encrypt data-in-
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transit [50].

2.4.4 KMS for Hybrid Cryptography

Employing traditional symmetric or asymmetric cryptography to secure data en-
counters many limitations associated with these algorithms [51] [52]. Researchers
introduced efficient approaches [53] that are more secure than the traditional sym-
metric and asymmetric algorithms [54].

Researchers employ a combination of symmetric encryption schemes, such as Blow-
Fish [55], AES [56], DES [57], or IDEA [58], with asymmetric encryption schemes,
such as ECC [59], RSA [60], El Gamal [61], or Paillier [62] to implement a hybrid
scheme. The specific choice of algorithm depends on the system requirements and
efficiency of the algorithm. In hybrid cryptography-based KMS, the DEK is gen-
erated by the symmetric encryption scheme, and the public-private key pair of the
asymmetric encryption scheme is used as the KEK.

e KMS for Hybrid Cryptography with Hash Function: In the hybrid
cryptography-based KMS, a hash function can be employed with various encryption
algorithms to provide data integrity. A hash function takes the data of variable
length as input and performs complex operations to produce a fixed-length output
known as a hash code, a hash value, a hash, or a digest. It is computationally
difficult to deduce the original data from a hash and to identify the two different
inputs producing the same hash values [63][64]. Figure 2.2 represents the hash-based
hybrid KMS. In encryption, a plaintext message is encrypted using the pre-shared
secret key. At the same time, the plaintext message is sent to the hash function to
generate a checksum. Then, the encrypted message and the checksum are sent to
the receiver. In decryption, the encrypted message at the receiver’s end is decrypted
using the pre-shared secret key, and the plaintext is used to generate a hash value.

Then, the generated checksum is compared with the received checksum to identify
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whether the checksums match or not.

e KMS for Hybrid Cryptography with Digital Signature: In the hybrid
cryptography-based KMS, a digital signature can be employed with various encryp-
tion algorithms to provide data integrity and non-repudiation. A digital signature
generation algorithm receives the sender’s private key along with the data and pro-
duces a digital signature, and a digital signature verification algorithm receives the
digital signature, data, and the sender’s private key to verify whether the signature
is valid or not. Figure 2.3 represents the digital signature-based hybrid KMS.

In encryption, a plaintext message is encrypted using a symmetric key pre-shared
between the sender and the receiver. The ciphertext is then used as input to the
digital signature generation algorithm together with the sender’s private key to gen-
erate a digital signature. Then, the sender’s public key, the digital signature, and the
encrypted message are sent to the receiver. In decryption, the encrypted message
at the receiver’s end is provided to the digital signature verification algorithm along

with the sender’s public key and the digital signature. A valid digital signature,
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confirmed by the digital signature verification algorithm, ensures that the message
integrity and non-repudiation are upheld, or an invalid digital signature affirms a
compromised message [65, 66, 67]. Once the digital signature is verified, the cipher-
text is decrypted with the pre-shared secret key, and the plaintext is provided to the

receiver.

2.5 Hardware Accelerated AES Instructions

AES encryption is one of the accepted, widely used, and secure symmetric encryption
schemes that adhere to the FIPS. AES New Instruction Set (AES-NI) [68] is a
hardware-accelerated AES instruction set introduced by Intel, to perform encryption

and decryption operations to improve performance and security.
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Benefits of Using AES-NI: AES-NI, supported by Intel and AMD processors,
can benefit as below. Hardware Acceleration: Execution of the AES-NI instructions
is accelerated by the CPU’s hardware, unlike software-based AES, which is slower
than AES-NI due to the consumption of more CPU cycles. Parallelism: Since mod-
ern CPUs support parallel processing, multiple data blocks can be processed in par-
allel by AES-NT instructions. Energy Efficiency: AES-NI instructions consume less
power than software-based implementations. Reduced CPU Qwerhead: Since cryp-
tographic operations are performed on the dedicated hardware, the CPU becomes
available to perform other tasks, making it performant. Lower Latency: With lower
latency, AES-NI is a better choice for real-time applications than a software-based
AES implementation. Improved Security: AES-NI is more secure than a software-

based AES implementation since AES-NI is less susceptible to side-channel attacks.

2.6 Hardware-Based Cryptography Modules

Dedicated hardware can be employed to perform various cryptography operations,
generate and store cryptography keys, and provide tamper-resistant enclosure.

Hardware-based cryptography modules provide better security than entirely software-
based key management systems. The benefits of using hardware-based cryptography

modules are described below.

2.6.1 Benefits of Using Hardware-Based Cryptography
Modules

The advantages of using the hardware-based cryptography modules are described
below, followed by some examples. Cryptographic Operations: Hardware provides
a secure execution environment for encryption and decryption operations. Random

Number Generation: a Hardware-based cryptography module acts as a True Random
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Table 2.2: Various Hardware Modules Supporting Cryptography Operations

TPM [69)] HSM [70] PUF [71] FPGA [72]

Number Generator (TRNG). Secure Storage: Secrets can be physically stored in the
hardware, making it secure even if the hardware is compromised. Physical Security:
A tamper-resistant enclosure comprises sealing that detects any physical attack on
the hardware. Compliance: A hardware-based cryptography module is required for
FIPS 140-2. High Performance: Hardware-based cryptography modules can provide

better performance or cryptography operations.

2.6.2 Various Hardware-Based Cryptography Modules

Various hardware component types (depicted in Table 2.2) that support secure cryp-
tography operations are described below.

e Trusted Platform Module (TPM): A Trusted Platform Module (TPM) is a
cryptographic coprocessor that can be directly integrated with the motherboard of
a device, server, computer, or IoT device. A TPM provides a secure boot, tamper-
resistant secure environment, key storage, key generation, and cryptography opera-
tions [73].

e Hardware Security Module (HSM): Hardware Security Module (HSM) is
a dedicated device that provides various cryptography operations, generation, and
storage of digital signatures, certificates, and encryption keys. HSMs facilitates
authentication and authorization functionalities, backup of the secrets, archiving,
and logging mechanism. HSMs support zeroization of the secrets, where secrets are

deleted if any attempt to tamper with the hardware is detected.
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e Physical Unclonable Function (PUF): Physical Unclonable Function (PUF)
is a physical entity that leverages the production variable of the hardware, such as
the physical microstructure of the hardware introduced during the manufacturing
process, to generate hardware-specific random numbers. Since the output is unique
to that hardware, and it is highly unlikely two devices can have the same output, the
output is considered as the device fingerprint. A PUF is considered unclonable since
variations in the hardware property cannot be controlled from the outside, so the
output keys are different in various hardware. However, when the key is generated,
the key can be cloned [74].

e Field Programmable Gate Array (FPGA): A Field-Programmable Gate
Array (FPGA) is a programmable hardware device that can be used to perform
cryptographic operations and store encryption keys [75]. FPGAs can be used to
accelerate AES encryption and prevent side-channel attacks. FPGAs, which are
resource-constrained devices, can provide a few megabits of storage. FPGAs might
need external storage if cryptographic operations need more storage, making them

inefficient for faster data access [76].

2.7 Key Generation

Key generation is the first stage in the KMS life cycle process. The strength of
the encryption algorithm depends on the randomness and length of the keys. The
KMS generates different types of keys, such as private keys or public-private key
pairs. While the private keys are used by symmetric encryption schemes, the public-

private key pairs are used by the public encryption schemes.

Private Key Generation using Random Number: Encryption keys are ran-
dom numbers, which can be generated in two ways: Pseudorandom Number Gener-

ation Process or True Random Number Generation Process.
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e Pseudorandom Number Generator (PRNG): A Pseudorandom Number
Generator (PRNG) is a computer algorithm that generates a sequence of random
numbers, which is completely dependent on the seed or an initial value. The seed
can have true random numbers harnessed from the various entropy sources such as
mouse movements or system interrupts. PRNG is also known as a Deterministic
Random Bit Generator (DRBG).

e Cryptographically-Secure Pseudorandom Number Generator: A random
number generated by PRNG, which is apt for cryptographic operations, is called a
cryptographically secure Pseudorandom Number Generator (CSPRNG). The bits in
the random number generated by CSPRNG should have high uncertainty and uni-
form distribution of binary values, making it challenging to predict the bit sequence
and resistant to various cryptoanalysis attacks.

e True Random Number Generator (TRNG): True Random Number Genera-
tor leverages physical properties or noise sources, such as thermal noise, photoelectric
effects, radioactive decay, or quantum effects, to generate a random number. TRNG

is also known as Non-Deterministic Random Bit Generator (NRBG).

Private Key Generation using Threshold Cryptography: The threshold en-
cryption scheme is employed to generate and safeguard private keys [77]. In this
scheme, the secret key is split into multiple shares, with the final secret key gen-
erated by combining the threshold number of shares [78]. Even if some shares are
compromised by an adversary (up to some predefined number), the entire key gen-
eration process can be attack-tolerant. Shamir’s secret sharing is one of the most
recognized, and well-established threshold cryptography scheme for generation of an

encryption key [79].

Key Generation In TPM: A TPM employs a hierarchical structure of keys,

where different hierarchies are used for various purposes. For example, Endorse-
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ment Hierarchy (EK) is used for attestation, and Storage Hierarchy (SH) is used for
managing keys used for data encryption [73]. A hierarchy is created by TPM keys,
where parent keys encrypt or wrap child keys. The TPM employs asymmetric key
cryptography, where the private key material never leaves the TPM in plaintext,
and the public key is used to encrypt the private part of the child key. The root
key in the TPM is known as the primary key, which has no parent. The primary
key is generated using a Key Derivation Function (KDF) from the seed stored in the
Non-Volatile Data (NVDATA) section. In Figure 2.4, the primary key’s public part

encrypts the private parts of its children K1 and K2. Similarly, the private part of
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key K3 is encrypted by K2, creating the hierarchy.
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2.8 Common Security Vulnerabilities and Attacks

CephVault employed countermeasures against common security vulnerabilities and
attacks, which are described in this section. The countermeasures employed in Ceph-
Vault are discussed in the security analysis of CephVault in Section 7.3.

e Buffer Overflow: A program employs a temporary storage area in the memory,
known as a buffer, to store data, and an attacker can overflow the buffer by sending
more data than the buffer intended to store. Buffer overflow can lead to arbitrary
code execution, unauthorized access, system crash, and compromising the entire sys-
tem [80].

e SQL Injection: Attackers can inject malicious SQL code into the database query
by bypassing the application’s input validation, leading to unauthorized access to
sensitive data, altering data, and deleting data [69] [81].

e Directory Traversal Attacks: In directory traversal attacks, attackers can gain
access to the systems directory and files outside of the authorized directory by pro-
viding malicious special character patterns (example, ../) and malformed relative
path patterns (example, ../../), leading to unauthorized access to the system [82].

e Side Channel Attacks: In a side-channel attack, instead of exploiting cryptogra-
phy algorithms, which are difficult to break, attackers target the physical implemen-
tation of the algorithms, such as the time taken to perform encryption-decryption
operations, electromagnetic radiation emitted by the devices, or power consumption
during cryptography operations [83].

e Physical Attacks: Attackers can gain physical access to the computers, servers,
or cryptography modules and compromise sensitive data. Attackers can gain access
to various ways, such as physical storage devices, can tamper system hardware, in-
stall keyloggers, and clone biometric data [81] [84].

e Insider Attacks: An unauthorized person inside an organization can intention-

ally or unintentionally compromise sensitive data. Insider attackers can be malicious
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internal employees, developers, architects, contractors, or disgruntled former employ-
ees possessing access to the organization’s sensitive data [85] [81].

e Man-in-the-middle Attacks: In a Man-in-the-Middle (MitM) attack, attackers
intercept the communication between two users or applications and perform mali-
cious activities, such as gaining unauthorized access, modification of communication,
and injecting malformed content [86].

e Brute Force Attacks: Attackers can guess passwords or encryption keys us-
ing different possible combinations of characters, words from a dictionary, or known
sources. Attacks can effortlessly compromise weak passwords, leading to unautho-
rized access to sensitive data and revealing sensitive data [87].

e Rainbow Attacks: Various systems employ hash functions to store their users’
passwords in a hash format instead of storing the passwords as plaintexts, and a
rainbow attack is launched to break the password hashes. Rainbow tables, which are
precompiled tables comprising a massive number of hashes of probable passwords,
are employed to match the password hashes retrieved from the systems. This attack
is more efficient in breaking passwords than brute force attacks since systems can
employ mechanisms to authenticate after a certain number of tries, which can defer
brute force attacks [88].

e Chosen Plaintext Attacks: Attackers can select plaintexts of their choice and
inspect their corresponding ciphertexts. If the same plaintext is always encrypted
with the same key, it produces the same ciphertext. For this scenario, the encryption
scheme is vulnerable to indistinguishability under a chosen plaintext attack (IND-
CPA). Attackers can observe the patterns in the ciphertexts, which could lead to key
recovery, the encryption algorithm used for ciphertext generation, and the relation-
ship between plaintexts and ciphertexts [89].

e Padding Oracle Attacks: In symmetric key encryption, generally, a plaintext

is divided into multiple blocks, with a block of 16 bytes to perform encryption op-
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erations on each block. If the plaintext is not a multiple of 16 bytes, the last block

needs padding. Attackers can manipulate the padding to decrypt ciphertext [90].

2.9 Ceph Architecture

Ceph is an open-source, distributed, software-defined file system that can provide a
storage solution for the object, block, and file types [91]. Ceph is a high-performing,
efficient storage solution that circumvents the issues with traditional storage solu-
tions, such as Network Attached Storage (NAS), Storage Area Network (SAN), and
Gluster File System (GlusterF'S), where read-write operations on the disk are per-
formed with the help of the centralized metadata table. Ceph introduces a new
approach, Controlled Replication Under Scalable Hashing (CRUSH), where, rather
than performing a lookup operation, the client can compute the location of the read-
write operation using the CRUSH algorithm. Some of the Ceph concepts relevant
to our research are discussed in this section (Figure 2.5).

e CRUSH: CRUSH is fully aware of the logical and physical infrastructure. Ceph
creates a CRUSH map, which is a hierarchy comprised of the cluster’s physical
topology, rules for data placement policy, storage capacity, information regarding
nodes, data-centers, pools, racks, switches, domains, buildings, rooms, etc. [92]. The
CRUSH map contains information on the failure domain, so in case of component
failure, the CRUSH map is automatically updated with the failed component. Thus,
Ceph achieves a self-healing capability. Since the CRUSH map is shared among both
the client and Ceph, when clients want to store data in the cluster using Ceph, the
client can deduce the exact location using the CRUSH map. This way, Ceph cir-
cumvents the need for lookup operations on a centralized metadata table.

e Object Storage: In Ceph, data is divided into smaller units of data called objects,

which can be uniquely identified by their respective IDs and Pool names. Objects,
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which can be accessed by HTTP(S) RESTful APIs, store unstructured data, such as
pictures, videos, documents, and images.

e Reliable Autonomic Distributed Object Store Gateway (RADOSGW):
Reliable Autonomic Distributed Object Store (RADOS) Gateway, which is known
as RADOSGW, or Ceph Object Gateway, provides an interface to store objects in
Ceph.

e Block Storage: A block storage is a sequence of bytes, striped over several
objects, which can be mapped to the operating system [93]. Ceph block storage
facilitates thin provisioning, a technique to allocate storage on-demand for writing
data in Ceph.

e RADOS Block Device (RBD): RADOS block device (RBD) provides an inter-

face for the virtual machines and containers to store data on various storage media,
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such as Hard Drives (HDDs), Solid State Drives (SSDs), Compact Disks (CDs), and
floppy disks.

e File Storage: Ceph file storage facilitates distributed file systems to be mounted
and accessed as traditional file systems. It is apt for the Portable Operating System
Interface (POSIX) compliant environment, where files are shared across a distributed
environment.

e Ceph File System (CephFS): Like traditional file systems, where data is cat-
egorized in a directory and file structure, Ceph File System (CephFS) provides a
POSIX interface to access files.

e LIBRADOS: LIBRADOS is a library that acts as an intermediary between Ceph’s
storage interfaces (RADOSGW and RBD) and Reliable Autonomic Distributed Ob-
ject Store (RADOS), allowing object-level operations, such as data management,
reading or writing operations.

e Reliable Autonomic Distributed Object Store (RADOS): Reliable Auto-
nomic Distributed Object Store (RADOS) is the primary component of the Ceph
cluster. Ceph facilitates data access via various data access functionalities, such
as RBD, CephFS, RADOSGW, and LIBRADOS, which operate on the top of the
RADOS layer. When the user sends a request to write data, the CRUSH algorithm
calculates the location where data should reside. Then, data is sent to the RADOS
layer, which breaks the data into small chunks, namely objects, and distributes the
data among all the clusters. Finally, objects are stored in Object Storage Devices
(OSDs) [93].

e Buffer: Buffer comprises Buffer List, a data structure of a sequential list that pro-
vides a contiguous data area for transferring data between various layers in Ceph.

e Object Storage Device (OSD): Object Storage Device (OSD) stores the ob-
jects on the physical devices of the cluster nodes. During a write operation, data is

stored in the form of objects, and during the write operation, the data is retrieved
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from the object and provided to the user.

e Ceph Pool: A Ceph pool provides a logical partition to store objects. Ceph
distributes each and every single pool across cluster nodes, making Ceph resilient.
Erasure Coding (EC) is a mechanism where objects are replicated to desired chunks,
and when needed, only a subset of the chunks are required to recreate the data,
making data available. Also, EC provides data protection since the fragmented data
is encoded and distributed across the cluster nodes.

e Ceph Namespace: A Ceph namespace is defined as a logical group of objects
with a pool, and each object can be assigned to a namespace. Namespaces are used to
control access to the pool, such that read and write operations can be confined only
within the namespace, and a user can access an object associated with a namespace
within the pool only if the user has access to the namespace. Permissions, which
are also known as “capabilities,” can be granted to users authenticated with Ceph.
“Capabilities” can be employed to provide restricted access to data inside a pool or

a namespace within a pool [94].

2.10 Our Research Contribution

Ceph’s default architecture, as depicted in Figure 2.5, does not contain any cryp-
tography component that could store data as an encrypted format. Our research
team developed capabilities to safeguard data in Ceph. The contributions of our
research team, which are depicted in Figure 2.6 (highlighted in yellow background),
are described below.

e CephArmor [12]: A cryptographic API, developed by our research team, that
encrypts and decrypts data-at-rest in Ceph.

e Security Provider (SP) [12]: The Security Provider (SP) employs an interface

with the various required cryptographic operations. CephArmor uses various SP
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methods to provide encryption-decryption operations.
e CephVault: The key management system for Ceph, which I proposed and devel-

oped in this thesis.

2.11 Federal Information Processing Standards

The guidelines and standards proposed and designed by NIST are known as FIPS.

FIPS 140-2 is an established standard that focuses on the security requirements
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of a cryptographic module [1]. FIPS 140-3, which is the successor to FIPS-2, was
approved on March 22, 2019 [95]. Although FIPS 140-3 standards are published at
the time of writing this thesis, various open source libraries and other components
are still in the process of FIPS 140-3 validation. For example, the OpenSSL library
described the plan for FIPS 140-3 validation, which is anticipated to be completed
by 2024 [96]. So, we focused our research for achieving FIPS 140-2 standards, instead
of FIPS 140-3.

2.11.1 Security Requirements for a Cryptography Module

Adhering to FIPS 140-2

A cryptography module comprises a software or hardware component, or a combi-
nation of software and hardware components, that facilitates various cryptography
operations, key generation, and storage. A key management system can employ a
cryptography module and other components, such as a database, to manage the life
cycle of a key. FIPS 140-2 has a total of 4 levels of security to cover a wide area
of environments and their security requirements. This thesis will focus on achieving
FIPS 140-2 level 2. We discuss only levels 1 and 2 for the sake of brevity; details of
levels 3 and 4 can be found on the FIPS website [1].

e Security Level 1: In this level, the minimum requirement is to use one approved
encryption algorithm or approved security function. There is no requirement to em-
ploy a physical security mechanism. A personal computer (PC) encryption board
can be considered a cryptography module at this level. The cryptographic module’s
software component can be run on the unevaluated operating system.

e Security Level 2: In this level, all requirements of level 1 are included. The
cryptographic module must have a tamper-evident coating, seal, and pick-resistant
lock to ensure the integrity of the cryptography module. Role-based authentication

is employed to ensure authenticated users have a specific role in performing any op-
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eration on the cryptographic module. The operating system must be trusted so that
when the general-purpose computing platform is used by the cryptographic modules
for generating keys, these computing platforms can be considered equivalent to a
dedicated hardware-based cryptographic module.

A summary of the security requirements for a cryptographic module adhering to

FIPS 140-3 Level 2 is specified in Table 2.3.

2.11.2 Security Requirements for a KMS Adhering to FIPS

140-2

This section depicts the security requirements for a KMS adhering to FIPS 140-2
(Levels 1, 2, 3, and 4) [97].

e Documentation Requirements: To adhere to the FIPS 140-2 (Levels 1, 2, 3,
4), KMS documentation should contain the details pertaining to all cryptographic
keys and Critical Security Parameters (CSPs) used by a cryptographic module.

e Random Number Generators (RNGs): KMS can only employ an approved
RNG (deterministic and non-deterministic) to generate cryptographic keys.

e Key Generation: Similar to the guideline regarding the random number gen-
erator, only approved Random Number Generators (RNGs) can be used in the key
generation process.

e Key Storage: Cryptographic modules can store keys either in plaintext form or
encrypted form.

e Key Usage: This is called separation of duty, where a single key can only be used
for a single use (for example, encryption, key wrapping, random number generation,
or digital signatures).

e Labeling of Cryptographic Information: To provide better information about
a key, various labels may be employed.

e Electronic Key Distribution: Prior to the distribution of the key electronically,
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Table 2.3: Summary of Security Requirements for a Cryptographic Module [1]

Security Level 1 \ Security Level 2

Cryptographic
Module
Specification

Specification of the cryptographic module, crypto-
graphic boundary, Approved algorithms, and approved
modes of operation. Description of the cryptographic
module, including all hardware, software, and firmware
components. Statement of module security policy.

Roles, Services,
and
Authentication

Logical separation of re- | Role-based or identity-
quired and optional roles | based operator authentica-
and services. tion.

Physical Security

Production grade Locks or tamper evidence.
ment.

equip-

Operational Single operator. Executable | Referenced PPs* evaluated
Environment code. Approved integrity | at Evaluation Assurance
technique. Level 2 (EAL2) with spec-
ified discretionary access
control mechanisms and au-
diting.
Cryptographic Key management mechanisms: random number and key

Key Management

generation, key establishment, key distribution, key en-
try /output, key storage, and key zeroization. Secret and
private keys established using manual methods may be

entered or output in plaintext form.

Cryptographic
Module Ports and
Interfaces

Required and optional interfaces.

Specification of all

interfaces and of all input and output data paths.

Mitigation of
Other Attack

Specification of mitigation of attacks for which no
testable requirements are currently available.

Self-Tests

Power-up tests:

cryptographic algorithm tests, soft-

ware/firmware integrity tests, critical functions tests.

Conditional tests.

Design Assurance

Configuration management
(CM). Secure installation
and generation. Design
and policy correspondence.
Guidance documents

CM system. Secure distri-
bution. Functional specifi-
cation.

2 Protection Profile: an implementation-independent set of security requirements
for a category of Targets of Evaluation (TOESs) that meet specific consumer needs.
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a key encrypting key can be used for key wrapping.

2.12 Threat Model

Threats can adversely affect a system, and understanding threats helps organizations
plan for threat mitigation. A threat model represents attackers, their capabilities,
trust boundaries, and vulnerabilities the adversary can exploit. The STRIDE model
is a popular choice for analyzing threats. STRIDE is an acronym for Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation
of Privilege [98]. Spoofing refers to a technique where the attacker impersonates a
legitimate user. Tampering refers to unauthorized modification of data. Repudiation
involves the denial of actions which already occurred. Information Disclosure refers
to the unauthorized exposure of data. Denial of Service involves disrupting the usual
services or functions by systems. FElevation of Privilege refers to gaining unauthorized

access to the higher privilege level.

2.13 Summary

In this chapter, some of the key concepts, such as the life cycle of a key management
system, various security primitives, and software and hardware-based cryptography
modules, were discussed. We also discussed the internal layers of Ceph to provide
an overview of our research contribution and applicability. Then, we discussed in-
formation security principles, secure design principles, various known attacks, and
FIPS 140-2 guidelines since CephVault will be evaluated against these attributes in
Chapter 7. In the next chapter, we will discuss various key management systems that
are supported by Ceph and some open-source solutions that could be used for Ceph.

Also, a comparative study on CephVault with other solutions will be provided.
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Chapter 3

Related Work

Various open-source and enterprise KMSs support different applications, for exam-
ple, Venafi manages SSL/TLS certificates [99], or Thales CipherTrust Cloud Key
Manager secures data across cloud environments [100]. In this section, we will dis-
cuss relevant KMS solutions to identify their applicability to Ceph. We will also

compare these solutions with Ceph Vault.

3.1 Research Method

We searched for research papers, scientific journals, scholarly articles, and techni-
cal white papers for key management systems in scientific search engines. However,
only a few publications were identified that described key management solutions
for cluster storage comprising the life cycle of a KMS. We found research papers
on KMSs for novel encryption schemes [101, 102, 103], group key management pro-
tocols [104, 105, 106, 107], or wireless sensor networks [108, 109, 110]. We also
found research papers describing various security principles, security challenges and
their countermeasures, and best practices required for a secure KMS [111, 112, 113].
However, we identified a gap in the literature that did not provide a detailed de-

scription of KMSs, such as the architecture of KMSs or the techniques employed to

32



generate, store, or rotate keys safely. On the other hand, we searched for KMS solu-
tions on organizations’ official websites and code-sharing platforms, such as GitHub.
We identified some popular KMS solutions and analyzed their features for possible

integration with Ceph.

3.2 KMS Solutions Supporting Ceph (Officially)

Although Ceph does not provide native support for a key management system, KMSs
developed by other organizations can be incorporated to encrypt data in Ceph. Ac-
cording to Ceph’s official website, the two KMSs that support Ceph are: OpenStack
Barbican [114], and Hashicorp Vault [115]. Table 3.1 provides a detailed description

of contributions and limitations of KMSs supporting Ceph.

3.3 KMS Solutions Not Supporting Ceph

(Officially)

We evaluated some popular open-source KMS solutions, although they do not sup-
port Ceph officially, which means these solutions are not included as supported key
management solutions on Ceph’s official website. The reason for evaluation was to
identify possibilities of integration with Ceph. Table 3.2, and Table 3.3 provide a

detailed description of contributions and limitations of KMSs not supporting Ceph.

3.4 Summary

In this chapter, we analyzed various enterprise and open-source key management
solutions and provided a comparative analysis with CephVault to understand the

applicability of our research.
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Table 3.1: KMSs Supporting Ceph: Contributions, and Limitations

KMS

Contributions

Limitations

Barbican [116]

Barbican is a REST API
that provides users with a
container to manage and
store certificates and keys.
It supports pluggable back-
ends, simple crypto, and
PKCS+#11, a public key cryp-
tography standard. Open-
Stack Swift can be used as a
storage backend, and an HSM
can be used as a cryptography
backend.

For  authentication  and
authorization, Barbican
leverages OpenStack Key-
stone, which stores passwords
in the config file in plain-
text [117] [118].  Similarly,
the KEK is stored in the
config file [119] [120]. Also,
Redhat confirmed that Bar-
bican could only be used as
a preview, not to be used in
the production systems [121].
Unlike  CephVault,  which
is embedded with Ceph,
Barbican requires a separate
KMS server. Keys are not
created per-object. The
object, pool, and namespace
are not considered for key
generation, making it vulner-
able to accidental overwrite
of duplicate data in Ceph.

Hashicorp
Vault [122]

Hashicorp Vault, a mature
secrets management solution
(more than 1250 contributors
to its open-source project),

provides a wide variety
of secrets, such as keys,
IVs, certificates, database
passwords,  session  keys,
and tokens. The secret
management solution is a

well-documented and popular
choice among the community.
Vault uses AES256 in GCM
mode to encrypt and decrypt
secrets internally. It sup-
ports hardware and software
cryptography modules that
use Shamir’s secret shares to
generate the KEK.

Hashicorp Vault open source
is not FIPS compliant; the
final key (unseal key) needs
to be stored using external
services, such as Azure key
vault.  So, another third-
party key vault is required.
Development mode runs on
localhost without SSL, and
keys generated in memory
are not retained if the KMS
server shuts down. It is ex-
pensive; the Hashicorp Vault
Plus version can be USD
$82,397 /year, with an addi-
tional USD $1349/user each
year [123]. The enterprise
version is charged on case-by-
case basis. It does not sup-
port per-object key genera-
tion.
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Table 3.2: KMSs Not Supporting Ceph: Contributions, and Limitations

KMS Contributions Limitations
Ansible Supports the encryption of | Plaintext password is stored
Vault [124] variables and files. in file systems or environmen-

tal variables, with no enve-
lope encryption. Only key
creation and key rotation are
supported.

Cloudflare Red
October [125]

A software-based TLS server
that encrypts and decrypts
files.  Encryption keys are
split into two shares for secu-
rity.

Only 128-bit AES encryption
is supported. The DEK is de-
rived from the user password,
where the strength of the en-
cryption key depends on the
password’s complexity. Also,
the KMS mandates a local file
to store the key.

Codahale
Sneaker [126]

Stores secrets on AWS lever-
aging Amazon S3. Employs
AES-GCM for envelope en-

cryption.

Codebase is not reviewed by
security professionals.  Re-
quires Amazon S3 subscrip-
tion. Keys and encrypted
data are stored together in
Amazon S3, which is not se-
cure.

Square
Keywhiz [127]

Supports a wide variety of
secrets, such as TLS certifi-
cates, keys, API tokens, and
database credentials. Secrets
are managed using JSON
APIs.  Administrators can
use web API, CLI, or REST
API to manage KMS. HSM
is employed to store the
KEK, which is generated us-
ing HKDF, a key derivation
function (KDF') based on the
HMAC message authentica-
tion code.

Developed in Java, so it will
not provide as seamless inte-
gration as CephVault, which
is developed in C++, and de-
ployed as an intrinsic com-
ponent of Ceph. Secrets
are cached in memory, which
is vulnerable to memory-
scraping attacks, side-channel
attacks, and cold-boot at-
tacks. Does not provide high
availability. The project is
deprecated.
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Table 3.3: KMSs Not Supporting Ceph: Contributions, and Limitations (Continued)

distributed key-value store.

KMS Contributions Limitations

XOR Data Command line tool helps to | Keys are not secured with
Exchange store and retrieve encrypted | envelope encryption. Does
Crypt [128] configurations from etcd, a | not support various modes of

operation. Keys are stored
in the configuration file as a

plaintext.

Flix- Keeto [129] | It is a module in the | Does mnot support secure
OpenSSH server that enables | hardware storage, and en-
secure distribution of distri- | velope encryption scheme.
bution of OpenSSH keys. Clients are responsible to

manage their keys [130].

Oleiade
Trousseau [131]

Provides a key-value pair to
store various passwords in a
file, where a file is encrypted
by a password. It is easy to
import and export the file,
making it easy to transport
the file from one environment
to another.

No envelope encryption is
supported. Users are respon-
sible for generating and stor-
ing the key that encrypts the
file containing the key-value
pairs. Does not support the
KMS life cycle, CSPRNG or
TRNG.

Cyberark
Conjur [132]

Used for securing credentials
and secrets required by ap-
plications. Supports secrets:
docker credentials, service ac-
counts tokens - Kubernetes,
login pass pairs. Employs
role-based access policy. Key
rotation is supported (every
10 minutes/every day/every
two weeks etc.).

Stores the DEK in the en-
vironment variable, which is
an insecure way to store the
DEK. If the variable is over-
written, the encrypted data
will be unrecoverable. Ex-
cept for key rotation, other
phases of the KMS life cy-
cle are not supported. The
database connection is stored
in the environment variable.
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Chapter 4

Design and Implementation

This section discusses the design and implementation of CephVault. CephVault is
developed to support the entire life cycle of a key management system, described in
Section 2.1. CephVault’s design is based on information security principles, defensive

coding principles, and secure design principles.

4.1 CephVault Architecture

CephVault’s architecture is depicted in Figure 4.1. It is logically divided into com-
ponents described below.

e Software-Based Cryptography: Cryptography operations are supported by
CephVault’s software-based component (encircled with the dotted line in Figure 4.1).
Overall, CephVault follows a modular design, where each KMS life cycle stage is de-
veloped as a module. For security reasons, most of the methods in a module are kept
private only to the module, whereas some of the methods are kept public to interact

with the other modules of CephVault.
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Figure 4.1: CephVault Architecture

e Hardware-Based Cryptography: CephVault employs TPM 2.0 for cryptogra-
phy operations, key generation, and key storage.

e Databases: Databases are required to store information, such as the encrypted
DEK, DEK metadata, KEK metadata, encryption types, and key rotation details.
CephVault leverages SQLite [133] for data storage.

e Common Modules: To support the entire life cycle of CephVault, along with
software-based and hardware-based cryptography modules, other modules, such as
Audit Module, Notification Module, and Utilities are required to support the KMS.
These modules have common methods which are accessible by all the modules. Only

CephVault Public Interface Module and CephVault Global Module are exposed to the
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Figure 4.2: CephVault Threat Model

outside world (CephArmor), whereas all other modules are accessible within Ceph-
Vault only.

e User’s Home Directory: Each user who interacts with Ceph to encrypt data has
a unique home directory in the server, and CephVault employs the user’s home di-
rectory to store a pre-shared symmetric key, which is used to encrypt the DEK when
it is sent to CephArmor. This pre-shared key is different than the DEK or KEK.
Also, the user’s home directory contains keys for the digital signature required to
sign the encrypted DEK during key distribution. The security implication of storing

encryption keys in the home directory is discussed in Section 7.7.1.

4.2 CephVault Threat Model

Figure 4.2 depicts the threat model of CephVault using a Data Flow Diagram (DFD)
[134].
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e Adversarial Capabilities: CephVault’s threat model considers two types of at-
tackers: 1) A malicious attacker capable of deviating from any established protocol
and using unpredictable strategies to attack the system. 2) An insider who is honest
but curious. The insider has the knowledge of CephVault’s architecture and imple-
mentation. The insider follows the protocol and may not intentionally compromise
the system. However, the insider is motivated to learn information regarding other
users.

e Trust Boundaries: CephVault employs the trust boundary as the server envi-
ronment. CephArmor and CephVault are incorporated within Ceph. Further, the
logs, configuration files, and databases reside within the same trust boundary, where
all components interact within the Ceph boundary. The user’s home directory and
the TPM reside within the server boundary. The user can interact with CephArmor
and the user’s home directory.

e Assumptions: We assume that the root user of Ceph is not compromised and
that Ceph’s default access control mechanism is secure. Encryption algorithms,
AES, and RSA employed in CephVault for envelope encryption are strong enough to
withstand external attacks. Also, the desired key length is selected for encryption al-
gorithms [135]. Further, communication between Ceph and the user over the network
is secured by Ceph’s secure protocol [136]. Ceph’s secure mode of communication
encrypts all data transmitted through the network, providing authentication dur-
ing connection establishment, cryptographic integrity checks, and encryption of all
post-authentication traffic. Secure mode provides security against man-in-the mid-
dle attacks, ensuring end-to-end data protection. We further assume that the server
is secured with an antivirus, firewall, Intrusion Detection System (IDS) [137], and
Intrusion Prevention System (IPS) [138]. The server is also protected by ransomware
detection and prevention software [139] to protect the KEK stored in Ceph. Further-

more, the disk is encrypted with disk encryption software [140]. While Ceph Vault is
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responsible for generating application logs, a Security Information and Event Man-
agement (SIEM) [141] tool is employed to apply rules and analyze logs for possible

security incidents. We also assume that software is updated periodically.

4.3 Programming Language For CephVault

To develop CephVault, we decided to use C++ as the programming language despite
being a more insecure language than Java or C# [143].

e Vulnerabilities in C++: Some of the common vulnerabilities in C++ are dis-
cussed: Since C++ does not support built-in bounds checking for pointer access and
arrays, it is vulnerable to buffer overflow, off-by one error, and memory corruption.
Moreover, since C++ allows direct pointer manipulation, an inappropriate pointer
operation can lead to a memory vulnerability. C++ provides support for direct
memory manipulation that can lead to memory leaks. C+-+ does not provide type
safety, and incorrect type conversion can lead to data leaks. Libraries such as strcpy,
scanf, strcpy, and strncpy, gets, etc., are inherently vulnerable to buffer overflow and
memory leaks [143].

e C++ as a Choice of Programming Language: Reasons for choosing C++
for development of CephVault: firstly, Ceph and CephArmor are implemented in
C++, and CephVault is deployed with CephArmor, so C++ is the preferred choice
for CephVault. Moreover, the seamless compatibility between C++ and Ceph Vault
ensures smooth integration, eliminating the need for a native programming interface
for interoperability. Furthermore, opting for languages other than C++ would neces-
sitate the creation of such interfaces, introducing additional time and complexity into
the development process. Additionally, converting various data types from C++ to
Java or C# can lead to performance bottlenecks. Likewise, debugging applications

implemented with multiple languages can be challenging. Lastly, operating systems
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Table 4.1: Countermeasures to Language Vulnerability

Security CephVault Features

Vulnerability

No Built-in CephVault minimizes the use of a statistical declaration
Bounds of the array and pointer manipulation; instead, the vector
Checking is implemented, where dynamic memory management and

automatic bounds checking are performed. Wherever an
array is used in CephVault, bounds checking is always per-
formed.

Support For
Pointer
Manipulation

Instead of using a raw pointer, CephVault employs a smart
pointer (std::shared_ptr) [144] while creating CephVault
objects, which automatically manages memory, mitigates
memory leaks, and dangling pointers.

Manual Memory
Management

CephVault employs Resource Acquisition Is Initialization
(RAII) [145][146], a C++ programming principle to man-
age memory allocation and deallocation, ensuring auto-
matic memory releases when the object is destroyed.

Type Safety

CephVault employs countermeasures to mitigate issues
due to wrong type conversion. CephVault employs
FlawFinder [147], an open-source static code analyzer, to
identify security vulnerabilities in code and address issues
based on the recommendation of FlawFinder.

Unsafe Standard
Library
Functions

CephVault avoids the use of vulnerable libraries, and a mon-
itoring module periodically checks whether any identified
vulnerable libraries are used in the code.

provide different support for various languages, so cross-platform compatibility can
be expensive when the application’s other components are implemented in C++ and
if we choose Java or C# for CephVault. We implemented countermeasures to address

language vulnerability in C++, which is described in Table 4.1.

4.4 Design Pattern for CephVault

Design patterns are followed to provide code reusability, scalability, maintainabil-
ity, optimization, better understandability, and industry best practices, helping to
mitigate design issues, common mistakes, and security vulnerabilities. CephVault is

developed with the Mediator design pattern, which provides loose coupling between
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various modules or objects. The Mediator design pattern employs a centralized ob-
ject, known as the mediator, that encapsulates the interaction between various other
objects, which are known as colleagues, where colleagues cannot communicate with
each other. Some use cases of the Mediator design pattern are various chat applica-
tions, where interaction between users is securely delivered, and air traffic control sys-
tems, where interaction between control towers and airplanes is secured. The benefit
of using the Mediator pattern is manifold. Centralized Communication: Centralized
communication enables altering the behavior of one object without impacting other
objects. Reduced Coupling: Since there is no direct interaction allowed between col-
leagues, the modular and easily maintainable code produced by the mediator pattern
provides better security than tightly coupled code. Improved Maintainability: The
risk of propagating bugs and errors introduced in one object to other objects is less
since the interactions are localized and contained in the respective objects. Scala-
bility: Unlike tightly coupled systems, where direct interactions make code complex
and difficult to manage, the Mediator pattern provides better scalability as changing
one colleague has less impact on the others. Isolation of Issues: Since the errors are
isolated in a colleague, other colleagues are unlikely to be impacted, making it more

secure than tightly-coupled design patterns.

The mediator pattern has disadvantages, such as a single point of failure when the
mediator is compromised. However, any design pattern is not inherently insecure,

and its security depends on the underlying implementation.

4.5 CephVault Modules

CephVault employs modular design for code isolation, code reusability, enhanced

security, and extensibility. In this thesis, the DEK_IV and KEK_IV indicate IVs
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associated with the DEK and KEK, respectively.

e CephVault Key Generation Module: The CephVault Key Generation Mod-
ule is responsible for generating DEKs and KEKSs, which are symmetric keys. Keys
are generated using a Cryptographically-Secure Pseudorandom Number Generator
(CSPRNG) [148], a True Random Number Generator (TRNG), or Shamir’s Secret
Shares. We leverage OpenSSL’s rand_bytes() to generate cryptographically secure
pseudorandom numbers. Rand_bytes() can use the operating system as an entropy
source to seed random numbers automatically. If the entropy source is unavailable,
the random number generation process fails. CephVault also employs TPM 2.0 as a
TRNG.

e CephVault Key Registration Module: Encryption keys are associated with
the relevant metadata prior to being used. A 128-bit Universally Unique Identifier
(UUID) is associated with the DEK and KEK to identify the keys uniquely. During
the key registration process, the key creator name, key creation date, key rotation
date, and version number are associated with the key.

e CephVault Key Usage Module: The Key Usage Module handles internal usage
of DEKs and KEKSs, such as encrypting a DEK with a KEK.

e CephVault Key Storage Module: The CephVault Key Storage Module pos-
sesses the logic to store the DEK and KEK metadata in the database. A DEK is
stored in the database in plaintext or encrypted format based on the options selected
by the administrator (Section 4.6.3). A KEK can be stored in various places, such as
in a configuration file, in Ceph, or in the TPM based on the selected option (Section
4.6.2).

e CephVault Public Interface Module: The CephVault Public Interface is the
first point of contact with CephArmor, which requests the DEK and IV for the
cryptography operation. For security reasons, only two methods, one for encryption

and the other for decryption, are exposed in this module. During deployment, the
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header file of this module along with the CephVault Global Module are deployed as
public, and the rest of the CephVault modules are deployed as private (internal to
CephVault) so that they can not be accessed outside Ceph Vault.

e CephVault Global Module: The CephVault Global Module contains shared
functions that provide access to data, such as encryption types, encryption modes,
and key length. This module can be accessed by CephVault and CephArmor. Ceph-
Vault accepts enums as parameters for encryption type, encryption mode, and key
length instead of a string, which provides security benefits: Compile-time Safety: Be-
ing strongly typed, enums reduce runtime errors by catching compile errors. When
an attacker provides an incorrect enum value, the KMS stops compilation. Limited
Input Options: Accepting a malformed string can lead to SQL injection attacks and
buffer overflow attacks, whereas enums, which are a predefined limited set of inputs,
provide the option to the user to select only the accepted values, making it safer.
Validation and Sanitization: CephVault employs input validation to identify whether
the provided enums are within the accepted range, mitigating the risk of accepting
malformed strings.

e CephVault Authentication Module: The CephVault Authentication Module
leverages Pluggable Authentication Modules (PAM) [149] for authenticating users.
Apart from supporting traditional authentication methods (username and password),
PAM also supports various other authentication mechanisms, such as One Time
Password (OTP), smart-card, and biometrics, etc., making it suitable for future ex-
tensibility of CephVault (Section 8.1). PAM has a modular design, which provides
easier extensibility for the addition or removal of authentication methods without
modifying the application. Also, PAM supports most Linux distributions, making it
suitable for the scalability of CephVault.

e Request Processor Module: The Request Processor Module acts as a mediator

in the CephVault design. This module has access to all other modules and controls
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the access when one module communicates with the other modules. This module
processes user requests and decides to forward the requests to appropriate modules
and functions. This module is responsible for deciding which envelope encryption
should be used based on the configuration settings.

e CephVault Backup Module: The CephVault Backup Module backs up the DEK
and its metadata. There are two ways to take a backup: immediate backup or sched-
uled backup. In the immediate backup approach, the data is stored in the primary
table, and a backup is taken instantaneously for the primary table, which provides
data consistency. In the scheduled backup, there is a delay in data availability in the
backup table, which could lead to data loss in case the primary table is compromised
or unavailable prior to taking the backup. CephVault employs an immediate backup
that follows principles of atomicity in the database transaction: if the backup fails,
KMS data is deleted from the primary table, and the entire process fails.

e CephVault Key Recovery Module: The KEK can be recovered by the root
user. For example, if Shamir’s secret shares are used to generate the KEK, it can be
recovered by the root or authorized persons by providing the key shares that were
earlier generated during the KEK generation process. CephVault does not support
any recovery of the DEK by the administrator to minimize the security vulnerabil-
ity; an encrypted DEK corresponding to a user can only be decrypted by Ceph Vault
after authentication of that user.

e CephVault Key Rotation Module: In the key rotation process, the old ci-
phertext, which was previously encrypted with the old DEK, is decrypted prior to
being encrypted with the new key. The key rotation process can be initiated by
an administrator or by a scheduled job, where the old DEK is retrieved from the
database, which is used by the preexisting CephArmor’s API to decrypt the cipher-
text stored in the Ceph cluster. Then, a new DEK is created, which is used by the

same CephArmor’s API to encrypt the data.
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e CephVault TPM Interface Module: The CephVault TPM Interface Module
comprises all methods required to interact with a TPM. As supported by the TPM,
the primary key is created using ECC. The storage key, which is used as the KEK, is
created using RSA. Both the primary key and the KEK are made persistent to im-
prove performance and retain keys during power cycles [2]. The primary key encrypts
the private part of the KEK. In cryptography operations, the DEK is sent to the
TPM, and the DEK is encrypted by the KEK, where the KEK never leaves the TPM.

The Trusted Computing Group (TCG) [150], which specifies the standards for TPM
2.0, includes AES as a supported encryption algorithm for TPM 2.0. However,
The TPM specification does not mandate implementing a particular encryption al-
gorithm [151]. Implementations are left to the TPM manufacturers, and AES en-
cryption is not generally used in TPM for cryptography operations [151]. Limited
software support [152] or regulatory requirements [153] can be the reason for lim-
ited support for AES encryption. Supporting AES encryption requires the TPM to
support the command tpm2_encryptdecrypt [154]. We identified that the TPM we
employed in this version of CephVault does not support tpm2_encryptdecrypt, hence
AES encryption. So, for CephVault, we used RSA, which is the default algorithm
for generation of encryption keys in the TPM [151]. In the future, other encryption
algorithms can be leveraged (Section 8.1).

e CephVault Key Destruction Module: In a traditional data deletion process
from the SQLite tables, data is stored onto the disk, and when a record is deleted
from the SQLite table using DELETE query, the space allocated to the data is set
as unallocated, but the data is still available in that space unless the data is over-
written by new data. Attackers can employ digital forensic tools to recover the data.
To countermeasure the data compromise, CephVault employs an encrypt and up-

date mechanism as depicted in Figure 4.3. In CephVault’s key destruction process,
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Figure 4.3: CephVault Key Destruction Process

deleted keys are stored in deleted tables temporarily, and a root user retrieves the
deleted records after successful authentication. Then, each record is checked, and
if the deletion date for the record is greater than the current date, the record is
marked for deletion. For the record, which is scheduled for deletion, an ephemeral
encryption key and IV are generated, which are used for encryption of the DEK and
the DEK_IV. These ephemeral keys are not stored anywhere; their sole purpose is to
encrypt the sensitive data of the record. Once the encryption process is complete,
the key and IV can not be retrieved by the attacker. Upon successful encryption,
a random number is generated, which is used to replace other non-sensitive or pub-
lic parameters in the record. Integer values (non-sensitive) follow the zeroization
process, where the values are made to zero. Once the record is updated with the
encrypted values, random numbers, and zero values, the record is deleted from the
table, making it a permanent deletion, where old values cannot be recovered.

e CephVault Key Monitoring Module: The CephVault Key Monitoring Mod-
ule provides functionalities to monitor various activities to safeguard Ceph Vault.
Prior to starting processing data encryption and decryption requests from users, the

checksum of the CephVault binaries and the KEK are generated and stored in the

48



database. During CephVault’s operations, a scheduled job checks whether there is
any alteration in the binaries and the KEK, and if there are any changes, the in-
tended recipients are notified immediately. This process safeguards CephVault from
unauthorized modification. Also, CephVault monitors any use of vulnerable func-
tions in the code.

e CephVault Key Revocation Module: The CephVault Key Revocation Module
enables a root user to revoke a compromised encryption key. The CephVault key
revocation process follows the same process as the key rotation process, with an
additional step of destroying the old DEK records permanently by encrypting the
compromised key with another encryption key, generated ephemerally, and updating
the record prior to deleting the record from the database.

e CephVault Key Distribution Module: The CephVault Key Distribution Mod-
ule is used to transmit the encryption keys and I'Vs to various entities. In the software
approach, the KEK is distributed to a secure location in Ceph or in a configuration
file. In the hardware approach, the KEK is stored in the TPM. Also, a pre-shared
symmetric key and an RSA key pair used for digital signature are stored in the user’s
home directory.

e CephVault Audit Module: CephVault leverages SPDLog [155], an open-source,
fast C++ logger, to log application specific events. There are a total of four different
log levels: Debug, Info, Error, and Critical. CephVault admins can configure the log
level based on their requirements. Admins have the flexibility to choose from the
CephVault configuration file whether to log to the console, log to a file, or log to both
console and file. In CephVault, each method is secured with exception handling, and
logs are taken for each exception, error, and critical issue in the application. At the
same time, an email is triggered to the intended recipients when an issue occurs. To
provide data security, CephVault does not log any sensitive information such as the

key and the IV. CephVault also lays the foundation to store the logs in the database,
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which can be encrypted for more security (Section 8.1).

e CephVault Notification Module: The CephVault Notification Module lever-
ages Postfix [156], a widely used Mail Transfer Agent (MTA), an Ubuntu server
for sending an email using Gmail’s SMTP server. Organizations can modify email
contents and sender or requester email IDs as per their requirements without any
major code changes. The CephVault notification system provides real-time alerts
to the intended recipients and safeguards the application. Each function is secured
with exception handling, and whenever there is any exception, an email is triggered.
Emails are sent in various error and critical events, such as when someone tries to
log in to CephVault and fails for the third time.

e CephVault Validation Module: CephVault accepts user inputs, such as names-
pace, object name, and pool name in string format. The CephVault Validation Mod-
ule checks whether the user provides any malformed input that could lead to SQL
injection attacks. This module is also responsible for validating the output of the in-
ternal functions, such as whether the database name is valid, whether the email body
has malformed strings, whether folder names are valid, or whether the requested key
sizes are supported by the CephVault supported encryption algorithms.

e CephVault Digital Signature Module: The CephVault Digital Signature Mod-
ule contains the required functions to execute the digital signature process for Ceph-
Vault. OpenSSL’s EVP library [157], a CSPRNG, reliable, and widely accepted
library, is employed to generate a 2048-bit RSA key pair. The 2048-bit RSA key
provides a high level of security, making it difficult for malicious users to break [158].
The RSA key pair is stored in a secure location in the user’s home directory, rein-
forced by authentication and access control, allowing users the flexibility to rotate
keys at their convenience. Security analysis of storing keys in the user’s home di-
rectory is described in Section 7.7.1. CephVault employs hybrid encryption with

the RSA digital signature to provide confidentiality, integrity, and non-repudiation.
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When a DEK is required to be sent to CephArmor, it is encrypted with a pre-shared
symmetric key, and the encrypted DEK (provides confidentiality) is signed by the
private key of the RSA digital signature. The encrypted DEK is signed to ensure that
it is not altered by a malicious user during the transmission (provides integrity), and
CephVault would not be able to deny that the key was generated by CephVault (pro-
vides non-repudiation). Upon receiving the encrypted DEK and digital signature,
CephArmor validates the signature, and once the signature is verified, it decrypts
the encrypted DEK using the pre-shared symmetric key. In CephVault, administra-
tors have the flexibility of selecting whether to choose the digital signature to cater
to the organization’s requirements.

e CephVault Initialization Module: The CephVault Initialization Module con-
tains functionalities required for Ceph Vault to start its operations. An authenticated
root user can initiate the initialization process to perform various required actions.
Install Required Packages: Prerequisite packages are checked and installed in case
the packages are missing. Create Required Databases: Required databases and tables
are created. Checksum on Binaries: Checksums of the CephVault binaries are taken
to mitigate possible modification of the files during the operations. Checksums are
stored in the database, which are used by the monitoring tool to identify possible code
alternations. Configure Email Support: Required installations and configurations are
performed programmatically to support CephVault’s real-time notification system.
Setup SQLite Defensive Flags: CephVault leverages an SQLite database to store the
encrypted DEK and metadata regarding the KEK since an SQLite database does not
incur any additional cost and provides required storage support. SQLite also pro-
vides security against buffer overflow memory leaks and resistance to crashes [159].
However, additional security can be employed to mitigate any unforeseen events.
CephVault employs various defensive flags recommended by SQLite [159] that re-

duce the SQLite default inputs and set a high-security value.
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root@l5drivesnode2 /local tch 1z ot $ cephvault -status

cephvVaultGlobalsHeader.h:
cephvVaultPublicInterface.h:

libcephvault-config-noconfig.cmake:
libcephvault-config.cmake:
libcephvault.so: In ed

CephVault Command Line Interface:

*** DEVELOPER MODE: setting PATH, PYTHONPATH and LD_LIBRARY_PATH ***

ceph version: 15.0.0-26882-glc6740e3e8a (1lc6740e3e8abe21a9368aa408d143cb2922¢c956a) pacific (stable)
Ceph:

SQLite 3:

Postfix:

PAM: st

Boost:

Boost FileSystem:

SPDLOG: To

root@l5drivesnode2 /1 1 é / la/cej $ cephvault -help
Usage: cephvault <command> [args]

Commands Description

-version Shows version

Figure 4.4: CephVault Commands to Get Status

e CephVault Command Line Interface: CephVault is developed with command
line support, where authenticated root users can perform various tasks, such as key
rotation, key revocation, creation of the KEK, and initialization of CephVault. Fig-
ure 4.4 depicts an example of the CephVault command.

e CephVault Configuration Module: The CephVault Configuration Module is
one of the most sensitive modules that contains various settings that influence the
behavior of CephVault. The module contains various settings in the centralized code
file, eliminating the risk of storing any hard-coded values in other modules. The
configuration file is stored in a secure location only accessible to a root user.

e CephVault Utilities Module: The CephVault Utilities Module contains the
functions that are common to all other modules. Functions such as getting relative
path, getting target date, and converting binary to hexadecimal string are imple-
mented in this module.

e CephVault Database Connection Module: The CephVault Database Connec-

tion Module provides functionalities to connect to the SQLite database used by other
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CephVault modules. In this module, a scoped database transaction technique [160]
is employed, where a block of code comprising a series of database operations is used
to perform all the operations as a single transaction. Benefits of employing scoped
SQLite transactions are: Atomicity: Either all database operations inside the block
are successful, or a failure of a single operation fails the entire block as a single
unit, providing data consistency. Data Integrity: Since a partial data update is not
supported, data integrity is preserved. Resource Cleanup: The resource cleanup is
encapsulated in the destructor, which ensures closing the open connections resources,
and ensuring automatic handling of memory leaks. Fxception Handling: Fxception

handling prevents the committing of erroneous transactions to be committed.

4.6 CephVault Configurable Operations

Administrators can select the various configurable options as depicted in Figure 4.5
to operate CephVault. Based on how cryptography requests are processed, Ceph Vault
can be operated with different modes of operation. For each mode of operation, the
KEK can be kept in various locations, and for each location, administrators can select
various envelope encryption schemes. The primary objective of supporting various

configurable options is to improve performance and reduce storage requirements for

CephVault.

4.6.1 Options for CephVault Modes of Operation

CephVault supports two modes of operation: per-user or per-object basis.

e Per-User: In the per-user mode of operation, a unique DEK is generated for each
user; however, the same DEK is used to encrypt all objects belonging to the user.
So, all unique objects, pools, and namespace combinations belonging to the user

have the same DEK. When envelope encryption is enabled (Section 4.6.3), at the
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Figure 4.5: CephVault Configurable Options

time of the data encryption request, CephVault checks whether the requester already
exists in the database, and if any record is found for the requester, the encrypted
DEK is retrieved from the database, and decrypted using the KEK. However, for
every request, a new DEK_IV is generated. So, even though the DEK is the same
for all objects belonging to the user, the DEK_IV is different. On the other hand,
if no record exists in the database, a new DEK is generated and encrypted using
the KEK prior to sending the DEK to CephArmor. Since the same DEK is used
for all objects belonging to the user, the encrypted DEK stored in the database is
vulnerable to chosen plaintext attacks.

e Per-Object: In the per-object mode of operation, a unique DEK is generated for
each unique object, pool, and namespace combination belonging to the user. So, all
unique object, pool, and namespace combinations in the database (belonging to the
same user or different users) have different DEKs. Similarly, for each request, a new
DEK_IV is generated. When envelope encryption is enabled, each DEK is encrypted

using the KEK prior to sending the DEK to CephArmor. This mode does not suffer
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from chosen plaintext vulnerability as encrypted DEKs stored in the database are

unique.

4.6.2 Options for Location of the KEK

Software-based or hardware-based cryptography can be selected, where the former
supports software-dependent KEK generation and storage, while the latter utilizes a
TPM for KEK generation and storage. Software-based cryptography options are: (a)
No KEK, (b) KEK in the configuration file, (¢) KEK in Ceph, or (d) Shamir’s secret
shares in Ceph, whereas KEK in TPM is the only choice available for hardware-based
cryptography in Ceph Vault.

e No KEK: No KEK option is automatically selected when there is no envelope
encryption option selected (Section 4.6.3).

e KEK in Configuration: CephVault supports saving the KEK in a configuration
file stored in a secure location in the server.

e KEK in Ceph: In the KEK in Ceph option, a 32-bit random number is stored
in a secure location in Ceph.

e Shamir’s Secret Shares in Ceph: CephVault provides an option to store
Shamir’s secret shares in a secure location in Ceph. A KEK is generated using
these shares during cryptography operations.

e KEK in TPM: CephVault employs a TPM to store the KEK. The primary mo-
tivations behind choosing a TPM as the hardware-based storage solution for Ceph-
Vault are security, cost-effectiveness, and compliance with FIPS 140-2 guidelines.
The TPM provides a secure enclosure, which is economical (can be as inexpensive

as ten dollars [151]).
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Figure 4.6: Software-Supported Envelope Encryption

4.6.3 Options for Envelope Encryption

CephVault provides various options for envelope encryption.

e No Envelope Encryption: CephVault provides an option for storing a DEK in
the database without any envelope encryption. Although keeping the DEK in plain-
text is vulnerable to data leakage, it provides a baseline for CephVault, the closest
option to not having a KMS for CephArmor. Moreover, providing this option enables
organizations to choose various levels of security based on their requirements.

e Software-Supported Envelope Encryption: Software-supported envelope en-
cryption leverages computer memory to perform encryption-decryption operations.
CephVault employs various modes of AES encryption: AES-CBC with NI support,
AES-CTR, or AES-GCM for envelope encryption. For simplicity purposes, the
components of Ceph are omitted, and the user interacts directly with CephArmor.

Software-supported envelope encryption is depicted in Figure 4.6. During encryp-

tion, the user provides a plaintext, along with a Ceph namespace, an object name,
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and a pool name to CephArmor, which in turn interacts with CephVault. Ceph-
Vault’s software component accepts the request and generates the DEK. Then, the
KEK is retrieved from the configuration file or Ceph (based on the selected location
of the KEK described in Section 4.6.2). Next, the DEK is encrypted using the KEK,
and the encrypted DEK is stored in the database. After that, the DEK is sent to
CephArmor, which uses the DEK to encrypt the data. The ciphertext is stored in

the Ceph cluster.

During decryption, the user requests to decrypt the stored data by providing a Ceph
namespace, an object name, and a pool name to CephArmor, which interacts with
CephVault. CephVault’s software component retrieves the encrypted DEK from the
database. Then, the KEK is retrieved to decrypt the encrypted DEK. Next, the
DEK is provided to CephArmor, which decrypts the ciphertext retrieved from the
Ceph cluster and sends the plaintext to the user.

e Hardware-Supported Envelope Encryption: In CephVault, a hardware-supported
envelope encryption leverages a TPM to perform encryption-decryption operations,

as depicted in Figure 4.7. Cryptography operations are similar to the software-

supported envelope encryption schemes, except the KEK is generated in the TPM.

4.7 Processing of Cryptography Requests

Cryptography requests are processed based on the mode of operation.

4.7.1 Data Encryption Request (Per-User)

Figure 4.8 depicts data encryption requests as below.
e The user requests data encryption by providing the location of the file the user

wants to encrypt, the name of the object that would store the encrypted data in
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Ceph, the pool name where the object belongs, and the namespace associated with
the pool. The user provides the command:

rados put objectName /path/fileName.txt -p poolName -N namespace

-e encryptionMode

e Ceph forwards the request to CephArmor, which sends the request to Ceph Vault.
e CephVault validates the input for a malformed string, which can lead to SQL
injection, unsupported encryption mode, unsupported key length, and IV length.

e Then, the user is authenticated and validated for proper access.

e When a user tries to store data in Ceph and provides an object name, pool name,
and namespace, which already exists, Ceph’s default behavior is to overwrite the old
object and store the new one. Our research team decided to keep Ceph’s default
behavior the same for storing encrypted data. When the user sends the request for
data encryption, the CephVault stores the object name, pool name, and namespace
in the database for future reference. For every user request for data encryption, the
request is validated in the database for a duplicate object. Based on whether there

is a duplicate object present or not, the request can be processed as:

e Duplicate Object Present: If any duplicate entry is found in the database,
the duplicate entry is deleted. Even though the duplicate entry is deleted from
the primary table, the entry is not immediately removed from the databases.
The deleted entry is stored in a separate table temporarily to support key
recovery for accidental deletion by providing a duplicate object name. Later,

the deleted keys are destroyed permanently by the key destruction process.

e Duplicate Object Not Present: If there is no duplicate object present in

the database, the process moves to the next step.

e The next step is to validate whether the requester exists in the database or not.

Based on the result, there are two ways the data encryption request is processed.
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e Requester Exists: When a requester already exists in the database, the KEK
is retrieved from the configuration file, Ceph, or TPM based on the selected
envelope encryption mode. The KEK_IV and encrypted DEK are retrieved
from the database. For each encryption request, even though the DEK is the
same for a user, a new DEK_IV is generated for data security. Next, the

encrypted DEK is decrypted using the KEK.

e Requester Does Not Exist: The first time a user interacts with Ceph Vault,
there would not be any data stored in the database, so a new DEK is generated,
along with a new DEK_IV, KEK_IV, and other metadata. Next, the DEK is

encrypted with the KEK retrieved from the configuration file, Ceph, or TPM.

e CephVault makes generation of a checksum on key and IV optional, where admin-
istrators can enable or disable the options from a configuration file. This flexibility
enables organizations to select various security levels based on the requirements,

where the trade-off is performance vs. security.

e Checksum Enabled: A checksum is generated on the DEK and DEK_IV
using SHA-256 [161], which is used for validating the integrity of the DEK and

DEK_IV during decryption requests.
e Checksum Disabled: No checksum is generated on the DEK and DEK_IV.

e Once the required key, IV, and checksum (conditional) are generated, they are
stored in the database with the associated metadata.

e Next, a backup is taken of the DEK, DEK_ 1V, KEK_IV, checksum, and other
metadata when the data is successfully stored in the database.

e If the backup fails, the stored DEK and other metadata are deleted from the
database to remove stale data.

e Administrators are provided with the flexibility to either choose a secure key dis-

tribution to CephArmor or a relatively more performant option.
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e Secure Key Distribution: When administrators select this option, a pre-
shared symmetric key, generated by the user during the trust-building opera-
tion with Ceph Vault, is used to encrypt the DEK. Next, the encrypted DEK is
signed by the private key of the RSA-based digital signature algorithm. The
digital signature provides data integrity and non-repudiation. Next, the en-
crypted DEK, digital signature, and DEK_IV are sent to CephArmor. Then,
CephArmor verifies the digital signature, and if the digital signature is verified
successfully using the public key of the digital signature, the encrypted DEK

is decrypted with the pre-shared symmetric key.

e Performant Key Distribution: When performant key distribution is se-

lected, the plaintext DEK and DEK_IV are sent to CephArmor

e Next, CephArmor uses the DEK and DEK_IV to encrypt the data and store the

encrypted data in the Ceph cluster.

4.7.2 Data Encryption Request (Per-Object)

When per-object basis mode is enabled, the data encryption request facilitated by
CephVault is almost the same as the one depicted in Section 4.7.1, except there is no
check for an existing user in the database as a new DEK is generated for each data
encryption request. Figure 4.9 depicts the data encryption request in the per-object
mode, where the highlighted yellow background area demonstrates the difference

between the per-user and per-object mode.

4.7.3 Processing Decryption Requests (Per-User and
Per-Object)

Figure 4.10 depicts the data decryption request process applicable to all Ceph Vault

modes of operation.
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e The user requests data decryption by providing the location of the file for which
the user wants to view the decrypted data, the name of the object that stored the
encrypted data in Ceph, the pool name where the object belongs, and the namespace
associated with the pool. The user provides the command:

rados get objectName /path/fileName.txt -p poolName -N namespace

-e encryptionMode

e Ceph forwards the request to CephArmor, which sends the request to Ceph Vault.
o CephVault validates the input for a malformed string, which can lead to SQL
injection, unsupported encryption mode, unsupported key length, and IV length.

e Then, the user is authenticated and validated for proper access.

e Next, the user request is validated to identify whether the record exists in the
database, which implies whether the user encrypted the data previously.

e When the entry is found in the database, the master key, or the KEK, is retrieved
from either Ceph or TPM (based on the choice of envelope encryption). If there is
no record found, the process ends, and the user is notified.

e Then, the encrypted DEK, along with the DEK_IV, are retrieved from the database.
e Next, the encrypted DEK is decrypted with the KEK.

e Similar to the encryption request processing, checksum generation on key and IV

is optional.

e Checksum Enabled: A checksum is generated on the DEK and DEK_IV
using SHA-256. Then, the stored checksum is retrieved from the database to
validate whether the generated checksum matches the stored checksum. If the
checksum matches, the process goes to the next step of generation of digital

signature, if enabled.

e Checksum Disabled: No checksum is generated on the DEK and DEK_IV,
and there are no internal checks to identify whether the encrypted DEK or
DEK_IV has been altered.
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e Similar encryption, administrators can either choose a secure key distribution to
CephArmor or a relatively more performant option.

e After encrypted data is retrieved from the Ceph cluster, CephArmor decrypts the

ciphertext.
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Figure 4.10: Processing of Data Decryption Request: Per-User and Per-Object

4.8 Summary

In this chapter, we discussed the architecture of CephVault, a brief description of
CephVault’s modular design, followed by a detailed account of each component.
Next, we delved into CephVault’s configurable options. Then, we discussed how
encryption and decryption requests are processed by CephVault in per-user and per-
request modes of operations. In the next chapter, we will discuss how to reproduce

our work by providing the experimental details.
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Chapter 5

Performance Analysis

This chapter discusses performance overhead introduced by CephVault. We evalu-
ated CephVault with various data sizes, modes of operation, locations of the KEK,
envelope encryption schemes, use cases, and number of items present in the database

to identify performant options for Ceph Vault.

5.1 Experimental Setup

CephVault was deployed on a 45Drives Storinator, an enterprise open-source storage
server comprising forty-one hard drives and three servers. However, the evaluation
of CephVault was performed in a single server. Having a dedicated server provided
us with more accurate results without interference from other processes. However,
in the future, CephVault can be evaluated against multiple servers in a Ceph cluster
(Section 8.2). Cryptography operations were performed in Ubuntu 20.04.6 LTS. The
Ceph node (server) contains a total of 14 OSDs together, providing 76 Terabytes of
storage space. Also, the Ceph node connected to the user’s computer facilitates data
encryption and decryption commands through a local network. The latency in the
network might impact the performance of the cryptography operations (Section 8.2

for future research directions).
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5.2 Evaluation Methodology

Test cases were executed 30 times for each combination of mode of operation, loca-
tion of the KEK, envelope encryption schemes, etc. We excluded the five best and
worst outcomes and averaged the rest. We denote envelope encryption as EVP, the
KEK in the configuration file as KEK in Config, the KEK in Ceph as KEK in Ceph,
Shamir’s secret shares in Ceph as SSS in Ceph, absence of the KEK as No KEK, the
KEK in TPM as KEK in TPM, and without any envelope encryption as No EVP.
From the above configurable options, No KEK, KEK in Config, KEK in Ceph, and
SSS in Ceph are part of software-based cryptography, and KEK in TPM is part of

hardware-based cryptography.

When the user sends an encryption request to CephArmor, it is forwarded to Ceph-
Vault. Similarly, a decryption request from the user is sent to CephVault. Through-
out this study, the terms encryption request and encryption operation are used in-
terchangeably. Likewise, the terms decryption request and the decryption operation

are used interchangeably.

5.3 Performance Analysis of CephArmor with

CephVault

We aimed to assess the overall performance of CephArmor, comparing scenarios
with and without CephVault. This evaluation aimed to assist organizations in mak-
ing informed decisions regarding the adoption of CephVault as a preferred KMS.
Initially, we examined CephArmor’s performance across various data sizes, utilizing
the hard-coded DEK and IV. Subsequently, we analyzed CephArmor’s performance

in conjunction with CephVault and compared it with the previous results (Figure
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5.1 and 5.2). In this context, CephArmor’s Time represents the duration taken by
users to interact with CephArmor’s API, coupled with the time CephArmor spent on
cryptographic operations based on user requests. On the other hand, CephVault’s
Time indicates the time consumed by CephVault in performing KMS operations,
encompassing key generation, usage, and storage. To ascertain the minimum ad-
ditional time introduced by CephVault in the total execution time, we operated
CephVault with No KFEK, implying No EVP was employed. This option was the
closest alternative to not having a KMS for CephArmor. On average, CephVault
introduced overhead of 47.7 and 47.3 milliseconds in encryption, and 39.2 and 38.4
milliseconds in decryption, in per-user and per-object modes, respectively. With
our analysis, organizations will discover that using CephVault alongside CephAr-
mor incurs a minimal performance overhead of approximately 48 milliseconds for
encryption and 39 milliseconds for decryption. CephVault’s performance with re-
spect to other configurable options will be discussed in the following experiments,

where CephVault’s performance will be analyzed more exclusively.

5.4 Performance Analysis of CephVault

Previously, we analyzed the performance of CephArmor with and without Ceph Vault,
and determined the minimum overhead introduced by CephVault. In the following

experiments, we will focus our analysis solely on CephVault’s performance.

5.4.1 Dependency on Data Sizes

Since users leverage CephArmor to perform cryptography operations on various data

sizes, we will investigate whether the performance of CephVault depends on data size.
Our evaluation included varying data sizes (1 MB, 2 MB, 4 MB, 8 MB, and 16 MB)

in both per-user and per-object modes comprising encryption (Figure 5.1) and de-
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Figure 5.2: Dependency on Data Sizes on Decryption Operations
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cryption (Figure 5.2) operations. We considered different EVP configurations and
locations of the KEK in our experiments. Notably, our results indicate that regard-
less of data size and for a specific location of the KEK, CephVault’s performance
remains consistent. This observation holds true across different configurations such
as No KEK, KEK in Ceph, SSS in Ceph, or KEK in TPM. It is evident in both modes
of operation, encompassing both encryption and decryption processes. During cryp-
tography operations, CephVault only accepts parameters: object, pool, namespace,
and types of AES encryption. CephVault is responsible for generating keys or re-
trieving keys from the database based on these parameters. In contrast, CephArmor
is responsible for performing cryptography operations on various data sizes.

We conclude that data sizes do not deter CephVault’s performance. The following

experiments will discover the contributing factors for CephVault ’s performance.

5.4.2 Dependency on Modes of Operation

In this experiment, we aim to find out how modes of operation (per-user and per-
object) can impact CephVault’s performance. In the per-user mode, when the user
exists in the database, subsequent encryption requests for the user do not create a
new DEK; instead, the old encrypted DEK is retrieved from the database, and the
encrypted DEK is unwrapped using an envelope decryption scheme. On the contrary,
in per-object mode, even if the user exists in the database, a new DEK is generated,
and the DEK is wrapped using an envelope encryption scheme for each subsequent
encryption request. However, when No EVP is selected, there is an exception in the
above process: no wrapping or unwrapping of the DEK is performed. In No EVP,
the existing DEK in plaintext is retrieved from the database (per-user mode), or the
newly generated plaintext DEK is stored in the database (per-object mode). For
decryption requests, both modes of operation follow the same steps: the encrypted

DEK is retrieved from the database and unwrapped to generate the DEK (exception:
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No EVP, where the plaintext DEK is retrieved, and no unwrapping is performed).
The experiments (Figure 5.3) were conducted when at least one user was present in

the database.

Software-based cryptography operations (No KEK, KEK in Config, KEK in Ceph,
or SSS in Ceph) took almost the same time in per-user and per-object modes. For
example, in encryption, KEK in Config consumed 52.0 and 51.3 milliseconds for the
per-user and per-object mode, respectively. Similarly, KEK in Ceph took 203.1 and
202.6 milliseconds for the per-user and per-object mode, respectively. This can be
attributed to the identical steps described in Section 4.6.1, with the exception of
the envelope encryption or envelope decryption step. For encryption requests, en-
velope encryption (per-object mode) and envelope decryption (per-user mode) took
almost the same time. On the contrary, hardware-based cryptography operations
(KEK in TPM) showed a significant difference in processing times between per-user
and per-object modes, which can be attributed to how TPM handles encryption and
decryption requests. TPMs are generally used for secure storage of keys, and the
slow performance is an expected behavior [73][162]. In the per-user mode, the TPM
took 639.0 milliseconds to perform the envelope decryption operation, contributing
to 696.0 milliseconds of total execution time. On the other hand, in the per-object
mode, the TPM took 323.7 milliseconds to perform the envelope encryption opera-
tion, contributing to the 377.3 milliseconds of total execution time. For decryption
requests, since both modes follow the envelope decryption process, they exhibited

almost the same results.

In summary, our initial assumption was to observe a significant performance improve-
ment in the per-user mode compared to the per-object mode for encryption requests

since no new DEK was generated for the per-user mode. The primary difference in
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both modes is that in per-user, envelope decryption is used, and in per-object, enve-
lope encryption is employed. Our experiments show both envelope encryption and
decryption consumed almost the same time in software-based cryptography. Hence-
forth, our initial expectation that the per-user mode would outperform the per-object
mode has proven to be unfounded for software-based cryptography. The per-object
mode, however, provides better security than the per-user mode since a new DEK
is created for each record in the database. On the other hand, when KEK in TPM
is selected, the per-object mode outperformed the per-user mode by 84% during the
encryption operations. There is no significant performance difference during decryp-
tion operations. In the next experiment, we will determine the impact of the location

of the KEK on CephVault’s performance.
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5.4.3 Dependency on Location of the KEK

In this section, we will identify how the location of the KEK can influence the perfor-
mance of CephVault. In this stage, we will analyze the performance for the following
KEK locations: No KEK, KEK in Config, KEK in Ceph, SSS in Ceph, and KEK
in TPM. Since in the previous experiment, we concluded that modes of operation
did not significantly impact the overall performance of CephVault, average time will
be calculated for both modes of operation to identify the impact of the location of
the KEK. However, for KEK in TPM, modes of operation showed significant impact
during encryption operations; both modes will be discussed separately. For encryp-
tion requests, the total execution time across all FVPs, the breakdown is as follows
(Figure 5.3): No KEK, KEK in Config, KEK in Ceph, and SSS in Ceph accounted
for 47.5, 51.7, 202.9, and 498.4 milliseconds for encryption requests, and 38.8, 41.9,
192.5, and 487.2 milliseconds for decryption requests, respectively. For KEK in TPM,
the per-user and per-object mode registered duration of 696.0 and 377.3 milliseconds

for encryption and 686.6 and 685.5 milliseconds for decryption requests, respectively.

Although No KEK is the most performant option for the location of the KEK,
it is the most insecure one. No KEK does not offer any envelope encryption, making
the DEK unencrypted in the database. KEK in Config shows inferior performance;
however, better security than No KEK. KEK in Config provides envelope encryption
for data security and faster KEK retrieval from the configuration file. Like Ceph-
Vault, various other KMSs;, such as Barbican [116] and Cyberark Conjure [132], store
the encryption key in the configuration file. However, storing the KEK in the config-
uration file is not entirely secure [143]. KEK in Ceph generates a 32-bit encryption
key as the KEK and stores it in a secure location in Ceph. Storing the KEK in
Ceph is a more secure option than KEK in Config; however, it is a less performant

one. During envelope encryption or decryption operation, while retrieving the KEK
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from the Ceph cluster, a query is made to the database to retrieve the object and
pool name that contains the KEK. Then, the request is authenticated with the Ceph
Authentication List [163] before accessing the object in Ceph that contains the KEK.
For the S§SS in Ceph experiment, a total of five Shamir’s secret shares are stored in
Ceph, with a minimum of three shares required to reconstruct the KEK. Dividing
the KEK in fives shares provides a better security than having a single KEK, since it
requires at least a threshold number of shares to compromise the KEK. However, for
SSS in Ceph, reconstruction of the KEK during envelope encryption or decryption
operation requires more resource-intensive steps than KEK in Ceph. First, a query is
made to the database that stores the names of the five objects that store the shares.
Then, the threshold number of shares is randomly selected from the database before
the request is made to the Ceph Authentication List for authentication. Finally, the
threshold number of shares are retrieved from Ceph, and the KEK is reconstructed.
In KEK in TPM, the KEK remains in the TPM, and the DEK is sent to the TPM
for the envelope encryption operation. Similarly, the encrypted DEK is sent to the
TPM for envelope decryption. KEK in TPM is the most secure option offered by

CephVault. However, it is the slowest option in terms of performance.

In summary, in terms of security, the configurations—No KFEK, KEK in Config,
KEK in Ceph, SSS in Ceph, and KEK in TPM—follow an ascending order, with
security improving in that sequence. However, in the context of performance, they
exhibit an ascending order of execution time, signifying that performance decreases

in the same sequence.

5.4.4 Dependency on Envelope Encryption Schemes

We conducted an analysis of how different £V Ps impacted the overall execution time

of CephVault during cryptographic operations (Figure 5.3). Our comparative analy-
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sis focuses on various EVPs, including AES-CTR, AES-GCM, and AES-CBC (NI),
within the realm of software-based cryptography. In hardware-based cryptography,
CephVault exclusively employs RSA as the sole EVP, and its performance is detailed
in Section 5.4.3. This examination aims to assist administrators in making informed
decisions regarding the choice of EVP when opting for software-based cryptography.
In encryption, AES-CBC (NI) outperformed AES-GCM by 2% and AES-CTR by 1%.
In decryption, AES-CBC (NI) outperformed AES-GCM by 1% and exhibited com-
parable performance to AES-CTR. Since AES-CBC (NI) leveraged AES instruction
sets tailored for AES encryption and decryption operation on the supported pro-
cessor, it showed improved performance over the other two modes. AES-GCM uses
AAD, additional data provided to the encryption operation to compute the tag, a
cryptography checksum that ensures the integrity of the ciphertext and AAD. Dur-
ing envelope encryption operations, AES-GCM consumed additional time for AAD
and tag generation. Similarly, during decryption operations, extra time was taken
for the tag verification. AES-CTR, without utilizing any hardware-accelerated in-
struction sets, displayed a 1% decrease in performance during encryption operations.
However, it demonstrated performance nearly comparable to that of AES-CBC (NI)

during decryption operations.

In summary, when the AES new instruction is enabled—provided the processor sup-
ports it—opting for AES-CBC (NI) is advisable as it offers better performance than
the other two modes. Next, we will delve into CephVault’s internal events to identify

the factors that notably impact the overall performance.

5.4.5 Dependency on CephVault’s Internal Events

When an encryption or decryption request is received by Ceph Vault, it processes the

request through a sequence of internal events. We captured the time for each individ-
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ual event to identify any resource-intensive step that could be optimized or safely dis-
abled based on the organization’s requirement. Figure 5.4 depicts the time captured
for CephVault’s events while processing encryption-decryption requests in per-user
and per-object modes. In CephVault, the generation of a checksum on the DEK and
IV is optional. Similarly, administrators can enable or disable the encryption of the
DEK with a pre-shared symmetric key and the generation of a digital signature on the
encrypted DEK. For our evaluation, we enabled both options to calculate the respec-
tive times. An event Checksum_Generation represents the time taken for checksum
calculation of the DEK and IV. Events EncryptDEK_Generate_Digital_Signature, De-
crypt_DEK_At_CephArmor, and Verify_Digital_Signature describe the time taken for
performing the digital signature calculation on the encrypted DEK (Figure 5.4a).
Similarly, Generate and Validate Checksum represents the time taken for checksum
calculation on the DEK and IV, retrieval of the old checksum from the database,
and comparison of both results (Figure 5.4b). The time consumption analysis reveals
that, on average, the processing of Checksum_Generation and Generate and Validate
Checksum took merely 0.05 and 0.14 milliseconds, respectively. These durations
are deemed insignificant when considering the overall execution time of Ceph Vault.
However, in contrast, the events associated with digital signature generation and
verification on the encrypted DEK exhibited a more substantial impact, consuming
an average of 10.2 milliseconds. This digital signature-related processing constituted
22%, 20%, 5%, 2%, and 2% of the total execution time during encryption, and 26%,
24%, 5%, 2%, and 1% of the total execution time during decryption under the sce-
narios of No EVP, KEK in Config, KEK in Ceph, SS8S in Ceph, and KEK in TPM,
respectively. With this analysis, administrators can turn off digital signatures to gain
performance. For example, suppose No EVP is chosen for the encryption operation;
disabling digital signatures can increase performance by 22%. However, only 2%

performance is gained when KEK in TPM is selected. If the organization prioritizes
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security over performance, enabling digital signatures provides the integrity of the

DEK during key distribution from CephVault to CephArmor.

In addition to assisting administrators in determining the enablement or disable-
ment of various configurable options, internal events within CephVault also provide
valuable insights into the optimal location for the KEK. Administrators can make in-
formed decisions based on the percentage of time consumed by each location, thereby
enhancing the efficiency of CephVault operations. In Figure 5.4, No KEK did not
employ an envelope encryption scheme, so it did not consume any time for the
generation of the KEK. In KEK in Config, the generation of the KEK took 0.13
milliseconds, which was insignificant with respect to the total execution time. How-
ever, a significant time consumption was observed for KEK in Ceph and SSS in
Ceph. The generation of the KEK took 148.7 and 444.0 milliseconds, which were
73%, and 89% of the total execution time during encryption, and 77%, and 91% of
the total execution time during decryption, when KEK in Ceph, and SSS in Ceph
were selected, respectively. For KEK in TPM, since the generation of the KEK is
internal to TPM and envelope encryption and decryption operations are performed
inside the TPM, we measured those time in the Envelope Encryption/Decryption
event. For KEK in TPM, while serving encryption request, the envelope encryption
event consumed 639.0 (per-user) and 323.7 (per-object) milliseconds, which were 92%
and 86% of the total execution time, respectively (Figure 5.4a). While serving the
decryption request, the envelope decryption took 639.2 milliseconds (per-user) and
640.5 milliseconds (per-object), which were 93% of the total execution time, for both
(Figure 5.4b). This analysis will help administrators select the appropriate option
for the location of the KEK based on the organization’s security and performance
requirements. For example, if security is not a priority, No KEK will be the most

performant option. On the contrary, storing the KEK in TPM will be the most
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secure option; however, in terms of performance, it will be the least efficient option

available to the organization.

In summary, disabling the checksum option will not improve the total execution time
significantly; rather, it will compromise the integrity of the DEK and IV. However,
disabling the digital signature option will improve performance significantly based on
the choice of cryptography operation (encryption or decryption) and the location of
the KEK. Although disabling the digital signature will improve performance, it will
undermine the integrity of the DEK during key distribution. Similarly, the location
of the KEK notably contributes to the overall performance and security. No KEK
provides improved performance with compromised security. On the contrary, KEK

in TPM offers improved security with inferior performance.

5.4.6 Dependency on Use Cases

CephVault handles various use cases during cryptography operations. Experiments
in this section focus on finding out how execution time in Ceph Vault is dependent
on (a) when there is no record existing for the user in the database, (b) when the
user already exists in the database and the request (combination of object, pool,
namespace) is unique, or (¢) when the user already exists in the database, however,
the request (combination of object, pool, namespace) is a duplicate one, meaning
the same record already exists in the database. For the evaluation, we captured
CephVault’s execution time while processing cryptography operations on 1 MB of
data with various modes of operation and EVPs. Since we had already established
that data size did not impact the overall execution time, we did not consider data
sizes other than 1 MB. For software-based cryptography, we opted for KEK in Con-
fig since the execution time is faster than other locations of the KEK. However,

we observed similar results for other locations of the KEK (results are not included
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to reduce verbosity). For hardware-based cryptography, we selected KEK in TPM.
Figure 5.5a depicts encryption and decryption requests in software-based cryptog-
raphy. During encryption, the new user performed better than the existing user
with unique records, and the existing user with unique records showed better per-
formance than the existing user with a duplicate record. For a new user, no existing
DEK details were retrieved from the database; however, for the existing user without
any duplicate records, the database retrieval contributed some extra time. When a
duplicate record was found, the record was deleted from the primary and the backup
tables. Moreover, the deleted records were stored in the deleted table temporarily,
contributing more time than the other two use cases. However, during decryption,
the use cases did not impact the time since the requests were processed via the same
steps, providing almost the same result. Figure 5.5b illustrates encryption and de-
cryption requests in hardware-based cryptography. During encryption, the new user
consumed about the same time in per-user and per-object mode, respectively. For
a new user, envelope encryption was performed on the DEK for both modes of op-
eration. In contrast, for the existing user (unique record), both modes of operation
performed differently. In the per-user mode, the encrypted DEK was retrieved from
the database, and envelope decryption was performed to get the plaintext DEK.
However, in per-object mode, the new DEK was encrypted with an envelope en-
cryption scheme. Since, in TPM, envelope decryption consumed 639.0 milliseconds
(per-user), and envelope encryption consumed 323.7 milliseconds (per-object), per-
object mode outperformed per-user mode by 97.39%. For the existing user (duplicate
record), once the duplicate record was removed from the database, the request was
treated as if it was a new user (no record). So, for both modes of operation, envelope
encryption was performed. In decryption, for both modes of operation, envelope de-
cryption was performed, showing a similar trend. The Y-axes of Figure 5.5a and

Figure 5.5b are different.
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In summary, execution time during encryption operations was impacted by the pres-
ence of a duplicate record. However, it had an insignificant influence on the execution

time during decryption operations.

5.4.7 Dependency on Number of Records in the Database

This experiment aimed to determine whether the number of records in the database
can impact the total execution time during cryptography operations. We tested
with up to 30,000 records in the DEK table. In software-based cryptography (Fig-
ure 5.6a), we captured the performance during encryption-decryption operations,
selecting KEK in Config (the location of the KEK) and AES-CTR, AES-CBC (NI),
and AES-GCM (EVP). Similarly, in hardware-based cryptography (Figure 5.6b), we
captured the performance of KEK in TPM (location of the KEK) and RSA (EVP).
We found that execution time did not vary significantly with varying numbers of
records in the database. We observed similar results for other KEK locations and
EVPs. We concluded that the number of records in the database did not signifi-
cantly impact the overall execution time of CephVault (up to 30,000 records). The

Y-axes of Figure 5.6a and Figure 5.6b are different.

5.5 Summary

In this chapter, we evaluated CephVault’s performance with respect to various fac-
tors, such as dependency on data sizes, locations of the KEK, various FVPs, and

use cases. Next, we will discuss storage requirements for Ceph Vault.
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Chapter 6

Storage Analysis

One aspect of our research is to identify the storage requirements when we employ
CephVault to store KMS data, such as the encrypted DEK, IV, etc. So, we used
different modes of operation or envelope encryption schemes. For each unique com-
bination of object, pool, and namespace, a new row was created in the primary table
in the database, and a backup was taken for the same. So, the storage requirements
for an encryption request was calculated by the bytes occupied in the primary and

the backup tables, as depicted in Figure 6.1.

The primary table comprises current records required for cryptography operations,
whereas the backup table supports versions up to two levels comprising current
records and previous records. The backup table requires more storage than the pri-
mary table to support additional versions. However, the backup table is designed to
reduce the storage requirements by storing common metadata, such as object, pool,
and namespace, only once for both versions. Storage requirements changed based on
the types of EVPs. A total of 665 bytes/row was required to store data related to a
single encryption request when we opted for the No EVP, where the primary and the

backup tables occupied 273 bytes/row and 392 bytes/row, respectively. Similarly,
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AES-CTR or AES CBC (NI), AES-GCM, and RSA occupied 737 bytes/row, 849
bytes/row, and 945 bytes/row, respectively. The storage requirements did not dif-
fer when per-user or per-object mode was chosen. For the current storage analysis,
we assumed users would prefer a maximum of 25 characters for an object, pool, or
namespace. However, the storage requirements might vary for a larger or smaller

name for an object, pool, or namespace.

In summary, the storage was least occupied by No EVP and the most by RSA.
The additional storage requirements with respect to No EVP were 11%, 11%, 28%,
and 42% for AES-CTR, AES-CBC (NI), AES-GCM, and RSA, respectively. Lastly,
the mode of operation (per user or per object) or the location of the KEK did not
contribute to the storage requirements. In the next chapter, we will analyze the

security of CephVault.
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Chapter 7

Security Analysis

We evaluated CephVault against various information security principles, secure de-
sign principles, adherence to FIPS 140-2 (Levels 1, 2, 3, and 4), and countermeasures

to various known attacks.

7.1 Information Security Principles

The primary goal of information security principles is to provide guidelines for or-
ganizations to follow and protect sensitive data (Section 2.2). CephVault adheres to

various information security principles, discussed in Table 7.1 and Table 7.2.

7.2 Security Design Principles

It is nearly impossible to develop techniques that can ensure the complete security of
the developed system or prevent all types of attacks [44]. However, widely accepted
design principles (Section 2.3) can mitigate various security vulnerabilities in the
system. CephVault is developed with adherence to the security design principles
depicted in Table 7.3, and Table 7.4.
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Table 7.1: Adherence to Information Security Principles

Security Prin-
ciple

CephVault Features Adhered to Information Secu-
rity Principles

Confidentiality

Envelope encryption is employed to encrypt the DEK,
proving confidentiality while the DEK is stored in the
database. The DEK is also encrypted during key distri-
bution. However, employing No EVP compromises confi-
dentiality. Also, since the selection of encrypting the DEK
during key distribution is optional, not opting for encrypt-
ing the DEK undermines security.

Integrity

CephVault employs SHA-256 to provide integrity of the
DEK and DEK_IV. In encryption, a checksum is calculated
on the DEK and DEK_IV, and stored in the database. In
decryption, the checksum is retrieved from the database
and compared with the newly generated checksum on the
DEK and DEK_IV, ensuring the DEK and IV are not al-
tered in the database. Also, during key distribution, an
RSA digital signature is employed to provide integrity to
the DEK. However, calculating the checksum on the DEK
and DEK_IV and generating digital signatures on the en-
crypted DEK are optional, making them vulnerable to un-
dermining integrity.

Availability

Backups are taken for the DEK, KEK, and checksum of
the CephVault’s binaries. These are stored in different
databases, ensuring recovery of data in case data is cor-
rupted in the primary database. However, availability can
be compromised if backups are deleted by unauthorized
persons.

Authentication

Users are authenticated for each encryption and decryption
request. In encryption, only authenticated users are able to
receive the DEK for cryptography operations. In decryp-
tion, only the user who encrypts the data can decrypt the
corresponding data. However, malicious users who compro-
mise user credentials can undermine authentication.

Accountability

CephVault is reinforced by audit logs and the real-time no-
tification system. Each method is secured with exception
handling, and administrators receive notification for any
exception or unusual behavior.
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Table 7.2: Adherence to Information Security Principles (Continued)

Security Prin- | CephVault Features Adhered to Information Secu-
ciple rity Principles

Non- During key distribution, the DEK is encrypted with a sep-
Repudiation arate key, which is pre-shared between the requester and
CephVault. An RSA digital signature is employed on the
encrypted DEK, which provides non-repudiation. The user,
who leverages CephArmor API to encrypt the data, can be
certain that the encrypted DEK is distributed by the Ceph-
Vault, since CephVault signs the encrypted DEK and the
CephArmor verifies it prior to use it for cryptography oper-
ations. However, disabling generating the digital signature
on the encrypted DEK can compromise non-repudiation.

7.3 Defense Against Various Attacks

Various security vulnerabilities and attacks are described in Section 2.8, and Ceph-
Vault is designed to mitigate those attacks. Countermeasures for these vulnerabilities
and attacks are discussed below. In Table 7.5 and Table 7.6, some countermeasures

are discussed pertaining to those vulnerabilities and attacks.

7.4 Comparative Analysis of Popular KMSs

We compared some of the existing KMS solutions described in Section 3.2 and 3.3 in
a table format, where column names, represented as unique upper-case letters (A-N),
depict various attributes that are the basis for the evaluation. Table 7.7 describes
the column names and their respective representations. The column value Y denotes
Yes and N denotes No. Table 7.8 describes various features of Ceph Vault, which was
evaluated against other KMSs. For this evaluation, we considered the best possible

features for both CephVault and other KMSs.
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Table 7.3: Adherence to Fundamental Security Design Principles

Design CephVault Features Adhered To Security Design
Principle Principles

The economy of | The architecture of CephVault is simple. It is designed
mechanism with loosely coupled modules, with reusable and smaller

methods. Each functionality can be individually tested and
measured.

Open design

Ceph Vault follows a well-established design pattern (media-
tor pattern) and security best practice while designing the
KMS. The design of CephVault is made available in this
thesis so that security experts can identify any potential
vulnerability. Also, comprehensive future research direc-
tions are provided in Sections 8.1 and 8.2, identified by our
research team, to further enhance the application.

Separation of
privilege

Each module in CephVault is responsible for performing
dedicated tasks. Methods belonging to one module do not
have the privilege to access resources from other modules
unless it is necessary.

Least privilege

Users in Ceph Vault have the least privilege to perform cryp-
tography operations; however, they are restricted to per-
form other tasks that need higher privilege.

Least common
mechanism

CephVault’s modular design adheres to the least common
mechanism. CephVault’s public module only exposes two
methods for CephArmor to communicate with the Ceph-
Vault. CephVault’s global module comprises the least num-
ber of methods to be used by both CephVault and CephAr-
mor. Access specifiers control the number of shared func-
tions between modules.

Psychological
acceptability

Users can perform cryptography operations without know-
ing any underlying details of CephVault. 1t facilitates vari-
ous command line options to interact with the application
to perform operations, such as key rotation, key backup,
key restore, and key distribution, without users exposing
the technical details. If there is any issue, custom messages
are provided to the users to help them understand the next
steps; at the same time, admins are notified so that the
issue can be addressed quickly.
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Table 7.4: Adherence to Fundamental Security Design Principles (Continued)

Design
Principle

CephVault Features Adhered To Security Design
Principles

Isolation

CephVault employs the TPM, which provides a physically
isolated cryptography environment, making it harder to
extract the KEK. The mediator design pattern provides
code isolation. Various databases are created to provide
additional isolation, where respective tables are stored in
databases instead of having only one database with all ta-
bles. However, since employing the TPM is optional in
CephVault, not opting for the TPM can undermine isola-
tion.

Encapsulation

CephVault leverages the Object-Oriented Programming
(OOP) concept, where a clear separation of data and meth-
ods is implemented. Each module is developed in such a
way that they are not tightly coupled with other modules.
Most of the methods are kept private in each module, and
only a few methods remain public to access data.

Modularity

CephVault is developed with the modular approach, where
a total of 27 modules are developed, each with different
functionalities, such as key generation, key usage, and key
distribution. Also, there are modules, such as CephVault
Global Module, which contain various reusable codes used
by other modules.

Layering

Despite Ceph users being authenticated when they log in to
Ceph servers, CephVault again authenticates for the cryp-
tography operations, which provides an additional layer of
security. No DEK is kept in the database or anywhere in
the plaintext (except No KEK); the DEK is protected by
the KEK using EVP (except No KEK). Smart pointers
are employed to provide memory safety, such as avoidance
of dangling pointers, interoperability, and exception safety,
which provides additional code safety. Checksum of the
KEK and CephVault binaries are taken and periodically
checked to ensure the integrity of the KEK and the de-
ployed binaries.

Least
astonishment

The CephVault command line interface is designed to work
as expected. For example, suppose a security goal is to ro-
tate the DEK. In that case, it is mapped to a command that
the user can invoke, and the command only performs key
rotation without surprising the user by performing other
tasks.
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Table 7.5: Countermeasure Against Various Attacks

Attacks Countermeasures

Buffer CephVault validates the input before using it; for example,
Overflow the user-provided key size is validated to identify whether it
Attacks is within the supported encryption key sizes or whether the

buffer size is the same for the accepted data.

SQL Extensive input validation is in place to identify any malformed
Injection data that are supposed to be stored in the database; for exam-
Attacks ple, any string provided by the user or accepted from the con-

figuration file is validated with REGEX patterns for potential
attacks. Each function has a return type, and based on the
proper output, the next action is taken. All SQL queries lever-
age parameterized queries, secured with exception handling to
reduce the attack surface.

Directory Code is developed to mitigate directory traversal attacks while
Traversal retrieving a pre-shared symmetric key from the user’s home
Attacks directory. Also, CephVault does not store any secrets in any
environmental variable, which is vulnerable to attacks.

Side AES-NI mode [68] of envelope encryption is employed by Ceph-
Channel Vault to countermeasure side-channel attacks.

Attacks

Physical CephVault employs a TPM for storing the KEK and perform-
Attacks ing cryptography operations. The TPM provides a tamper-

resistant hardware module that resists physical attacks. How-
ever, not opting for the TPM will not provide tamper resistance
against physical attacks.

Insider Only the user who encrypts the data can decrypt the cor-
Attacks responding ciphertext; unauthorized persons cannot access
other’s data using CephArmor’s API. Generation of the KEK
using Shamir’s secret shares ensures a compromised party alone
cannot reconstruct the original secret. Intentional or uninten-
tional modification of the KEK can be captured using a sched-
uled job that compares the old KEK checksum with the new
one. However, not opting for Shamir’s secret shares as the pre-
ferred option for the KEK can undermine protection against
insider attacks.
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Table 7.6: Countermeasure Against Various Attacks (Continued)

Attacks Countermeasures

Man-in-the- | CephVault’s digital signature ensures that the DEK and
middle DEK_IV are sent from the authenticated source; if the digi-
Attacks tal signature fails, users are not provided with the DEK and

DEK_IV. However, not opting for the digital signature on the
encrypted DEK can be vulnerable to man-in-the-middle at-
tacks.

Brute Force
Attacks

During use authentication, users can provide a maximum of
three incorrect passwords before the application exits, which
helps to mitigate brute-force attacks. Also, FIPS 140-2 val-
idated CSPRNG and TRNG are used, which are difficult to

compromise using brute force attacks.

Rainbow
Attacks

CephVault does not employ password-based key derivation for
key generation; rather, a FIPS 140-2 validated random number
generator is used for the same, which eliminates the need to
store password hashes. So, CephVault does not have a vulner-
ability for rainbow attacks.

Chosen
Plaintext
Attacks

CephVault’s per-object mode ensures that the encrypted DEK
is different than the existing ones in the database. For each
request, a new DEK and DEK_IV are generated, and a new
KEK_IV is used for envelope encryption. However, not opting
for per-object can lead to the chosen plaintext attacks.

Padding
Oracle
Attacks

CephVault employs envelope encryption using AES-CTR and
AES-GCM mode, which provide countermeasures to padding
oracle attacks. However, not opting for AES-GCM or AES-
CTR can lead to padding oracle attacks.
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Table 7.7: The Column Names and their Respective Representations

Column Description

A Can be used for Ceph

B Implemented Shamir’s secret share as the KEK

C Implemented envelope encryption

D Implemented AES-NI (hardware accelerated AES intrinsic code
for envelope encryption)

E Implemented 12 phases of KMS life cycle

F Implemented a secure design (clear separation of data and
methods, private-public methods, defensive coding)

G Implemented digital signature (or certification) for key distri-
bution

H Implemented support for a TPM or HSM

I Implemented checksum (for the integrity of secrets)

J Implemented user-specific encryption key

K Implemented object-specific encryption key

L Implemented audit logs

M Implemented real-time monitoring

N Reference

Table 7.8: Comparative Analysis of KMSs with CephVault

KMS A/B|C|/D|E|F G HI |J|KL MN

CephVault [ Y [ Y| Y| Y| Y |Y|Y|Y|Y|Y|Y|Y|Y |NA

Barbican Y/ NIY N|N|N|N|YIN|Y | N|Y|Y|][l16]

Hashicorp Y| Y| Y NININ|Y|Y |N|Y|[N|Y]|Y|[122]

Vault

Flix-Keeto NIN|IN|[N|N|N|Y N|N|Y|N|Y|N|][129]

Ansible NIN|N|[N|N|N|IN|N|N|Y |N|N/|N|[124]

Vault

Cloudflare NIN|Y|N|N|NIN|N|N|Y |N|N/|N |][125]

Red

October

Codahale NIN|Y|N|N|N|IN|N|N|N|N|N/|N |/[126]

Sneaker

XOR Data | N |N|N|N|N|N|IN | N|N|Y |N|N/|[N|[12§]

Exchange

Crypt

Square NIN|Y|N|IN|Y|Y|Y | N|Y|N|Y|N|[127]

Keywhiz

Oleiade NIN|N|[N|N|NIN|N|N|Y |N|N/|N |[131]

Trousseau

Cyberark NIN|N|[N|N|NIN|N|N|Y |N|Y |N|[132]

Conjur
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7.5 Evaluation of CephVault’s Cryptography

Module Adhering FIPS 140-2

In this section, we evaluated CephVault’s cryptography module to identify its ad-
herence to FIPS 140-2 Level 2. Table 2.3 describes the summary of the security
standards for a cryptography module. Table 7.9 and Table 7.10 describe Ceph Vault’s

adherence to the standards.

7.6 Evaluation of CephVault as a KMS Adhering

FIPS 140-2

Section 2.11.2 describes the security requirements for a KMS adhering to FIPS stan-
dards. We evaluated CephVault against the standards as below.

e Documentation Requirements: This thesis provides information pertaining to
the keys used in Ceph Vault and details regarding software-based and hardware-based
cryptography modules that adhere to the FIPS 140-2.

e Random Number Generators (RNGs): CephVault used FIPS 140-2 approved
RNG rand_bytes() for deterministic RNG and TPM 2.0 for non-deterministic RNG.
e Key Generation: CephVault used FIPS 140-2 validated OpenSSL for key gen-
eration. Also, a TPM is used to generate keys. Key Storage: In software-based
cryptography, the KEK is stored in a secure location in the Ceph or configuration
file, whereas in hardware-based cryptography, the KEK is stored in the TPM. In
both approaches, the DEK is always kept encrypted in the database (except No
e Labeling of Cryptographic Information: Each unique DEK and KEK are
labeled with unique UUIDs.

e Electronic Key Distribution: Encrypting the DEK with a key and creating a
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Table 7.9: Evaluation of Cryptography Module in CephVault for FIPS 140-2

Attributes

CephVault Features

Roles, Services,
and
Authentication

CephVault supports identity-based authentication. Unau-
thenticated users are not permitted to perform cryptogra-
phy operations.

Cryptographic
Module
Specification

We employed FIPS 140-2 approved algorithms, and we pro-
vided in detail the cryptography module (hardware and
software components) used in the Ceph Vault. In this thesis,
we described all logical interfaces that are responsible for
data input and output. We documented the modes of oper-
ation, languages used, diagrams depicting all modules, and
key storage. A detailed security analysis is also provided.

Cryptographic
Module Ports
and Interfaces

User access to the cryptographic modules is restricted by
authentication. Also, data flow to the cryptographic mod-
ules is restricted by input validation, and modular design,
where the public interface is exposed to the outside world
and other modules are kept private to CephVault. The
TPM is integrated with the servers and powered by the
predefined power port.

Physical
Security

We employ the TPM, which is a tamper-resistant cryptog-
raphy module.

Operational
Environment

Ubuntu OS provides an operating environment for Ceph-
Vault, where all system processes are controlled. The secu-
rity of the operating environment is out of the scope of this
thesis. Organizations who would employ CephVault as a
KMS for Ceph could secure the operating environment with
firewalls, disk encryption, anti-malware detection software,
ransomware detectors, Intrusion Detection Systems (IDSs),
Intrusion Prevention Systems (IPSs), and so on.

Cryptographic
Key
Management

This thesis specified all cryptographic keys, such as DEKs
and KEKs, and other Critical Security Parameters (CSPs),
such as IVs, shared secrets in detail. Also, we developed
and described the KMS life cycle employed in Ceph Vault.
A comprehensive description is provided in Section 7.6.

Mitigation of
Other Attack

We specified common attacks and their countermeasures
employed in Ceph Vault.

Self-Tests

We performed conditional tests as per FIPS 140-2 guide-
lines: we tested a plaintext DEK and the ciphertext gen-
erated after encrypting the plaintext DEK, and both were
different. We verified digital signatures and terminated the
process in case the digital signature failed.
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Table 7.10: Evaluation of Cryptography Module in CephVault for FIPS 140-2
(Continued)

Attributes CephVault Features
Design We followed security best practices to design the cryptog-
Assurance raphy module. We tested the module thoroughly and doc-

umented the results in detail. The TPM is installed in the
45Drives Storinator by the authorized personnel as per the
Delivery and Operation guideline of FIPS 140-2.

digital signature on the encrypted DEK safeguards the DEK during key distribution.
e Key Usage: CephVault employs different keys for various purposes; a DEK is used
to encrypt the data, a KEK is used to encrypt the DEK, a pre-shared key is used
for encrypting the DEK during key distribution, and a key pair is used for digital

signature during key distribution.

7.7 Security Analysis of Location of Keys

Key storage is an important aspect of a KMS’s overall security. A compromised
location can reveal the keys, hence the data. In this section, we will discuss the

security implications of storing keys in various locations.

7.7.1 User’s Home Directory

One of the most challenging tasks for a KMS is to store secrets securely. Ceph Vault
employs the user’s home directory to store a pre-shared symmetric key and a private-
public key pair used for digital signature. These keys are different than the ones that
are used for data encryption (performed by a DEK) and envelope encryption (per-
formed by a KEK). The pre-shared symmetric key is used for encrypting the DEK
during key distribution, and the key pair of digital signature is used for signing the
encrypted DEK and verifying the signature during key distribution. The reasons for

leveraging the user’s home directory to store these keys rather than storing them in
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the SQLite table are manifold.

e Key Private to the User: These keys are generated for each authenticated
CephVault user. Opting to utilize something other than the home directory necessi-
tates the implementation of an additional KMS, adding a layer of complexity, since
we have a KMS for serving data encryption decryption requests.

e Permissions: User’s home directory, which is commonly at the location ‘/home-
/username,’ is secured with the permission ‘700 (rwx——)’, signifying only the user,
who is the owner of the directory, can access the directory.

e Similar to .ssh Directory: We have created a .cephvault directory inside the
user’s home directory, which has the same permissions as the .ssh directory. In the
.ssh directory, key pairs are generally stored for a user, and we adopted the same
methods to safeguard these secrets.

e Faster Access: Since keys are kept in plaintext, no envelope encryption is em-
ployed; when these keys are required to be used, an unwrapping process is not
required, making the key retrieval faster.

e Flexibility in Key Rotation: Since users maintain or own their respective home
directories, they can change the keys multiple times at their convenience without af-
fecting the performance of the CephVault, making the KMS secure and performant.
e Data Protection: Even if the user’s home directory is compromised, the previ-
ously encrypted data cannot be decrypted by an attacker since these keys are not
used for data encryption. However, newly encrypted data, which are encrypted after
the directory is compromised, are vulnerable to data leaks. Also, with a compromised

home directory, CephArmor will be unable to authenticate the source of secrets.

7.7.2 Configuration File

In software-based cryptography, a configuration file is used to store the KEK. By

default, the configuration file is stored in the /etc/ceph directory, which is the same
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*¥% DEVELOPER MODE: setting PATH, PYTHOMPATH and LD LIBRARY PATH

pool ‘26d216b76b472e6ffadebcdd3et8096bed27b788b192fe36abCec " created
*¥% DEVELOPER MODE: setting PATH, PYTHOMPATH and LD LIBRARY |

added key for client.cephvault.shamir

Figure 7.1: Shamir’s Secret Shares

directory where Ceph’s other configuration files and authentication lists are stored.
Only root users can access the KEK in the configuration file. However, root users

can change the location of the file.

7.7.3 Ceph

In software-based cryptography, CephVault leverages Ceph to store the KEK, which
can be a 32-bit random number or Shamir secret shares based on the option selected
by the administrator. In this section, the security implications of storing Shamir’s
secret shares in Ceph are discussed. When the root user creates Shamir’s secret
shares (depicted in Figure 7.1), a new pool and objects (equal to the number of
secret shares) are created in Ceph. CephVault creates the pool name as a 32-bit
hexadecimal number, which is randomly chosen. Similarly, object names are created
as 32-bit random numbers. Ceph’s default behavior allows overwriting an object
inside a pool if the object name matches the existing one in that pool. Randomizing
the names of the pool and objects minimizes the accidental or intentional overwriting
of objects. Once the pool and objects are created, the names of the pool and objects
are stored in the database, and a backup is taken at the same time. In the database,
only the names of the pool and objects are stored, not the actual data containing
the actual Shamir’s secret shares. Actual secret shares are stored inside objects in

Ceph. The pool that contains objects is encapsulated with a unique namespace that
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client.cephvault.masterkey

key: AQC8yY11NLR5LRAAJ906S2RVEIBUTELxHhL+1Q==

caps: [mon] allow r

caps: [0sd] allow rwx pool=0078d8c@92cfb52a3b@@3a75b8b78e0eh2e07a49ht+102
7e58ddc2157503d589 namespace=cephvault.masterkey

client.cephvault.shamir

key: AQDLhJ11hb6mORAAm1bRHWctaudP2G/EVghz7w==

caps: [mon] allow r

caps: [osd] allow rwx pool=3@85cc74ebfd24b2287d66a228376e34186da3a7f3caacs
42c3aba37be620ecd6 namespace=cephvault.shamir.shares

Figure 7.2: Security of Pool Contains Shamir Secret Shares

provides a higher level of security. To overwrite an object, the user needs to provide
the same namespace, pool, and object name. An entry is created in the Ceph
authentication list to grant access to the Ceph storage cluster. Then permissions
and capabilities are added to the namespace to prevent unauthorized access to the
namespace, pool, and objects, as depicted in Figure 7.2. Once the pool and objects
are recorded in the tables, they can not be overwritten, so accidentally running the
command (cephvault -createkek) will not result in the creation of a new KEK.
This helps to prevent data loss, as DEKs, which were previously encrypted with the
existing KEK, would still be valid for data decryption. In the enterprise settings, the
disk that contains the objects is encrypted, so compromising the disk will not reveal
the contents inside the objects. An additional security layer is provided by Ceph’s
erasure coding [164], which converts an object into multiple data chunks, making it
difficult to extract a secret share from a single object, let alone retrieve all the shares
from all objects. When a single KEK is stored in Ceph, it follows a process similar
to that of Shamir’s secret shares. The primary difference is to store a single KEK,

only one pool and one object are created.

774 TPM

Storing encryption keys inside the TPM is the most secure option offered by Ceph-

Vault. Tts tamper-resistant coating provides security from the malicious software [165].

100



In CephVault, an RSA key is employed as the KEK, created under the primary key,
and the private part of the KEK never leaves the TPM in plaintext. Comprising
keys reside in the TPM requires physical access to the TPM [166][167], making it an
ideal choice for a KMS [168].

7.8 Threat Analysis

We follow STRIDE model (Section 2.12) for threat analysis.

e Spoofing: If a user’s credentials are spoofed, it will expose the user’s data. An
adversary who is able to spoof the user will have access to the victim’s home di-
rectory, exposing the pre-shared encryption key pair used for the DEK distribution.
However, spoofing a user’s credentials will not reveal other user’s data.

e Tampering: If the KEK is tampered with, the data will be lost permanently.
To countermeasure tampering of the KEK, it is kept in a secure location in Ceph
(Section 7.7). CephVault periodically validates the KEK checksum to identify any
possible tampering. Also, if the KEK is stored in the TPM, tampering with the
TPM requires physical access to the server. Moreover, the tamper-resistant prop-
erty of the TPM makes it difficult for an adversary to alter the KEK stored in the
TPM. Similarly, tampering with the configuration file will have unintentional conse-
quences. The altered configuration file can lead to data unavailability to legitimate
users. Keeping the configuration file in a secure location, which requires root privi-
lege, safeguards unauthorized tampering.

e Repudiation: If logs are altered, application events will not provide accurate
information regarding the key usage or a user’s activities, leading to repudiation.
To countermeasure log tampering, logs are securely stored in the directory to which
only the root user has access.

e Information Disclosure: Compromising logs can reveal data flow, method
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names, and timestamps for running particular functions. An adversary can reveal en-
cryption keys by analyzing the time a method performs cryptography operations [83].
CephVault stores log files in a secure location where only the root user can access
them. Moreover, Ceph Vault does not log any sensitive information such as encryption
keys, user credentials, and IVs. CephVault leverages Object-Oriented Programming
(OOP) concepts, where data and methods are kept separately to minimize data expo-
sure. Similarly, databases, which contain encrypted DEKs and associated metadata,
can disclose sensitive information. Only the root user can access the location where
databases are stored. Also, compromising the database will not reveal the actual
data, as DEKs are encrypted with the KEK. Administrators have the flexibility to
choose a preferred location of the database, such as a different server.

e Denial of Service (DoS): If the KEK stored in Ceph is removed from the Ceph
cluster, encrypted data will not be decrypted, leading to Denial of Service (DoS).
Ceph ensures data availability through erasure coding [142]. If a copy of data contain-
ing the KEK is removed by the adversary, Ceph automatically detects the missing
replication and replaces the missing data. Ceph’s self-healing features minimize the
threat of DoS attacks that replace the data containing the KEK. Further, Ceph Vault
accepts objects, pools, and namespaces as strings. A malicious user can provide mal-
formed strings to initiate SQL inject attacks, exhaust resources, query locking, and
eventually DoS attacks. CephVault validates user input, identifies malformed strings
for possible SQL injection attacks, and terminates the process once the malformed
string is identified.

e Elevation of Privilege: A compromised root user will have full access to the en-
tire cluster, comprising Ceph, CephArmor, CephVault, databases, configuration files,
and logs. Unauthorized elevation of privilege will expose the KEK from the config-
uration file, Ceph, or the TPM. An adversary can alter the KEK, configuration file,

and database. CephVault does not have any mechanism to identify the unauthorized

102



elevation of privilege. However, if the KEK is altered after its creation, it can be
detected by periodically checking the checksum of the KEKs. Moreover, Ceph Vault
can identify any modification of the CephVault’s binary files and notify the target

recipients, minimizing the compromise duration.

7.9 CephVault Risk Assessment

Risk assessment is employed by organizations to identify assets, assess the overall
security risks and vulnerabilities, and prioritize risks to address the risks. Table 7.11,
and Table 7.12 illustrate the risk assessment in CephVault. We categorize risk levels
as high, medium, and low based on the impact on the confidentiality, integrity, or
availability of CephVault. The high risk describes a major impact, the medium risk

describes a moderate impact, and the low risk illustrates a minor impact.
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Table 7.11: CephVault Risk Assessment

Asset Threat/ Vulnerability | Existing Controls Level
of Risk
User’s Compromised credentials | The user is authenti- | High
credentials could lead to unautho- | cated, and only authen-
rized access to encrypted | ticated users can perform
data. cryptography operations.
Integrity of Corrupted Encrypted | A checksum is employed | High
the DEK could lead to mod- | for internal checksum
Encrypted ification of the DEK. | verification and for key
DEK Encrypted data cannot | distribution.
be decrypted.
The user’s Compromised home di- | The directory is owned | Medium
home rectory could lead to | by the wuser and re-
directory the DEK being encrypted | inforced — with  access
with the attacker’s cre- | control. —Moreover, the
ated key during the DEK | user’s ability to rotate
distribution. CephAr- | the keys stored in the
mor might fail to verify | user’s home directory
whether the DEK gener- | without impacting Ceph-
ated from Ceph Vault. Vault’s performance
enhances security.
KEK in Compromised configura- | The configuration file is | High
Config tion could reveal the | secured with authentica-
KEK. tion and access control.
Only root users can have
access to the configura-
tion file.
KEK in TPM | Compromised TPM | TPM are secured with | High

could reveal the KEK.

tamper-resistant  enclo-
sures. Physical access to
the server is needed to

access TPM.
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Table 7.12: CephVault Risk Assessment (Continued)

Asset Threat/ Vulnerability | Existing Controls Level

of Risk

KEK is Ceph | Compromised Ceph | Ceph is secured with ac- | High
could reveal the KEK. cess control and authen-

tication. Even if Ceph is
compromised, the KEK
retrieval is not straight-
forward; the KEK needs
to be retrieved from ob-
jects, which can be fur-
ther divided by erasure
coding.

Configuration | Since the configuration | Configuration file is | High

File file contains many pa- | stored in a secure lo-
rameters that influence | cation, protected by
the default behavior of | authentication and ac-
theCephVault, altering | cess control.
the configuration file
could lead to the wanted
behavior.

Database Compromised database | Database stored in a se- | High
could reveal the en- | cure location, protected
crypted DEK and | by authentication and
DEK_IV. access control. Em-

ployed EVP to safeguard
DEK in the database and
checksum to identify the
DEK and DEK_IV alter-
ation.

Memory Operating system | Employed smart pointer | High

region swapped  the  mem- | that destroys objects no

containing ory (pages) containing | longer used, reducing
sensitive data | sensitive data into a disk, | Use-After-Free = (UAF)
and the compromised | vulnerability [169].
disk could reveal the | Memory lock is employed
data. to prevent memory

(pages) containing sen-
sitive data, such as the
DEK swapping to disk.
Disk encryption is em-
ployed in the enterprise
Ceph servers.
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7.10 Summary

In this chapter, we analyzed the security aspect of CephVault and evaluated against
information security principles, secure design principles, ability to countermeasure
various attacks, and adherence to FIPS 140-2 security guidelines. We also discussed
the threat model and defensive coding principles that CephVault followed. In the

next chapter, we will discuss future research directions.
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Chapter 8

Future Work

Future research directions can be targeted to provide enhanced security and better
performance. CephVault could be extended in many ways, including developing new
functionalities and evaluating against different use cases. Some of the future research

directions are explored in the sections that follow.

8.1 Future Directions For Development

Future research directions involve the development of new functionalities for Ceph-
Vault. Some of the research directions are as follows:

e Implement Key Rotation Schemes with Better Security: CephVault em-
ploys a traditional key rotation scheme, where encrypted data is decrypted with
the old encryption key before being encrypted with a new one. Security is a ma-
jor concern with this design since the data will be unprotected for a brief period
during the decryption operation. A future research direction would be to update
the encryption key and the ciphertext periodically. Updatable Encryption (UE) is
one such encryption scheme where encrypted data is never decrypted [170]. Proxy
re-encryption [171] could be used if CephArmor supported asymmetric encryption

schemes. Since CephVault and CephArmor were developed separately, and Ceph-
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Vault uses CephArmor’s API for key rotation, the traditional key rotation scheme is
the only option. However, to implement UE or proxy re-encryption, both CephAr-
mor and CephVault must be modified and tested thoroughly.

e Support Various Cryptographic Processors: CephVault supports a Trusted
Platform Module (TPM) as a cryptographic processor. In the future, a Hardware Se-
curity Module (HSM) [172] could be employed as an alternative. Field Programmable
Gate Arrays (FPGAs) could be another alternative for cryptographic processors,
where an FPGA could be programmed to speed up AES encryption [173]. For en-
velope encryption of DEK, a volatile FPGA could be sufficient; however, to store
encryption keys, a non-volatile FPGA would be required. Prior to research in this di-
rection, a feasibility study would be required as TPMs are relatively more affordable
than HSMs, design and implementation would be required for FPGA-based cryp-
tographic processors, and FPGAs might provide a lower level of tamper-evidence
protection for the secrets than HSM and TPM. PUF could also be employed for a
key generation; however, PUF could be compromised by a side-channel attack [174].
e Support Various Encryption Algorithms In TPM: Currently, RSA is the
only supported encryption algorithm in CephVault, when hardware-based cryptog-
raphy is selected. However, other encryption algorithms supported by the TPM can
be explored to identify any performance and security improvement.

e Implement Group Key Management System: CephVault was developed
to manage encryption keys for users who leveraged Ceph for secure data storage.
CephVault facilitates a secure KMS solution that eliminates any significant user in-
tervention for managing the KMS life cycle. For security reasons, only the user who
encrypted the data leveraging CephArmor can decrypt the respective data; even
the root user is be unable to decrypt other user’s data. A group key management
system would be required for sharing data among other users. Research could be

performed to identify which group key management would be suitable for Ceph Vault.
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e Implement Database Encryption: CephVault uses SQLite as a backend database
to store encrypted DEKs and associated metadata. Although no encryption key is
stored in the database in plaintext (except No KFK), database encryption would
provide additional security. Currently, SQLite provides SQLite Encryption Exten-
sion (SEE) that provides a plethora of features, such as seamless integration with the
existing SQLite databases, file-level encryption that protects the databases, cross-
platform support, and secure management of the database encryption keys. However,
SEE is a commercial product, and the customers are responsible for the implementa-
tion [175]. If we do not opt for purchasing SEE, we can develop similar functionalities
to secure the CephVault databases.

e Use Multi-Threading For Performance Gain: CephVault was developed in
C++, which supports multi-threading. In the future, we could explore the possibil-
ity of using multi-threading to improve the overall performance of the CephVault.
However, multi-threading of CephVault would require judicious design, considera-
tion, and implementation since CephVault leverages OpenSSL for cryptography op-
erations, such as encrypting the DEK using envelope encryption, and OpenSSL is
not thread-safe by default [176]. Though OpenSSL 1.1.0 or higher versions support
multi-threading [177] for the random number generator Rand_Bytes(), OpenSSL is
not entirely thread-safe [178].

e Use Error Correction Code: We developed a module for error correction code
using Hamming code; however, we did not employ Hamming code for Ceph Vault.
Hamming code can detect single-bit errors and correct them, or Hamming code can
detect a double-bit error without correcting the error. Hamming is also more compu-
tationally complex and time-consuming than checksum, so Ceph Vault employs SHA-
512 for data integrity. Various other error correction codes, such as Reed-Solomon
codes [179] or Bose-Chaudhuri-Hocquenghem code [180], could be employed to iden-

tify their applicability.
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e Support Various Encryption Schemes: CephVault was developed with future
extensibility in mind. Various other encryption schemes, such as lightweight encryp-
tion [46] [181], or post-quantum encryption [182], could easily be incorporated to
support envelope encryption of the DEK. Research could be done to identify any
performance improvement and security enhancement of the KMS.

e Support Various Secrets: CephVault manages the life cycle of cryptographic
keys. In the future, CephVault could be extended to support other secrets such as
certificates, API keys, session keys, one-time passwords (OTPs), and database pass-
words.

e Support Various Platforms: Ceph supports various flavors of Linux as well as
Windows [183]. CephVault was tested in Ubuntu 20.04.6 LTS, and in the future,
CephVault could be extended to support a Windows operating systems. Since Ceph-
Vault was written in C++, which is generally platform-independent, some of the
platform-specific libraries, such as authentication modules used in Ceph Vault, would
require updates with the Windows operating system-specific libraries.

e Support Various Databases: CephVault leverages SQLite for storing encrypted
keys as it was open source and did not incur additional costs. However, various
enterprise SQL databases, such as Oracle Database, MySQL Enterprise Edition,
or Microsoft SQL Server, could provide additional benefits over SQLite: enterprise
databases support various clustering and replication options and are tailored to sup-
port massive amounts of data. On the other hand, SQLite lacks concurrent opera-
tions, which can support multiple read operations, but does not support simultaneous
writes [184], making it a relatively less performant choice for CephVault. Also, the
SQLite database mandates keeping data in the same physical machine where the
application resides, making it less secure than the enterprise SQL databases that fol-
low client-server architecture [185]. NoSQL databases, such as MongoDB, could be

explored as an alternative, where MongoDB provides better scalability than SQLite.
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However, like SQLite, the MongoDB community edition does not provide encryption
of the data. Also, MongoDB does not support referential integrity [186], which is
essential for CephVault to establish a relation between DEK and KEK.

e Key Management Interoperability Protocol (KMIP): The Organization for
the Advancement of Structured Information Standards (OASIS), a non-profit consor-
tium aimed to develop various security standards, introduced the Key Management
Interoperability Protocol (KMIP) to integrate multiple cryptographically enabled
applications seamlessly. KMIP facilitates users to send a request to a KMS server
that encrypts and decrypts data without the need for direct access to the encryption
key. CephVault provides similar functionalities where the key management life cycle
is delegated to the server, and users do not need to manage the encryption keys.
However, CephVault only supports key management for Ceph. Enabling the KMIP
standard would allow Ceph Vault to be interoperable with various encryption systems
across the organization, supporting new and legacy enterprise applications [187].

e User Interface for Administrators: CephVault facilitates command line op-
tions for administrators and users to interact with the KMS and perform various
operations. A web-based user interface could be developed to provide a better user
experience to the administrators. CephVault employs various configuration settings
that could change the behavior of the KMS. Having options to modify the setting

through a user interface would have been a better user experience.

8.2 Future Direction for Evaluation

CephVault could be further evaluated after thorough testing with various platforms,
scenarios, and parameters and research based on the outcome.
e Evaluate CephVault After Penetration Testing: CephVault, which was de-

veloped with basic security principles such as confidentiality, integrity, availability,
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access control, accountability, and non-repudiation, is capable of preventing various
attacks such as Buffer Overflow attacks, SQL injection attacks, directory traver-
sal attacks, and Side Channel attacks. However, proper penetration testing could
be performed to evaluate the results. Some of the popular penetration tools are
Nmap [188], Astra [189], Metasploit [190], and Burp Suit [191]. Penetration testing
would require expertise on various security implications on the network, applications,
and systems.

e Evaluate CephVault In Multiple Servers: CephVault was developed as a cen-
tralized KMS, where one primary server assumed responsibility for serving requests
for DEK and IV, and secondary servers could have replication of the application
running on the primary server. In case the primary server was inaccessible or inop-
erable, one secondary server could assume the responsibility of the primary server.
Hashicorp Vault operates in the same principle for the disaster recovery of their
enterprise KMS [192]. CephVault was tested in a single server, and in the future,
CephVault could be tested with multiple servers and with multiple users to identify
performance impact.

e Evaluate CephVault With Various Monitoring Tools: CephVault was sup-
ported by a custom monitoring tool tailored to monitor CephVault. Currently, the
monitoring tool developed for CephVault has some limited functionalities, but in the
future, more popular monitoring tools could be employed to capture various data
pertaining to the system, network, server, the Ceph Vault application, and databases.
Some of the open-source monitoring tools are Prometheus [193], Grafana [194], Na-
gios [195], and Zabbix [196]. However, unlike the in-house monitoring tool for Ceph-
Vault, these open-source monitoring tools require separate processes or servers to
function properly and put additional overhead on the server that runs Ceph, which
is a resource-intensive application. For example, the Prometheus server needs to

be up and running to scrape data at regular intervals. Also, enterprise monitoring
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tools, such as AppDynamics [197], IBM Tivoli Monitoring [198], and Splunk [199]
could be employed for monitoring. However, cost and performance analysis would
be required for these monitoring tools. Research could also be performed to leverage
Ceph monitor [200], whose primary responsibility is to monitor Ceph’s health, to
monitor application-specific logs of Ceph Vault.

e Evaluate CephVault With Various Audit Loggers: CephVault employs a
custom logger leveraging spdlog, a faster, cross-platform, and multi-threaded log-
ger. Since logging is a resource-intensive process, CephVault could be evaluated
with various other loggers, such as Graylog [201], rsyslog [202], and log4j [203]
to identify any performance improvement. Research would be required to iden-
tify whether the selected logger suffers known vulnerabilities. For example, log4j
has some known vulnerabilities [204], so log4j would need to be used with caution.
Security-Enhanced Linux (SELinux) log could also be integrated with CephVault.
Unlike spdlog, SELinux is platform-dependent. Also, SELinux logs are primarily
focused on system-wide access control and security policy, whereas custom loggers
capture application-specific events, which is necessary to understand the behavior of
the application.

e Evaluate CephVault With Benchmark Tools: Ceph provides a benchmarking
tool, namely RADOS Bench, that helps to measure the performance of the OSDs.
RADOS Bench primarily measures the capability of the cluster during the read and
write operation to Ceph. Various sequential, random reads and writes can be simu-
lated and measured using RADOS Bench. Since CephVault neither writes encrypted
data to Ceph nor reads encrypted data from Ceph, CephVault was evaluated with
microbenchmarks. In the future, various other benchmark tools could be explored
to capture the performance of CephVault.

e Evaluate CephVault With Various Network Connections: CephVault was

evaluated as the user provided a command to Ceph to store encrypted data, which
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was intercepted by Ceph and forwarded to CephVault through CephArmor. Once
CephVault generates the DEK and IV, and CephArmor verifies the origin of the se-
crets, the timing was captured. However, time to encrypt and decrypt user-provided
data was not in the scope of this thesis; it was the responsibility of CephArmor. In
this scenario, the user resides on the same LAN as the Ceph server resides. If there
is a latency in the process between the time the user provides the command and
CephArmor verifies the secrets, our performance evaluation would be different. So,
in the future, more evaluation could be performed to identify the impact of the net-
work latency in the overall performance of the CephVault. However, we also captured
various activities, such as the time to generate a key, store, and backup the keys,
and the generation and verification time of digital signature. Since these activities
are performed in the Ceph server, the time for these functions is expected to be the

same, even if there is a latency in the network.

8.3 Summary

In this chapter, we discussed various future research directions in terms of new
development and evaluation that could reinforce CephVault. Research directions
were provided with relevant references and details, which would help to embark on

the proper direction. In the next chapter, we will conclude our research.
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Chapter 9

Conclusion

CephVault is an amalgamation of various information security principles, secure de-
sign principles, defensive coding practice, and adherence to FIPS 140-2 guidelines,
where some of the recommended security primitives such as AES encryption, dig-
ital signature, checksum, and envelope encryption are used. CephVault’s modular
design, clear separation between data and method, data-hiding, input validations,
use of smart pointers, real-time notification, extensive exception handling, compi-
lation with secure flags, evaluation against static code analyzers to countermeasure
known vulnerabilities, and mitigation of some known attacks make it a safer key
management solution. The primary focus of this solution was performance as well
as security, with various configuration options as per the requirements.

The flexibility to leverage both hardware and software to perform cryptography oper-
ations and secure key storage, options to choose different envelope encryption types,
and operate either per-user or per-object basis makes CephVault a competitive key
management solution and a preferable choice to many of the existing KMS solutions

in the market.
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Appendix A

Codes

Code snippets used in CephVault:

A.1 Integration of CephVault with CephArmor

CephArmor employs CephVault’s methods from the CephVault Public Interface to
send the user’s requests and retrieve the DEK and IV. Below are the integration of

encryption and decryption methods with CephArmor’s AES_CBC:: _encrypt() and
AES_CBC::_decrypt()

unsigned int AES_CBC::_encrypt(char *dst, const char *src, unsigned int len)
{

CephVault: :CephVaultPublicInterface pi;

int ivLengthInBytes=16;

std: :unordered_map<CephVault: :Encryption_Key_Storage, std::string>

encData = pi.getVerified_Encryption_Key_IV_From_CephVault

(

CephVault: :Encryption_Type: :_AES,

CephVault: :Encryption_Mode: : _AES_CBC,

CephVault: :Key_Length::_AES_256,

ivLengthInBytes,

CephArmor: : getNamespace (),

CephArmor: :getObjectName (),

CephArmor: : getPoolName ()

)3
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std: :string encKey = encData[CephVault::Encryption_Key_Storage: :KEY];
std::string IV = encData[CephVault: :Encryption_Key_Storage::IV];

// Convert string to const unsigned char

const unsigned char *key_from_KMS =
reinterpret_cast<const unsigned char *>(encKey.c_str());
const unsigned char *iv_form_KMS =

reinterpret_cast<const unsigned char *>(IV.c_str());

unsigned int AES_CBC::_decrypt(char *dst, const char *src, unsigned int len)

{

CephVault: :CephVaultPublicInterface pi;
int ivLengthInBytes=16;

std: :unordered_map<CephVault: :Encryption_Key_Storage, std::string>
encData =pi.getVerified_Decryption_Key_IV_From_CephVault
(

CephVault: :Encryption_Type: :_AES,

CephVault: :Encryption_Mode: : _AES_CBC,

CephVault: :Key_Length::_AES_256,

ivLengthInBytes,

CephArmor: : getNamespace (),

CephArmor: :getObjectName (),

CephArmor: : getPoolName ()

)3

std: :string encKey = encData[CephVault::Encryption_Key_Storage: :KEY];
std: :string IV = encData[CephVault: :Encryption_Key_Storage::IV];

const unsigned char *key_from_KMS =

reinterpret_cast<const unsigned char *>(encKey.c_str());

const unsigned char *iv_from_KMS =

reinterpret_cast<const unsigned char *>(IV.c_str());
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A.2 Scalability of CephVault

At present, CephArmor supports various modes of AES encryption. In the future,
if CephArmor supports other encryption schemes, CephVault can be extended to
support future encryption schemes. Developers need to build similar methods for
other encryption schemes and provide proper switch case labels for the particular
scheme. Encryption names depicted below are for representation purposes; they need

to be replaced with the actual scheme.

/%%
@brief: This function processes user requests for encryption
@details: This function accepts CephVault objects and user provided

data, initiating the encryption of the DEK.

*
*
*
* Qwarning: Malicious users can create a malformed Object, Pool or Namespace
* and try to exploit the database.

* @returns: Boolean flag to indicate whether

* the user requests are processed successfully

*x/

bool KeyRequestProcessor: :process_UserRequests_For_Encryption

(

const CephVault::0Object_Cluster &objects,

const CephVault::User_Provided_Data &data

)

{
std: :string methodName = "[process_UserRequests_For_Encryption]:";
std::string message = "";
bool isProcessSuccessful = false;
try
{
switch (data.encryptionType)
{
case Encryption_Type::_AES:
isProcessSuccessful = objects.getRequestProcessor()->
processRequest_AES_Encryption(objects, data);
break;
// Future Scope for post-quantum cryptography
case Encryption_Type::_NTRUEncrypt:
break;
// Future Scope for post-quantum cryptography
case Encryption_Type::_Kyber:
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break;
// Future Scope for post-quantum cryptography

case Encryption_Type::_NewHope:

break;

default:

message = fmt::format

(

"{0} Encryption mode is not supported.", methodName
)3

SPDLOG_CRITICAL (message) ;

break;

}
}
catch (const std::exception &e)
{

isProcessSuccessful = false;

message = fmt::format

(

"{0} Exception occurred while processing requests for encryption.
Exception details: {1}",

methodName,

e.what ()

)3

SPDLOG_ERROR (message) ;

objects.getEmailGenerator () ->sendEmail

(
message,
"Error",
objects.getEmailGenerator () ->getEmailCreationDate(),
objects

)3

return isProcessSuccessful;

142



Appendix B

CephVault Commands

CephVault supported commands are described below.

cephvault -v or cephvault -version: Gets the version of CephVault
cephvault -h or cephvault -help: Shows help.
cephvault -status: Shows the installation status of prerequisite packages.

cephvault -trust: Creates and shares a private-public key pair for the digital

signature and a separate pre-shared symmetric key for encrypting the DEK.

e cephvault -init: Creates databases and tables inside the respective databases and

assigns defensive flags to databases.

cephvault -rotatedek -user Ul: Rotates the DEK based on the user name.
cephvault -revokedek -user Ul: Revokes the DEK based on the user name.
cephvault -createkek: Creates the KEK.

cephvault -recoverkek: Recovers the KEK.

cephvault -protectkek: Creates checksum of KEKs.

cephvault -verifykek: Verifies checksum of the KEKs.

cephvault -protectbinary: Creates checksum of CephVault binaries.
cephvault -verifybinary: Verifies checksum of CephVault binaries.

cephvault -destroy: Permanently destroys keys. Need root access to execute.
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