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Abstract

Federated Learning is increasingly applied to implement many applications that
consist of sensitive and confidential data, such as diagnosing medical conditions, im-
plementing smart homes, and smart cities. Federated learning allows a large number
of several user groups to collaborate on model training without having to upload
data sets to a central server, avoiding the server collecting confidential user data.
Nevertheless, sharing model updates with a third party during the training process
can still reveal confidential information, which may contain sensitive personal data
such as financial or medical records. Many works have been done to preserve privacy
in both centralized and distributed training. However, there are still many issues,
such as less accuracy, the degraded utility of the learning results, and increasing
computation overhead due to cryptography techniques.

We propose an efficient and high accurate privacy-preserving neural network fed-
erated learning scheme. Especially we implement two privacy-preserving scenarios
based on two homomorphic encryption algorithms to compare the scenarios in terms
of efficiency and accuracy. In one scenario we employs Paillier Homomorphic En-
cryption (PHE),and Advanced Encryption Standard (AES) to encrypt the trained
models, and on the other scenario we replace the PHE with Symmetric Homomorphic
Encryption(SHE).As proof of our scheme’s privacy-preserving properties, we provide
an analysis of its security. Finally, we demonstrate the computational efficiency as

well as high accuracy of our work through experimental results.
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Chapter 1

Introduction

Artificial intelligence (AI) and machine learning play a critical role in implementing
many applications, such as medical image recognition [26], traffic management, smart
cities [44], and Unmanned Aerial Vehicles (UAVs) [47]. Collecting data as much as
possible is an important key to achieving high accuracy in such an application.
According to [49], nearly 74.9 zettabytes (ZB) of data will be generated by all IoT
devices by 2025. Healthcare is one of the most demanding applications of Al, where
wearables and smartphones are increasingly used to provide electronic health records
(EHRs). To empower any Al application for successful deployment, employing this
massive data for model training is required [67]. Due to the data confidentiality,
isolation, and fragmentation, ensuring its privacy and security during the integration
process is increasingly challenging.

In any health-care system, protecting the privacy of an individual’s health records,
such as disease history and medical records is critical [40]. In various countries,
different privacy laws are enforced, such as the Health Insurance Portability and
Accountability Act (HIPAA) [22] in the United States, the Freedom of Information
and Protection of Privacy Act (FIPPA) [51] in Canada, and the Data Protection

Directive in Europe [61]. they impose severe financial penalties of tens of millions



of euros on those who break its privacy and security criteria. So, the traditional ap-
proach to collecting and transferring the data to one central location where powerful
computers can train and build the machine learning (ML) models is no longer valid.
By combining distributed machine learning, security, and incentive mechanism de-
sign, federated machine learning (FL) can solve this challenge. With its distributed
collaborative Al approach, federated learning has the potential to be the cornerstone
for next-generation machine learning, addressing both technological and societal ob-
jectives for ethical Al development and implementation [67]. Although data do not
leave the devices in a federated learning framework, the interaction of parameters
and the resulting model may reveal information about the training data, which may
contain confidential information, e.g., financial transactions and medical records.
Studies have shown no privacy guarantee in the basic FL framework [43, 21]. Also,
several potential privacy leakage risks in FL have been categorized comprehensively
in [68].

Many researchers have focused on implementing a Privacy-Preserving Federated
Learning (PPFL) scheme and applied privacy-preserving techniques, including encryption-
based PPFL [55], anonymization-based PPFL, perturbation-based PPFL [73], and
hybrid PPFL [66, 10]. However, the experiment results showed they suffer from de-
grading in the model accuracy and computational overhead [68]. An efficient method

must be developed to balance the trade-off between privacy and effectiveness.

1.1 Problem Statement

To generate a distributed machine learning training model, data will be gathered
from IoT devices and delivered to the central cloud server, which is not fully trusted,
so this approach compromises sensitive data [64, 52]. To achieve the best result in

machine learning, the distributed training model requires a sizable amount of data



sets, many of which frequently contain sensitive personal data that users may not
wish to share [20]. Due to growing public awareness of big businesses that violate
user privacy and data security, the importance of data privacy and security has
grown into a significant global issue. As federated learning is an iterative training
process, each user should be online and provide continuous communication with the
server. There is a challenge dealing with their poor battery life and weak CPU power,
which makes the training less effective. Also, due to different IoT devices’ scenarios
in federated learning, there might be inequality in distributing the dataset. All of
the mentioned factors will lessen training effectiveness. As mentioned, federated
learning can reveal the model parameters that inherited confidential data to a not
trusted party. Fredrikson et al. [19] presented an inversion model attack, which was
applied to two scenarios of machine-learning-as-a-service APIs. In one scenario, the
attack successfully determined whether a lifestyle survey participant had admitted
cheating in their relationship. In the other scenario, experiment results showed that
an attacker could extract sensitive features from a trained model as inputs to decision
tree models. Also, attackers can recover an image of a person only by their name
used as a class label in the training of facial recognition API.

New encryption algorithms are developed as a result of ongoing research in the secu-
rity field, which is driven by the growing importance of data security. The cryptogra-
phy discipline encrypts and decrypts data to protect it from intruders.There are still
few unbreakable encryption algorithms available that could stop data intruders from
stealing confidential information. Despite recent efforts to increase federated learn-
ing’s privacy, methods such as differential privacy and secure multi-party computing
often sacrifice model performance or efficiency to achieve privacy. However, many
cryptographic algorithms make the process inefficient in practice, thus increasing the
need for research and development. Understanding and balancing these trade-offs is

crucial to implementing a practical private federated learning system.



1.2 Significance of Study

By proposing a novel strategy, we increase the computational effectiveness of privacy-
preserving federated learning. This system model includes effective algorithms for
uploading and aggregating encrypted computed gradients, employing symmetric ho-
momorphic encryption techniques at the output layer of local training. Also, we used
the AES-CBC-256 [54] algorithm to encrypt the global model in a file to make the
encryption efficient and unbreakable.

Federated averaging is used to accumulate data. With federated learning, the model
on each mobile device, a smartphone or a tablet, gets encrypted and shipped to the
cloud. All encrypted models are aggregated in a cloud server under ciphertext mode,
so the server at the cloud does not know the model’s plaintext on each device. Then
the trusted server will decrypt the aggregated model for integration into a global
model. The updated model, under encryption, is then downloaded to all individual
devices. In the process, users’ data on each device is not revealed to others or the
cloud servers.

For training models, we implemented a Torch machine learning framework. We
evaluate our method using the MNIST handwriting image classification. According
to the results, privacy protection for convolutional neural networks can be achieved

at a low cost in computation, high training efficiency, and high accuracy.

1.3 Summary of Contribution
To summarize the main contributions of this thesis are as follows:

e Preserving the Privacy of Models: First, Our FL scheme guarantees the
security of the model training process.The local update and global model are
protected during the entire training process by leveraging the random selec-

tion of authenticated users and SHE [72] and AES [54] encryption techniques,
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ensuring strict data privacy.

e Providing Efficiency: Second, our scheme is efficient in computational cost
and communication overhead. We encrypt the local and global models with
the lightweight SHE technique, and the aggregation on the ciphertext can be
executed in parallel, reducing the overhead significantly. The experimental

results show that our scheme is efficient in computation and communication.

e Achieving High Accuracy: Third, our scheme achieves high predictive accu-
racy under deep learning model training. We implement a convolutional neural
network model, applying a backpropagation algorithm on SGD to update the

model, and we do not use any technique that can cause a model accuracy drop.

1.4 Thesis Outline

This thesis is organized as follows:

e Chapter 2: We have a review on common techniques and concepts, with pro-

viding some related works;

e Chapter 3: We review some of the learning and cryptography techniques that

we use in our system model,;
e Chapter 4: We introduce our system model, security model and design goals;

e Chapter 5: We describe the workflow of our proposed scheme, followed by

algorithms;
e Chapter 6: We discuss and analyze the security of our scheme;

e Chapter 7: We provide the implementation details, followed by experimental

results;



e Chapter 8: We summarize the conclusion and discuss our future work.



Chapter 2

Literature Review

2.1 Cryptography

In this section, we briefly review the cryptography concept, goals and its types.

2.1.1 Definition

Many organizations and institutions now consider data security to be a top priority.
Data breaches are one of those security breaches that are frequently cited as the most
concerning problems relating to stealing, fabricating, modifying, and intercepting
confidential information [65]. By encrypting the data, some of the security breaches
can be addressed. The principles, means and methods of disguising information to
ensure its integrity, confidentiality, and authenticity are called cryptography [12].
Cryptography is known as the art and science of providing security by encoding
messages to make them legible [58]. Because of the rapid advancement of networking
technology, a common culture for data exchange has emerged. As a result, it is more
susceptible to data duplication or data leakage and re-distribution by hackers. As a
result, information must be safeguarded while being transmitted. Many encryption

techniques are used to safeguard confidential data from unwanted usage.



2.1.2 Security Requirements

Confidentiality: By encoding a message, the message’s meaning is hidden. The
sender encrypts the message using a cryptographic key, and the recipient decrypts it
with a cryptographic key that may or may not be the same as the senders. The con-
tents of a message should be accessible exclusively to the sender and the authorized
receiver.

Authentication: Authentication procedures aid in the establishment of proof of
identity. This procedure ensures that the message’s origin is appropriately identified.
Integrity: The integrity mechanism assures that the message’s contents are the
same as when it was transmitted to the intended receiver.

Availability: The principle of availability argues that authorized parties should
have access to resources at all times.

Non-repudiation: The certainty that the sender cannot deny the message’s validity
is non-repudiation. Non-repudiation confirms the data’s origin and integrity.
Access Control: Access control is a means of ensuring that users are who they

claim to be and that they have permission to access the data.

2.1.3 Basic Concepts Of Cryptography

As illustrated in Figure 2.1 cryptography concepts include plaintext, ciphertext,

encryption, decryption, and key.

e Plain Text: Any human-readable documents, including text, numbers, binary
files, and machine learning models, can be accessed by the sender or receiver.
For example, Sender A wants to send ‘‘Urgent” to Receiver B. The message

“Urgent” is plaintext.

e Cipher Text:The result of a plain text being coded using any acceptable cryp-

tography algorithm is referred to as cipher text which is not human-readable.



e Encryption: The encryption process employs a cryptography algorithm to
transform plaintexts into ciphertexts from sender to receiver. The algorithm

accepts plaintext and a key as input and produces ciphertext as output.

e Decryption: Decryption is restoring encrypted data to its original state. It’s
a reversal of the encryption process. Only the authorized user, receiver B, can

decrypt the cipher text using the secret key.

e Key(s): The key is a crucial part of performing encryption and decryption.
The security of the cryptographic method depends on the key used for encryp-

tion and decryption. The longer the key, the more secure it is.

C=EM,Kg)

M = D(C,Kp)
M represents plaintext or readable data, C' represents ciphertext or encrypted data,
K g and Kp represent the keys used to perform the encryption and decryption process
respectively. Both keys may be the same depending on the encryption/decryption
scheme or algorithm used. E and D functions represent the encryption and de-
cryption process, respectively. These functions are matched to achieve the intended
outcome of converting plaintext to ciphertext and back. Hence, identification or
knowledge of the encryption scheme is a vital step towards eventual decryption.
Each encryption algorithm has its own set of cryptographic characteristics in terms
of its ability to protect its contents from attempts to reverse the encryption or to
distinguish characteristics of the applied cryptography.
Based on the number of keys used in encryption and decryption, we can categorize

the cryptography techniques into Public key and Secret Key Cryptography.



Communication

Sender Channel Receiver
Encryption Decryptoin
—
Algorithm - — | Algorithm |
T Encrypted T
Message Message Message
(PlainText) h (CipherText) h (PlainText)
Encryptoin Decryptoin
Key Key

Figure 2.1: Basic process of cryptography

2.1.4 Encryption Evaluation

Two main criteria are used for evaluating encryption methods: confusion and diffu-

sion.

e Confusion: Confusion contributes to the ciphertext’s ambiguity, i.e., the tac-
tics employed to make the relationship between the plaintext and the ciphertext

more complicated.

e Diffusion: On the other hand, the degree to which the encryption hides these
complex or simple relationships is called diffusion. A requirement for diffusion
specifies that when a cipher updates a single bit of plaintext, at least 50 bits
of the ciphertext should change. Processes with low diffusion encryption are

less secure than those with high diffusion encryption.
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2.1.5 Symmetric Encryption

Secret Key Cryptography or Symmetric Encryption: Symmetric encryption
is a type of encryption in which data is encrypted and decrypted using only one
key (a secret key). The key must be exchanged between the entities communicating
using symmetric encryption so that it can be used in the decryption process. This
encryption method varies from asymmetric encryption, which encrypts and decrypts
messages using a pair of public and private keys.

The symmetric encryption algorithms also are known as:
e Symmetric key algorithms,
e Symmetric ciphers,
e Secret key algorithms, and
e Bulk ciphers.

Data is changed to a form that cannot be understood by anybody who does not have
the secret key to decrypt it using symmetric encryption methods. Once the message
has been delivered to the intended recipient who holds the key, the algorithm reverses
its actions, returning the message to its original and comprehensible state.

The secret key used by both the sender and the recipient can be a specific pass-
word/code or a random string of letters or numbers created using a secure random

number generator (RNG).

2.1.5.1 Classifications of Symmetric Encryption

The symmetric algorithms have the following types:
Stream algorithms: It directly turns one plaintext symbol into a cipher text sym-
bol. Data is encrypted as it streams instead of being retained in the system’s memory;,

one example of the stream algorithm is RC4 [27]. A mixing function and a key stream

11



are the two fundamental components of a stream cipher. In stream cipher encryp-
tion, the mixing function is commonly an XOR function, whereas the key stream
generator is the main unit. The resulting ciphered stream will be identical to the
original plaintext if stream cipher produces a series of zeros [29, 23].

Block Ciphers: It encrypts a set of plaintext. Block cipher techniques permute
N-bit blocks of plaintext data under the control of a secret key to produce N-bit
blocks of encrypted data. Plaintext data is broken down into fixed-length groupings
of bits known as blocks in this form of cipher (which are typically connected via a
process known as chaining). Each block is then encrypted as a unit, which slows
down the process. Suppose there is not enough data to fill a block completely,
“padding” (usually a set number of 0s) is utilized to ensure that the blocks match
the fixed-length criteria. Some of the block cipher algorithms are listed below:

AES (Advanced Encryption Standard), DES (Data Encryption Standard), IDEA
(International Data Encryption Algorithm), Blowfish (Drop-in replacement for DES
or IDEA), RC5 and RC6 [54, 18, 15, 45].

2.1.5.2 Requirements of Symmetric Encryption

The key must be shared between the sender and the receiver, so a secure key exchange
method is vital. An unauthorized individual can readily decrypt the data, if a third

party intercepts the key during the transaction.

2.1.5.3 Advantages and Drawbacks of Symmetric Encryption

The fundamental advantage of symmetric encryption over asymmetric cryptography
is that it is much faster. One of the fundamental issues of symmetric encryption,
known as the “key distribution problem”, is distributing the key securely. We can-
not afford to lose or misplace the key, which is a critical component in symmetric

cryptography. Malicious actors can decrypt the message if the individual keys are

12



misplaced. The key distribution problem and the key management problem are the
two most significant drawbacks of symmetric encryption. The number of needed
keys increases as the number of connected users increases. As the quantity of se-
cret keys grows, it becomes a “key management problem”. Furthermore, symmetric
cryptography merely ensures the “confidentiality” of the data being transferred or

stored. It can’t be used to verify the integrity and/or authenticity.

2.1.6 Asymmetric Encryption

Public Key Cryptography or Asymmetric Encryption: Asymmetric encryp-
tion encrypts data between two parties in the same manner that traditional crypto-
graphic systems do. Still, instead of using a single key, it uses two separate mathe-
matically linked keys. The public key PK encrypts the data before sending it over the
internet, while the private key SK decrypts it at the end of the transaction. Public-
key encryption, or public encryption, is another name for asymmetric encryption,
such as RSA (Rivest-Shamir-Adleman), Elliptic Curve and etc [39, 32].

Main Characteristics of Asymmetric Encryption:

e The length of asymmetric encryption keys is large and for whom don’t know

the private key there is the problem of computationally complex.

e It is easy to compute match pair of keys (PK, SK), where decrypting the
encrypted message M is equal to M.
DECsi(ENpg(M)) = M

e Both encryptionEnpg and decryption DECsy are implemented by fast algo-
rithms [53].

e No one has both keys except the initializer or sender who generates the keys.

e Given message M, it should be infeasible to find the corresponding cipher or

13



key pairs. So, the opponent has to discover which “true” (M, K) corresponds

to the given cipher C.

2.1.6.1 Requirements of Asymmetric Encryption

The system’s security depends on the private key’s confidentiality, which must not
be revealed to anyone.

The encryption method should ensure that an adversary who knows some ciphertexts,
one key in the key pair, and the encryption process is unable to discover the other

key.

2.1.6.2 Advantages and Drawbacks of Asymmetric Encryption

Advantages: It guarantees authentication: Message recipients will be able to verify

that messages are truly originating from a specific sender since public key encryption
allows for the use of digital signatures.

It guarantees non-repudiation: Messages that have been digitally signed are the same

as documents that have been physically signed. It’s essentially the same as acknowl-
edging a communication, and the sender won'’t be able to dispute it.

It is capable of detecting manipulation: Message recipients can determine if a mes-

sage has been tampered with in transit because of digital signatures in public key
encryption.

Convenient key distribution: Asymmetric encryption overcomes the challenge of spread-

ing encryption keys by requiring everyone to broadcast their public keys while keeping
their private keys private.

Disadvantages:

Slow process: Because of the key length and the complexity it is slower than sym-
metric encryption, especially in the decryption of large amount of data. Asymmetric

encryption is less efficient and costly than symmetric encryption.

14



Attributes Symmetric Encryption Asymmetric Encryption

Privacy It is secure against chosen cipher- | An attacker who knows some cipher-
text attacks texts, one of the key pairs, and the en-
cryption technique is unable to discover
the other key. When one of the keys
in a key pair is unknown, decryption of
plaintext is impossible.

Key Only one key will be shared be- | One Public key for the encryption and

tween parties based on the number of other entities
private key for decryption

Speed Faster and less complex More slower and complex

Usage Can be used for bulk encryption | Key exchange and distributing the keys
such as files and communication
paths

Security Ser- | Confidentiality Confidentiality, ~Authentication and

vice Provider non-repudiation

Table 2.1: Symmetric vs. Asymmetric Encryption

2.1.7 Homomorphic Encryption

A homomorphism is a structure-preserving map between two algebraic structures,
such as groups. Assume (M, C, K, E, D) is an encryption scheme, where M is plain-
text space and C' is ciphertext space, K is the key space, and E the encryption, and
D is the decryption algorithms. Assume that the plaintexts form a group (M, o) and
the ciphertexts form a group (C;*), then the encryption algorithm F is a function
that gets the group M as an input and returns the group C' as an output, encrypting
the plaintext using key k € K over an operation *. where k € K is either a secret
key in a symmetric cryptosystem or a public key in an asymmetric cryptosystem.
Eng - M — C
For all my, mo € M and k € K, if

Eng(my) * Eng(msy) = Eng(my o my) (2.1)

2.1.7.1 Classifications of Homomorphic Encryption

Homomorphic encryption methods can be divided into two categories: partially ho-

momorphic encryption and fully homomorphic encryption.
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2.1.7.2 Partially Homomorphic Encryption

Partially homomorphic encryption only supports either additive or multiplicative op-
erations, which are referred to as additive homomorphic encryption and multiplica-
tive homomorphic encryption, respectively [59]. The following are some instances of

partially homomorphic cryptosystems:
e Multiplicative Homomorphism: RSA [39] and ElGamal [50] ;

e Additive Homomorphism : Paillier [46]

2.1.7.3 Fully Homomorphic Encryption

Fully homomorphic encryption supports both additive and multiplicative operations.
Compared with partially homomorphic encryption, fully homomorphic encryption
provides stronger encryption, however duo to complexity it suffers from computation

costs.

2.1.7.4 Advantages and Disadvantage Of Fully Homomorphic Encryp-

tion

e No trusted third-parties: Data remains secure and private in un-trusted envi-

ronments, like public clouds or external parties. The data stays encrypted at
all times, which minimizes the likelihood that sensitive information ever gets

compromised [3, 4].

e Eliminates trade-off between data usability and data privacy: There is no need

to mask or drop any features in order to preserve the privacy of data. All fea-

tures may be used in an analysis, without compromising privacy [3].

e Quantum-safe: Fully homomorphic encryption schemes are resilient against

quantum attacks [7, 3].
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Figure 2.2: One-way Hashing

However, due to its large key size and low calculation efficiency, fully homo-

morphic encryption is not practical [56].

2.2 Hash Function

A cryptographic hash function (CHF) is a mathematical procedure that converts
data or a message of any size into a fixed-size bit array (the “hash value”, “hash”,
or “message digest”) [14]. Exclusive-OR operations, bit-shifts, and/or character
substitutions are used in hash to mix up the bits within a message. These are
often employed to provide: some form of binary-to-text conversion; or some form of
text-to-binary conversion. It’s a one-way function, which means that inverting or
reversing the computation is almost impossible Figure 2.2. Hash functions are used
to support making password storage, or authentication mechanisms for creating a
unique signature for communication between data sender and receiver [59]. The only
way to find a message that generates a particular hash is to try a brute-force search
of all potential inputs to see whether any of them create a match, or to use a rainbow
table of matched hashes. Modern cryptography relies heavily on cryptographic hash
functions, so it is crucial to use a secure hash function.

Secure Hash Algorithm 1 (SHA-1) [17], which produces a 160-bit hash, and Message
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Figure 2.3: Hash Function

Digest 5 (MD5) [48, 30], which generates a 128-bit hash, are two common older hash

algorithms.

2.2.1 General Operation of Hash Function

Hash functions are known as one-way hash functions, which create a fixed-length of
hash values as output from an arbitrary message of arbitrary length as an input.
Hash function can be divided into two types: unkeyed hash functions, which have
only one input parameter (a message), and keyed hash functions, which have two

separate inputs, a message, and a secret key.

2.2.2 Properties of Hash Function

Properties of a “good” hash function, h(x) have been listed below [31, 33]:

1. Compression - h converts an arbitrary finite bit length input x to a fixed bit

length output h(z).

2. Non-reversibility - given h and an input x, calculating h is simple. However,

if we have a specific output h(z) = y, finding any input that hashes will be

equal to y is computationally infeasible.
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3. Second-pre-image resistance - assume we have an input x and output h(x),

finding any second input z’ which is not the same as x, but the output of
h(z')is the same as h(z), it is computationally infeasible.

computationally infeasible: x’ # x such that h(z) = h(x’)

4. Collision resistance it is hard to find to input x, zy, that hash to the same

output.

5. Diffusion, or avalanche effect: A change in just one bit of the original input

should result in a change to half the bits of its hash. In other words, when
a password is changed slightly, the output of enciphered text should change

significantly and unpredictably.

6. Determinism: A given input must always generate the same hash value or

enciphered text.

7. Preimage resistance, Non-predictable: The hash value should not be predictable

from the input.

Preimage resistance and second-preimage resistance are usually essential features for
hash functions known as “one-way hash functions” (OWHFSs), but the phrases “one-
way” and “preimage resistant” are often used similarly. “Collision resistant hash
functions” (CRHFs) are hash functions that satisfy preimage resistance, second-

preimage resistance, and collision resistance

2.2.3 Add Salt to Hash Value

Brute force attack, a dictionary of popular passwords, or a rainbow table can all be
used to crack hashing algorithms. Weak hashing means that if one hashed password
is cracked, all others with the same value will be cracked as well. The salt is a secret

string that is used as one of the inputs to the hash function. Salting increases the
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hash complexity, making the output unique and secure. Salting involves adding a
random piece of data to the input before it is hashed, making it more distinctive
and difficult to crack [12]. Every time salt is added to a hash function, the attacker
has to make a different rainbow [6]. For example, in the case of password hashing,
even if two users choose the same password when utilizing both hashing and salting,
salting adds random characters to each password when the users enter it [28]. It

guarantees security as the produced hashed are completely different.

2.2.4 Common Hash Function

There are several different hashing methods, which can be categorized as follows

12, 6]:

e General Hash or standard hashes include MD5, SHA1, SHA256, and SHA512

are among the most widely used hashing algorithms.

e UNIX Hash (with salt) includes ARP1, PBKDF2, PHPASS, DES, MD5, Berypt,
Sun MD5, SHA1, SHA256 and SHA512.

e Microsoft Windows hashes include LM, NTLM, DCC and DCC2.
e LDAP Hash includes MD5, MD5 (Salted), SHA, SHA (Salted), MD5 (Crypt).

e Database Hash includes MS SQL 2000, MS SQL 2005, My SQL 323, My SQL

41, Postgres, Oracle 10, and Oracle 11.

2.2.5 Key-Based Hash Function

When key-based hash functions are used for authentication are referred to as “mes-
sage authentication codes” (MACs). Data integrity and symmetric data origin au-

thentication are both provided by MACs. Their input parameters are an arbitrary-
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Receiver

Figure 2.4: Message Authentication

length input and a fixed-length key, which should be computation resistance, means
If input/output pairs are provided, an attacker must be unable to resolve this key.

The workflow of a key-based hash function is shown in Figure 2.3.

e The sender calculates the hash value of the plaintext and then uses the secret

key K to encrypt the hash value.

e The sender then sends the encrypted hash value and the plaintext to the re-

celver.

e The receiver uses the shared secret key to decrypt the encrypted hash value.
verification is done to verify if the incoming hash value equals the calculated

hash function of the received plaintext.

— if the calculated hash function equals to receiver hash value then the

receiver can confirm the integrity of the message is satisfied.

— otherwise, it means the plaintext or the hash value was changed.
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2.3 Digital Signature

Signature schemes can be used with public-key encryption techniques to give confi-
dentiality in addition to the signature scheme’s integrity guarantees.

A digital signature, on the other hand, is a method of linking a person or entity
to digital data. The receiver, as well as any third party, can independently verify
this binding. A digital signature is a cryptographic value computed from data and a
secret key that only the signer has access to. the receiver of communication requires
assurance that the message belongs to the sender and that he will not be able to

deny the message’s origin.

2.3.1 Workflow of Digital Signature

As mentioned earlier, the digital signature scheme is based on public key cryptogra-

phy. Digital Signature scheme can be summarized as follow:

e A sender (Alice) uses her private key to encrypt an hashed authenticated mes-

sage, then she sends the receiver (Bob) secret and authenticated message.

e The original message’s SHA hash is extracted and added to the message, which
is then encrypted with Bob’s public key. This hash signature verifies Alice’s
identity and ensures that the encrypted message has not been tampered by

any-one.

e When the encrypted message is received, it is decrypted using Bob’s private
key. This displays the original message as well as the hash signature. The only
key that can decrypt this is Alice’s public key, which will authenticate her as
the sender because she is the only one who has the necessary private key to

encrypt the authentication message in the initial progress.

e Bob next calculates the SHA signature for the received message and compares
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it to Alice’s decrypted hash signature. If they’re the same, the message hasn’t

been tampered with, and also it confirmed the email was sent by Alice.

2.3.1.1 Digital Signature Vs. MAC

Non-repudiation is the main difference between digital signature and message au-
thentication codes. The verification algorithm of a Digital signature scheme is open
to the public. This means that a third-party can verify the signature. So, if Bob re-
ceives a message from Alice with her valid signature on it, he can verify the signature
with a third-party acceptance. As a result, Alice cannot sign a message and then
claim that she did not sign it later. In contrast, for a MAC, there is no third-party
verification because the secret key is known only to the sender and receiver. As a

MAC does not ensure non-repudiation, it is also referred to as “deniable” [60].

2.3.1.2 Digital Signature Features

Aside from ensuring message non-repudiation, digital signatures also ensure the mes-

sage authenticity and data integrity.

1. Message authentication: When validating a digital signature using a sender’s

public key, the Verifier can be confident that the signature was made only by

the sender who holds the associated secret private key and no one else.

2. Data Integrity: If an attacker has access to and alters the data, the digital

signature verification at the receiver end fails. The hash of altered data and
the verification algorithm’s result will not match. As a result, the receiver can

securely reject the message when data integrity has been compromised.

3. Non-repudiation: Because the signature key is considered to be known only

by the signer, he can only generate a unique signature on a given data. The

third-party can verify the digital signature.
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We may develop a cryptosystem that provides the four important elements of secu-
rity, namely Privacy, Authentication, Integrity, and Non-repudiation, by combining

public-key encryption with a digital signature mechanism [12].

2.4 Federated Learning

In general, any Al project will require several types of data. Data occurs in most
industries in the form of isolated islands. Integrating data from around the country
and organizations is almost impossible, or the cost is prohibitive. Due to stringent
data privacy laws, collecting and exchanging customer data in a centralized location
is considered impractical. The main server is typically used for data storage and
training models in traditional machine learning.

Federated learning (FL) is a machine learning setting and technique where multiple
decentralized edge devices or servers holding local data samples (e.g., mobile devices
or whole organizations) collaboratively train a model under the orchestration of a
central server (e.g., service provider) while keeping the training data decentralized.
This approach stands in contrast to traditional centralized machine learning tech-
niques where all data samples are sent to one server and may very well violate the
laws on user privacy and data confidentiality.

FL embodies the principles of focused data collection and minimization and can
mitigate many of the systemic privacy risks and costs resulting from traditional,
centralized machine learning and data science approaches [69]. Federated learning
enables multiple actors to build a common, robust machine learning model without
sharing data, thus addressing critical issues such as data privacy, data security, data
access rights, and access to heterogeneous data. Its applications are spread over
several industries, including defense, telecommunications, IoT (Internet of Things),

and pharmaceutics. [68].
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The main difference between federated learning and distributed learning lies in the
assumptions made on the properties of the local datasets, as distributed learning
originally aims at parallelized computing power whereas federated learning originally
aims at training on heterogeneous datasets. While distributed learning also aims at
training a single model on multiple servers, a common underlying assumption is
that the local datasets are identically distributed and have the same size. None of
these hypotheses are made for federated learning; instead, the datasets are typically

heterogeneous, and their sizes may span several orders of magnitude.

2.4.1 Definition

Multiple disciplines are needed to develop a federated learning system, including
ML algorithms, distributed machine learning (DML), cryptography and security,
privacy-preserving data mining, economic principles, incentive mechanism design,
laws, regulatory requirements, etc.

To ensure user privacy and data confidentiality, the communication process is care-
fully engineered so that no site can second-guess the confidential data of any other
site. At the same time, the model is built as if the data sources were combined. This
is the idea behind “federated machine learning” or “federated learning” for short.
Federated averaging is used to accumulate data in an edge-server, it does not require
moving data from any edge device to one central location. Instead, with federated
learning, the model on each mobile device, which can be a smartphone or a tablet,
gets encrypted and shipped to the cloud. All encrypted models are integrated into
a global model under encryption so that the server at the cloud does not know the
data on each device. The updated model, which is under encryption, is then down-
loaded to all individual devices on the edge of the cloud system. In the process,
users’ individual data on each device is not revealed to others, nor to the servers in

the cloud [67].
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2.4.2 Background

Federated learning was studied by Google [42] in a research paper published in 2016
on arXiv.l Since then, it has been an area of active research in the Al community
as evidenced by the fast-growing volume of preprints appearing on arXiv.

Recent research work on Federated learning is focused on improving security and
statistics, SecureBoost [13] is a novel lossless privacy-preserving tree-boosting system
that provides the same level of accuracy as the non-privacy preserving approach.
It is theoretically proven that the SecureBoost framework is as accurate as other
non-federated gradient tree-boosting algorithms that rely on centralized datasets.
Liu et al. [36] present a flexible Federated transfer learning framework that can
be effectively adapted to various secure multi-party ML tasks. In this framework,
the federation allows knowledge to be shared without compromising user privacy
and enables complementary knowledge to be transferred in the network via transfer
learning. As a result, a target-domain party can build more flexible and powerful
models by leveraging rich labels from a source-domain party.

In a Federated learning system, we can assume that participating parties are honest,
semi-honest, or malicious. When a party is malicious, it is possible for a model to
taint its data in training. The work of Bhagoji et al. [8] reveals the vulnerability of
the federated learning settings and advocates the need to develop effective defense
strategies.

Re-examining the existing ML models under the Federated learning settings has be-
come a new research direction. combining Federated learning with reinforcement
learning performs close to the baselines that directly take all joint information as in-
put. The practical issues, such as communication cost, stragglers, and fault tolerance
in distributed multi-task learning and federated learning, were considered. A novel
systems-aware optimization method was put forward, which achieves significantly

improved efficiency compared to the alternatives.

26



Regarding applications of federated learning, the researchers at Google have applied
federated learning in mobile keyboard prediction, which has significantly improved
in prediction accuracy without exposing mobile user data. Researchers at Firefox

have used federated learning for search word prediction.

2.4.3 Categorization Of Federated Learning

Federated learning is classified into horizontal Federated learning (HFL), vertical
Federated learning (VFL), and Federated transfer learning (FTL), according to how
data is partitioned among various parties in the feature and sample spaces.

VFL, unlike HFL, refers to a situation in which federated learning participants share
overlapping data samples, i.e., the data samples are aligned among the participants
but differ in data features. It resembles the situation where data is vertically parti-
tioned inside a tabular view. FTL is applicable for the case when neither is overlap-

ping in data nor in features. Thus, we also name VFL feature-learning.

2.4.3.1 Horizontal Federated Learning

The Google GBoard system adapted horizontal federated learning, and it is an ex-
ample of B2C (business-to-consumer) applications. It can also be used to support
edge computing, where the devices at the edge of a cloud system can handle many
computing tasks and thus reduce the need to communicate via raw data with the
central servers. Figure 2.5 shows Horizontal Federated Learning.

For example, when the two parties are two banks that serve two different regional
markets, they may share only a handful of users, but their data may have remarkably
similar feature spaces due to similar business models. That is, with limited overlap in
users but a large overlap in data features, the two banks can collaborate in building
ML models through horizontal federation learning. So HFL can be used in B2C

(business to customer) model.

27



Overlap

Samples

label

Data B

V/ Features

Training data

Figure 2.5: Horizontal Federated Learning

2.4.3.2 Vertical Federated Learning

Vertical Federated learning, proposed and advanced by WeBank, [67] represents the
B2B (business-to-business) model, where multiple organizations join an alliance in
building and using a shared ML model. The model is built while ensuring that no
local data leaves any sites and maintains the model performance according to business
requirements. WeBank is known as Federated Al Technology Enabler (FATE), which
became the world’s first open-source, complicated learning platform and is now part
of the Linux Foundation.

When two parties (for example, a bank and an e-commerce company) provide dif-
ferent services but have many users in common, they can cooperate on the different
feature spaces that they own, resulting in a better ML model for both. That is since
the two companies have a lot of users in common but not a lot of data features
in common, they can work together to create ML models using vertical federation
learning. So, it can be used for the B2B (business-to-business) model. A Vertical

Federated Learning is illustrated in Figure 2.6.
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2.4.3.3 Transfer Learning

Transfer learning aims to build effective ML models in a resource-scarce target do-
main by exploiting or transferring knowledge learned from a resource-rich source
domain, which naturally fits the federated learning setting where parties are typi-
cally from different domains.

Federated Transfer Learning (FTL) is applicable for the case when neither is over-
lapping in data samples nor features. Figure 2.7 illustrates a Federated Transfer
Learning. A predictive model learns from feature representations of aligned samples
belonging to party A and party B and is utilized to predict labels for unlabeled

samples of party A.

2.4.4 Security and Privacy Challenges

Unfortunately, due to privacy concerns and communication constraints, there are
still many challenges lying ahead of collaborative model training. On the one hand,
data owners’ local training data commonly contain massive private information of

individuals or organizations. Specifically, local training data can be divided into two
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categories.

e The first one is the raw dataset collected from individuals, which contains
massive personal private information (i.e., health condition, income situation,
etc.). Once these data are compromised, it may lead to computer-assisted

crime by adversaries.

e The second category of local training data is the parameter of the local trained
model, which generally contains massive statistical data from an organization.
Leakage of these data may disclose corporate secrets (i.e., operating conditions,
management information, etc.) of an organization, which may further result
in an economic loss. On the other hand, the iterative operation of regression
training brings huge communication overhead among data owners and the cloud

service provider, which is hard to handle in practice.

2.4.4.1 Security Requirements

Ensure that users’ local training data is kept private. The local training data, in

general, comprises enormous statistical data from data owners, which may contain
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sensitive information (i.e., business operating information) from businesses. As a
result, the local training data of data owners should be preserved during the federated
regression training and model updating stages.

Resisting fuzzy data in global regression model updating. Some fuzzy data may
be gathered and contaminate the training dataset throughout the model updating
process, which has a direct impact on the quality of the global regression model. So
the resulting global model should be estimated to ensure its accuracy and resistance

to fuzzy data.

2.4.4.2 Possible attacks

There are some possible attacks in the federated learning scheme:

1. Data attack: The data attackers are malicious data collectors that may steal

the privacy information of IoT devices.

2. Model attack: A model attacker may infer training data through model

parameters.

3. Collusion attack: The collusive attackers may obtain model parameters of a

specific IoT device from multiple malicious entities.

2.5 Related Work

Abadi et al. [1] used differential privacy mechanisms to add Laplacian noise to gradi-
ents in the neural network to guarantee model privacy, but it has been demonstrated
that adding noise to the gradients would significantly degrade predictive accuracy
[62]. HybridAlpha [66] proposes a privacy-preserving FL approach based on dif-
ferential privacy and secure multi-party computation (SMC) protocols for multiple
inputs, to mitigate the risk of curious aggregators and colluding participants infer-

ring private information. J.Song et al. [55] employed secret sharing, Symmetric
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Authenticated Encryption, and digital signature techniques to design an efficient
fault-tolerant privacy-preserving data aggregation mechanism, where less communi-
cation and calculation are needed. The study showed that EPPDA can send the
aggregated model to the server without local model leakage from any user. Chunyi
Zhou et al. [73] proposed a PPFL in fog computing that adopts differential privacy
to make Laplacian noise on the dataset to resist data attack and takes the advantages
of blinding factors and Paillier homomorphic encryption to protect the model against
model attacks and collusion attacks. Based on the experimental results this scheme
is effective in terms of training time and accuracy. Any differential privacy-based
strategy is insecure when adversaries use the GAN network to attack the protocol
[25]. In these proposed schemes, differential privacy techniques are used to add noise
to model parameters, resulting in less useful learning results if privacy requirements
are more stringent.

Bonawitz et al. [10] designed a secure parameter aggregation protocol that can be
used in federated learning, it has proved to be robust against both active adver-
saries and honest-but-curious adversaries. In this work, they used the key agreement
protocol and secure multi-party computation (SMC) approach to calculate sums of
model parameter updates from individual users’ devices in a secure way. Also high
accuracy is maintained even if the user is offline during the execution. Shokri et
al. [52] proposed a distributed privacy-preserving deep learning scheme by sharing
selective parameters and gradients to enable multiple participants to benefit from
other participants’ models, who are concurrently asynchronously learning similar
neural-network models, without explicitly sharing training inputs. There is no need
to centralize data, so users have control over their data (Privacy), however, since
this model’s training phase is atomic and asynchronous, the majority of users would
have to wait while one user trains, resulting in inefficient training.

Aono et al. [5] designed a deep learning FL system using additive paillier homomor-
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phic encryption to protect gradient updates over the honest-but-curious cloud server.
Participants do the local training over its local dataset, applying global model param-
eters received from participant 1, to calculate the local gradient. Then local gradient
will be encrypted by the user and sent to the server for aggregation. However, this
scheme suffers from extra communication overhead between users and cloud com-
puting servers. in the other work, Li [35] used paillier homomorphic encryption to
classify the data by outsourcing data to a remote server. Although classification in
ciphertext can guard the privacy of user data, the computing cost is not within the
acceptable range of practical applications. Li et al. [34] created a federated deep
learning framework based on the Paillier cryptosystem to identify cyber-threats in
industrial cyber-physical systems. Their system model consists of several physical
infrastructures and one cloud server. The encrypted model is sent to the workers
by the cloud server after being combined with the encrypted model updates. The
communication channel between the cloud server and each industrial agent is secured
by AES encryption. To create a local intrusion detection system, each worker uses
the private key to decode the model. In this work, each worker has PHE’s public
and private keys To preserve privacy of FL by using Paillier a large key size is re-
quired. In these scenarios where large-scale users are involved and training samples
are large, the large size of the ciphertext will result in an insurmountable overhead
pressure for computing participants to encrypt and decrypt models, making these
work unpractical.

VerifyNet [63] is a protocol that utilize the pseudo-random generator [9] and Diffie-
Hellman key agreement [16] to generate the random number between each two users
in the scheme, and employ Shamir’s secret sharing protocol with t user threshold, to
handle uses offline in training. At the first the trusted authority generates public and
private keys, then, each user encrypts its local gradient and submits it to the cloud

server. When the cloud server receives enough cipher messages from all online users,
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it aggregates their gradients and returns their results along with Proof. By verifying

the Proof, each user decides whether to accept or reject the calculation results.
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Chapter 3

Preliminaries

In this chapter, we briefly review Deep learning and Neural Network, AES, Paillier

Homomorphic Encryption and Symmetric Homomorphic Encryption.

3.1 Deep Learning

It has been demonstrated that deep learning has state-of-the-art results in many
domains and performs better than conventional methods for face detection, image
recognition, and traffic management [24]. Deep learning consists of a set of algo-
rithms in a hierarchical architecture for feature extraction, learning from complex
data, to achieve data classification, prediction, and regression. Deep learning draws
inspiration from the human brain’s neural networks. the structure of neural net-
works is multiple layers with a set of artificial neurons or computational cells, that
are connected via weighted edges as the connectors to create a nonlinear learning

system. Figure 3.1 shows a simple neural network with one hidden layer.

3.1.1 Convolutional Neural Network (CNN)

A CNN model consists of an input layer, several hidden layers, and an output layer.

Every neuron in a typical multi-layer network receives the output of the neurons in
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Figure 3.1: Neural Network

the previous layer plus the bias signal from a special neuron that emits 1. Hidden
layers in neural networks contain the Convolutional layer (CN), Fully connected

(FC), and Pooling layer. Figure 3.2 shows a typical Convolutional Neural Network.

e Convolutional layer (CN): Convolutional layers are fundamental to convolu-
tional neural networks. Convolution is the straightforward process of applying
a filter to an input to produce an activation map or feature map. A feature
map, which shows the positions and strength of a detected feature in input,
such as an image, is produced by repeatedly applying the same filter to an
input. It is strategic to use a filter that is smaller than the input because it en-
ables the same filter (set of weights) to be multiplied by the input array several
times at different locations on the image as an input. To be more precise, the
filter is consistently applied from top to bottom, left to right, to each overlap-

ping part or filter-sized patch of the image. To summarize, the convolutional
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Figure 3.2: Convolutional Neural Network

layer uses filters, as shown in Figure 3.3, to perform convolution operations
while scanning input I in terms of its dimension. The filter size F and stride S
are its hyper-parameters. Feature map or Activation map O is the Output of

this process.

Pooling Layer: Typically, Pooling is applied after a convolution layer, which
summarizes or down-samples the presence of features in patches of the feature

map. A patch is a block of F' x F regarding filter. There are two types of

Figure 3.3: Convolutional layer
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Figure 3.4: Fully Connected Neural Network
pooling:

— Awerage Pooling: takes the average value for each patch on the feature

map.

— Maz Pooling: takes the maximum value for each patch of the feature map.

e Fully Connected (FC): Fully Connected layer is usually used at the end
of Convolutional neural networks, to optimize class scores. In this layer, the
flattened input is connected to all neurons. Having a fully connected layer
means that there are variables, called weights w, connecting neurons between
adjacent layers. Figure 3.4 illustrates a Fully Connected layer in a neural

network.

The use of convolutional filters to learn image features, hierarchical feature extrac-
tion, which is helpful for analyzing pathological pictures with various lesions, and a
pooling layer that can average all obtained characteristics and relate them to nearby

pixels make CNN an excellent tool for MI (Medical Image) analysis [2].
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Standard Neural Net After applying dropout

Figure 3.5: Dropout

3.1.2 Dropout Regularization

Finding the best hyper-parameters for each architecture is a difficult operation, and
training each huge network requires a lot of computing. The expense of averaging the
results of multiple separately trained nets in a neural network used for large-scale
data processing is prohibitive. In applications where it is crucial to respond fast,
training several large networks and using all different subsets of data at test time
would be impractical and may cause over-fitting. To address these issues dropout
technique is employed [57].

A certain number of output units from a layer are “dropped out” or ignored ran-
domly during training. These units are temporarily removed from the network, with
all their incoming and outgoing connections, making the appearance of the layer dif-
ferent from the previous one. Figure 3.5 shows a neural network after applying the
dropout regularization. Regularization by dropping out helps to slow down learning,
avoiding over-fitting, making the model more general, and allowing for better pre-
diction. Dropout can facilitate the process of correctness from prior layers, thus the
model can be more robust by preventing co-adaptation between layers. As part of
the regularization process, hidden units’ activations are stochastically set to zero at

training time.
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3.1.3 Feed-Forward and Backpropagation

There are two types of neural networks: feed-forward and Recurrent Neural Network
(RNN). In a feed-forward network, data is only sent in one direction, from the input
nodes to the output nodes through any hidden nodes that may exist. Therefore,
there are no cycles or loops in a feed-forward network. A directed cycle is formed
by connections between nodes in recurrent neural networks. As a result, information
may also be transferred in reverse. Each neuron produces an output by applying
the internal activation function g on the weighted neuron inputs. The edge weight
weights the output, and the updated value is forwarded to the next layer. By this,
an input vector traverses from the input layer through the network and produces an
output in the output layer [2].

The activation function is the non-linear function that is applied over the output
data coming out of a particular layer of neurons before it propagates as the input to
the next layer. There are some activation functions that can be used in deep learning

such as:

e ReLU or Rectified Linear, is an activation function used on all elements
of the volume. It aims at introducing non-linearities to the network, g(z) =

max {0, z};

e Sigmoid, It takes a real-valued scalar as an input and converts it to a point
in the range of [0, 1], which can be interpreted as probability values, g(z) =

(1+e )71

e Hyperbolic tangent: It compresses all its inputs to the range [1, —1], g(2) =

ef—e %

e*+e=%

In a supervised learning, we have samples pair that can be expressed as (z,y), in
which the input x € X and the label y € Y(output), so the training set shows

as D = {(z;,y;);1 € [M]}. A DL can be described as a parameterized function
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f(z,w) = g, where g is the corresponding output of function f. The goal of training
is to minimize the distance between the output y and the real label y by adjust the
weight w. Usually the backpropagation algorithm is iteratively applied to reach this
goal.

To train the neural network, we will initialize each parameter w and each bias, b, to
a small random value near zero. The weights are repeatedly adjusted in the following
phase, and an optimization algorithm is applied, such as batch gradient descent, to
get the best local optima. The optimal parameter w minimizes the predefined loss
function or cost function, such as the cross-entropy and squared error [11]. Loss

function can be defined as below:

Ls (x,y,w,b) |M| Zwa (i, yi,w (3.1)

where Ly (z;,yi,w,b) = ||yi — fu(@i,w)|ly = llvi — Uilly, and ||.]|, is the Iy regular-
ization techniques. Neural network regularization is a technique used to reduce the

likelihood of model over-fitting.

3.1.4 Mini-batch SGD and Model Update

In order to update weights and faster converges the mini-batch Stochastic gradient
descent (MB-SGD) algorithm is used. Each user randomly selects a subset of [
elements from the training dataset and run the mini-batch SGD in an iteration to
compute the cost function, instead of using all the data in the training dataset.

Assume that each data owner uw; € U holds a sensitive local data set D;, where
D = {D;y,Dy,D3,--- , Dy}, M is the number of data owners. In j-th iteration of
each local training i, a subset or mini-batch (z;, y2> C D; is randomly selected from
the set D; held by each data owner, D/ = U;cs Df . Next, each user computes the

gradient g;, for a subset training pair (z;,y;), it is obtained by calculating the partial
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derivative of Ly, with respect to w:

g9i = VL, ((zi,y:)] ,w) (3.2)

At each training, weight will be updated as follow:
Wl ] = 53T L (G ] ) (3.3)

where 3 is a batch of training data chosen randomly, 7 is the learning rate.

3.1.5 Federated Learning Update

In federated learning, in j-th iteration, each user uploads its update wf to the cloud

J

server. Then the cloud server calculates the gradient w global DY averaging the aggre-

gated wf 1 and finally updates the global weight by:
0 M
- A A
w;ltbal A w;lobal i Z w; (3.4)
i=1

This process is known as Federated Averaging [41].

3.2 Advanced Encryption Standard (AES)

The AES technique encodes 10 rounds for 128-bit keys (AES-128) during encryption
and decryption. To get the last encoded message, do 12 rounds for 192-bit keys
(AES-192) and 14 rounds for 256-bit keys (AES-256) [54]. AES allows for a 128-bit
data length that can be divided into four basic active blocks. Those components are
handled as a line of bytes, which are combined into a 4*4 matrix called “the state”.
The encryption becomes more complex as the number of rounds increases. This

is primarily what distinguishes AES 256 as the most secure AES implementation.
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Figure 3.6: AES-CBC-128

Figure 3.6 shows the AES structure and relationship the between number of rounds
and key size.

Different file compression tools, such as 7 Zip, WinZip, and RAR, as well as disc
encryption systems like BitLocker and FileVault, and file systems like NTFS, utilises
the AES encryption standard.

Different file compression tools, such as 7 Zip, WinZip, and RAR, disc encryption
systems like BitLocker and FileVault, and file systems like NTFS, utilize the AES
encryption standard. AES-128 employs a 128-bit block size. This signifies that the
data is divided into a 16-byte four-by-four array. Each byte is made up of eight bits.
As a result, multiplying 16 bytes by 8 bits gives each block a total of 128 bits. Put
another way, 128 bits of plaintext equals 128 bits of ciphertext. The encrypted data
remains the same size regardless of this partition.

Figure 3.7 illustrates the process of AES encryption and decryption in detail. The
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cipher starts with an “AddRoundKey” stage for both encryption and decryption.
Before reaching the final round, however, this output goes through nine primary

rounds, each of which includes four transformations:

1. Sub-bytes: Divide the data into blocks. Each byte (8-bit) of a data block
is transformed into another block using an 8-bit substitution box known as

Rijndael Sbox. Determine how each replacement is made this is a crucial step.

2. Shiftrows: It’s a simple byte transposition in which the bytes in the last three

rows of the state are cyclically shifted based on the row location.

3. Mix-columns: In this round, a matrix multiplying is applied to each state’s
column. Each column vector is multiplied by a fixed matrix. Bytes are treated

as polynomials rather than numbers in this procedure.

4. Add round Key: It’s a bitwise XOR between the current state’s 128 bits and

the round key’s 128 bits. This transformation is the inverse of itself.

There is no Mix-column transition in the 10th (final) round. Inverse Substitute
Bytes, Inverse Shift Rows, and Inverse Mix Columns are used in decryption to reverse

the encryption process.

3.2.1 Security of AES

Many attempts have been made to break DES encryption. Eventually, in Jan 1999,
it was broken in 22 hours and 15 minutes. With the advancement of computing
capabilities, DES-encrypted data can be quickly broken. The Advanced Encryption
Standard (AES) whose password length extends to 256 bits has 1.1 x 1077 possible
combinations. Using a Fast Supercomputer with 10.51 Pentaflops, the DES 56-bit
encryption will take 399 seconds to crack. The AES 256-bit encryption will take 3.31

x 1056 years to crack [54]. The strongest encryption standard is AES-256, which
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has a key length of 256 bits and supports the greatest bit size, and is practically
unbreakable by brute force based on current computing power. An AES code would
take a supercomputer more years to crack than the universe’s estimated, so it is
impenetrable and threat-free. Table 3.1 shows possible combinations to crack by

brute force attack based on key-size.

| Key size | Possible Combination
128 bits 3.4 x 1078
192 bits 6.2 x 10°7
256 bits 1.1 x 1077

Table 3.1: Possible combination to crack by brute force attack based on key-size
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3.3 Paillier Homomorphic Encryption (PHE)

The Paillier cryptosystem, a powerful additive homomorphic encryption system, pro-
posed in 1999 by Paillier [46], is based on the composite residuosity class problem.
Anyone can calculate the ciphertext on m; + ms if they have the ciphertexts on m;
and my and the same public key. This method works very well for privacy preserva-
tion for the aggregation algorithm in federated learning scenarios where the models
should be aggregated.

Paillier homomorphic encryption is a partial homomorphic encryption scheme that

allows two types of computation:
1. Addition of two ciphertexts

2. Multiplication of ciphertext by a plaintext number

3.3.1 Properties of Paillier Encryption

The functions for the Paillier homomorphic encryption are described as follows [70]:
¢ Key Generation:

1. Select two large prime numbers p = 2p’ + 1 and ¢ = 2¢' + 1 where p’ and
¢’ are also two primes, and |p| = |¢| = k = 1024 , & is the length of p and

q, considered as a security parameter.
2. Calculate n = pq
3. Calculate A =lem(p—1,q—1) =2p'¢

4. Select g as a random integer where g = (14 n) € Z*,, integers between 1

and n? and consider ged(L(g® mod n?,n) =1

5. Define L(z) = =1
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6. Check for the existence of the following modular multiplicative inverse to

1

see if n divides the order of g. = (L(¢* mod n?))~* mod n, If u does

not exist, start again from step 1.
7. Public Key: Pk = (n, g), use this for encryption

8. Private Key: Sk = (A, u), use this for decryption

e Encryption: Given a message m € Z; , find a random number r € 27, ,

0 <r < n, we can compute the ciphertext using the public key Pk:

C = g™ -r" mod n?

e Decryption: The calculated ciphertext C is between 0 and n?, which means
the given ciphertext ¢ € Z7,, the corresponding plaintext can be retrieved with
the secret key Sk through computing

m = L(c* mod n?)-u mod n

3.3.2 Mathematical Proof

The mathematical proof of Paillier cryptosystem is as follow [37]:
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L((g™-r™)* mod n?)
d
L(g* mod n?) mod
L((g™ -r™)  mod n?)
d
L(g* mod n?) mod
L(g™) mod n?)
d
L(g* mod n?) mod
L((14+n)™) mod n?)
d
L((1+n)* mod n?) mod
_ L(14+mAn) mod n? mod n
~ L(14+n)\) mod n?
A
:mT mod n=m modn=m

3.3.3 Addition of two ciphertexts

When two ciphertexts are multiplied, the outcome is the plaintexts added together:
Dsi(Enpr(m1) x Enpp(ms) mod n?) =m; +my mod n
Mathematical Proof:
Enpi(my) X Enpp(msy) = g™ rig™ry mod n?
= g™tM2(r) X r9)" mod n?
= Enpgp(my + ms)

Paillier, unlike many other key-pair cryptosystems, uses “additive homomorphism”.
This means that while messages are encrypted, they can be added together and de-
crypted correctly. Bob can combine two messages (x and y) that have been encrypted

with Alice’s public key (producing ¢, and ¢,) and transmit them to Alice. When
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Alice decrypts the message, the outcome will be = + .

3.3.4 Multiplication

Decryption of a ciphertext that is raised to the power of a plaintext, it is the product
of the two plaintexts:
Dsp(Enpr(mi)™ mod n?) = my X my mod n
Mathematical Proof:
Enpp(my)™ = (g™ r")™ mod n?
= gmxm2(pnym2 mod n?

= Enpk(ml X mz)

3.3.5 Security of PHE

We can use the mathematical structure of asymmetric schemes to estimate the se-
curity level of PHE. They are based on several well-known mathematical problems
that are difficult to answer in general, but simple to solve for the person who has
the private key. As a result, while it is simple for the owner of the keys to compute
his or her private key, no one else should be able to do so, as knowledge of the public
key should not affect the privacy of the private key. The original Paillier encryption
that was proposed by Pascal Paillier [46] is semantic secure against chosen-plaintext

attacks (i.e., IND-CPA).

3.4 Symmetric Homomorphic Encryption (SHE)

A Symmetric homomorphic encryption scheme was proposed in [38] which can sup-
port homomorphic addition and multiplication in an efficient way.

Advantage of SHE:
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1. The SHE scheme was proven to be secure against known-plaintext attacks

(KPA) [38].

2. The SHE scheme was proven to be secure against chosen-plaintext attacks

(CPA)[72.

3. The SHE scheme is more efficient, especially in compare with Paillier homo-

morphic encryption.
4. The SHE scheme can support float values with applying some changes.

5. The SHE scheme can support negative values with applying some changes.

3.4.1 Properties of SHE

The functions for the Symmetric homomorphic encryption are described as follows:
e Key Generation:

1. the algorithm sets the basic message space M = [—2~~1 2ki—1)

2. Given three parameters as security parameters, (ko, k1, k2) where k; <

ko < ko.
3. Select two large prime numbers p and ¢ with |p| = |g| = k.
4. Calculate n = pq
5. Select L as a random integer where |L| = ks.
6. Set Public Key: Pk = (ko, k1, ko, n), Use this for encryption
7. Set Private Key: Sk = (p, L) , Use this for decryption
e Encryption: Given a message m € Z* | find a random number r, 7/, where

r € {0,1}* and r € {0,1}*. we can compute the ciphertext using the public

key Pk, En(Sk,m) = (r- L+ m)(1+'p) mod n.
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e Decryption: Decryption takes Sk and En(m) as inputs, then the correspond-

ing plaintext can be retrieved with the computing Dec(sk, En(m) : m' =

(En(m) mod p) mod L = (r-L+m) mod L
e How to Support negative Values: If m’ > %, m should be negative so,

m=m'—L

3.4.2 Addition

SHE satisfies two homomorphic addition properties as follows:

1. Homomorphic addition-I:

En(mq) + En(msy) mod n = En(my + my)

2. Homomorphic addition-II:

En(my) +me mod n = En(my + my)

3.4.3 Multiplication

SHE satisfies two homomorphic Multiplication properties as follows:

1. multiplication-I:

En(my) - En(ms) mod n = En(my - my)

2. Homomorphic multiplication-II:

En(my) - my mod n = En(m; - mg) when mg > 0

The SHE technique can calculate almost unlimited ciphertext additions and
ko

L% — J ciphertext multiplications [71].

3.4.4 Security of SHE

Determining the ciphertexts that are encrypted by SHE is equivalent to solving an

Sk = (p, L) decision hard problem, as the key length is 512 bits, polynomial time
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makes it intractable. SHE has been proved [72] that is semantically secure against

chosen-plaintext attack (CPA), and known-plaintext attacks (KPA) [38].
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Chapter 4

Model and Design Goals

We describe our system model and security model, as well as our design goals, in

this chapter.

4.1 System Model

In our system model, we consider a typical cloud-based federated learning scheme,
which consists of three entities: 1- Initializer server /.S that provides the security
parameters and model parameters, 2- Aggregator server AS that aggregate the
local updates, 3- Multiple data owners or IoT devices, v = uy, us, - - - as shown

in Figure 4.1.

4.1.1 Service Provider (IS)/ Parameter Service/ Initializer

In our system model, IS is the system’s initiator. IS outsources model aggregation to
a cloud server because it has limited storage and computing resources. IS produces
two types of secret keys. a) AES secret keys per each user Saps = {s1,52, ", Sm}
to encrypt the global model for M user and b) Paillier private-Key Sk = (A, 1) and
public-Key Pk = (n, g) or SHE private-key Sk = (p, ) and key Pk = (ko, k1, k2, n)
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Figure 4.1: Our System Model

that the public parameters are distributed securely only to the user entities in the

system before starting the whole process.

4.1.2 IoT devices/ Data Owner/ Users

Users v = {uy,ug, -+ ,uy,} are the authorized data owners. In our scheme users

are able to upload the encrypted trained machine learning model (gradients) to the
aggregator server. These gradients come from selected neural-network parameters.
Then for the next local training round, at each local SGD epoch, users download the
updated encrypted global model or parameter values from the initializer, in other
words, the IoT devices, download the global model ciphertext, and after the local

training, they upload the local model ciphertexts to the cloud server.
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4.1.3 Cloud server/ Aggregator server (AS)

In the system, the aggregator server is a cloud server that is powerful in storage
and computing resources. When users upload the encrypted local trained model
(stochastic gradients), the aggregator server aggregates all the encrypted local model

parameters.

4.2 Security Model

In our security model, since IS is the service manager and there is not any reason to
deviate from the protocol, is considered fully trusted. We consider authorized users v,
honest-but-curious, they will faithfully train the local model and encrypt it but may
be curious to learn from other users’ local models. Also in our model, the cloud server
AS is considered as honest-but-curious, it will faithfully follow the designed protocols
and aggregate models but may be curious about users’ data. As mentioned users
upload the encrypted model, Nonetheless the aggregation server may be interested
in learning users’ private information, including the plaintext data and model before
encryption. We assume there is no collusion between AS and other entities, as well
as no collusion between the other entities. Be aware that the system may be subject
to the collusive attack between IoT devices and the cloud server, or active attacks,
such as Denial of Service (DoS) attacks. These attacks are outside the scope of this

thesis and will be covered in our future work.

4.3 Design Goal

In this work, we propose an efficient privacy-preserving FL framework, through which
the global deep learning model can be constructed securely over multiple partic-

ipants. to ensure the security and efficiency of training we employed lightweight
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homomorphic encryption SHE. The main goals of this thesis are as follows:

Guarantee privacy preservation: The proposed schema should achieve privacy for

both the local models and the updated model. The gradients information inherited
user’s sensitive data, that can be recovered by adversaries, i.e., the cloud server aggre-
gator or other users. To protect users’ privacy, local gradients should be encrypted,
and operations should be performed in ciphertext mode.

Provide Efficiency: In order to achieve the above privacy requirement, we have to

apply additional computation. Our goal is to reduce the computational cost of
encryption while also improving the scheme’s performance.

Achieve High Accuracy Model Training: In order to have a more practical federated

learning scheme, the proposed scheme not only should provide high performance but

also should guarantee the accuracy of model training.
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Chapter 5

Our Proposed Scheme

In this Chapter we present an efficient privacy-preserving federated learning scheme
based on two cryptographic techniques and convolutional neural network training

model that explained in chapter 3.

5.1 Summary of Workflow

At first, all participating devices receive the model skeleton from the initializer along
with configurations. While proceeding with federated learning rounds, the aggre-
gator downloads the locally updated parameters, aggregates them, and sends the
aggregated result to the initializer, initializer averages them as a global parameter
(model) and applies them to the global model. Newly chosen clients in the following
round will get the revised global model as their local model.

Initializer server/ parameter server (IS) which is fully trusted in our scheme.
The Initializer server initializes the parameter vector wgone. When the aggregator
uploads encrypted aggregate gradients, the server encrypts it and then adds the
uploaded Aw; value to the corresponding global parameters and updates parameter
Jj.

IoT devices/clients/Users (u) that are honest-but-curious. One of the advan-
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tages of federated learning is, that users, don’t need to exchange data with each
other, so local training has been done privately and independently. In each local
training round, the global model parameters will be decrypted, and the user uses
the standard SGD algorithm, Section 3.1.4, to train the neural network model, out-
putting a local vector w;. In fact, by using the global model parameters which is a
vector Wyebal, Users impact each other indirectly. If we assume there are many epochs,
during each epoch a user runs local training on several small subsets of the dataset
(mini-batch), that are randomly selected from the dataset. So over mini-batch i, the
weight will be updated:
wj =wj — adE;/dw,

w is the vector of parameters of the neural network, « is the learning rate, and FE is
the error function that calculates the difference between the output and the labeled
value in supervised learning.

Cloud server/ Aggregator server (AS) When users upload the encrypted
stochastic gradients, the aggregator server aggregates all the encrypted local model
parameters. Here there are two approaches, at the first the aggregator applies addi-
tive homomorphic encryption on all encrypted stochastic gradients that comes from
the users. then the initializer server downloads the result and updates the global

model for the next round.

5.2 Description of Our Scheme

The workflow of the scheme is shown in Figure 5.1.

Step 1:

The system will initialize with the following parameters:

Initializer (IS): The initializer randomly selects a list of M IoT devices between au-

thenticated ones for round 7, and send it to the aggregator, [ujl, ug, ug, e ,uf\/[] The
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Figure 5.1: Process of our scheme
Parameter \ Setting
M =20 The minimum number of participants to complete model training
epoch = 30 Rounds of training, j € [1, epoch]
localEP = 5 The number of local epochs
B =10 Local batch size
n =0.01 Learning rate

Table 5.1: Training Parameters

initializer will generate different secret keys (AES) for round j and distributes them to

the clients (IoT devices). M is the number of IoT devices (v) that participate in the

s J J QJ
training process so we have S; € {Sl, Sy, 5%, -

J J J o3 a0 J
,SM} and u; € {ul,u2,u3,--- ,uM}.

Furthermore, the initializer generates a Homomorphic private key and public key

SHE and sends the public key to the IoT devices through secure channels. The

private key will never be disclosed to the IoT and the aggregator server. At the

first iteration, the initializer server trains the initial global model by collecting data

sets from loyal users who trust the server, then encrypts the initial global model
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parameters w? using the Advanced Encryption Standard (AES) secret key of

global
i-th user, and sends the encrypted global model parameters [Wgopat] 4 g tO that client
i.

Step 2:

The i-th IoT devise: The i-th [oT client downloads and decrypts the global model
using its secret key S; and starts local training, as shown in Algorithm 1.

Step 3:

IoT devices: The local model parameter vector will be encrypted with the homo-
morphic public key SHE is represented as [w]y.,l pr: Where w is the model vector.
This ciphertext is sent to the aggregator server. So we have [w],..;/] pjc, 1 from 1 to M
user.

Step 4 and Step 5 :

Aggregator (AS):

In the following iterations, the AS aggregates the model ciphertexts including all the
local model parameters, and sends the results that were encrypted by homomorphic
operations to the initializer server without additional encryption since the result of
the homomorphic operation is also an encrypted value, as shown in Algorithm 2.
Step 6:

Initializer:

The initializer decrypts the model using the private key (Paillier Homomorphic en-
cryption or SHE) and updates the global model with the received model, then again
encrypts the model, and sends it to the clients for the next iteration, as shown in
Algorithm 3.

This iterative training process is repeated across the network until convergence or

the iteration epoch parameter is reached.
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Input: [wglobal]ixES

Output: encrypted model parameters [wliocal]i:;
1 for j =0 to epoch-1 do
2 Download encrypted global model parameters for this round [(,uglobal]f4 ES-
3 Decrypt the above ciphertexts using the AES secret key S; to obtain w;lobal
4 Get a mini-batch according to £ of data from its local data set.
5 for | =0 to local EP — 1 do
6 Train local model by applying backpropagation algorithm on SGD, received from
the convolutional neural network: for b =0 to 8 do
7 end
wliocal = wllgc}zl - a%
8 end ‘

9 Encrypt model parameter using SHE public key: [wliocal] PK

10 Upload [wliocal]; 5 for round j to the aggregator server
11 end

Algorithm 1: TRAINING AND PRIVACY PROCESSING IN THE [0T DEVICE

Input: a list of encrypted local model parameters of authenticated IoT devices
[[wllocal]%:’K’ [wfocalHDKﬂ [(“)l?)ocal]zjf(7 ) [wl]gcal]%l{}’ upper limit of training rounds
epoch. .
Output: encrypted aggregated model parameters [wsym]?p
1 foru=0to M —1do

2 Aggregate local model parameters using additive property of SHE:

[WsumHDK = [wllocal]-}:’K + [w?ocal]ZDK + [wésocalHDK +ot [wljgcalHDK

M-1 j
== [Zu=0 wlocalHDK
3 end
4 Upload [wsym]p to the initializer server

Algorithm 2: AGGREGATION

Input: encrypted aggregated model parameters [wsum]fp K
Output: An updated Global Model for round j w;lobal
1 Download the encrypted aggregated model parameters
2 Decrypt above ciphertext using the SHE private key to obtain w?,,,
3 Compute the new global model by getting the average of model parameters, as this is the
sum up all local model parameters

j Wiym
w;lobal =~
4 Generate new set of AES secret keys Sﬁ !
5 Send 77! to each ToT device
6 Encrypt W;Zﬂlmz with the AES secret key i-th and Send [wglobal]ﬁ'gs to the i-th IoT devices.
7 Iteration round (epoch) j = j + 1.

Algorithm 3: UPDATE GLOBAL MODEL
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5.2.1 Dealing With Float Number

One of the big challenges that we had, was applying homomorphic encryption on
float numbers. The model weights, local models, are a matrix of float numbers, and
as the Symmetric homomorphic(SHE) and Paillier cryptosystem (PHE) can only
operate on integers, a float number should be converted to an integer by multiplying
it by a pre-concert public number L. We cast the float number to an integer by
multiple them to 10* and then encrypting them. The result will be in Z,, which n is
the modulus for SHE or PHE. The integer will not be in Z;, ~ Z; x Z; with negligible
probability (1 — i)(l — %) Thus the plaintext space Z can be approximately seen
as Z, [35]. In our scheme, we consider L = 2%

_ 25
T plaintText — L X 10

5.2.2 Dealing With Negative Number

In the SHE or Paillier plaintext space, a negative integer value can be shown as a large
integer. To properly handle the negative values, we must ensure that logan > 2logs L,
where n is the modulus of SHE/PHE because the maximum positive integer over
plaintext in our construction is less than 2[logs L bits. In the encryption process, as
values will be changed, we should apply a technique to restore the negative integer

during the decryption process.

1. Symmetric Homomorphic Encryption:

e decryption: In decryption we compare the decrypted value to n/2 and
if it is bigger than n/2 it was a negative value before the encryption, so

we have:
2. Paillier Homomorphic Encryption:

e encryption:
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Tdecrypted = ph@d@CTypt(SK, Pka xencrypted)
if ZTdecrypted = Tl/2 then

[y

— — 25
2 ‘ Ldecrypted = Ldecrypted — T Ldecrypted = xdecrypted/lo
3 end
1 if T plginTest < 0 then
2 Z PlainText = T + T PlainText
3 end

e decryption: In decryption we compare the decrypted value to n/2 and
if it is bigger than n/2 it was a negative value before the encryption, so

we have:

Tdecrypted = phedecrypt<SK7 Pka xencrypted)
1 if Zgecryptea > n/2 then

— _ 25
2 ‘ Tdecrypted = Ldecrypted — 10 Ldecrypted = xdecrypted/lo
3 end
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Chapter 6

Security Analysis

In this chapter, we will analyze the proposed Federated learning scheme’s security. It
should be noted that the external attack on the confidentiality and integrity of IoT
data can be resisted since the secret key is shared between the IoT devices and the
initializer. As a result, we concentrate primarily on the proposed Federated learning

scheme’s privacy properties.

6.1 Security of our Scheme

As described in Section 4.2, our scheme is designed based on the “semi-honest
model”, which means we have an honest-but-curious, non-colluding cloud server,
namely AS, and a range of honest-but-curious IoT devices. There are three charac-

teristics that they follow:

e a) They honestly follow the protocol and do not intentionally terminate the

protocol at any time;
e b) they do not maliciously interfere with the calculation results;

e c) when the conditions are available, they are wishes curious to gain from the

input of other IoT devices.
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In our scheme, we assume that all the communications occur through a secure channel
based on secure authentication and key agreement management [69].

[oT devices are responsible for the global model’s decryption and doing local training
on the plaintext model and data, then encrypting and uploading the trained model
to AS. AS is responsible for aggregating the encrypted models received from loT
devices. Both these two types of participants will honestly do their work, but they
may be curious about the plaintext of the model. We show that our scheme can
preserve the privacy of the model and dataset during the communication between
the participants.

In our present security model, we do not take into account the attacker launching
other cyber/physical attacks, such as a Denial-of-Service (DoS) attack and physically
tampering with the IoT devices. These cyber and physical-based attacks are outside

the scope of this thesis and will be covered in future work.

6.1.1 Security of dataset

In our federated learning scheme, as IoT devices never transfer the dataset and they
only transfer encrypted local models through a secure communication channel, also
as there is not any communication between IoT devices we can ensure the privacy

of the dataset will be preserved.

6.1.2 Security of local model plaintext

The initializer generates Paillier private-Key Sk = (A, i) and public-Key Pk = (n, g)
or SHE private-key Sk = (p,¢) and public-key Pk = (ko, k1, ko, n), then distributes
the public-key only to the authorized IoT devices After local training each IoT device
u; uses the Paillier / SHE public key to encrypt the local model [w},..,]px and send
the ciphertext to the aggregator. After uploading the encrypted local models by

[oT device, Aggregator AS can access a list of encrypted local models for round j,
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lelocal]zJK7 [w?ocal}gsK’ [wl?’ocal]g;K7 T [wljov[calHDK]' AS Initializer keeps the Private Key

of homomorphic encryption, other IoT devices and the aggregator cannot access
that. Moreover, distinguishing the ciphertexts encrypted by SHE is equivalent to
solving an Sk = (p, L) decision hard problem, as the key length is 1024 bits, and
polynomial time makes it intractable. SHE has been proved [72] that is semantically
secure against chosen-plaintext attacks (CPA), and known-plaintext attacks (KPA)
[38]. So the security of the SHE encryption ensures that not only other IoT devices
cannot access the plaintext of other IoT device’s local model, but also the AS cannot
gain access to the plaintext of any local models, w} ... It is worth mentioning that

in our scheme, there is not any communication between IoT devices.

6.1.3 Security of global model plaintext

The initializer (IS) is the trusted party that generates the secret keys of AES per
[oT device at the first of each iteration j. So if we have M IoT devices, there are M
AES secret keys Saps = {s{, sg, e ,sg\/[}, used to encrypt the global model.

We randomly selected the authenticated IoT device, we used SHA hash function to
generate a strong password for each IoT device, then the encrypted global model
only will be transferred to entities that are authenticated as an IoT device through
AES secure channel. The global model plaintext never is transferred between IoT
devices or between initializer and IoT devices. Each IoT device has its own AES
secret key s; to decrypt the global model [wgiopai] axs. According to the non-collusion
assumption that we consider, Aggregator cannot obtain AES secret Keys of IoT
devices, so the Aggregator cannot get global model plaintext wgyope. Moreover, the
global model will be updated as plaintext by the initializer, our trusted party. In this
way, global model wypq is always kept confidential during a system’s initialization,

training, and aggregation process.
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Chapter 7

Performance Evaluation

In this chapter we evaluate the performance of our scheme from local training, en-
crypting the local model, and aggregating the ciphertext applying two homomorphic

encryption methods, Paillier HE and SHE.

7.1 Implementation Details

Our experiments are carried out on a single desktop computer that serves as both
a parameter server and an initializer server. Python is used in our experimental
environment to simulate multiple [oT device nodes. We implemented our scheme
in Python 3.8.5 and tested it with an experimental environment shown in Table 7.1
The machine used for the performance test has Intel(R) Core(TM) i7-8650U CPU
@ 1.90GHz with 8.00 GB RAM. Considering security and efficiency, the modulus n
of Symmetric Homomorphic encryption is set as 1024-bit, we did the same for the

Paillier cryptosystem.

7.1.1 Cryptography Parameters

We use AES-256-CBC, Section 3.2, in our scheme to encrypt the global model as a

file in the initializer. Random IVs are required and repeating an IV doesn’t result
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Parameter Setting
CPU Intel(R) Core(TM) i7-8650U CPU @ 1.90GHz
RAM 8.00 GB
Programming Language, version Python, 3.8.5
Parameter for Key-based Hash | 8 characters of concatenating ASCII letters, digits
function (SHA) and punctuation and a salt
Security parameter for AES 32 bytes
Security parameter x for PHE 1024 bytes
Security parameter kg for SHE 1024 bytes
Security parameters k1, ko for SHE | 40, 100

Table 7.1: Experimental Environment

in catastrophic failure in CBC. CBC is really practical for encrypting local files that
don’t need random access. AES offers three possible key lengths: 128, 192, or 256 bits
long, with a fixed block size of 128 bits (16 bytes), as mentioned we used AES-256.
To generate a initialization vector and key for AES-256-CBC we use the SHA hash
function which produces a reasonably strong key, and gets a combination of password
and UUID. We created a strong password for each user,eight characters of concate-
nating ASCII letters, digits, and punctuation, adding salt for more protection on
the password. Each user has a UUID which is a unique string identification. Then
we feed the key derivation function with this password to generate a key and an
initialization vector.

We consider 32 bytes as the key length which is the length of the encryption key and
we set the length of our initialization vector to 16 bytes which is equal to the AES
block size. The initialization vector is an unpredictable random series of bytes. It is
as long as the block size, and it makes sure that different ciphertexts are generated
even when the same plaintext is encrypted more than once with the same key on
various occasions. For the implementation of the dataset and model we use the
PyTorch library, then we save the global model in a file, then encrypt the file using
the generated key and AES-256-CBC encryption method.

In the local training, we have two approaches for local model encryption, using

paillier homomorphic encryption and using the SHE then comparing them together.
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e At the first we applied Paillier homomorphic encryption: Considering security

and efficiency, The security parameter s of the Paillier homomorphic encryp-
tion technique is set to be keyLength = k = 1024. One of the challenges in
encrypting the weight values was dealing with float numbers because the PHE
can only support integer values as mentioned in Sections 3.3, and 3.4. Also,
we should ensure that plaintext space is less than 257!, Real numbers are
represented by IEEE 754 double precision floating point numbers with 52 bits
of precision, and we choose the big integer L = 28 for the number conversion
[35], which means we should multiply each value to 10?°.

_ 25
T plaintText — L X 10

The second challenge was dealing with negative values:
ifolainText <0:

T plainText = N + T PlainText

and in decryption we compare the decrypted value to n/2 and if it is bigger
than n/2 it was a negative value before the encryption, so we have:
Tdeerypted = phedecrypt(SK, Pk, Tenerypted)
ifxdecrypted > n/2 :
Ldecrypted = Ldecrypted — T

— 25
Ldecrypted = xdecrypted/lo

e Then we applied Symmetric homomorphic encryption: The security parameter

ko of the SHE technique is set to be ky = 1024. The challenges are the same
as PHE, but with a little difference in encrypting negative values. For the

encryption, we do not need to sum up the xpjunress With n.
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7.1.2 Training Parameters:

As described in Section 5.1, at first, all participating clients receive the model skele-
ton from the initializer along with configurations. While proceeding with federated
learning rounds, the aggregator samples some fraction of clients and receives locally
updated parameters, aggregates them, and sends the aggregated results to the ini-
tializer, the initializer averages them as a global parameter (model), and applies
them to the global model. Newly chosen clients in the following round will get the

revised global model as their local model.

Parameter Setting
Machine Learning Algorithm CNN
Dataset MNIST and CFAR10
Epoch (rounds of training) 5 - 100
E: Local Epoch (the number of local epochs) 10
(3: local batch size 10
bs: test batch size 128
7: learning rate 0.01
m: Number of Users 10 - 30
Optimizer SGD

Table 7.2: Training Parameters

We used Conventional Neural Network, SGD for optimization, in which the learning
rate is 0.001. We applied Mini-batch training over local training, Section 3.1.4, to
better convergence. To get the experimental results, we change the parameters shown
in Table 7.2 and run the scheme.

At first, PHE was used as an encryption method with 10 training rounds on a ran-
dom selection of 10 users between 100. Then we applied SHE and got the results.

We changed the other parameters and compared the results together in Table 7.3.

Our CNN model has two 5x5 convolution layers, the first with 32 channels, the sec-
ond with 64, each followed with 2x2 max pooling, a fully connected layer with 512
units and ReLu activation, dropout and a final softmax output layer (1,663,370 total

parameters).
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7.2 Experimental Results

In Table 7.3, we can see that when we increase the number of training epochs and
decrease the learning rate we have better accuracy. It is worth mentioning that if
we consider parallel processing we can get a better processing time. SHE is 6 times
faster than PHE, even with a little more accuracy. In most of the federated learning
schemes, there is a big challenge, trading off between getting a high accuracy and
high performance. Here by applying SHE, not only we get over 90 percent accuracy,
but also we achieved a high performance result. The training parameters, especially

the epoch and batch size, have a large impact on the model accuracy.

Encryption| epochs | Local Users Accuracy | Accuracy | Time
Method epochs Training | Test (minutes)
PHE 10 10 10 91.88 92.68 263.4
PHE 15 10 10 92.82 92.76 670
PHE 50 10 10 93.52 93.60 1450
PHE 100 10 10 94.25 94.10 2050
SHE 10 10 10 92.72 92.85 21.6
SHE 30 10 10 93.75 93.56 61.8
SHE 50 10 10 93.89 93.82 1374
SHE 100 10 10 94.08 94.50 192.6
Non-enc 10 10 10 91.06 91.02 23
Non-enc 30 10 10 92.78 93.75 69
Non-enc 50 10 10 93.91 94.64 35.4
Non-enc 100 10 10 93.91 94.64 66

Table 7.3: Experimental Results

We compare our scheme with basic federated learning [42], over several epochs, start-
ing from 5 epochs to 100 epochs, and for the local training we consider 10 local epoch
training, £ = 10, that each batch randomly selects an appropriate number of samples
according to mini-batch size, § = 10. We use SGD for optimization, in which the

learning rate, n is 0.001. As shown in Figure 7.1 our scheme has similar accuracy to
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basic federated learning. It illustrated that in our scheme Symmetric homomorphic
encryption cannot affect the model accuracy. In our scheme, all the training part is
done on plaintext so the model accuracy would not degrade by the impact of SHE.
Also, we can see when the number of epochs is 5 the accuracy of the test model is
87.51 percent, however, by increasing the number of epochs the training becomes
more effective. The more epochs, the faster the convergence rate of the model, and

the higher the final accuracy rate.

7.2.1 Efficiency of SHE in our Scheme

We use k = 1024 as the key length for both SHE and PHE. Figure 7.3, Figure 7.4, and
Figure 7.5 give the experimental results on the effectiveness of SHE regarding local
model encryption, applying additive homomorphic encryption over local models and
model decryption respectively. SHE can encrypt the local model in “1.30 seconds”
on average, however, PHE encrypts the local model in “656.4 seconds” by average.
The average time of applying additive homomorphic encryption over local model
ciphertext is “5.1 seconds” and “18.03 seconds” for SHE and PHE respectively. the
decryption of aggregated model takes “0.045 seconds” for SHE and “2.64 seconds”
for PHE by average. We can see that SHE is definitely efficient in comparison with
PHE.

According to our experimental results, we can summarize our findings as below:

1. As it is illustrated in Figure 7.3, SHE has much better performance regarding

encryption of local models than PHE;

2. As it is illustrated in Figure 7.4, SHE has better performance regarding apply-

ing the additive function to aggregate encrypted Local models than PHE;
3. As it is illustrated in Figure 7.5, SHE has better performance regarding de-
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cryption of aggregated models than PHE

. Finally, As is illustrated in Figure 7.6, regarding the time process of the whole
scheme, the FL implementation that used SHE out performed the one that
used PHE.
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Chapter 8

Conclusions and Future Work

In this thesis, we have proposed an efficient privacy-preserving federated learning
scheme. We keep data on IoT devices, do the local training to resist data attacks,
encrypt the global model with strong AES encryption, using AES-256-CBC, and
apply efficient symmetric homomorphic encryption on each local model to resist the
model attack. Our experiments simulate a scenario based on the MNIST data set
and show that our scheme is efficient in dealing with encrypting model parameters.
Particularly, our method can significantly reduce overall training time compared to
previous research while achieving the same accuracy and low computational over-
head. Moreover, one of the advantages is when the scheme uses a random selection
to choose an IoT device, after completing a round of local training, the IoT device
can be offline and not be online all over the whole training. Privacy-preserving Fed-
erated learning techniques can help expand the sample and feature space of training
data and, in turn, improve the performance of the shared model. Therefore, feder-
ated learning can be essential in developing intelligent medical systems. If a decent
amount of medical institutions could establish a data alliance together through fed-
erated learning in the future, health AI can bring more benefits to more patients.

In our future work, we will consider verification techniques to verify the integrity of
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aggregated results, to ensure our scheme is resistant to collusion attack, and not only

try to improve efficiency but also to keep the accuracy high in the training process.
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