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Abstract

The rapid growth of the Internet of Things (IoTs) has enabled a new sensing paradigm,
called Mobile Crowdsensing (MCS). A crowd of mobile participants, namely work-
ers, are selected by the MCS platform to outsource their real-time sensing data for
specific tasks, such as location recommendation, air quality monitoring, and traffic
monitoring. Work selection is the process of allocating qualified workers to suitable
MCS tasks. In MCS, workers’ reliability and their sensing data quality play signif-
icant roles in the service quality. Therefore, worker selection is always one of the
most fundamental problems in MCS applications.

Despite the considerable potential and extensive development, there are still sev-
eral challenges and issues in MCS services which cannot be ignored. i) In worker
selection, it is inevitable for the workers to share some of their personal sensitive
information, which may be exploited by hostile MCS platform for malicious activ-
ities. Therefore, privacy preservation for workers’ sensitive information is a major
concern in MCS platforms. ii) Evaluating workers’ trustability or credibility is one of
the most essential issues that the MCS platform needs to solve. But these attributes
were often neglected in previous literature. iii) Worker selection is a dynamic process
where the workers can continuously arrive at/leave the platform. However, most of
the existing studies only focus on selecting workers statically. iv) In MCS tasks, the
workers are always heterogeneous with different computational resources. Therefore,

the MCS platform needs to select qualified workers in terms of their various comput-
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ing characteristics. v) Worker’s real-time spatial-temporal information plays a vital
role in worker selection, and should be paid more attention in designing real-world
MCS applications.

In this thesis, we focus on efficient and privacy-preserving worker selection in MCS
and propose several schemes for addressing the above challenges. Specifically, the
main contributions are as follows. i) We proposed a privacy-preserving worker se-
lection scheme based on probabilistic skyline computation for calculating workers’
trustability based on their historical reviews. ii) We proposed a privacy-preserving
dynamic worker selection scheme based on probabilistic skyline query over sliding
windows, which can continuously and dynamically select qualified workers. iii) We
proposed a novel application scenario called Federated MCS by integrating the con-
cept of Federated Learning with MCS. The proposed scheme can select qualified
workers based on the group skyline technique and aggregate local model updates for
training the global model. iv) We conducted a series of studies on worker selection re-
garding spatial-temporal matching and evaluation. The proposed privacy-preserving
schemes can select qualified workers in terms of their real-time spatial-temporal in-
formation.

The research findings and experimental results in this thesis should be useful for

selecting qualified workers effectively and securely in MCS applications.
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Chapter 1

Introduction

1.1 Worker Selection in MCS

Recently, the Internet of Things (IoTs) underwent extensive development and has
been deemed one of the most significant drivers for information and industrial revo-
lution [134, 130]. It is predicted that the number of smart devices will be 500 billion
by 2030 [13]. With a large number of smart devices connected to the Internet, IoTs
creates fertile grounds for sowing novel applications and services, including smart
home, smart traffic, smart city, smart manufacturing, cloud computing, federated
learning, and so on. Consequently, the explosion in the availability of smart devices
brings a new paradigm of sensing network, called Mobile Crowdsensing (MCS), which
has recently spurred lots of interests in both industries and academia [130, 134, 135].
By exploiting sensors embedded in mobile devices, MCS can be used in a large va-
riety of real-world applications, such as location recommendation [101], air quality
and environmental monitoring [79], traffic information sharing [128], traffic man-
agement [20, 109], health care provisioning [87], location-based social recommenda-
tion [88, 62|, and point-of-interest characterization [22]. With the pervasive sensor-

embedded smart devices, the MCS platform can utilize the dynamics and mobility



of numerous workers and leverage large-scale and long-term crowdsensing services
(136, 111, 123].

As a representative example, WAZFE is a GPS navigation software owned by Google,
which can provide real-time services like traffic monitoring and route recommenda-
tion with users’ smartphones and tablets [113]. The users can get the best routes
with real-time alerts for traffic, police, accidents, and more. TripAdvisor is another
typical example of a social recommendation application based on MCS. As one of the
world’s largest travelling recommendation platforms, TripAdvisor provides millions
of real-time reviews about restaurants, experiences, things to do, places of interest,
airlines, and cruises with user-generated content.

MCS requires a large number of participants (i.e., workers) to sense the surrounding
environment using the sensing devices with built-in sensors [62]. In MCS services,
worker selection is the process of allocating the sensing tasks to the proper workers. It
has been regarded as one of the most fundamental issues in MCS, since the reliability
of the workers and the trustability of their sensing data play significant roles in the
service quality [135]. Recently, there has been extensive research on studying worker
selection in MCS services [35, 45, 107, 111, 44, 34]. However, most of them evaluate
workers based on the information provided by the workers. Such studies are infeasible
for determining workers’ real qualifications if there are strategic and selfish workers
who try to maximize their profits by providing inaccurate information. In real-world
MCS applications, workers’ sensing performance is always task-by-task due to the
limitations of sensing equipment and the dynamics of sensing conditions. Therefore,
it is significant to measure workers’ trustability and reliability based on their previous
sensing behaviors.

In addition, to achieve a satisfactory result for worker selection, it is inevitable for
the participating workers to share some of their sensitive information, e.g., trusta-

bility, working experience, real-time location. In particular, a hostile MCS platform



may exploit workers’ trustability for unfair competition [45]; an attacker may in-
fer workers’ daily behaviour by analysing their working experience of different MCS
tasks. As a result, workers may be reluctant to take part in the MCS tasks due to
the potential privacy disclosure [58]. To stimulate workers’ interests and enthusiasm,
an ideal MCS platform should protect workers’ sensitive information while selecting

proper workers efficiently and effectively.

1.2 The Challenges of Worker Selection in MCS

As we mentioned, each worker is the basic computational unit for the MCS task.
Therefore, the selection of suitable and trustable workers is imperative for the MCS
service quality. As worker selection is the core issue, in this section, we discuss some
critical challenges for worker selection that may limit the extensive adoption of MCS

applications.

e Privacy-preservation in worker selection. To select suitable and trustable work-
ers for MCS tasks, it is inevitable for the participating workers to share some of
their sensitive information, e.g., real-time spatial-temporal information, daily
routine, working experience. In particular, a hostile MCS platform may ex-
ploit workers’ trustability for unfair competition. In addition, an attacker can
get access to workers’ personal information by analysing their sensing data
and history. Consequently, workers may be reluctant to take part in the tasks
due to the potential privacy disclosure. To stimulate workers’ motivation, an
ideal MCS platform should consider privacy-preservation as a fundamental and

essential component in the process of worker selection.

e The evaluation of user’s trustability. The trustability of each participating
worker is the key factor for a successful MCS service. In traditional crowd-

sensing applications, the service provider can guarantee to select high-quality

3



workers by different approaches. For example, the platform can provide train-
ing and testing processes for all the participating workers and only select the
qualified workers. However, those approaches are not feasible for MCS, since
the MCS tasks are always time-limited and the workers should be selected as
fast as possible (e.g., select best taxi drivers for a customer). Some existing
studies evaluate workers’ qualifications based on the information provided by
the workers. However, such approaches are not practical since the workers are
strategic and selfish and try to maximize their own gains by providing mis-
leading or wrong information. Essentially, evaluating workers’ trustability or
credibility is one of the most important issues that the MCS platform needs to

solve.

e Dynamic worker selection in MCS. Most of the existing studies focus on se-
lecting workers statically. Nevertheless, in many real-world MCS applications,
an MCS task is a dynamic process and should be kept for a long-time period.
Unlike the static scenario, such MCS tasks require a dynamic worker selec-
tion algorithm such that continuity and time-relevancy should be considered.
Therefore, the MCS platform is more interested in recent information rather

than those in the far past.

e Heterogeneous worker selection with limited computation resources. In MCS,
the workers are always heterogeneous with different computational powers and
resources. For instance, their mobile devices are different in terms of hardware,
network connection, power status, CPU, and so on. Therefore, the workers
with poor computational capacities will delay the whole sensing procedure and
further degrade user experiences. As a result, the MCS platform needs to select

suitable workers regarding their heterogeneous natures.

e Worker selection in terms of spatial-temporal factors. The spatial-temporal



information matching between the MCS task and the workers is another fun-
damental problem for worker selection in MCS. Notably, the MCS platform
needs to correctly calculate the spatial-temporal similarity between workers
and the task and only select the workers with high spatial-temporal similari-
ties. For example, an environment protection organization wants to hire mobile
workers to monitor the real-time air pollution situation in a certain area during
a specific time duration. The failure of selecting spatial-temporally matched
workers may lead to serious consequences. For instance, the collected sens-
ing data cannot reflect the underlying requirements of the task at all. Hence,
spatial-temporal similarity matching should be paid more attention by both

academia and industry in this domain.

1.3 Contributions of the Thesis

In this thesis, we devote our attention towards the problem of efficient and privacy-
preserving worker selection in MCS and design several schemes for addressing the

above challenges. The major contributions of this thesis are summarized as follows.

e To address the problem of evaluating workers’ trustability, we have proposed
a privacy-preserving worker selection scheme for MCS applications based on
(probabilistic) skyline computation. Our proposed scheme can efficiently select
suitable and reliable workers without revealing workers’ personal information.
Specifically, the privacy-preserving probabilistic skyline is used to calculate
workers’ PS-score based on historical reviews. PS-score reveals the fluctuation
of workers’ past performance and can be used as their trustability. Then,
skyline computation is used for selecting workers in terms of ask price, task
similarity, and trustability. A non-interactive encrypted integer comparison

protocol called NIEC'is designed for supporting our scheme, which can securely



compare two integers in a certain range without revealing their real values.

To address the problem of dynamic worker selection in MCS services, we have
proposed a privacy-preserving worker selection scheme for MCS based on prob-
abilistic skyline query over sliding windows. The proposed scheme can contin-
uously select reliable workers in terms of working experience, expiry time, and
trustability without revealing sensitive information. More specifically, a prob-
abilistic skyline approach is designed for a dynamic situation where workers
may constantly arrive at/leave the platform. For protecting workers’ privacy,
we have designed an ElGamal-based encryption approach for securely outsourc-

ing sensitive information and comparing workers’ personal information.

To address the problem of heterogeneous worker selection in MCS services,
we have proposed a privacy-preserving scheme for F-MCS applications, called
FedSky. By extending the classic FedAvg algorithm, FedSky selects qualified
workers based on CG-skyline technique and securely aggregates model updates
for training the global model. Particularly, compared with FedAvg, our scheme
considers the workers’ dynamics and heterogeneous nature. It can significantly
improve the efficiency of the model training process in F-MCS. Besides, we
have designed a novel privacy-preserving data aggregation protocol based on
the additive HE system. This protocol is exclusively designed for cross-device
FL setting and requires no interactions between workers during the model

training process.

To address the problem of spatial-temporal worker selection in MCS services,
we have proposed a series of privacy-preserving worker selection schemes in
terms of both spatial-temporal similarity and spatial-temporal constraints. We
introduced the definition and calculation of spatial-temporal similarity and

constraints between participating workers and the MCS task in terms of in-



tersection area ratio and overlapping time duration. For the case of spatial-
temporal similarity, we designed a privacy-preserving approach for protecting
participants’ sensitive information based on the modified Paillier encryption
technique. For the case of spatial-temporal constraint, we proposed a privacy-
preserving worker selection scheme based on the symmetric homomorphic en-
cryption (SHE) approach, which can protect participants’ spatial information

from being disclosed while still enabling effective worker assignment.

1.4 Outline of the Thesis

The remainder of the thesis is structured as follows. In chapter 2, we discuss some
basic background information about MCS applications and services. In chapter 3,
we review some fundamentals and background knowledge in this thesis. In chapter
4, we propose a privacy-preserving worker selection scheme based on probabilistic
skyline computation. In specific, we calculate workers’ trustability score with the
probabilistic skyline value based on historical reviews. In chapter 5, we introduce
a privacy-preserving and dynamic worker selection scheme based on probabilistic
skyline query over sliding windows. The designed framework can continuously select
reliable workers in terms of working experience, expiry time, and trustability without
revealing sensitive information. In chapter 6, we introduce a novel sensing approach,
called Federated MCS (F-MCS), which combines the concept of Federated Learning
with MCS. In addition, we devise a privacy-preserving scheme called FedSky by ex-
tending the classic FedAvg algorithm. Our scheme can select qualified workers and
securely aggregate model updates for training a global model by considering workers’
dynamics and heterogeneous natures. Next, we focus on privacy-preserving worker
selection in MCS in terms of spatial-temporal information. In particular, we study

the problems of privacy-preserving worker selection regarding spatial-temporal sim-



ilarity, spatial-temporal constraints, and workers’ future spatial-temporal trajectory
in chapter 7, 8, and 9, respectively. Finally, we recap the major contributions of the

thesis and propose some interesting future directions in chapter 10.



Chapter 2

Background Information about

MCS

In this chapter, we mainly discuss the background information about MCS, including
the overview architecture of MCS, different application scenarios, and the major
challenges and issues in MCS. After that, we present the state-of-the-art related

work on worker selection and privacy-preservation in MCS.

2.1 The Overall Architecture of MCS Platform

Crowdsensing is the process of jointly organizing the crowd (i.e., workers) for solving
human-intrinsic tasks [103]. Traditional crowdsensing applications are web-based
platforms. For example, Wikipedia! is a crowdsensing-based online encyclopedia
maintained by a community of online volunteers for editing, sharing, and deliver-
ing collaborative knowledge. Amazon Mechanical Turks (AMT)? is a crowdsens-
ing website that remotely hires workers (they call turkers) to conduct on-demand

and general-purpose tasks that computers are unable to accomplish, such as image

Thttps:/ /www.wikipedia.org/
https://www.mturk.com/



classification, sentiment analysis, emotion detection, audio transcription, and data
collection and annotation. ImageNet? is a large visual database for visual object
recognition based on crowdsensing. More than 14 million images are being hand-
annotated by volunteers to indicate what objects are pictured. There are two types
of data annotations in the ImageNet dataset. The image-level annotations indicate
the presence or absence of an object class in an image. The object-level annotations
provide a bounding box of each object in the image.

Recently, with the proliferation of smart devices and IoTs technologies, crowdsens-
ing applications are shifting from the traditional web-based platforms to mobile
platforms, i.e., MCS. Specifically, MCS is characterized by the following features
[103].

e Each worker’s credibility or trustability is crucial for MCS task quality. A
more trustable worker should be more preferred, since he/she may have more
working experience in similar tasks and his/her sensing data is more reliable

in terms of accuracy, effectiveness and completeness.

e Each worker in MCS is considered as a mobile computing unit to complete
tasks using their smart devices. Therefore, the computational powers of their
smart devices are vital for service quality. The poor computational capacities

can limit the overall performance of the sensing task.

e In most cases, each worker should physically move to the task location to
accomplish the task. Consequently, the spatial information such as workers’
current locations, mobility, and the associated contexts (e.g., the environment,

the speed) are essential and should be considered for selecting suitable workers.

e The MCS task is usually real-time and time-limited, which requires the sensing

platform to hire workers dynamically in terms of workers’ temporal relevance.

3https://www.image-net.org/
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Rather than statically selecting workers, the MCS platform should select work-
ers regarding their arrival time, time duration for completing the task, and
expiration time of the sensing data, etc. As a result, the temporal factor plays

a disproportionate role in MCS for worker selection.

Particularly, an MCS platform contains three layers, i.e., the sensing layer, the com-
munication layer, and the application layer. The overall architecture of the MCS
platform is shown in Fig. 2.1. The details of each layer in the overall architecture

are discussed as follows.

e The Sensing Layer: In this layer, the select workers should physically move
to the task location and collect real-time sensing data with the built-in sensors
in their smart devices. The sensors include an accelerometer, light sensor,
GPS devices, radiation sensor, air quality sensor, health-care sensor, pressure
sensor, noisy sensor, temperature sensor, and so on. The sensing layer is the
most fundamental part of the MCS services. The workers’ working experience,
the power of their computational devices, and the reliability of the sensing
data play significant roles in the service quality. Worker selection (i.e., task
assignment), quality control, incentive mechanism, and privacy protection of

workers’ personal information are the major research problems for this layer

[103].

e The Communication Layer: This layer comprises both technologies and
methodologies about delivering sensing data from workers to the central plat-
form [12]. The sensing data and other information can be communicated be-
tween workers and the MCS service provider by the base station, blue-tooth,
WiFi, and network. The communication costs in this layer have drawn con-
siderable attention in recent years, specifically after the extensive growth of

federated learning-based sensing approaches. The information flow between
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this layer and the sensing layer includes (1) the MCS service provider assigns
suitable workers for certain tasks and (2) the workers upload their real-time

sensing data back to the central server.

e The Application Layer: This layer defines the high-level aspects of each
MCS task, including the task content initialized by the task requestor, the
specific requirements for the task, the expiration time for the task, the task
location, and so on. The communication and information flow is mainly be-
tween the MCS service provider and the MCS task requestor. Before sending
the sensing results to the requestor, the MCS service provider will usually inte-
grate the sensing data from a large number of participating workers. Therefore,
error data identification and duplicate data detection are major tasks for this

layer.

2.2 The Domains of Interest in MCS Tasks

The MCS service has spurred lots of tasks in real-world application scenarios. Based
on [9], there are major four categories of domains of interest for MCS tasks, they
are environmental-related task, infrastructure-based task, social-based task, and
behaviour-based task. Authors in [12] proposed a more fine-grained categorization
of domains of interest. In their summary, the MCS task can be defined into the
following aspects: emergency prevention and management, environmental monitor-
ing, e-commerce, health-care, indoor localization, intelligent transportation system,
mobile social network, public safety, unmanned vehicles urban planning, waste man-
agement, WiFi characterization, and others. Based on the previous literature, we
proposed a hierarchy-based MCS task category in terms of the following domains

of interest, they are (1) environmental-based task, (2) infrastructure-based task, (3)
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Table 2.1: The hierarchy-based MCS task category in terms of domains of interest
based on [62, 103, 12, 9].

(])DfOIIE :;Irle?sts Subcategory Description Reference
Environment Environmental This task category provides real-time monitoring and manag- | [31, 40,
task monitoring ing of environmental conditions and resources, e.g., air quality, | 98, 27,
noisy level, pollution, and radiation. 82]
Waste manage- | This task category monitors and supports water-recycling op- | [31, 7]
ment erations, e.g., checking the amount of trash or daily waste
collection routine.
Emergency This task category can provide real-time evaluation and pre- | [50, 89,
prevention and | vention of daily urban emergencies, e.g., the water level in | 24, 29,
Infra. . . . .
task management the river bed, or the post-disaster reconstruction and services. | 43]
The disaster can be earthquake, flood, fire, and so on.
Indoor localiza- | This task category can help users to verify and navigate indoor | [120,
tion locations. 121]
WiFi charac- | This task category can map of WiFi coverage with different | [36]
terization MCS techniques, e.g., exploiting passive interference power,
measuring spectrum, and received power intensity.
Intelligent This task category can provide drivers real-time information | [108,
transportation about the traffic, including traffic jam, construction, accident. | 109, 55,
system It can also plan the shortest path for the users. It can also | 72, 146]
monitor citizen mobility.
Unmanned ve- | This task category can support interaction between mobile | [126, 5,
hicles users and vehicles for real-time information sharing and com- | 59, 2, 65]
munication.
E-commerce In this task category, the users can collect, delivery, and share | [11, 26,
real-time e-commerce information. 94, 95,
49]
Daily task Mobile social | This task category can build social connections and relation- | [88, 17,
networks ship for users who have similar interests or habits. 18]
Public safety This task category can help the government and citizens check | [4, 141]
the level of crimes for specific area or community.
Taxi calling | This task category can match the best drivers or taxis to cus- | [66, 129]
and rideshar- | tomers by optimization algorithms.
ing
Inventory and | This task category can help users to check and identify the | [104, 73]
service identifi- | availability of the inventory or services.
cation
Real-time data | This task category can help users collect real-time data based | [115,
collection on their own requirements. For example, the MCS workers can | 114, 37]
collect diverse and real-time image data for a local landmark
for 3D visual information construction.
Service evalua- | This task category can evaluate service qualities and provide | [99, 74]
tion and rec- | real-time recommendation for the users.
ommendation
Health task Health-care This task can provide comprehensive health-care information | [52, 1]
and well-being and feedback by sharing and updating users’ real-time physical
or mental conditions.
Real-time This task can provide real-time monitoring and evaluation for | [71, 97]
heath-care patients’ health-care condition.
monitoring
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daily-life task, and (4) health-care task. The details of each category and its corre-

sponding sub-categories are summarized in Table 2.1.

2.3 The Related Research Problems in MCS Worker
Selection

Recently, there are numerous endeavors that aim to study the problem of worker
selection in MCS platforms. Here, we mainly review some related works in terms
of the primary techniques, including privacy-preserving worker selection, incentive
mechanism worker selection, reputation evaluation in worker selection, and task op-

timization in worker selection.

2.3.1 Privacy-preservation in MCS Worker Selection

As an emerging issue in MCS, recently, more studies focus on the problem of privacy-
enhanced worker selection. Ni et al. [75] described a privacy-preserving MCS frame-
work for location-based applications, which can balance the trade-off between privacy
preservation and task allocation. A matrix-based location matching mechanism is
used by the service provider to achieve location-based task allocation without dis-
closing workers’ sensing location. Proxy re-encryption technology is developed to
enhance privacy preservation during the MCS services. Wang et al. [111] provided
a personalized privacy-preserving task allocation framework for MCS applications.
Each worker uploads the obfuscated distances and personal privacy level to the server
instead of its true locations or distances to tasks. Particularly, they proposed a Prob-
abilistic Winner Selection Mechanism to minimize the total travel distance with the
obfuscated information from workers, by allocating each task to the worker who has
the largest probability of being closest to it. Wang et al. [107] proposed a location

privacy-preserving worker selection framework with geo-obfuscation for protecting
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workers’ locations during task allocation. More specifically, by obfuscating their real
locations under the guarantee of differential privacy, workers can protect their loca-
tion privacy regardless of adversaries’ prior knowledge. In addition, a mixed-integer
non-linear programming problem is defined for minimizing workers’ expected travel
distance and optimizing worker assignments. Zhao et al. [139] designed a privacy-
preserving and data quality-aware incentive scheme, called PACE. In specific, they
first proposed a zero-knowledge model of data reliability estimation that can protect
data privacy while assessing data reliability. Then, they quantified the data quality
based on the deviation between reliable data and the ground truth. Finally, they

distributed monetary rewards to task participants according to their data quality.

2.3.2 Incentive Mechanism in MCS Worker Selection

To inspire workers’ motivations and interests in participating in the MCS services,
an effective incentive mechanism is indispensable. Jin et al. [45] present an incen-
tive mechanism for worker selection in MCS services, which can choose workers that
are more likely to provide reliable data, while protecting workers’ privacy as well.
Particularly, they proposed INCEPTION, a novel MCS system framework that inte-
grates an incentive, a data aggregation, and a data perturbation mechanism. It can
select workers who are more likely to provide reliable data and compensates their
costs for both sensing and privacy leakage. They validated the desirable proper-
ties of INCEPTION through theoretical analyses as well as extensive simulations.
Gong et al. [32] devised truthful crowdsensing mechanisms for incentivizing strate-
gic workers to truthfully reveal their private quality and truthfully make efforts as
desired by the requester. In their work, the authors assumed that a strategic worker
with low quality may pretend to have a high quality to receive a high reward from
the requester. Under the proposed mechanisms, they showed that the requester can

assign the task only to the best workers that have the smallest virtual valuation.

16



Wu et al. [116] proposed a context-aware multi-armed bandit incentive method for
selecting high-quality workers in MCS systems. In their work, workers’ service qual-
ity is evaluated by their context and cost. Then, by accurately assessing workers’
quality information, a modified Thompson sampling approach is utilized for selecting
reliable workers based on reinforcement learning. Jin et al. [44] proposed a differen-
tially private incentive mechanism that preserves the privacy of each worker’s bid,
which is based on the single-minded reverse combinatorial auction. Specifically, they
devised a differentially private, approximately truthful, individually rational, and
computationally efficient mechanism that approximately minimizes the platform’s

total payment with a guaranteed approximation ratio.

2.3.3 Reputation Evaluation in MCS Worker Selection

In this domain of interest, the MCS platform wants to evaluate the reputation or
credibility of each participant for worker selection, and the trustability of the sensing
data as well. Zhang et al. [136] proposed a probabilistic skyline based worker selec-
tion method, which solved a fundamental problem of calculating workers’ trustability
based on their historical reviews. In addition, they designed a non-interactive en-
crypted integer comparison protocol to compare the skyline dominance relationship
between workers securely. Skyline operator is used for selecting workers based on
ask price and task relativity. This is the first work using a skyline-based method
for worker selection in MCS platforms, which can consider the trade-off between
multiple aspects and select workers that are not dominated by others. Ren et al.
[90] introduced a socially aware reputation management scheme for selecting well-
suited participants and allocating the task rewards in MCS services. Concretely,
social attributes, task delays, and reputation are focused on under a fixed task bud-
get. Moreover, a rewarding scheme is devised to measure the quality of the sensing

reports and allocate reliable workers to certain MCS tasks under the consideration
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of the trustworthiness and cost performance of task participants. Sun et al. [100]
studied the problem of truth discovery in a crowdsensing question answering system
based on a contract-based privacy-preserving incentive mechanism, called PINTION.
This framework can provide personalized payments for workers with different pri-
vacy demands as a compensation for privacy cost, while ensuring accurate truth
discovery. The basic idea is that each worker chooses to sign a contract to spec-
ify a privacy-preserving level and a payment. Then the workers can submit their
perturbed answers with the privacy-preserving level in return for that payment. Fi-
nally, the authors introduced a set of optimal contracts under both complete and
incomplete information models. These contracts could maximize the truth discovery
accuracy, while satisfying the budget feasibility, individual rationality, and incentive

compatibility properties.

2.3.4 Task Optimization in MCS Worker Selection

Overall speaking, task optimization in worker selection is the procedure to assign the
most suitable workers for each task in terms of different impacting factors, e.g., the
overall budget, the spatial-temporal factors, the rewards for each worker, and the
travelling distance between the worker and the task. Guo et al. [35] designed a MCS
scheme for multi-task worker selection, which considers both workers’ intentional
movement for time-sensitive tasks and unintentional movement for delay-tolerant
tasks. For time-sensitive tasks, workers are required to move to the task venue in-
tentionally and the goal is to minimize the total distance moved. For delay-tolerant
tasks, the proposed framework can select workers whose route is predicted to pass
by the task venues, and the goal is to minimize the total number of workers. Kazemi
and Shahabi [48] studied the problem of spatial task assignment for spatial crowd-
sensing. In their proposed taxonomy, the workers send their real-time locations to

a centralized server and thereafter the server assigns to every worker his/her nearby
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tasks intending to maximize the overall number of assigned tasks. In this work,
the authors formally define the maximum task assignment problem and identify its
challenges. To maximize the overall number of assigned tasks, their scheme highly
depends on the locations of mobile workers, in which workers’ essential personal infor-
mation might be disclosed. Xiong et al. [118] investigated an energy-efficient mobile
crowdsensing framework, where task assignments and sensing results are transferred
in parallel with phone calls. The proposed framework can guarantee that a mini-
mum number of anonymous participants return sensor results within a specified time
frame, while minimizing the waste of energy due to redundant task assignments and
considering privacy concerns of participants as well. Evaluation is conducted based
on a large-scale real-world phone call dataset, and the results show that their pro-
posed framework outperforms baseline methods in terms of reducing overall energy
consumption significantly. Liu et al. [63] studied the problem of multi-task alloca-
tion in MCS services. In particular, two typical multi-task MCS environments are
considered in their work, e.g., FPMT (few participants with more tasks) and MPFT
(more participants with few tasks). Unique mechanisms are devised for different
scenarios with different optimization goals. Particularly, for FPMT, each worker is
required to complete multiple tasks and the optimization goal is to maximize the to-
tal number of accomplished tasks while minimizing the total movement distance. For
MPEFT, each worker is selected to perform one task based on pre-registered working
areas, and the optimization objective is to minimize total incentive payments while

minimizing the total travelling distance.
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Chapter 3

Technical Fundamentals

In this chapter, we introduce some fundamental theories and techniques, which serve
as the principle components in this thesis. These basic theories and techniques

include different variants of skyline queries and some classic cryptography techniques,

3.1 Different Variants of Skyline Queries

3.1.1 Skyline

Skyline computation is a well-known approach for multi-dimensional decision anal-
ysis [8] [145]. Given a dataset D = {71,792, 73, ..., 7p} that contains D objects. Each
object is in d dimensional space, where v; = (v[1],7[2],7[3],...,7[d]) for i € [1, D].
For simiplicity, we assume for each dimension, larger values are more preferred. Let
Ya and 7y, denote two different objects in D where a,b € [1, D] and a # b. We define
7. dominates 7, denoted as vy, < 7, if for all k& € [1,d], v.[k] > 7[k], and there
exists at least one k such that ~,[k] > 7,[k]. The skyline points of D are all the
objects that are not dominated by others in D. If v, A 73, it means either v, < v,
or they do not dominate each other. Notably, v, £ v, (i-e., 7, does not dominate

itself) because we have v,[k] = 7,[k] for k € [1,d].
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Table 3.1: The dominance relation between objects A and B

aq a9 as ay
bi | a1 < by NA NA b1 < ay
by | a1 < by | az < by NA NA
bs | a1 < b3 | as <bs | az <bs | as < b3

3.1.2 Probabilistic Skyline

The concept of the probabilistic skyline is first introduced in [84] for uncertain data.
It indicates the probability of an object to be selected in the skyline and can be used

to calculate workers’ trustability in this work.

3.1.2.1 Dominance Relation Between Uncertain Objects

There are two objects A and B, where A contains u tuples (i.e., A = {ay, as, ..., ay}),
and B contains v tuples(i.e., B = {by, by, ..., b,}). For simplicity, we assume that
each tuple in an object has the same probability to occur. For a; € A and b; € B,

the probability that A < B can be calculated by Eq. (3.1) [84]:
1 u
Pr(A<B)=—— b, € Bla; < b; 3.1
(A< B) = Sl € Bl <) (3.)

Example 1: In Fig. 3.1, A, B and C are three workers, and each of them has 4, 3, and
4 historical reviews respectively (as seen in Table 3.1). In this example, we consider
that each review has two dimensions (e.g., accuracy of the sensing data, and the
reasonability of the ask price), and the smaller values are preferable. From Table
3.1, we know that there are totally 7 times that A dominates B, they are {a; < by,
a; < by, a; < by, ag < by, as < by, ag < b3, ay < b3}. Based on Eq. (3.1), we

= . B only dominates A with {b; < a4}, so

can simply get Pr(A < B) = 357 = 5

Pr(B<A) =

1
3x4 12"
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Figure 3.1: An example of three objects with different numbers of tuples for de-
termining dominance relation and computing probabilistic skyline. The X and Y
axis are two evaluation metrics for representing workers’ sensing performance, for
example, asking price and accuracy of the sensing data.

3.1.2.2 Probabilistic Skyline Computation

The probabilistic skyline value for object A can be calculated as:

1
PS-score = — Z Pr(a;) (3.2)
|A| a; €A
where for a; € A, Pr(a;) is the skyline probability for tuple a; and can be calculated
by Eq. (3.3).

A

Example 2: Let consider the example in Fig. 3.1 again. For worker B, b; is dominated
by a1, by is dominated by a; and as, b3 is dominated by a1, as, as, a4, and cy. Then
Pr(bl)zl—i:%,Pr(bg)zl—%:%, Pr(bg):(l—ﬁ)x(l—i)zo. The
probabilistic skyline value for worker B can be calculated as PS-score = = (Pr(by) +

1B
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Pr(by) 4+ Pr(bs)) = 5 x (3 +5+0) = . Similarly, we can compute the probabilities

that A and C are in the skyline.

3.1.3 Probabilistic Skyline over Sliding Windows

Probabilistic skyline can compute the likelihood that one object to be selected as the
skyline points [84] [61]. However, in many real-time monitoring platforms, objects
appear sequentially. The arrival time and active time-span of the objects are essential
aspects for deciding the dominance relationship between different objects. [133]
studied the problem of operating probabilistic skyline over sliding windows, which
can be described as follows.

Let W, = {wy,wy,...,wy,,, } denotes the subset of current N,;, workers. Each

worker w; is associated with a trustability score T; € (0,1) for i € [1, Ny In
addition, we define T; = 1 — T} as the complement of workers’ trustability and

T; € (0,1) as well. According to [133], we use Pr(w;) to denote the probability that

w; is not dominated by any other workers in W., so Pr(w;) can be calculated as:

Pr(w)= [ -T)-1V= ] T»-1™ (3.4)
’kaWc, ’U)kGWc,
ik, wi <w; £k, wi <w;
Let W,; denote the set of workers in W, (not include w;) who do not dominate w;,
e, Wesi = {wi|wr € We,wp < w;, k # i}, In Eq. (3.4), N; is the cardinality of
Wc/i; Le., N; = ‘Wc/i‘-
Let Pr®(w;) denote w;’s probabilistic skyline value that indicates the possibility

that w; appears in the skyline of W.. Pr®¥(w;) is calculated based on workers’

trustability, which is shown in the following equation

Pro(w;) =T; - Pr(w;) =T~ [[ Te-1". (3.5)

wr EWe,
i#£k Wi <w;
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To better present how probabilistic skyline over sliding windows can be used for
worker selection, a motivating example is given as follows.

Example 3: A city government plans to recruit a number of workers to monitor local
air quality for one month. The skyline computation depends on worker’s working
experience and the expiry time of their sensing data. In addition, each worker is
associated with a trustability score which is derived from historical reporting records,
and can be used to indicate the trustability of this worker. Due to the large-scale and
fast arrival of the sensing data, the platform needs to select workers efficiently over
sliding windows. For simplicity, we assume that the platform only focuses on the most
5 recent sensing data points. In Table 3.2, each worker w;’ personal information is
listed for ¢ € [1, 6], including worker ID;, arrival time ¢2**, the life span of the sensing
data 7%, the expiry time of the sensing data ¢t (i.e., t{F = 2 4 ¢1°), working
experience &;, trustability 7; and the complement of trustability 7;. Specifically, at
time 9:10 am, w; to ws are the qualified candidates, since they are the only and most
5 recent workers, and none of their sensing data expires. However, when wg arrives
at 9:11 am, this platform needs to decide which 5 workers can be kept in the system
among the 6 candidates. Here, probabilistic skyline is computed based on Eq. (3.5)
and is used to rank the qualification of workers. For instance, if we want to compute
Pr® (w3), we first know that ws is dominated by ws, wy, ws and wg (see in Fig. 3.1),
then Pr(ws) = (1 —Ty) - (1 =Ty) - (1 —=T5) - (1 = Tg) = Ty - Ty - Ts - T = 0.0149,
and finally Pr¥Y(ws) = Ty - Pr(ws) = 0.9500 % 0.0149 = 0.0141. After computing
all workers’” probabilistic skyline values, the worker with the minimum value will be
removed from the system, while the rest of the workers will be kept for conducting
M.

From this example, we can see that probabilistic skyline computation over sliding
windows is a practical and useful approach for worker selection. It can consider the

trade-off between multiple criteria (e.g., working experience, recency of the sens-

24



Table 3.2: An example of air quality mointoring system

ID  t= tis texp £ T T

w; 9:0lam 11 min 9:12am 21 0.8500 0.1500
we 9:02am 15 min 9:17am 15 0.8500 0.1500
wy 9:03am 10min 9:13am 14 0.9500 0.0500
wy 9:05am 12 min 9:17am 26 0.5500 0.4500
ws  9:08 am 10 min 9:18 am 27 0.4500 0.5500
wg 91l am 16 min 9:27 am 18 0.6000 0.4000

ing data, longer sojourn time) and discount the dominating criteria with too low

trustability. Therefore, the workers with higher probabilistic skyline values are more

reliable and trustable for fulfilling the task.
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Figure 3.2: The illustration of the example in Table 3.2 of calculating probabilistic
skyline over sliding window based on working experience and life span

25



Local data size

5
i T Wy W Constraint region
) ) ,
4 = !
Wy 1
1
1 Wy
o e bk g
3 ° !
w7 [ |
2 "o “eopeo- .
° :
W11 ° '
1 5w
g : We
Wi2 | s1--- L ¢
1
0 1 2 3 4 5 6 7

Local device’s computational power

Figure 3.3: An simple example of skyline, G-skyline, C-skyline, and CG-skyline with
12 workers in terms of local data size and device’s computational power

3.1.4 Group Skyline, Constrained Skyline, and Constrained

Group Skyline

In this section, we use MCS workers as examples to illustrate Group skyline (G-
skyline) [61, 60], and Constrained skyline (C-skyline) [14]. After that, we propose
a novel skyline variant called Constrained Group skyline (CG-skyline), which can

retrieve skyline groups with specific dimension restrictions on the data.

Definition 3.1.1. (k-point G-skyline) Let G = {wy, wo, ..., wi }, G' = {w], w), ..., w} }
are two different groups with size k where k < K and G,G" C W. Based on [61],
we say G g-dominates G', denoted by G <, G', if we can find two permutations
of k points for G and G', i.e., G = {wy1, W2, ..., Wy} and G' = {w,, wlo, ..., W, },
such that wy; < wl, for all i € [1,k], and there exists at least one i for wy; < w,,.

Consequently, k-point G-skyline consists of all the skyline groups with k workers that

are not g-dominated by other groups with the same size.
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Example 3.1.1. In Fig. 3.3, if we consider k = 3, then for two groups G =
{ws, wy, w5} and G" = {wq, wg, wip}, we have G <, G' due to ws < wq, wy < Wy,
and ws < wyg. Moreover, G = {ws, wy, w5} is 3-point G-skyline group since there

exists no other group with the same size g-dominates G.

Definition 3.1.2. (C-skyline) Given a set of d-dimensional workers W, let C =
{Cony, Cony, ..., Cony} denote a set of d constraints, where each Con; for i € [1,d]
is either a range [min;, max;] along a dimension or an empty set () indicating no
constraint in that dimension. Typically, the conjunction of all constrains in C forms
a constraint region in the d-dimensional attribute space. C-skyline [83, 14, 21]

retrieves all the skyline points in the constraint region.

Definition 3.1.3. (k-point CG-skyline) Given a set of d-dimensional workers VW,
and a set of constraints C = {Cony, Cony, ..., Cony}, k-point CG-skyline consists of all
the skyline groups in the constraint region with k workers that are not g-dominated

by other groups with the same size.

Example 3.1.2. In Fig. 3.3, C = {Cony, Cony} is a constraint set, where Con; =
[1,5] and Cony = [1,7]. The corresponding constraint region is the light blue area
in the figure. The C-skyline workers are ws,wy, ws (since wy and wg are not in the
constraint region). Besides, group G = {wy, wy, ws} is a 3-point G-skyline group but

not a 3-point C'G-skyline group because worker wy is not in the constraint region.

3.2 Cryptography Technology

3.2.1 Bilinear Pairing

Let G, Gt be two cyclic groups of the same prime order q. And g is a generator of

group G. Suppose G and Gr are equipped with a pairing, and a non-degenerated
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and efficiently computable bilinear map e : G x G — G has the following properties
(147, 64]:

e Bilinearity. For all z,y € G, then e(z%,1") = e(z,y)® for a,b € Z.

e Non-degeneracy. e(g,9g) # lg,-

e Computability. For all =,y € G, there exists an efficient algorithm to compute

e(x,y) € Gr.

3.2.2 Paillier Cryptosystem

The Paillier Cryptosystem consists of key generation KeyGen(x), encryption E(pk, m),
and decryption D(sk, ).

e KeyGen(k): Given a security parameter k, two big primes p and ¢ are first chosen
such that |p| = |¢| = k. Then, n = pg and A = lem(p—1, ¢—1) are computed. Given
a function L(u) = “=1, let g denote a generator of Z*,, = (L(¢* mod n?))~*. The
public key is pk = (n,g), and the corresponding private key is sk = (\, ).

e E(pk,m): Given a plaintext m € Z,, and a random number r € Z}, the ciphertext

n

can be calculated as ¢ = E(pk,m) = g™ - r" mod n?.

e D(sk,c): Given the ciphertext ¢ € Z*,, m can be recovered as m = D(sk, ¢) = L(c*
mod n?) - mod n.

In Paillier cryptosystem, the product of two ciphertexts can be decrypted to the sum

of their corresponding plaintexts, i.e.,

D(sk, E(pk,my) - E(pk, my) mod n?) = m; + my mod n. (3.6)

3.2.3 The Modified Paillier Public Key Encryption (PKE)

The modified Paillier PKE is proposed in [10], which can achieve proxy re-encryption
property and homomorphic property. It consists of four algorithms, namely, key gen-

eration Paillier.KeyGen(k), encryption Paillier.Enc(pk, m), decryption Paillier.Dec(sk, ¢),
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and proxy re-encryption Paillier.Pro.

e Paillier.KeyGen(k): Given a security parameter x € Z*, two large primes p and
q are randomly chosen, such that |p| = |¢| = &, and n = pq. Let g = a*" where
a is randomly chosen € Z?,, and g is with the order of (p —1)(¢ — 1)/2. Let
s is a random number € [1,7n?/2]. Paillier.KeyGen(x) outputs the public key

pk = (n,g,h = ¢° mod n?) and secret key sk = s.

e Paillier.Enc(pk, m): Given pk from Paillier.KeyGen(x) and a message m € Z,,
r is randomly chosen € [1,n/4]. The message m can be encrypted as ¢ =

Paillier.Enc(pk, m) = (C4, Cy), where C} = g" mod n? and Cy = h"(1+mn) mod

n2.

e Paillier.Dec(sk, ¢): Given sk from Paillier.KeyGen(x) and a ciphertext ¢, where
¢ = Paillier.Enc(pk, m) = (Cy,C3), the message m can be decrypted as m =
Paillier.Dec(sk,c) = L(Cy/C), where L(u) = M for all u € {u <

n?lu = 1 mod n}.

e Paillier.Pro: Assume that the secret key s is split into two shares s; and so,
such that s = s; +s9. An encrypted message ¢ = Paillier.Enc(pk, m) = (C4, Cs)
can be partially decrypted to a pair of ciphertexts ¢* = (C}, C3) using s, such
that Cf = C1,C5 = (Cy/C{') mod n?. The message m can be decrypted by

m = Paillier.Dec(sz, c*).

3.2.4 The Symmetric Homomorphic Encryption (SHE)

SHE supports efficient homomorphic addition and multiplication. It has been proved
to be indistinguishable chosen plaintext attack (IND-CPA) secure [144]. Basically,
SHE comprises three algorithms, namely key generation KeyGen(ky, k1, ko), encryp-

tion E(sk), and decryption D(sk).
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e KeyGen(ko, k1, k2): Given three security parameters {ko, ki1, ko} satisfying k1 <
ky < ko, the key generation algorithm first generates the secret key sk = (p,q, L),
where p and ¢ are two large prime numbers with |p| = |¢| = ko and £ is a random
number with |£| = k. Then, the algorithm computes N' = pq. Finally, the algorithm
outputs the public parameters pp = (ko, k1, k2, V) and the secret key sk = (p, L).
The basic message space M is [—2F~1 2k=1),

e Encryption E(m): Given the secret key sk, a message m € M can be encrypted as
c=E(m) = (rL+m)(1 +r'p) mod N, where r € {0,1}*> and 7" € {0, 1}* are two
random numbers.

e Decryption D(c): Given the security key sk, the original message m can be recovered
by m =D(c¢) = (¢ mod p) mod L.

According to [68], the SHE technique satisfies the following homomorphic addition
and multiplication properties.

e Homomorphic addition-1: Two ciphertexts E(m;) and E(ms) satisfy that E(my) +
E(mg) — E(mq + ma).

e Homomorphic multiplication-I: Two ciphertexts E(m;) and E(mgy) satisfy that
E(my) - E(mg) — E(my - ma).

e Homomorphic addition-II: A ciphertext E(mq) and a plaintext my satisfy that
E(my) + may — E(my + ma).

e Homomorphic multiplication-1I: A ciphertexts E(m;) and a plaintext mq (ms > 0)
satisfy that E(my) - mg — E(my - ma).

The correctness and proof of the above homomorphic properties are given in [68, 144].

3.2.5 Bloom Filter

A Bloom Filter (BF) is a data structure that can be used to check whether an
element is definitely not or possibly in a set of elements (as seen in Fig. 3.4).

An empty BF contains a N-bit array A[N] where all the bits are initially set to
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Figure 3.4: An example of three objects with different numbers of tuples for deter-
mining dominance relation and computing probabilistic skyline

0. There are two operations in BF, BF.add(e), and BF.check(e). In BF.add(e),
the BF randomly selects k independent hash functions {Hy, Ho, ..., H,}, such that
H; : {0,1}* —» {0,1,2,--- ,N — 1} for i € [1,k]. To add an element e, the BF
assigns A[H;(e)] = 1 for ¢ € [1,k]. In BF.check(e), the BF' can check whether an
element e is included in the set or not by computing all the values of A[H;(e)]. If
all the values are set to 1, then we assume that e is in the set. Otherwise, e is
definitely not included in the set. It worth noting that a false positive may happen
even though all the values are 1. In order to build an optimal BF with lowest false
positive rate, the number of hash functions k£ can be calculated as k = % In 2, where

M is the number of elements that could be added.

3.3 Concluding Remarks

In this chapter, we have discussed the related background information about MCS ap-

plications and the essential technologies including different variants of skyline queries
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and some classic cryptography concepts and algorithms. These technologies will be
used as the fundamental knowledge in this thesis. In the following chapters, we
will present several scheme/protocols to address the major issues in MCS worker

selection.
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Chapter 4

Secure and Efficient Probabilistic
Skyline Computation for Worker
Selection in MCS

4.1 Introduction

Worker selection has been regarded as one of the fundamental issues in MCS, since
the reliability of the workers and the trustability of their sensing data play signifi-
cant roles in the service quality [135]. Recently, there has been extensive research
on studying worker selection in MCS services [35, 45, 107, 111, 44, 34]. However,
most of them evaluate workers based on the information provided by the workers.
Such studies are infeasible for determining workers’ real qualifications if there are
strategic and selfish workers who try to maximize their profits by providing inaccu-
rate information. In real-world MCS applications, workers’ sensing performance is
always task-by-task due to the limitations of sensing equipment and the dynamics of
sensing conditions. Therefore, it is significant to measure workers’ trustability and

reliability based on their previous unstable behaviors. In addition, workers’ personal
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information is inevitable to be shared; thus their privacy could be exposed during the
process of worker selection. As a result, an ideal MCS platform should take workers’
trustability into account, and preserve workers’ privacy as well.

Motivated by the issues mentioned above, in this chapter, we propose an effective and
privacy-preserving worker selection scheme for MCS services. Our proposed scheme
is inspired by probabilistic skyline computation [84], which is useful and practical in
multi-criteria decision analysis. Specifically, we design a privacy-preserving approach
for securely calculating workers’ probabilistic skyline value based on their historical
reviews, and this value is considered as workers’ trustability and will be used for
worker selection. Specifically, the main contributions of this chapter are three-fold

as follows.

e First, we propose a skyline based scheme for worker selection in MCS appli-
cations. To the best of our knowledge, this is the first skyline based approach
for MCS studies. Based on the nature of skyline computation, the selected
workers are not dominated by other workers on all the considered attributes.
This property has not been achieved in the previous worker selection schemes

in MCS applications.

e Second, we design a privacy-preserving probabilistic skyline technique for cal-
culating workers’ trustability based on their past performance. The method
can aggregate the fluctuated historical reviews, and output a reliable trustabil-
ity value for the workers. To protect workers” personal information from being
disclosed during the calculation, we design a non-interactive encrypted integer
comparison protocol, namely NIEC, which can compare the relation between
two integers in a certain range without revealing their real values and even the

difference of the values.

e Third, we analyze the security of the proposed scheme and show its privacy-
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preserving effectiveness for workers’ personal information. Moreover, we con-
duct extensive performance evaluations in the experiment, which validates the
)

efficiency and reliability of the process of worker selection.

The remainder of this chapter is organized as follows. In Section 4.2, we introduce
our system model, security model and design goals. In Section 4.3, we propose our
scheme in details. Then in Section 4.4 and Section 4.5, we present the security
analysis and performance evaluation, followed by the related work in Section 4.6.

Finally, we recap the conclusions in Section 4.7.

4.2 Models and Design Goals

In this section, we formalize our system model, security model, and identify our
design goals. The proposed model is shown in Fig. 4.1. Table 4.1 shows a summary

of notations used in this chapter.

Worker Users

Service Provider

Register

Register

Processing Keys

4 Cloud )
Worker ‘ Task
Selection | Query
Response Response

5 mee

Review Update

Figure 4.1: The system model under consideration in chapter 4.
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4.2.1 System Model

Our system model mainly consists of four entities, namely a service provider (SP),
a Cloud platform with two servers CS = {57, Sz}, some users who request the task
U = {uy,ug, -}, and some workers W = {wy, ws, - - }.

e Service Provider (SP): SP is the service organizer who is responsible for bootstrap-

ping the entire system. SP generates and distributes keys to different authorized
entities, so that a certain task can be completed cooperatively. After that, SP just
stays offline.

e Cloud Servers CS = {57, S2}: There are two Cloud servers (S, S2) in our system

model. After receiving a user’s MCS task query @, S; and Sy will work together to
select a subset of reliable workers based on workers” asking price p, task similarity
i, and probabilistic skyline value PS-score. After each sensing task is completed, S;
and S, will work together to update each worker’s PS-score based on users’ reviews
in an offline manner.

e Users U = {uy,us,- - }: In MCS services, authorized users are the task initiators.

At first, a user sends a task query @) to the Cloud servers. After receiving the sensing
data, the user is required to provide reviews for evaluating workers’ performance.
The metrics in the reviews may include the accuracy of the sensing data and the
reasonability of the asking price.

o Workers W = {wy,ws, -+ }: In MCS services, workers are the participants who

wish to conduct certain MCS task. They need to periodically send their approxi-
mate locations A, to Si. In order to be selected, workers are required to submit
their sensing information to CS, e.g., their asking price for the task p, and the task

similarity .
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4.2.2 Security Model

In our security model, we consider the SP is trustable. However, S; and Sy are semi-
honest, which means both of them strictly follow the protocol procedure, yet may be
curious to learn additional information, i.e., workers’ historical sensing performance.
In addition, there is no collusion between S; and S;. We assume that the users
in our model are honest, and their reviews for assessing workers’ performance are
correct and unbiased. For the workers, we assume that they are strategic and selfish
for maximizing their profits. However, in order to be selected by the platform again
in the future, they still need to provide the correct information and the reasonable
asking cost as much as possible. It is worth noting that there may exist outside
attackers who can exploit the vulnerabilities of the MCS system, but they are beyond

the scope of this thesis, and will be exploited in our future work.

4.2.3 Design Goals

In this work, our goal is to select reliable and suitable workers for conducting a
sensing task. In specific, the following two objectives should be satisfied.

e Privacy preservation: Our work needs to consider the leakage of workers’ privacy
since a lot of sensitive information could be disclosed and inferred from the designed
model. In the process of worker selection, it is unavoidable to share workers’ personal
information. Consequently, there may exist adversaries who are highly motivated to
deduce workers’ historical sensing performance [45], and a hostile MCS platform can
exploit workers’ sensing capacity for unfair competition. Therefore, each worker’s
historical reviews should not be disclosed to Sy, S3, and other workers.

e Ffficiency: An efficient worker selection process is significant for supporting real-
world MCS applications, and we need to keep the computational cost of skyline
query as low as possible. Given a set of workers with size ¢, the time complexity

for traditional skyline computation is O(d?) since each pair of workers should be
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Table 4.1: The summary of important notations used in chapter 4

’ Notation ‘ Definition
System Notations
SP Service provider
CS = {5, 5} Two Cloud servers
Worker and User Notations
U= {uy,ug, -} Authorized users
W = {wy,ws, -} Registered workers
v =A{71,%2 s Va) A review with d dimensions
7] = {[m];[e)s - [7a]} | An encrypted d-dimension review
PS-score Worker’s probabilistic skyline score
p Worker’s asking price
I Worker’s task similarity
Encryption Notations
my, Ma Two positive integers
D, q Two large prime numbers, n = pg
K Authorized key
H, A cryptographic hash function
pk = (g,h,n, H,) Public key
sk = (p) Processing key
pub = {pk, H,} System key
Simulation Notations
l Number of total workers
) Number of candidate workers
Ny Number of selected skyline workers
N, Number of all skyline workers
t The task similarity threshold
R Location filtering threshold
v Number of reviews per worker
d Number of questions per review

compared. In this work, we aim to achieve a better efficiency such that the time
complexity does only depend on N, and the ratio Py, = %, where Ny is the number

of skyline workers to be selected.

4.3 The Proposed Scheme

In this section, we present our skyline-based privacy-preserving scheme for worker se-

lection in MCS services, which mainly consists of four phases: 1) system initialization,
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ii) task request and response, iii) worker selection, and iv) review update. Before
delving the details of the proposed scheme, we first describe an encrypted integer
comparison protocol called NIEC as follows, which can be used to non-interactively

compare two integers without privacy leakage.

4.3.1 Non-Interactive Encrypted Integer Comparison Pro-

tocol (NIEC)

For two positive integers my, ms € [my, m,] (e.g., the lower bound m; = 1 and the
upper bound m,, = 100), the goal of NIEC' is to check whether m; = mg, my > mso,
or my; < me, without revealing their actual values. The overall settings of NIEC
are shown in Fig. 4.2, which consists of Data Owner, Encryptor, Preprocessor, and

Comparator. The details of NIEC are described as follows.

l two integers m,, m,€ [m, m,]

Encryptor

¢ = E(my,1y)

¢, = E(my1y)

|
|
|
|
|
|
|
|
|
|
|
|
IS i
Data Owner I
|
Preprocessor |
System key: pub pub ! NO
Processing key: sk T a i " my = my
Cy :
Bloom filter: BF ! - YES
l c ! |Cin BF m,> m,
|
|
| NO
pub, sk, BF Comparator | e
C = csk i
|
|

|
I
|
|
|
|
|
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I
|
|
|
|
|
|
|
|
I
|
!
| d n?
Authorized key: K | ¢c=-—moan
|
|
|
|
|
|
I
|
|
|
|
|
|
I
|
I
|
|

., . . . i . . | .
Protocol Initialization ! Encryption & Preprocessing| Data Comparison

Figure 4.2: Overview of the encrypted integer comparison protocol NIEC
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4.3.1.1 Protocol Initialization

Given a security parameter x € Z*, Data Owner randomly selects two large prime
numbers p and ¢, such that the bit length |p| = |¢| = £ and let n = pg. Then Data
Owner randomly chooses g € Z”, to guarantee the order of g is n, i.e., g" = 1 mod n?,
and computes h = g7 mod n?. The public key is pk = (g, h,n), and the processing
key is sk = (p). After that, Data Owner creates an authorized key K and chooses a
cryptographic hash function H,, and uses Algorithm 1 to create a bloom filter BF.
Finally, Data Owner publishes the system key pub = {pk, H,}, and respectively
distributes the authorized key K to Encryptor, the processing key sk and BF' to

Data Comparator.

Algorithm 1 BF generation for comparing two integers

1: Input: A N-bit length array A[N] where all bits are initialized to 0, k inde-
pendent hash functions H = {H,, Ho,--- , Hy}, H; : {0,1}* — {0,1,..., N — 1}
for each H; € H, a cryptographic hash function H,, public key pk = (g, h,n),
processing key sk, and authorized key K
Output: A bloom filter BF that can indicate m; > my for two my, mg € [my, m,]
for m; = my; to m,, do
for my = m; to m,, do
if m; > my then
e = gPHa(ml[K)=Ha(m2[IK)) o p?
for j =1to k do
set A[H;(e)] = 1;
end for
end if
11:  end for
12: end for
13: return A[N];

,_.
@

4.3.1.2 Data Encryption

For two integer my, my € [my, m,], the Encryptor first chooses two random numbers
r1,79 € Z¥ and then computes ¢; = E(my,r) = ¢gHemlFpm mod n? and ¢, =

E(my,ry) = gMem2llK)pr2 mod n?. Then it sends (c1, ;) to Data Preprocessor.
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4.3.1.3 Data Preprocessing

Upon receiving (cy, ¢o) from Encryptor, Data Preprocessor computes ¢ = z—; mod n?,

and then sends ¢ to Data Comparator.

4.3.1.4 Data Comparison

Upon receiving ¢, Data Comparator computes C' = ¢ mod n?. If C = 1 mod n?, then
gPHalml[K)=Ha(mallK)) mod n? = 1, which means that H,(m,||K) — Hy(ms||K) =0
and thus m; = my. Else if C' # 1 mod n?, Data Comparator uses the bloom filter
BF to check C', if C' is in BF, then m; > ms, otherwise, m; < my. Note that if there
is no collusion between Data Preprocessor and Data Comparator, the messages m;

and msy cannot be recovered from c¢; and cs.

4.3.2 Description of Our Proposed Scheme
4.3.2.1 System Initialization

As SP is the service organizer, it is reasonable to consider SP is responsible for
bootstrapping the entire system. The details of system initialization are as follows.
e First, SP plays the role of Data Owner in NIEC protocol, and generates public
key pk = (g, h,n), processing key sk = (p), a bloom filter BF', an authorized key K,
and chooses a hash function H, by the approaches in Section 4.3.1. After that, SP
will publish the system key pub = {pk, H,}.

e Then, both users and workers need to register for the MCS platform through SP.
After their registrations, SP distributes K to the registered users and workers, and
sends (sk, BF') to the Cloud server S in a secure way.

e SP maintains two global databases W and U for the registered workers and users
respectively (see in Tables 4.2 and 4). After registering a new worker, S P assigns an

ID to the worker, and adds him/her into Y. In addition, each worker’s PS-score is
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Table 4.2: The global worker table VW Table 4.3: The global user table ¢ in

in system initialization system initialization
Wia | [v] | PS-score U;
w1 0.5 (751
Wa 0.5 U9
Ws 0.5 Us

initialized as 0.5 and is used as the trustability of this worker. [y] denotes workers’
encrypted reviews and is initialized as empty. After registering all the workers and
users, S P distributes & and W to Cloud server Sj.

e For being selected, each registered worker is required to regularly send his/her
approximate location A, to S;. Using the geo-indistinguishability technique intro-
duced in [2], workers’ approximate location A,, can be computed by adding some
random differential-privacy noise to their accurate positions. As a result, A, can
achieve differential-privacy property while still releasing approximate information.
After initializing the entire system, SP just stays offline, and will not participate in

the MCS services.

4.3.2.2 Task Request and Response

This phase mainly contains three steps: Users’ task request, Location matching,
Workers’ task response.

e Users’ task request: At the beginning of an MCS task, a user sends a task query )
to Sy, which contains the task location A,, and the task content €, i.e., @ = {A,,
Q,}

e Location matching: After receiving the task query @, S; finds the workers whose
location information A,, matches the query’s location requirement A,. The matched
workers are denoted as Wa, and Wa C W.

o Workers’ task response: In this step, S; announces the query @) to Wa. Each

active worker in Wa who wishes to conduct the task is required to send the feedback
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information A to S;. A = (p, ), where p € (0,1) is worker’s task similarity and
p € (0,1) is the worker’s asking price for the task. p is used to indicate the relevancy
between the task content and the workers’ activities. Usually, a task content €2, is
announced in the form of a sequence of keywords. A worker can then decide his/her
task similarity by information retrieval models, such as text relevance analysis [19].
We assume that smaller p indicates higher similarity, so for both p and pu, the smaller
values are more preferred. Then given a predefined threshold ¢, S; only selects the
workers whose p is smaller than ¢.

After the similarity matching, S; joins the workers’ PS-score with their A based on
worker ID. The group of active workers is called Wy (see in Table 4.4), such that
Ws C Wh.

4.3.2.3 Worker Selection

In this step, we propose a new skyline computation algorithm (see in Algorithm 2),
which can be employed to find N; skyline workers efficiently. The general idea of
our algorithm is introduced as follows. All workers in W;s have three attributes,

namely asking price p, task similarity p, and PS-score. First we pre-process and

PS-scoremin

To cooin where PS-scoremp 18

normalize PS-score with the equation: PS-score =
the minimum PS-score among all the workers. After that, all the three attributes
are ranged from 0 and 1 and the smaller values are preferred. And we sort all the
workers in a descending order by S(w;) where S(w;) = p; + p; + PS-score;. Then the
first worker (i.e., with minimum S(w;)) is added in the skyline pool Sgyiine and is
deleted from W;. Next, the worker with minimum S(w;) is selected and compared
with the workers in Sgpyine. If he/she is not dominated by all the workers in Sgpyiine,
then add him/her into Sggyine and delete him/her from W;. Otherwise, we can

directly delete him/her from W;. This algorithm repeats the aforementioned steps

for the remaining workers until either Wj is empty or there are N, workers in Sgpyiine.
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Table 4.4: The subset worker table WWs Table 4.5: The global worker table W
after workers’ response

after updating reviews

Wia| | p | PS-score Wia [7] PS-score
w1 0.31]0.5 0.5 w1 [’7]171 0.5
w9 0.6 | 0.8 0.5 wo [’7]2’1 0.5
ws | 0.8 10.7 0.5 ws | [V]s1 - 0.5

Consequently, S; announces all the skyline workers to conduct the task. After the

sensing task is completed, Sy collects workers’ data and reports it to the user.

Algorithm 2 Skyline-based worker selection

1:

Input: A worker database Wy such that |[Ws| = 0, and each worker w; in W
can be represented as w; = (p;, p;, PS-score;);

A number N, which is defined by users

Output: The skyline workers of W

3. fori=11%0 6 do

2 __ PS-scoremin .
PS-score = ~5grimin

S(w;) = p; + pi + PS-score;;
PQ.Insert((S(w;), w;));

end for

6: Set Seryiine as an initially empty skyline set;

count = 0;

7. while PQ is not empty && count < N, do

10:

11:
12:
13:

Winin < PQ.RemoveMin();
if there is no worker s in Ssxyiine such that s < wy,;, then
Sskyline Add(wmm) )
count = count + 1,
end if
end while
return Ssiyine;

4.3.2.4 Review Update

This phase mainly contains two steps, Review submission and Probabilistic skyline

computation.

o Review submission: After receiving the worker’s data, the user is required to rate

each worker’s performance by filling in an evaluation form. Fig. 4.3 shows a simple
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Wor ker Perfor mance Evaluation

Evaluation Criteria

Strongly agree (1» Strongly disagree (100)

Evaluation Questions

1 100
1. The worker’s data is correct. ")
2. The worker’s data is provided in time. o
3. The worker’s asking price is reasonable. ®
4. The worker’s data is provided in a clear o

and organized way

Figure 4.3: A simple example of the worker evaluation form with four evaluation
questions. And for each question, a bootstrap slider can be used to answer users’
satisfaction level (from 1 to 100) for a task in terms of a certain aspect.

example of a such form, which contains four evaluation questions. Users can use
a bootstrap slider to select the satisfactory level of each question. The level is an
integer € [my,m,] (e.g., my = 1,m, = 100), where m; means strongly agree, and
m, means strongly disagree. So any review can be considered as a fixed-dimension
vector v = {71,72, ---, Y4}, such that d is the number of questions, and 7; € [m;, m,]
is the integer that indicates the satisfaction degree.

Then, users need to encrypt each answer in v using pk based on NIEC protocol.
After encryption, each encrypted review [y] will be sent to Si, and will be added
in W by S;. [v] can be used for computing and updating the PS-score for each
worker. Table 6 shows the global worker table VW after updating each worker’s
review. [v];; = {[v1lij, [V2)ijs - [7alij}, Where ¢ means the worker ID, j means the
j " review for the worker. Different workers may have different numbers of reviews.

e Updating probabilistic skyline: In our proposed scheme, the PS-score is updated in

an offline manner. After receiving all the encrypted reviews from users, S; and S
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Algorithm 3 RateDominance(vyy, y2)

1: Note: given two original reviews v; = {x1, 2, ..., 24} and 2 = {1, Y2, .-, Ya},
the corresponding encrypted reviews [y1] = {[x1],[x2], ..., [z4]} and [yo] =
{ln1], [y2], .-, [va]} are computed with public key pk in NIEC protocol in Sec-
tion 4.3.1;

2: Input: the processing key sk = p; the bloom filter BF'; an encrypted vector
V. = (c1,¢9, - ,cq), where each ¢; = [z;]/[y;] mod n?, and [z;] belongs to [y1] =
([x1]7 [IQL ) [Id])ﬂ [yZ] belongs to [72] = ([y1]7 [92]7 ) [yd])

3: Output: 0,1,2

4: tokeng, = true;

5: (indicating v; < 72)
token,, = true;

6: (indicating o < 1)
count = 0;

7. for : =1 to d do

8:  C; = mod n?

9: if C;isin BF

10:  (indicating z; > y;, s0 y; £ 72) then
11: tokeng, = false;

12:  end if

13:  if C; == 1 mod n?

14:  (indicating x; = y;) then

15: count + +;

16:  end if

17: if Cjis not in BF && C; # 1 mod n?
18:  (indicating x; < y;, s0 72 A1) then

19: token,, = false;
20: end if
21: end for

22: if tokeny, == true && count < d then
23:  return 1 indicating v; < o

24: end if

25: if token,, == true && count < d then
26: return 2 indicating v, < v

27: end if

28: return 0 indicating v; £ 72 and 75 A 7
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work together to update each worker’s PS-score in offline. More specifically, given

h/]wi = {[71]10“ [72]1111'7 R h/d]wi} from worker w; and [ﬂwj = {hl]ww [72]10]'7 ey h/d]wj}

from worker w;, Sy will first compute V. = (¢1, co, ..., cq) where ¢, = % for s €
S 'll.)‘7

(1,d). After computing for all pairs of workers from W, S; sends V. to Ss. Then S
can determine the dominance relation between all pairs of workers using Algorithm
3, update each worker’s PS-score and fill in the 2-dimensional array W;[l][l + 1] in
Algorithm 4. Finally, Sy returns W[l][l + 1] to 5.

Algorithm 4 WorkerDominance(w;, ws)

1: Input:  Two worker such that wy = {[v|i1,[V]12, - [Viu), w2 =
{721, V22, -, 2w}, and |wi] = u, Jwe| = v
Output: Pr(wy,ws) indicating the probability that w; < ws, and Pr(ws, wy)
indicating the probability that wy < wy county, county = 0;

2: forv = 1toudo
3: forj = 1towvdo
4: if RateDominance([y]1,[v]2,;) =1
5: (indicating [v]1; < [Y]2,;) then
6: county + +;
7: end if
8: if RateDominance([v]1,, [7]2,;) = 2
9: (indicating [v]2; < [7]1,;) then
10: county + +;
11: end if
12:  end for
13: end for
14: Pr(wy, wy) = <24l
PT(’U)Q,U)1> = %,

—_
ot

: return  Pr(wy, ws) and Pr(wsg, wy);

4.4 Security Analysis

This section evaluates the security properties and shows how workers’ reviews can
be protected from being disclosed in the proposed scheme.
e Privacy-preservation of users’ reviews: Our goal is to enable S; and S5 to compute

workers’ PS-score without disclosing the exact answers of their reviews. On one hand,
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Algorithm 5 PS-score Calculation

1: Input: The global worker table W, [W| =1
Output: A two-dimensional array W[l][l + 1] that contains the updated PS-
score for each worker in W

2: Initialize Wi[I][l + 1] to an initially empty 2-dimensional arrays;
3: fori=1tol do

4:  Initialize PS-score = 1;

5. forj=1tol && j#ido

6: if Wili][j] is empty then

7: p1,p2 = WorkerDominance(w;, w;);
8: end if

9: PS-score = PS-score x (1 —Wsli][j]);
10: end for

11 W[l + 1] = PS-score ;

12: end for

13: return Wi[l|[l + 1]

according to the NIEC protocol, S plays the role of Data Preprocessor, and has ac-
cess to pk = (g, h,n). For one orignial review answers m; and my, S; knows their
corresponding ciphertexts ¢; = gf«(™IIK)pm mod n? and ¢, = gHa(m2E) pr2 mod n?.
However, without knowing sk = (p) and the random numbers (ry,75), S; cannot

remove the random factors A™ mod n?

and ~" mod n? in the ciphertexts. Further-
more, S; has no information about H, and K. As a result, S; cannot recover any
plaintexts of the original reviews answers in the proposed scheme.

On the other hand, S5 plays the role of Data Comparator in the NIEC protocol,
and has access to sk = (p). Once receiving ¢ = 2—; from S7, Sy can calculate
C = @ = gpHamllK)=Ha(m2llK) paod n?. However, S, cannot obtain the original
values of m; and my for the following two reasons. (i) Only knowing pk = (g, h,n)
and sk = (p), due to discrete logarithm problem, it is hard for S, to compute
p(Hy(my||K) — Hu(mel|K)). (ii) We know each review is in a certain range, e.g.,
mi,my € [my,my]. Even though Sy might know the lower boundary m; and the

upper boundary m, of the reviews answers m; and ms, without knowing H, and

K, Sy cannot calculate H,(m||K) and H,(ms||K). So Sy cannot brute force the
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plaintexts of m; and my by checking all their possibles values either. Therefore, the
reviews are privacy-preserving for Sy as well.

e Privacy-preservation of the difference between users’ reviews: Given any two plain-
texts my and mo, neither S; nor S5 knows the difference of them, i.e., m;—ms. On one
hand, S; can only know ¢ = & mod n* = gHalmallK)=Ha(m2l[K) pri=r2 mod n?. With-
out knowing H,, K, h and random numbers (ry,r3), S; cannot determine m; — my
even thougn S; might know (m;, m,). In addition, given another pair of review an-
swers m) and mj, we assume that S; knows (m/, m}) and the corresponding cipher-
texts (¢}, ¢y, c,c1,¢) such that ¢ = g"a(™IE)Ipm mod n?, ¢, = gHa(2lK)p72 mod
n? and ¢ = % = gl IK)=Ha(m3[lK) pri=r5 mod n?. However, S; cannot obtain
whether m| — m/, = m; — my by simply comparing ¢ and ¢ due to the exist of
random factors (A" mod n?, A" mod n?, A"t mod n?, ™t mod n?).

On the other hand, as we mentioned before, Sy cannot recover p(H,(m:||K) —
H,(my||K)) from C = gpWHe(millK)=Ha(m2llK)) 104 n?, which means Sy cannot deter-
mine m; — my either. Next, let consider the following scenario. We assume for two
pairs of plaintexts (mq, my) and (m/, m}), S knows (m/, m}, C,C") such that C" =
gPHa(m 1K) =Ha(m3 1K) 04 n?. Still, Sy cannot decide whether my —mhy =my —my
or not, because even though C' = C" might hold (i.e., H,(m!||K) — H,(m}||K) =
H,(my||K) — Hu(m2||K) holds), the differences of their original values are not the
same, i.e., m}{ —ml # my; — my. Therefore, Sy cannot obtain whether m; — my =
m) — mib by only checking whether C' = C” or not.

c _ gpUHa(mi||K)—Ha(ma||K))

/
Furthermore, based on C' and C’, Sy can calculate 5z = G TR0~ Ha G5 ) mod

n? — gp(Ha(m || )= Ha(mal |K)~Ha(m} LK)+ Ha(m5]|K)) 1100 n2. Even though H, (my||K) —
H,(ms||K) — Hy(m}||K) + H,(mb||K) might happen to be 0 and & might happen to
be 1, S cannot determine whether m) —mf = m; —my. This is because after using
the hash function H,, mj —mb = my —mgy does not mean H,(m,||K)— Hy(ms||K) =

H,(m!||K) — H,(m}||K), and vice versa.
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In summary, both the real values of the review answers and the difference of any
pair of review answers are privacy-preserving for both S; and S; as long as there is
no collusion between them. In addition, by introducing the hash function H, and

the authorized key K, our proposed scheme can effectively resist known plaintext

attacks.
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Figure 4.4: The overall illustration of the experimental simulation and parameter
settings

4.5 Performance Evaluation

In this section, we study the effectiveness of our proposed scheme using a custom
simulator built with Java programming language. First, we assess the performance of
the proposed scheme theoretically in terms of storage and computational overhead.
Second, a series of experiments are being conducted to investigate how our scheme’s
performance varies across different experimental settings. The performance metrics

are 1) the number of candidate workers, ii) the running time for selecting skyline

50



Figure 4.5: The number of candidate workers under with different experiment set-

tings
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workers and updating the PS-score for all the workers, and iii) the PS-score for the
selected skyline workers. The running time can be used to examine the efficiency
of the proposed scheme, the number of candidate workers and the PS-score for the
selected workers are good indicators for the effectiveness of the scheme, i.e., how
many workers can be selected from, and how reliable and trustable the selected

workers are.

4.5.1 Theoretical Analysis
4.5.1.1 Storage Overhead

Assume that there are totally [ registered workers in WW. Each worker w; contains v
reviews, and each review v = {y[1],7[2], ..., 7[d]} has d dimensions. Each dimension
~[i] for i € (1,d) needs to be encrypted before outsourcing to CS. So the overall
storage overhead for all the encrypted reviews is 2221 >i—1(d- Len), where Len =

2048 is the length of ciphertext for each dimension.

4.5.1.2 Computational Cost

Next, we discuss the computation cost for the online skyline computation and the
offline probabilistic skyline computation in our proposed scheme.

e The computational cost for skyline computation: The time complexity for building
minHeap queue in Algorithm 2 for all the candidate workers is O(d), where 4 is the
size of Wy. Then, the time complexity for skyline computation depends on N, and
P,, where P, = % for N, is the number of all the skyline workers in Ws. (i) When
Ns = 1, we can just return the first worker in the queue, and the cost is O(1). (ii)
When N, = 2, the expected computational cost is 2+ Py +3- (1 — Ps) - Ps+ ... + [ -
(1—P,)°=%- P, = 3023(i+2) - Py (1= P,), which is equal to 1+ £ when § is quite
large. Obviously, given a fixed §, the cost is only inversely proportional to P,. So

our proposed algorithm is more efficient when N, is small and P; is large, and this
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conclusion can also be applied to the scenarios where Ny > 2.

e The computational cost for probabilistic skyline computation: To update all the
workers’ PS-score, the dominance relationship between every two workers needs to be
determined. Assume every worker has v reviews and each review has d dimensions, in
total NIEC needs to be run w x v2 x d times. So the overall cost for probabilistic

skyline updating depends on both /,v and d.
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Figure 4.6: The running time for selecting skyline workers where the total number
of workers [ is 100, the number of selected skyline workers Ny is 4, the task similarity
threshold ¢ is 0.46, and location filtering threshold R varies from 500m to 800m

4.5.2 Simulation-based Analysis
4.5.2.1 Experiment Setup

We simulate a sensing area A with the size of 2000m x 2000m and a collection of
[ workers with varied key parameters, which are demonstrated in Fig. 4.4. For
each worker, the simulating parameters include his/her approximate location A,, =
(Zw, Yu), task similarity p, asking price u, PS-score, and the number of reviews wv.

We assume that all the MCS tasks are occurred at A., the centre location of A

with the coordinate of (z. = 1000m, y. = 1000m). After a user requests a sensing
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Figure 4.7: The running time for updating all workers’ PS-score varies with different
experiment settings

task, S; selects the matching workers based on a location filtering threshold R and
task similarity filtering threshold ¢. More specifically, S; only selects a subset of
workers (denotes as W) whose distance to A, is less than R, and task similarity p
is less than ¢. Then , S; finds N, skyline workers from W; to execute the sensing
task. After the task is finished, the users are required to submit an evaluation form
with d reviewing questions to the S;, which contains their opinions for evaluating
workers’ performance. At the end of the day, after all the tasks are finished, S; and
S, updates every worker’s PS-score by the reviews in an offline manner.

Worker’s location information. In the experiment, each worker is randomly assign a
pair of coordinates (., y,) such that z,y, € (0,2000m).

Worker’s task similarity. For each MCS task, a worker’s task similarity p is set to be
a random value € (0,1). We assume that the smaller the p is, the higher similarity
between the worker’s activity and the announced sensing task.

Worker’s asking price. We assume that a worker’s asking price is always proportional
to the distance between his/her location A,, and the task’s location A.. The following

equation is used to normalize each worker’s asking price: u = Dis(w, A.)/DiSmax,

where Dis(w, A.) = \/(mw — )% + (Yw — Ye)?, and Dis, 4, is the possible maximum
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Table 4.6: The summary of simulation settings

’ Parameters ‘ Settings
Simulation area A = 2000m x 2000m
Worker’s parameters

The number of workers [ = 40, 60, 80, 100

Workers’ locations Ty Y € [0,2000m]

Task similarity p€[0,1]

Asking price = Dis(w,A.)/DiSmaz

Probabilistic skyline value The ranking of PS-score
Process parameters

Location filtering threshold R € [300m, 800m)]

Task similarity filtering threshold t =0.40,0.42,0.44,0.46

The number of skyline workers Ny=1,2,3,4

The number of reviews for workers | v froms normal distribution

The number of questions in reviews | d = 5, 10, 15, 20

distance between A, and A..

Worker’s PS-score. According to the definition of probabilistic skyline in Section
3.1.3, each worker’s PS-score is a value between 0 and 1. However, for simplicity,
we use the ranking score of each worker’s PS-score instead of their real values in our
experiment. For instance, if there are 100 workers, then each worker’s PS-score is
assigned to be a random value between 0 and 1. After that, all the workers are sorted
decreasingly by PS-score, and each worker’s PS-score is reassigned by his/her own
ranking, i.e., a worker’s PS-score is set to be 1 (100) if this worker has the largest
(smallest) PS-score value. A smaller PS-score means higher probabilistic skyline
values.

The detailed parameter settings in the simulations are summarized in Table 4.6.
We perform the experiments with Java programming language and conduct exper-
iments on an Intel(R) Core(TM) i7-6700 CPU @3.40GHz Windows System with
32GB RAM. In order to more accurately evaluate the running time, the average
results are reported. Specifically, the simulations are repeated 10 times for updating

all the workers’ PS-score; the rest of the experiment runs 10000 times.
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4.5.2.2 Simulation Results

Fig. 4.5 shows the number of candidate workers in different experimental set-
tings, i.e., numbers of workers [ = 40, 60, 80, 100, location filtering threshold R
= 500m, 600m, 700m, 800m, and similarity task filtering threshold ¢ = 0.40, 0.42,
0.44, 0.46. From Fig. 4.5, we can see that the number of candidate workers is
proportional to both [, ¢ and R. The total number of active workers in a specific
targeted sensing area during a certain period time is always fixed, so it is significant
to set proper thresholds to get a reasonable number of matching candidates. The
size of candidate workers can bring positive effect on the reliability of the selected
skyline workers. The MCS platform can avoid randomness and uncertainty if more
candidates are taken into consideration. Especially when the number of total workers
in A is small, it is better to set relatively larger filtering thresholds to get sufficient
candidates.

Fig. 4.6 compares the running time for selecting different numbers of skyline workers
with different parameter settings. In this experiment, N, = 1, 2, 3, or 4, [ is fixed
to 100, t is set to 0.46, R varies from 500m to 800m. (1) We observe that for each
scenario, worker selection can be finished in a very short period of time (in the order
of 1 x 107* seconds), which validates the efficiency of our proposed scheme. (2)
When N; = 1, the running time is the lowest for all the cases. In our proposed
scheme, the sum of attributes S(wj;) for all the workers in Wy are calculated at
first. Then the worker with the minimum S(w;) is added in the skyline pool as the
first selected worker (see in Algorithm 2). This algorithm ensures that the worker
with the lowest S(w;) value is the skyline worker without comparing the dominance
relationship. As expected, Fig. 4.6 shows that the running time is the lowest among
different experimental settings when Ny = 1. (3) We can see that when R is small,
the running time for selecting skyline workers tends to be longer. According to

Algorithm 2, the running time for skyline worker selection highly depends on the
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number of dominance-relationship comparisons between two workers. After all the
candidate workers are being sorted by their S(w;), the 1st worker with minimum
S(w;) will be chosen as the skyline worker. When Nj is larger than 1, the rest of
the candidate workers need to be compared with the skyline workers, one worker
will be selected as a new skyline worker if he/she is not dominated by any existing
skyline worker. Otherwise, the next worker in the ranking list will be compared; this
process will be repeated until all the N, skyline workers are found. When R is large,
the number of candidate workers is large (see in Fig. 4.5), and the workers who are
sorted in the top positions by S(w;) are more likely to be the skyline workers. This
explains why the running time for skyline worker selection tends to be longer when
R is small.

Fig. 4.7 depicts the running time for updating PS-score for all the workers with
different parameters. In the experiment, [ = 40, 60, 80, or 100, the average number
of reviews for each worker v is from a normal distribution with mean = 4, 6, or 8 and
the standard deviation = 1, and the number of questions d = 5, 10, 15, or 20. From
Fig. 4.7, we can see that the running time for updating PS-score is proportional
to both [, v, and d. In Fig. 4.7, when [ = 100,v = 8, and d = 20, the maximum
running time is about 10 x 10* seconds (around 27 hours), which is quite large.
However, the result is obtained by a local computer with a single processor. The fast
evolution of parallel and distributed computing can provide more efficient solutions
to address running time issues. In a real-world MCS platform, this computation can
be distributed over a cluster of online computing machines, and the running time
might be decreased to a reasonable level.

In Fig. 4.8, using the ranking of PS-score as the evaluation metric, we compare the
reliability of selected skyline workers. In the experiment, we set [ = 100, Ny = 4,
t = 0.46, and R varying from 300m to 800m. It is worth to note that the lower

ranking score indicates the higher trustability of a worker. From Fig. 4.8, we can
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see that the rankings of the first selected skyline workers are the lowest (around 10)
and are similar among different location filtering thresholds. In addition, under the
same R, the trustability of the selected four skyline workers can be sorted as: the 1st
worker > the 2nd worker > the 3rd worker > the 4th worker. This result validates
the observation in Fig. 4.6 that the workers who are sorted in the top positions of
the ranking list show higher trustability than the latter ones. Finally, we can see
that the skyline workers from a larger size of candidates (i.e., larger R) are more
reliable than those from a smaller size of candidates (i.e., smaller R). In the real-
world applications, in order to select reliable and trustable workers, it is better to

generate sufficient candidate workers.

4.6 Related Work

In this section, we briefly review some related works which target the worker selection
in MCS. Ren et al. [90] introduced a reputation management scheme for selecting
the well-suited workers under a fixed task budget; however, they do not consider
the potential privacy leakage for the workers. Kazemi and Shahabi [48] studied
the problem of spatial task assignment for spatial crowdsourcing. To maximize the
overall number of assigned tasks, their scheme highly depends on the locations of
mobile workers, in which workers’ essential personal information might be disclosed.
Xiong et al. [118] investigated the problem of energy-efficient task allocation. Their
research aims to guarantee a minimum number of anonymous workers who return
their sensing results within a specified time-frame. Kazemi et al. [49] proposed a
framework to evaluate the validity of the results provided by workers with different
trust levels in MCS. They assume that every worker has a reputation score that
states the trustability of this worker. However, in their study, they do not describe

how the reputation score is calculated. Recently, more studies focus on the problem
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of privacy-enhanced worker selection. Ni et al. [75] proposed a privacy-preserving
MCS worker selection framework based on the points of interest and the location of
users. Jin et al. [45] present an incentive mechanism for worker selection in MCS
services, which can choose workers that are more likely to provide reliable data,
while protecting workers’ privacy as well. Guo et al. [35] designed a MCS scheme
for multi-task worker selection, which considers both workers” intentional movement
for time-sensitive tasks and unintentional movement for delay-tolerant tasks. Wang
et al. [111] provided a personalized privacy-preserving task allocation framework for
MCS applications.

Different from the above, our work applies the (probabilistic) skyline computation
to select suitable workers securely. The proposed scheme can solve the fundamental
problem of how workers’ trustability scores are calculated while guaranteeing the

privacy of their personal information.

4.7 Concluding Remarks

In this chapter, we have proposed a privacy-preserving worker selection scheme
for MCS applications based on (probabilistic) skyline computation. Our proposed
scheme can efficiently select suitable and reliable workers without revealing work-
ers’ personal information. Specifically, the privacy-preserving probabilistic skyline
is used to calculate workers’ PS-score based on historical reviews. PS-score reveals
the fluctuation of workers’ past performance and can be used as their trustability.
Then, skyline computation is used for selecting workers in terms of ask price, task
similarity, and trustability. A non-interactive encrypted integer comparison protocol
called NIEC is designed for supporting our scheme. Security analysis demonstrates
that our scheme is privacy-preserving, theoretical performance evaluation verifies the

efficiency of the proposed scheme in terms of storage and computational costs. Be-
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sides, extensive simulations have been conducted to demonstrate the effectiveness of
the proposed scheme. For future work, the probabilistic skyline over sliding windows

will be studied to enhance the performance of the current scheme.
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Chapter 5

Continuous Probabilistic Skyline

Query for Secure Worker Selection

in MCS

5.1 Introduction

In the previous chapter, we proposed a novel privacy-preserving worker selection
scheme based on (probabilistic) skyline computation in MCS applications, which can
not only calculate workers’ trustability based on historical reviews, but also select
reliable workers without revealing their sensitive information. However, instead of
considering the dynamic situations, our approach treats MCS as a short-term and
static process. In many real-world problems, a sensing task is required to be executed
continuously over a long-time period. For example, a traffic monitoring platform
may observe and detect car speeds for weeks; an environment evaluation system
may keep track of the local air quality for months. Unlike a static system, such
sensing problems need to select proper workers repeatedly in a continuous manner.

Moreover, since the workers can continuously arrive at/leave the system, the stream
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of sensing data is always time-sensitive. The platform is generally more interested
in the recent data than those in the far past. Nevertheless, most of the studies only
take workers’ non-temporal characteristics (e.g., asking price and real-time location)
into account. The recency and time-sensitivity of the mobile workers have not been
adequately studied in the past.

Aiming to address the issues above, in this chapter, we propose an efficient and
privacy-preserving worker selection scheme for MCS applications. More specifically,
a probabilistic skyline based approach is proposed for continuously selecting workers
over sliding windows. Furthermore, an ElGamal encryption-based scheme is designed
for securely outsourcing and comparing workers’ sensitive information. Overall, the

main contributions of this work are three-fold as follows.

e First, we devote our attention to the problem of privacy-preserving and con-
tinuous worker selection in MCS services. By deploying probabilistic skyline
queries over sliding windows, our approach can select qualified workers for each
current window in terms of working experience, expiry time, and trustability.
The MCS system can be kept reliable and sustainable in different application

scenarios.

e Second, we design novel encryption schemes for securely outsourcing and com-
paring workers’ sensitive attributes (i.e., working experience and trustability)
without disclosing their real values. These schemes are later used for confiden-
tially determining workers’ skyline dominance relationships and calculating

workers’ probabilistic skyline values in worker selection.

e Third, we analyze the security of the proposed scheme and show that it can
effectively preserve the privacy of workers’ personal data. Besides, exten-
sive performance evaluations are conducted on both real-world and simulated

datasets, and the results demonstrate that our approach outperforms the base-
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line method in different application scenarios.

The remainder of this chapter is organized as follows. In Section 5.2, we introduce
our system model, security model and design goals. In Section 5.3, we present the
proposed scheme in details. Then in Section 5.4 and Section 5.5, we respectively
present the security analysis and performance evaluation, followed by the related

works in Section 5.6. Finally, we recap the conclusions in Section 5.7.

5.2 Models and Design Goals

In this section, we formalize our system model, security model, and identify our

design goals. The frequently used notations are listed in Table 5.1.

/S Cloud Servers \

e
Processing > t
S1 S2

Registration A long-term MCS task

L a ﬁ & E @ﬁ & E cee Qﬁ Workers}
D S — — —
Ktl t, ty TR, Timeliy

Figure 5.1: The system model under consideration in chapter 5.

rvice Provider

5.2.1 System Model

In our system model, a long-term MCS task is denoted as M, where workers can
continuously arrive at/leave the MCS system. More specifically, we design an MCS

worker selection scheme based on continuous probabilistic skyline computation. Our
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system model consists of four entities, namely a service provider SP, two cloud
servers (S1,8s), and a set of participating workers W = {wy,wy, - - -}, which are
shown in Fig. 5.1.

e Service Provider (SP): SP is the service organizer and provider, and is responsible

for bootstrapping the entire system. SP generates and distributes proper keys to
different authorized entities so that a certain task can be completed cooperatively.
Besides, SP assigns and computes a trustability score T; to every registered worker
w;, which should be securely outsourced to S; and S; before a sensing task starts.
After the task finishes, SP updates workers’ T; based on their sensing performance
by the method in [136]. We assume that all parties fully trust SP in the system.

e Cloud Servers (S;,8,): There are two cloud servers in our system model. After M

starts, §; and Sy will work together to select reliable workers over sliding windows.
Concretely, when a new worker arrives, 8§ and Ss need to update the subset of
suitable workers for the current window based on their probabilistic skyline values.

e Workers W = {wy, ws, -+ }: Workers are the participants who wish to conduct

M. In our system model, each worker w; is associated with a trustable score T; €
(0,1), which can be considered as the trustable level of w;. Higher T; means w; is
more reliable for collecting and sharing high-quality sensing data. Once w; plans to
conduct M, she/he is required to submit some real-time information to the cloud

1s
7

servers, e.g., arrival time ¢3F, the life span of the sensing data ¢;°, and working

experience &;. w;’s expiry time ¢;F can be calculated as t;° = t2** 4 1. After that,
the cloud servers can select the suitable workers based on these information. In this
work, & is defined as an integer within certain range (e.g., [1, 30]) to reveal how

often wy; is allocated to conduct similar tasks in the past and the larger value is more

preferred.
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5.2.2 Security Model

In our security model, we consider SP is trustable, while §; and Sy are honest-but-
curious, which means both of them strictly follow the protocol procedure, yet may be
curious to learn additional personal information in the process of worker selection.
In addition, there is no collusion between &; and S;. For the workers, we assume
that they are strategic and selfish for maximizing their profits. Specifically, our
model selects workers in terms of working experience, expiry time, and trustability.
Therefore, if a worker w; provides dishonest personal information (e.g., a larger &; or
t:°), she/he may have a higher probability to be selected. However, w;’ trustability
T; will be evaluated and updated based on his/her sensing performance after each
task finishes [136]. So the value of T; will be decreased largely if w; submits false
information, and the sensing results do not match the provided information.

Moreover, each worker ID can only be registered once, so malicious attackers cannot
participate in M with multiple IDs. As a result, for long-term considerations, in
order to be selected again in the future, the workers need to provide their personal
information as correct as possible. It is worth noting that there may exist outside
attackers who want to exploit the vulnerability of the platform and try to monitor
and modify the sensing data, but they are beyond the scope of this work, and will

be discussed in our future work.

5.2.3 Design Goals

This work aims to securely select a subset of reliable and trustable workers over slid-
ing windows for conducting the MCS tasks. Specifically, the following two objectives
should be satisfied.

e Privacy preservation: Our study needs to consider the leakage of workers’ privacy
since lots of sensitive information can be involved and inferred in the designed model.

For example, a worker w;’s working experience & may indicate his/her daily routine
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Table 5.1: The summary of important notations used in chapter 5

|

Notation

|

Definition

System Notations
SP
(S1,82)
M
Worker Notations
W = {w1,w2,"'}
Wc — {wh e ’wwm}
Wi
N;
T;

Service provider
Two cloud severs
A long-term MCS Task

A set of registered workers

The N, workers in current window
The " worker

# of workers who do not dominate w;
Trustability of worker w;

e Arrival time of w;

t;® Life span of w;’s sensing data

5P Expiry time of w;’s sensing data

Pr* (w;) Probabilistic skyline of worker w;
Worker Selection Notations

Nyin The size of each sliding window

Se Sum of probabilistic work experience

;o Relative departure time of w;

St Se — & when w; leaves the system

and behavior, which should be highly protected. Moreover, w;’s trustability 7; can
be used by MCS opponents for unfair competition. So, neither S; nor S; can get
access to the real values of & and T; during the process of worker selection.

e FEfficiency: In order to preserve workers’ privacy, certain secure comparison pro-
tocols should be designed for continuous skyline computation. Processing the en-
crypted data between cloud servers will bring extra computational cost, which should
be minimized in our proposed scheme. More specifically, numerous sensing data can
speedily arrive in our system model. In order to find the most qualified workers for
executing the MCS task in a real-time fashion, the worker selection scheme should

be performed efficiently without considering network delays.
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5.3 The Proposed Scheme

In this section, we present the probabilistic skyline based scheme for continuous
and secure worker selection in MCS applications. The proposed scheme mainly con-
sists of the following five phases, namely, System Preparation (SysPre), Outsourcing
Workers’ Information (OutInf), Comparing Workers’” Working Experience (CmpExp),
Comparing Workers’ Probabilistic Skyline Values (CmpSky), and Worker Selection
(WrkSel). First, in SysPre phase, SP performs some preparations for the sensing
task M, including registering and authenticating workers, generating and distribut-
ing proper keys to the correct entities, outsourcing workers’ trustability to the cloud
servers, and releasing the details of the sensing task M to both (S, S2) and W. Once
a registered worker w; wants to participate in M, he/she needs to outsource his/her
working experience T, arrival time t3**, and the life span of the sensing data ¢}° to
the cloud servers in OutInf phase. Upon receiving workers’ information, the cloud
servers needs to compare the relation of their working experience and determine their
skyline dominance relationship in CompExp phase. Consequently, the cloud servers
can compare workers’ probabilistic skyline values in CmpSky phase and finally select
the suitable workers for conducting the sensing task M in WrkSel phase. The details

of the five phases are introduced as follows.

5.3.1 The SysPre Phase

In this phase, SP will run the following procedures for preparing and initializing the
system before the sensing task M starts.

e Registration: Once a worker w; with identity ID; wants to register him/herself to
the system, SP first validates the authenticity of ID; and check whether this ID; has
been previously registered or not. If the ID; is authentic and valid (i.e., it has not

been resigstered before), then SP uses a cryptographic hash function to compute a
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pseudo-id PID; based on ID; [65]. Moreover, w;’s trustability 7; is initialized as 0.5.
For & and S5, SP needs to authenticate their identities as well before M starts.
Once w; starts sensing the data, the pseudo-id PID; needs to be authenticated again
to guarantee that only registered workers can participate in M. After M finishes,
SP updates each T; in an offline manner based on worker w;’s sensing performance

[136]. The updated T; will be used for worker selection in the next sensing task.

e Key Generation and Distribution: SP generates a key pair (pks,, sks,) = ((p, ¢, 9,Y), x)

of ElGamal encryption. Specifically, p and ¢ are large primes and ¢|(p — 1). Let
Zy=A{1,2,...,p— 1}, and Z; = {1,2,...,q — 1}, g is a generator of a subgroup with
order ¢q in Z;, y = g* mod p where z is a random number from Z;. Moreover, SP
selects another generator g such that g # g, and creates a bloom filter BF based on
Algorithm 6. After that, pks, is published as system parameter to all the entities,

and SP securely sends (skg,, BF') and g to & and W, respectively.

Algorithm 6 Generation of a bloom filter

1: Input: A N-bit length array A[N]| where all the bits are initialized to 0,
k independent hash functions H = {Hi, Hs,..., H;} where H, : {0,1}* —
{0,1,..., N — 1} for n € [1,k], and &4, which indicates the maximum value
of working experience (e.g., Enae = 30).

Output: The bloom filter BF that contains all the elements of 0 = §*~7 mod p
for i,j € [1,Emaz] and @ > 5

2: fori=1to &4 do

3 for j =1 to &4 do

4 if © > j then

5: o= 3" modp

6: for 1 =1to k do

7

8

9

set A[H,(0)] =1
end for
end if
10:  end for
11: end for
12: return The bloom filter BF

o Qutsourcing Workers™ Trustability to S; and Sy: As we mentioned before, each

worker w;’s T} and T; are owned by SP, and both are essential for worker selection.
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In this work, we design a privacy-preserving scheme based on ElGamal encryption,
which enables SP to securely outsource 7; and T); to the cloud servers. The details
of the proposed scheme are described as follows.

Step 1. T; and T; are both in the range of (0, 1) where the modulo operations can
not be adopted (e.g., 7; = 0.6755, and T; = 0.3245). So at the beginning, SP
multiplies both T; and T; by a large integer 6 (e.g., = 10*). After that, we can get
T, =T;-6 = 6755 and T; = T; - § = 3245, such that the modulo operations can be
applied in the further steps. It is worth noting that after expansion, T; + T; = 10*
rather than 1. So the Eq. (3.5) will be modified as:

Pr®(w) = T - Pr(w) =T~ [] Th- 10" (5.1)

wiEWe,
ik, wi <w;

Step 2. SP selects two random numbers r;,7; € Z, , and then encrypts 7; and T, as

follows:

T, =T, -y" modp, and T;, =g¢" modp
(5.2)

—/

T;l =T;-y"modp, and T, = g" modp

Step 3. SP securely distributes (Ti’l,T;l) and (Ti’Q,T;Q) to Sy and Sy, respectively.

e Launching the Sensing Task M: After outsourcing workers’ trustability, SP re-
leases the detailed information of M to &1, Ss, and W, e.g., the task content, location,
and starting/ending time. Moreover, we assume that only a small number of workers
are useful and can be kept in each sliding window. So, SP defines N,;, as the size
of each sliding window and announces N,;, to S; and Sy as well. In WrkSel phase,
at most N,;, workers can be selected to fulfill M in each window. Usually, Ny,
is a small integer (e.g., 5 or 10), which can be determined based on previous task

experience.
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5.3.2 The OutInf Phase

After M starts, any worker w; who wants to participate in M needs to send his/her
working experience &;, arrival time ¢2*, life span of the sensing data ¢;® to the cloud
servers. As mentioned before, &; is sensitive and should be protected from being
disclosed. The following details describe how w; outsources &;, t3*, and t® to S
and Ss.

Step 1. At first, w; generates a random number 7; € Z,, and computes £, and &),
as follows:

&L =3y modp, and &, = g¢" mod p (5.3)

Step 2. Then, w; calculates expiry time ¢;°F by t5F = 37 + t1° where ¢2** indicates
his/her arrival time, and ¢;® indicates the how long he/she plans to stay in the
system.

Step 3. Finally, w; securely distributes (&/}, t7°F) and &/, to Sy and Sy, respectively.

1) Y1

5.3.3 The CmpExp Phase

In this phase, for w; and w;, S and S; need to compare the relation of their working
experience and determine their skyline dominance relationship.

o Comparing workers’ working experience: Both & and &; are sensitive information
and should be protected from being disclosed. The following steps are conducted by
S and &, for comparing & and &€; without revealing their real values.

Step 1. Given & and &}, respectively from w; and w;, S, calculates Cy by Eq. (5.4)

and then sends C to Sy.

/ g&- ,yﬁ o
) = 1,1 =2 = g(&—sj) .y(n‘*f‘j) mod p (5.4)
]1 g J . y J

Step 2. Upon receiving C, S; calculates Cy as follows:
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Cy = Ci- ],:5 B g(&'*gj) .y(ﬂ*fj)

S y(ﬂ-—r_j) ) mod P (5.5>
12

=9

Step 3. After obtaining Cy, S; can determine the relationship between &; and &; as
follows: If Cy = 1, then & = &;. Otherwise, S; needs to check whether Cj is in the
BF or not: if yes, then & > &;, if no, then & < &;. After that, S; securely sends
the comparison result to Ss.

The correctness of Step 3 is as follows. If Cy = 1, it is easy to have & — &; = 0 and
& = &;. Otherwise, under the condition of & > &;, we know that all the possible
values of Cy have already been added into the BF based on Algorithm 6. Therefore,
by checking whether Cs is in BF or not, & can easily know whether & > &; or
& < &;. Notably, since g is only securely shared to WV in the SysPre phase, S; can
only determine the relation between &; and &;. Without knowing g, S; has no idea
on the real values of &; and &;.

o Comparing workers’ skyline dominance relationship: The skyline dominance re-
lationship between each pair of workers is captured in terms of working experience
and expiry time, where for these two attributes, the larger values are more preferred.
Specifically for workers w; and w;, i) S; can securely compare the relation between
& and &; and send the relation to Sy, and ii) #7** and 3™ can be readily compared
by &s in their plaintexts. Therefore, the skyline dominance relationship between w;

and w; can be easily determined by S, (see in Algorithm 7).

5.3.4 The CmpSky Phase

In this phase, S; and S, can compare the relation between Pr**(w;) and Pr**(w);)
for w; and w;. During the comparison, their trustability should not be disclosed to
other entities.

Let Pr¥  denote the possible largest value for Pré*(w;). Given Tj, Tj € (0,10%),

max

Pref = 10 [ 10 = 10*Nwint) swhere N,y is the window size. In our system
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Algorithm 7 Workers’ skyline dominance relationship comparison Worker-
Dom(w;, w,)

1: Input: 77,15, BF, C;
Output: The skyline dominance relationship between w; and w;;
if Cy in BF then
if t5° > t;xP then
return w; < w;
end if
if {7 < (7 then
return w; A w; and w; £ w;
end if
end if

if Cy not in BF then

,_
@

1 if £7F <57 then
12: return w; < wj;
13:  end if
14:  if t7F > t;?xP then
w; A wj and w; A w;
15:  end if
16: end if

17: if Cy = 1 then
18 if t7F > t;XP then

19: return w; < w;

20: end if

21 if ¢7° =17 then

22: return w; A w; and w; A w;
23:  end if

24:  if 7P < t;XP then

25: return w; < w;

26: end if

27: end if
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model, the largest value for N, is 20, then Pr¥¥ = 1084 and the bit length |[Pr¥ | =
280. Hence, Pr®(w;) is a large value € {0,1}%*° and the method of building a bloom
filter for comparing small integers in phase CmpExp is computationally expensive. As
a result, we design a novel ElGamal-based comparison approach for large values,
which is introduced as follows.

Step 1. 81 generates the skyline dominance relationships for all pairs of workers in
the current window, and then securely sends the relationships to Ss.

Step 2. Sy first selects a random number o € Z,. Then, based on Eq. (5.6), Ss

calculates C5 and Cy for w; and wj, respectively. Finally Sy sends (C5, Cy) to S;.

Cs=a-T} - H Ty - 10" mod p,

wg EWe
k#i,wE<w;

(5.6)
Ch=a- T]{1 . H T;l - 107 mod p,

W eEWe,
k#jwp<w;

where N; and NN; represent the number of workers who do not dominate w; and wy,
respectively.
Step 3. Upon receiving C3, 81 checks the dominance relationships between w; and

other workers and find all the T;Q for wy, where wy, < w;. After that, S; calculates
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Cj5 for w; as:

Cs = Cs —— mod p

(Ti/Q ’ H wiEWe k2)x

k#i,wi <w;

/ a4 4N;
- T - TT weew. Tpy - 107
k#i,wi <w;

= _ mod p
(9" - II weew. g™)*
k#i,w, <w;

k#i,wg<w;

= _ mod p
(i T weew. y™)

k#i,w <w;

=a-(T;- H T) - 10" mod p

wg EWe
ki, wi <w;

= a - Pr*®¥(w;) mod p (5.7)

Similarly, S; calculates Cy for worker w; based on C}y as:

C
Ce = T 1 = ) mod p
R b (5.8)

= o - Pr¥™(w;) mod p

After that, S; generates a random number 3 € Z,, calculates C7 by Eq. (5.9), and

then sends C7 to Ss.

Cr=a-B-(Cs—Cg)=a- B (Pr¥™(w;) — Pr*(w;)) mod p (5.9)

Step 4. After obtaining C7, Sy calculates Cy as follows.

Cy=— =+ (Pr*(w;) — Pr®(w;)) mod p (5.10)

Finally, Sy can determine the relation between Pr®¥(w;) and Pr®¥(w;) based on

the value and bit length of Cg. Specifically, if Cg = 0, then it means Pr*(w;) =
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Pr (w;). Otherwise, if |Cg| < %‘ then Pr(w;) > Pr*(w,); if |Cs| > @ then
Pr* (w;) < Pr¥(w;).

The correctness of the comparison is as follows. First, given a non-negative integer
B, it is easy to know that when Cs = - (Pr®™¥(w;) — Pr*¥(w;)) mod p = 0, then
Pr¥(w;) = Pr*(w;). Second, as both Pr*(w;) and Pr¥(w;) € (0,Pr:* ] we

know that if Pr¥(w;) > Pr¥Y(w;), then Cs € (0,5 - Pr2¥ ). Therefore, |Cs| <

max

|B] - [P | = 160 + 280 = 440 < @ = 512. Last, if Pr*¥(w;) < Pr®¥(w;), then

B+ (Pr*¥(w;) — Pr*¥(w;)) < 0 and Cs = (p + B - (Pr®(w;) — Pr*¥(w;))) mod p.

Here, |Cs| ~ |pl|, hence |Cg| > %.

5.3.5 The WrkSel Phase

After M starts, workers will continuously arrive at the system. Particularly, W, =
{wy,ws, ...,wn,, } denotes the N,;, workers in current sliding window, w,, denotes
the newly arrived worker, (w;, w;) denotes any pair of workers in W,, Pr®¥(w;) and
Pr® (w;),, denote w;’s probabilistic skyline values before and after w,, arrives, 7 [i][J]
denotes the value at the ¢th row and the jth column in 7. The following steps are
performed by &7 and S, for worker selection.

Step 1. Before w,, arrives the platform, §; and S, will build a global worker selection
table 7 based on Algorithm 8 (an example is shown in Table 5.2). There are three
values (i.e., 0, 1, -1) in 7, which represents Pr*¥(w;) = Pr¥¥(w;), Pr¥¥(w;) >
Pr*(w;) and Pr®¥(w;) < Pr®¥(w;), respectively.

Step 2. After w, arrives, the platform needs to update the relations of probabilistic
skyline among workers in W, (i.e., to update the values of T[i][j]). A naive way is
to update the relations for all pairs of workers. However, it is inefficient by involving
many repetitive calculations. For the workers who are not dominated by w,, their
probabilistic skyline values do not change and the comparisons between them should

be avoided. To address this issue, we propose an efficient approach for updating
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Algorithm 8 Generation of global worker selection table T

1: Input: W, = {wy, ws, ..., wn,,, }
Output: A two-dimensional array 7 that indicates the realtion of workers’
probabilistic skyline values

2: Initialize 7 to an empty 2-dimensional array with the size of (Nyin+1) X (Nyin +

1);

3: for i =1 to N, do

4:  for j =1 to Ny, do

5: if i = j then

6: Tl =0

(indicating Pr® (w;) = Pr®(w;))
end if
: if §; and S, calculate Cs based on phase CmpSky then

9: if Cs =0 then

10: Tl =0
(indicating Pr¥Y(w;) = Pr*¥(w,))

11: end if

12: if Cg < l%‘ then

13: Tl =1 & Tl = -1
(indicating Pr¥Y(w;) > Pr*¥(w,))

14: end if

15: if Cg > 2 then

16 TR = -1 & T =1
(indicating Pr¥¥(w;) < Pr¥(w;))

17: end if

18: end if

19: end for

20: end for

21: return The global worker selection table T
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Ti][j] based on the following cases.

Both w; and w; are dominated by w,, (i.e., w, < w; and w, < w;), denoted as
wy, < (w;, wy).

Theorem 5.3.1. If w, < (w;, w;), the relation between Pr*®(w;) and Pro®¥(w;) does

not change, so does the value of T1i][j].

Proof. Without loss of generality, we assume that Pr®¥(w;) > Pr*¥(w;). Given

wy, < (w;, w;), it is easy to obtain the following equations based on Eq. (3.5):

PI‘Sky<wi)n — PI‘Sky(wi) . Tru Prsky(wj>n — PI‘Sky<wj) . Tn (511)

Obviously, after w,, arrives, Pr¥¥(w;), > Pr®¥(w;), due to Pr*(w;) > Pr*(w;).
Therefore, the relation between Pr®Y(w;) and Pr®7(w;) keeps the same, and the

value of Ti][j] does not need to update. O

In this case, w, does not dominate either w; or w; (i.e., w, A w; and w, 4 w;),

denoted as w,, A (w;, w;).

Theorem 5.3.2. If w, 4 (w;,w;), the values of Pr¥*¥(w;) and Pr*®¥(w;) do not

change, so does the value of T[i][j].

Proof. If w,, 4 w;, then the subset of workers who dominate w; stays the same, and
the value of the following equation Pr(w;) = T; - Pr(w;) = T; - [ weew., Tk -
£k wi<w;

Hivio 10* mod p does not change. The same conclusion can be made for w;. There-

fore, the values of Pr®¥(w;) and Pr*9(w;) do not change, so does the value of
T[] O
In this case, w, < w;, w, A w; and T[i|[j] = —1 (i.e,, Pr¥(w;) < Pr*¥(w;)),
denoted as w, ® (w;, w;).

Theorem 5.3.3. If w, ® (w;,w;), then the relation between Pr*™(w;) and Pr*®(w;)

does not change, so does the value of T|i][J].
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Proof. Based on the definition of probabilistic skyline, if w, ® (w;, w;), Pr¥(w;),

and Pr®(w;),, can be calculated as:

Pr¥ (w;),, = Pr*¥ (w;) - Ty, Pr¥(w;), = Pr¥(w;) - 10* (5.12)

In this case, Pr®(w;) < Pr®™(w;), and also T, < 10%, then it is easy to have
Pr*(w;), < Pr*¥(w;),. Therefore, the relation between Pr*¥(w;) and Pr*(w;)

does not change, so does the value of Ti|[j]. O

In this case, w, < w;, w, A w; and T[i][j] =1 (i.e., Pr¥(w;) > Pr¥(w;)), which

is denoted as w, & (w;, w;).

Theorem 5.3.4. If w,®(w;, w;), then the relation between Pr®®¥(w;),, and Pr*®(w;),
cannot be determined without calculation. So Sy and Sy need to compare their relation

based on the method in Section 5.3.4, and update T [i|[j] accordingly.

Proof. Similar to Case 5.3.5, given w, & (w;,w;), Pr¥(w;), and Pr*¥(w;), can
still be calculated by Eq. (5.12). However, only given Pr*¥(w;) > Pr®(w;) and
T, < 10% we cannot determine the relation of Pr**¥(w;), and Pr**¥(w;), without

updating their real values. O

In summary, after w, arrives at the platform, §; and S; can update the relation
between Pr*(w;),, and Pr¥(w;),, (i.e., the values of T[i][j]) according to the cases
mentioned above.

Step 3. Next, §; and S; compare the relations of probabilistic skyline values between
w, and all the workers in W,., and then fill in 7. For example, we assume W, =
{wy, we, w3, wy, w5 }. If the ranking of probabilistic skyline values for all the workers
is ws > wy > w, > wy > w3 > wp, then after this step, 7 is shown in Table 5.2.
Finally, Sy can select the top-N,;, workers based on the values in 7. Specifically, Sy

checks all the rows in 7, and finds the row which does not contain 1 (i.e., the first
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Table 5.2: An example of global worker selection table T

Wy W2 W3 W4 Ws Wp

w, 0 -1 -1 -1 -1 1
w, 1 0 1 -1 -1 -1
ws 1 -1 0 -1 -1 -1
w, 1 1 1 0 -1 1
ws, 1 1 1 1 0 1
w, 1 1 1 -1 -1 0

row in Table 5.2). This means that the worker in this row has the lowest probabilistic
skyline value among all the workers (i.e., w; in this example). At last, w; will be

removed from the platform, and the rest of the workers are kept for fulfilling M.

5.4 Security Analysis

In this section, we will analyze the security properties of the proposed scheme. No-
tably, following the design goals illustrated in Section 5.2.3, the analysis will focus
on how our scheme is privacy-preserving in protecting workers’ personal informa-
tion, i.e., working experience and trustability, from being disclosed in the process of

worker selection. Specifically, let W, = {wy, ws, ..,wy,, } denote the N, workers

win

in the current window and for Yw; € W,, we have the following two theorems.

Theorem 5.4.1. The worker w;’s working experience & cannot be revealed during

the whole process under the assumption that S and Sy are honest-but-curious.

Proof. We give the proof in four parts according to the corresponding roles in our

scheme, i.e., 81, Ss, other workers and outsiders.

e Under the assumption that S; and Sy are honest-but-curious, &; can only

obtain &}, and many (C4 (; ), C2,.5))’s in our scheme, where 4, j € [1, Ny;,] and
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i # 7. From the following equations

~£,—&;

Cl,(i,j) =g : gﬁ_ﬂ mod p,

Coij) = 3% mod p, &, = g¢" mod p,
we can see that Cy(; ;) comes from C ;;), and the information related to &;
in Cy (; ;) is not less than that in € (; . Furthermore, Cy ; ;) is independent
from &, that contains nothing related to &;. Hence, we only need to analyze

whether &; can obtain & from Cj (; j)’s.

It is easy to see that S; can obtain at most the following N,;, — 1 independent

equations regarding Cs ; ;)’s.

Coiny = g5 mod p
Cogii-1y = ¢& %' modp
Coiiv1) = g%+ mod p

\ Co(iNpim) = G5 Nwin mod p

Without loss of generality, we assume that all the worker experience values
are different. Under the assumption that S; is honest-but-curious, S; faces
Nyin + 1 unknown values in the above equations. Those N,;, + 1 unknown
values are (&1, &, ...,EN,,,,g). Hence, even if & has a small range, S; cannot
obtain any information about &; from the above equations. In other words, &;

is kept secret from S in our scheme.

Under the assumption that S&; and Ss are honest-but-curious, S; can only
obtain &/, that contains information about &, where &, = ¢ - y™ mod p.

However, S, cannot obtain &; only from &/, according to the correctness and
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security of ElGamal encryption. Hence, &; is kept secret from S, in our scheme.

e Regarding worker w; (i # j), he/she only knows whether him /herself is chosen
or not in our scheme. w; does not even know which worker he/she is compared

with. Hence, w; has no idea about &; in our scheme.

e Regarding the ones outside of our scheme, it is clear that &; is kept secret from

them, since they obtain less information than &7, Sy or workers in our scheme.
m

Theorem 5.4.2. The worker w;’s trustability T; cannot be revealed during the whole

process under the assumption that S; and Sy are honest-but-curious.

Proof. Given T, + T; = 10*, in order to protect T} from being disclosed to other
entities, our scheme also needs to guarantee that T); is privacy-preserving in the
whole process of worker selection. Specifically, the following parts are provided to

prove the confidentiality of T; to Si, Ss, other workers, and outsiders.

e In the proposed scheme, S; keeps both 77, and T;z. According to the correct-
ness and security of the ElGamal encryption, S; can compute T} or T; as long
as &) can also obtain T7; or T;l. Therefore, in order to prove this theorem, we
need to demonstrate that S; cannot obtain Tj, T;, T}, and T;l, respectively.

The proofs are presented as follows.

— T; will not be revealed to S;. In our proposed scheme, the views of S; that

related to 7; are many (Cj ; ;), C7,:,5))’s, such that

C5v(i:j) = Q(5) * T; Tz mod p,

Crig) = Xig) - By - (T - Ty = T - T;) mod p,

where T; is the continuous multiplication of T’s and 1 mod p if there

exists wy, € W, and wy < w;. If no such worker exists (w; is a skyline
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worker), then T; = 10*Y mod p, i.e.,

. 1T - 10" mod p Fwy, € W, wy, < wy,
Ti -

10*Yi mod p otherwise.

Based on Eq. (5.9) in Section 5.3.4, we know that C7;; is a linear
combination of Cs (; ;) and Cg (; j), where Ce ;) = aqy) - Bayj) - 1 ~Tj .
10*"i mod p. Since Cs,(i,j) contains nothing about Tj, so the information
related to 7; in C7 (; jy is not more than that in Cs ; ;). Therefore, we only

need to analyze whether S; can obtain T; from Cj (; j)’s or not.

It is easy to know that &; can get the following N,;, — 1 equations for

Cs,i,j)’s in the process of worker selection.

C5,(z',1) = Q@) b 'Ti mod p

C5,(z‘,z‘—1) = a(-1) 1 - Ty mod p

CS,(i,iJrl) = Qa1 - L 'Ti mod p

L C5v(i»Nwin) = a(l Nwin) : 7-;, . T’L mOd p

If we consider T; as a whole variable, then depending on whether T; =
10*™: mod p or not, S faces at least N, and at most Ny, + 1 unknown
values in the above N,;, — 1 equations. The definite N,;, unknown val-
ues are (Qi1), Q(i,2); -, O(i,i—1) Qiit1)s ---X(im), 13). Therefore, S cannot
directly solve the above equations, i.e., §; cannot obtain any information

about T;.

— T; will not be revealed to S;. Let W! denote a subset of workers in W,

(i.e., Wi € W,) such that every worker in W! is dominated by wj, so for
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Ywy € Wé, we have w; < wy,. If no such worker exists, then Wé = 0.

It is worth noting that if W! = (), then S; can get nothing related to
T;. Without lossing of generality, we assume that W? # (), and there is
at least one worker wy in W!. Accordingly, in our proposed scheme, the
views of S; related to T; are many (Cs,w .5y, Crar5))'s for k' # j, such

that

C5,(k:’,j) = Qg 5) Tk:’ . T, : Tk’/z mod D,

Crw ) = Awg) - Buwgy - (Tw - Ti - Troyy — Ty - T;) mod p,

where )

[Tk - 10" mod p FJwy € W,,
Tk’/i = wy < Wy, k # 1,

10*M mod p otherwise.

\
Similarly, the information that related to T; in C7,( 4) is not more than
that in Cs v j), so in the next, we only need to analyze whether §; can
obtain T; from Cs, (i j)’s O not.

It is easy to know that S; can get at most the following N,,;, — 1 equations

regarding Cs (v j)’s in our proposed scheme.
(

C5,(k',1) = a@ ) T -T; ‘Tk’/i mod p

C5,(k’,k"—1) = a(k’,/c’—l) . Tk’ . TZ : T/C’/z mod P

C5,(k/,k/+1) = Q@ pr11) - i - T; 'Tk//i mod p

| O, Nuin) = 0w Ny * T T Ty mod p

Again, let consider T} si as a whole variable. It is easy to see that &
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faces at least N, + 1 and at most N;, + 2 unknown values, depending
on whether Ty /; = 10" mod p or not. The Ny, + 1 definite unknown

values are (Q(ks,1); -, Ok /1) » OR! J/41) s -+> CU! Nuwsn)s 1> 13). Accordingly,

S; cannot obtain any information about 7; from the above equations.

— T/, will not be revealed to S;. In the proposed scheme, the views of S

that related to T}, are many Cs; j)’s, such that
—/
Cs,(i.5) = i) - Ty - T;y mod p,

where T;l is the continuous multiplication of T;gl’s and 1 mod p if

there exists wy, € W, such that wy < w;. If no such worker exists (w; is a

skyline worker), then T;l = 10" mod p, i.e.,

HT;ﬂ -10*N mod p  Jwy, € W, wy, < wi,

10*Y: mod p otherwise.

In the proposed scheme, &7 can get at most the following N, — 1 equa-

tions regarding C (; j)’s in our proposed scheme.

(

—
Csany = o Ti - Ty mod p
03,(1',2‘—1) = Q(i-1) ° T'ill : T;l mod p
—
Cs ity = OGuvn) -1y - Ty mod p
—/
\ CBy(i:Nwin) = a(lanzn) ' 7—;/1 ' Tzl mOd p

Similarly, S; will face at least N, and at most N,;, + 1 unknown values

in the above N,;, — 1 equations. The definite N,;, unknown values are
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(Q(i1)5 ooy O(ii—1)5 Qiig1)5 -0 O3, Nown)s L131)-  Therefore, S; cannot compute
T!,. Without T7;, based on the correctness and security of ElGalmal

encryption, §; cannot obtain 7} in the designed scheme.

T;l will not be revealed to S;. In the proposed scheme, the view of &7 that

related to T;l are many Cj  j), such that
— =
O3,(k’,j) = Oé(k/d-) . Tlé’l . Til . Tk’l/i mod P,

where T}, si 1s the continuous multiplication of Ty’s and 10" mod p if
there exists wy € W, (k # i) such that wy < wj,. If no such worker exists

(i.e., wy is only dominated by w;), then TL,M = 10" mod p, i.e.,

/

—
Ty = wy, < Wi, k # 1,

10*N mod p otherwise.

\
Again, 8; can get the following N, — 1 equations regarding Cs o j)’s at
most in our scheme.

(

— =
Cs,ir,1) = 1) - Ty - Ty - Tk’l/i mod p

— =
Cs,w wr—1) = Qe r—1) - Ty - Ty - qu/i mod p

—/
— !
03,(k’7k’+1) = Q@ w+1) - Ly - T Tk’l/i mod p

— =
L Cga(klvain) = QK Nyin) 'Tlé’l T - Tk’l/z’ mod p

Let consider T}, jiasa whole variable, then it is easy to know that &; faces

at least N,;,~+1 unknown variables from the above N,,;,—1 equations. The
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. . =/
definite Ny, +1 variables are (o 1), -y Ok k/—1) s QUK ' 41) s s Ok Nuin) > L1 Li1)-

Similar with the previous discussions, &7 has no idea about 77, so §; can-

not compute T; based on ElGamal encryption.

In summary, we have proved that S; can obtain neither T, T;, T};, nor
721 in the proposed scheme. Therefore, the real value of T; for any worker

w; € W, will not be revealed to &7 in the process of worker selection.

e In the proposed scheme, Sy keeps T}, T;l, and many (Cs(; ), C7,i))’s- Based
on the correctness and security of ElGamal encryption, Sy cannot compute T;
or T; with only knowing 77, or 721- In addition, Cj ; ;) is computed by T3, and
T;l’s for wy < w;. So the information related to T} or T; in Cs,(i,5) 1s no more
than that in 7}, and T;l. Therefore, S, cannot obtain T; or T; from either T7,,
T;l, or Cs ;). In the next, we will demonstrate why S, cannot get access to

T; and T; from Cri)'s-

It is easy to see that S can obtain the following N, — 1 equations regarding

about C7 (; ).

(

Criny = @) By - (T - T, — Tj - T;) mod p

C?,(i,zel) = Q(ii-1) ° ﬁ(i,zel) : (Tz‘ Y Tg 'Tj) mod p

Crii41) = Qi) - Biisry - (T; - Ty = T - T;) mod p

\ C7v(i7Nwin) = Oé(inwin) : /B('LyNwzn) : (E : TZ - T] ' T]) mOd p

Finally, S; will face at least N, + 1 unknown values from the above N,;, — 1
equations, i.e., (B(i1), -, Bi=1), B,i41)s > Bli,Nwin)s 1i> Tj). Therefore, Sy can-
not obtain T; from C7 (; jy’s. In summary, T; is privacy-preserving for S, in the

whole process of worker selection.
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e Same as Theorem 5.4.1, it is easy to prove that neither other workers nor

outsiders can obtain the information about 7} in our designed scheme.

5.5 Performance Evaluation

In this section, we first study the performance of our proposed scheme in terms of
storage overhead and computational overhead. Then, we provide a detailed descrip-

tion of our experimental configuration and comparison results.

5.5.1 Theoretical Analysis

e Storage Overheads: Assume there are total N workers registered in the MCS sys-
tem, then in the SysPre phase, for each worker w;, S; needs to keep 77, T;Q; Ss needs
to store TZ'/DT;r After M starts, participating workers need to outsource &/, and &/,
to &1 and S, respectively. In summary, for both S and S,, the storage overheads
in the process of worker selection can be computed as 37 2[p| + 321" |p|, where
Ip| (e.g., 1024) is the bit-length of large prime p generated in Section 5.3.1 and N,
is window size.

e Computational Overheads: The computational costs for CmpExp phase can be

(Nwin+1)(Nwin+2)
2

calculated as - tsky, Where t4, is the time cost for determining the
skyline dominance relationship between each pair of workers. For a newly formed
window with N,;, + 1 workers, the computational costs for WrkSel phase can be
calculated as Nyin - tw,w,, Where ty, ., is the time cost for comparing Pr* (w;) and
Pr*(w;) in phase CmpSky. Therefore, the overall computational costs for worker

) ' tsky + Nwin ’ tw,-,w]-'

selection is
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5.5.2 Dataset, Experimental Settings, and the Baseline Method

e Real-world Dataset: The real-world dataset used in our experiment is Reality
Mining Data [85]. This dataset tracks the mobile communication information of
ninety-four people in the Massachusetts Institute of Technology from September 2004
to June 2005. After removing all the logs with none communication time duration,
we finally extract 111,586 smartphone logs. For each log record, the time of picking
up the phone represents the start time, the time duration of the communication
means the life-span of the worker’s sensing data. Moreover, for each worker w;, we
randomly assign & € [1,30] as working experience and T; € (0,1) as trustability,
where both &; and T; follow uniform distribution.

e Synthetic Datasets: In the experiment, we also generate two different kinds of
synthetic datasets (independent and anti-correlated) based on [8], both their sizes
are 100k. For the independent data, each worker w;’s & € [1,30], t}° € [1s,100s]
and T; € (0,1) are generated independently using uniform distributions. For the
anti-correlated data, we first uniformly generate a random probability T; € (0,1) as
workers’ trustability. Then, we assume that if a worker has higher &; for a certain
task M, she/he tends to take shorter time to finish M, i.e., smaller ¢;*. Hence, &;
and ¢}° are generated using the method in [8] such that they are anti-correlated with
each other. For both simulated datasets, we randomly assign an order for workers’
arrival in a data stream.

e Experimental settings and the baseline method: First, we need to decide the
key sizes of the proposed encryption methods, i.e., the bit length of p and ¢. As
we mentioned before, our proposed schemes leverage ElGamal encryption, whose
chosen-plaintext attack security is based on the decisional Diffie-Hellman (DDH)
assumption [6]. According to [53, 30, 80], when the bit lengths of p and ¢ are set as
1024 and 160, the DDH assumtion holds. As a result, we set [p| = 1024 and |¢| = 160

in this chapter.
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Figure 5.2: The execution time (s) of the proposed worker selection scheme for
different datasets with window size N, varies from 5 to 20 (the communication
costs between two cloud servers S and S, are not considered).

Next, we need to decide the experimental parameters for the MCS tasks. The window
size Ny, varies from 5, 10, 15, to 20, which means that our worker selection scheme
will lanuch when N, + 1 (i.e., 6, 11, 16, and 21) workers are in the system. We
also proposed a baseline method for comparison purposes. More specifically, when
a new worker arrives in the system, the baseline method discards the worker who
has the earliest expiry time ¢F and keeps the rest of the workers for conducting
the task. We perform the experiments with Python programming language on an
Intel(R) Core(TM) i7-6700 CPU @3.60GHz Windows 64-bit Operating System with
32 GB RAM. We repeated each experiment 10000 times, and the average results are

reported.

5.5.3 Experimental Results

e The computational cost for worker selection in each sliding window: It is note-
worthy that our proposed scheme requires constant interactions between &; and Ss.
However, the communication time cost between them is hard to be simulated. So we

ignored the communication cost in our experiment. From Fig. 5.2, we observe that
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Figure 5.3: Comparison and evaluation of workers’ quality between our method and
baseline method for different datasets with varied window size N,;, from 5, 10, 15
to 20.

i) for each sliding window, the running time for worker selection is quite fast (from
0.5ms to 6.5ms), which validates the efficiency and feasibility of our selection scheme.

ii) The running time for worker selection is proportional to N,;,, which equals to

(Nwzn+1)(Nwzn+2) .
2

tsky + Nwin * tw;w;- As a result, the more the number of workers
in the current sliding window, the longer time it will take for selecting workers. iii)
The computational cost is similar among different datasets. In the experiment, we
simulate worker’s & and T; in each dataset. Essentially, the computational costs
for securely comparing working experience in phase CmpExp and probabilistic sky-
line values in phase CmpSky account for a substantial part of the overall time costs

in worker selection, which leads to the result that all the datasets have a similar
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running time when N,;, is confirmed.

e T'wo scenarios for performance evaluation: For both the baseline and our proposed
scheme, the following two real-world scenarios are deployed on all the datasets, i.e.,
scenario 1: workers continuously arrive at the system and scenario 2: workers con-
tinuously leave the system.

In scenario 1, with the successive arrival of the workers, the proposed worker selection
scheme is maintained constantly to choose the top-N,;, workers among the N, + 1

candidates. The sum of probabilistic worker experience Sg = S20%"(T; x &) is
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used as the evaluation metric in this scenario. Sg can be used to represent workers’
overall quality in each sliding window, so it is a good indicator for the reliability
of the proposed scheme. Sg is calculated for the selected N,;, workers, and will be
updated after a new worker arrives.

In scenario 2, for each current window, we assume that no worker arrives at the sys-
tem anymore, and each worker leaves the MCS platform after they reach their expiry
time. More specifically, for each worker w; in the system, the following two variables

rexp texp texp
; =1, —

are calculated: i) ¢; min Which means w;’s relative departure time, where

texp

b is the earliest expiry time in current window, and ii) Sg = Sg — &; which means
the sum of probabilistic worker experience after w; leaves the system. Consequently,
scenario 2 provides a useful circumstance for us to identify the overall sustainability
and reliability of the system in terms of working experience and persevering duration
when no worker arrives.

e Experimental results for scenario 1: Fig. 5.3 shows the experimental results for
scenario 1. First of all, it is obvious that our proposed scheme performs better than
the baseline method on selecting workers with more working experience. Specifically,
Se of our approach is larger than the baseline method for almost all the cases. This
result indicates that given the same N,;,, our scheme can keep each sliding window
more reliable by maintaining workers with more experience. There even exists some
cases such that the Sg of our proposed method when N,;, = 15 is larger than
baseline method when N,; = 20 (e.g., Fig. 5.3 (a) and (b)). Second, we can
see that there is an exceptional example in Fig. 5.3 (c¢), where two methods are
nearly indistinguishable for anti-correlated dataset when N,;, = 5. Under the anti-
correlated situation, a worker with more working experience tends to have a shorter
life-span of the sensing data, and vice versa. This property leads to a result that

when N, is small (e.g. equals 5), the workers are more likely not to be dominated

by each other. Thus, their Pr®(w;) tends to not be affected by the newly arrived
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worker (e.g., the case 2 in the WrkSel phase). So the workers may just be selected
only by their expiry time. As a result, our proposed scheme shows a similar statistical
pattern with the baseline. Third, as N,;, increases, the differences of Sg between
our scheme and baseline increase simultaneously. Consequently, it is important to
define a sufficiently large N, for better distinguishing our scheme with baseline in
real-world MCS applications.

e Experimental results for scenario 2: Fig. 5.4 to Fig. 5.6 show the comparison
results of scenario 2 with N, varies from 5 to 20. Intuitively, our proposed worker
selection scheme is superior to the baseline method for all the cases in terms of

trexp

,  and Sg. This indicates that given the same N,;,, our approach can provide

better and longer services than baseline. Specifically, once a worker reaches the
expiry time and leaves the platform, the rest of the workers in our system have more
working experience than those in baseline method. In addition, the workers in our
proposed selection scheme can stay 30s ~ 200s longer than baseline workers under
different N,;,. Therefore, when no worker arrives anymore, the workers selected
by our scheme can maintain the platform better and longer, which is significant
for certain MCS services such as traffic jam/accident monitoring. This observation
further validates our proposed scheme’s reliability and sustainability in a special

case, where the platform’s durability plays a fundamental role in service quality.

5.6 Related Work

Recently, there have been numerous endeavors that aim to study the problem of
worker selection in MCS platforms. In this section, we briefly review some of the
typical works in this area.

Jin et al. [45] proposed a privacy-preserving framework for MCS worker selection

based on a novel incentive mechanism. Specifically, their framework can compensate
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workers’ costs for both sensing leakage and privacy leakage while selecting workers
who are more likely to provide reliable sensing data. Moreover, they integrated their
framework with data perturbation and aggregation technologies, ensuring highly
accurate aggregated results and guarantees workers’ privacy. Zhang et al. [136] pro-
posed a probabilistic skyline based worker selection method, which solved a funda-
mental problem of calculating workers’ trustability based on their historical reviews.
In addition, they designed a non-interactive encrypted integer comparison protocol
to compare the skyline dominance relationship between workers securely. Skyline
operator is used for selecting workers based on ask price and task relativity. This is
the first work using a skyline-based method for worker selection in MCS platforms,
which can consider the trade-off between multiple aspects and select workers that
are not dominated by others. Gong et al. [32] devised truthful crowdsensing mech-
anisms for incentivizing strategic workers to truthfully reveal their private quality
and truthfully make efforts as desired by the requester. In their work, the authors
assumed that a strategic worker with low quality may pretend to have a high quality
to receive a high reward from the requester. Under the proposed mechanisms, they
showed that the requester can assign the task only to the best workers that has the
smallest virtual valuation. However, in our work, by introducing a performance feed-
back mechanism for calculating trustability, the workers need to submit the real-time
information and sensing data as accurate as possible. Ren et al. [90] introduced a
socially aware reputation management scheme for selecting well-suited participants
and allocating the task rewards in MCS services. Concretely, social attributes, task
delays, and reputation are focused under a fixed task budget. Moreover, a rewarding
scheme is devised to measure the quality of the sensing reports and allocate reliable
workers to certain MCS tasks under the consideration of the trustworthiness and
cost performance of task participants. Ni et al. [75] described a privacy-preserving

MCS framework for location-based applications, which can balance the trade-off be-
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tween privacy preservation and task allocation. A matrix-based location matching
mechanism is used by the service provider to achieve location-based task allocation
without disclosing workers’ sensing location. Proxy re-encryption technology is de-
veloped to enhance privacy preservation during the MCS services. Jin et al. [44]
proposed a differentially private incentive mechanism that preserves the privacy of
each worker’s bid, which is based on the single-minded reverse combinatorial auc-
tion. However, in this work, we select workers based on working experience, expiry
time, and trustability, without considering workers’ asking price information. Liu
et al. [63] studied the problem of multi-task allocation in MCS services. For par-
ticular, two typical multi-task MCS environments are considered in their work, e.g.,
FPMT (few participants with more tasks) and MPFT (more participants with few
tasks). Unique mechanisms are devised for different scenarios with different opti-
mization goals. Wang et al. [107] proposed a location privacy-preserving worker
selection framework with geo-obfuscation for protecting workers’ locations during
task allocation. More specifically, by obfuscating their real locations under the guar-
antee of differential privacy, workers can protect their location privacy regardless of
adversaries’ prior knowledge. In addition, a mixed-integer non-linear programming
problem is defined for minimizing workers’ expected travel distance and optimizing
worker assignments. Wu et al. [116] proposed a context-aware multi-armed bandit
incentive method for selecting high-quality workers in MCS systems. In their work,
workers’ service quality is evaluated by their context and cost. Then, by accurately
assessing workers’ quality information, a modified Thompson sampling approach is
utilized for selecting reliable workers based on reinforcement learning. Sun et al.
[100] studied the problem of truth discovery in crowdsourced question answering
system based on a contract-based privacy-preserving incentive mechanism, whereas
the scope of this work is reliable and continuous worker selection in MCS.

In summary, most of the previous works treat the MCS task as a one-time service.
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They allocate tasks to suitable workers by measuring their personal qualification,
location, and trustability in particular sensing environment (e.g., multi-task alloca-
tion), without considering a dynamic situation such that workers may continuously
arrive or leave the system. Furthermore, little systematic and data-driven evidence
has been published for a typical real-world case in which the MCS task should be
constantly maintained for a long time. Unlike the above, our work focuses on privacy-
preserving and continuous worker selection for MCS platforms. Our proposed scheme
can dynamically select reliable workers while guarantee privacy preservation of their

sensitive information.

5.7 Concluding Remarks

In this chapter, we have proposed a privacy-preserving worker selection scheme for
MCS based on probabilistic skyline query over sliding windows. The proposed scheme
can continuously select reliable workers in terms of working experience, expiry time,
and trustability without revealing sensitive information. More specifically, a prob-
abilistic skyline approach is designed for a dynamic situation where workers may
constantly arrive at/leave the platform. For protecting workers’ privacy, we have
designed an ElGamal-based encryption approach for securely outsourcing sensitive
information and comparing workers’ personal information. Security analysis demon-
strates that the proposed scheme is privacy-preserving. Extensive experiments have
been conducted on both real-world and simulated datasets for two scenarios: i) con-
tinuous worker arrival and ii) continuous worker departure. The comparison results
validate the efficiency and effectiveness of our proposed worker selection scheme. For
future work, the group skyline technique will be studied to enhance the performance

of the current system.
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Chapter 6

FedSky: An Efficient and

Privacy-preserving Scheme for

Federated Mobile Crowdsensing

6.1 Introduction

In the previous two chapters, we proposed privacy-preserving schemes in terms of
both static and dynamic worker selection processes. The protected information is
only used in worker selection, such as workers’ reviews, working experience, ex-
piry time, and trustability scores. However, workers’ sensing data may also contain
sensitive information and should be protected before being uploaded to the MCS
platform. For example, a 3D landmark reconstruction task requires each worker to
take 2D photos of a landmark and submit the photos to the MCS platform [16].
In such case, the uploaded photos may contain workers’ sensitive information, e.g.
driver license and real-time location information. Therefore, the question now is how
to protect workers’ sensing data from being disclosed to untrusted parties.

Up until now, a large and growing body of literature has been proposed for solving
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these privacy challenges in MCS. Among all the studies, Federated Learning (FL)
can be considered a potential and practical solution. In FL, the platform iteratively
selects random workers to download a trainable model [56]. Then, the selected
workers update the model with their own data, and upload the updated model to the
platform. After that, the platform aggregates multiple updates to further improve
the model [77]. The distributed nature of FL enables the workers to optimize the
shared model while keeping all the training data locally, thus ensuring their privacy.
Based on [46, 127], FL can be broadly categorized into cross-silo FL and cross-
device FL. In cross-silo FL, the workers are functional organizations (e.g., financial
agencies) with abundant computing resources. The trained model is exclusively
released to these organizations, but not the FL aggregation platform. In contrast,
in the cross-device FL, the workers are heterogeneous mobile users with limited
computational powers. The FL platform will finally get access to the trained model.
In this chapter, by introducing cross-device FL into MCS, we propose a novel sensing
scenario called Federated MCS (F-MCS). F-MCS allows workers to build a robust
and secure machine learning model without sharing their sensing data. As a result,
F-MCS can address the critical issue of workers” information leakage in traditional
MCS systems and is expected to become a new hotspot of mobile sensing services.

Nevertheless, there are still two major issues if we simply integrate the FL technique
with MCS services. (1) The selection of stable workers in F-MCS is challenging. In F-
MCS, the mobile workers are heterogeneous with different computational capacities
and data resources. For example, their devices are different in terms of hardware
(CPU, memory), network connectivity (3G, 4G, 5G, Wi-Fi, signal strength), and
power status (battery level, charging capacities). The synchronous training protocol
[127] is widely used in FL, where no worker can proceed to the next training round
until all workers” data have been uploaded. The workers with limited computational

powers require a longer time to update the model parameters. Therefore, such a
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problem will delay the subsequent aggregation step and make the overall training
process inefficient. (2) The lack of practical privacy-preserving solutions for cross-
device F-MCS platforms. Even though the workers can avoid leaking their sensing
data in F-MCS, they still face possible information disclosure. Specifically, the shared
model information (e.g., the gradient) uploaded by the workers can leak important
statistical patterns of the local datasets [39, 3, 69]. Consequently, homomorphic
encryption (HE)-based privacy-preserving data aggregation techniques have been
well-studied for enhancing the privacy of FL platforms [124]. However, most of the
approaches are designed for cross-silo FL setting where the final global model can
only be accessed by the participants (i.e., workers) [54, 67, 122, 25, 39, 127, 93]. In
contrast, F-MCS is a cross-device FL system where the final model will be released
to the F-MCS platform for certain real-time services. Hence, the existing methods
cannot be applied in F-MCS. There is an immediate necessity for designing practical
and privacy-preserving solutions for F-MCS applications.

In this chapter, aiming to solve the above challenges, we propose a novel and secure
data aggregation scheme for F-MCS applications, called FedSky. By extending the
classic FedAvg algorithm [70], FedSky is characterized by employing group skyline
for selecting qualified workers and homomorphic encryption (HE) for securely ag-
gregating data. Specifically, the main contributions of this chapter are threefold as

follows.

e First, we propose a novel and effective worker selection mechanism in FedSky
for F-MCS. Concretely, in each communication round, instead of choosing a
group of workers at random, we select a skyline group of workers in terms of
workers’ local data sizes and their mobile devices’ computational powers. In
this way, compared with the traditional FedAvg algorithm, our approach can
significantly reduce workers’ computational time and the platform’s waiting

time, and therefore significantly maximize the efficiency of the FL process.
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Figure 6.1: The system model under consideration in Chapter 6.

e Second, we propose a novel privacy-preserving data aggregation scheme for
F-MCS platform based on the HE technique. The scheme is designed for
cross-device FL setting such that the final global model can be accessed by
the F-MCS platform. In addition, the overall training process requires no
interaction between the selected workers. Except for the left neighbor ID and
right neighbor ID, each selected worker knows nothing about other workers’

information.

e Third, we build a custom simulator for performance evaluation. Extensive
experimental results validate the effectiveness and efficiency of the proposed
schemes. In particular, by introducing a novel worker selection mechanism and
a privacy-preserving data aggregation protocol, we can greatly improve the

efficiency of the FL process without affecting its accuracy.

The remainder of this chapter is organized as follows. In Section 6.2, we introduce

our system model, security model and design goals. In Section 6.3, we propose our
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scheme in details. Then in Section 6.4 and Section 6.5, we present the security
analysis and performance evaluation, followed by the related work in Section 6.6.

Finally, we recap the conclusions in Section 6.7.

6.2 Models and Designed (oals

In this section, we first formalize our system model and security model, and then
identify our design goals. For reference, a summary of frequently-used notations is

given in Table 6.1.

6.2.1 System Model

In our system model (see in Fig. 6.1), we mainly consider a typical F-MCS scenario
including three entities, namely, a trusted key generator 7KG, an F-MCS platform
P, and a group of heterogeneous workers W = {wy, ws, ...}.

e The Trusted Key Generator (TKG): TKG is a trusted authority that generates

and distributes proper keys to the corresponding entities so that a certain F-MCS
task can be completed cooperatively.

e The F-MCS Platform (P): P is the trusted platform for providing F-MCS services

and is responsible for performing an F-MCS task, including registering workers, ini-
tializing the task model, selecting workers, and training the model. More specifically,
upon registration, P assigns an unique identifier ID,, to each registered worker w;,
and then broadcasts the list of workers’ identifiers to T/XG. In the training process,
P first initializes the global model and selects a fraction of qualified workers from W
(details of worker selection will be introduced in Section 6.3.3). Next, P distributes
the model to the selected workers and trains the model by aggregating the worker-
provided model parameters in each training round. Multiple rounds of interactions

between P and the selected workers are demanded to achieve the final global model.
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e The Participating Workers W = {wy,ws,--- }: W are the participating workers

who wish to conduct a certain F-MCS task. If a worker in W is selected by P,
at first, he/she needs to collect the raw sensing data using his/her mobile device(s).
After receiving the global model, each selected worker needs to update the model
parameters by training the model with his/her local data, encrypt the model pa-
rameters, and exchange the ciphertexts with P. To be selected in each training
round, the workers need to periodically send their current training capacities and
computational statuses to P, e.g., the size of the local dataset, the current CPU

share /battery /memory of their mobile devices.

6.2.2 Security Model

First, we consider P and TKG are fully trusted. Notably, some malware have been
installed in P by an adversary A without being detected. Therefore, A can moni-
tor P’s database and eavesdrop on the communication information between P and
W. Essentially, A is interested in the model updates that each worker uploads to
the platform. With those updates, A may infer workers’ real-time spatial-temporal
information. Besides, we consider the workers WV are honest-but-curious. So all the
workers strictly follow the designed protocols for updating, encrypting, and upload-
ing model parameters but may be interested in other workers’ data resources. More-
over, we assume that there is no collusion among workers in VW, and workers cannot
collude with P either. It is worth noting that outside attackers may exploit other
vulnerabilities of the F-MCS platform. As this work focuses on privacy-preservation,

those attack are beyond this thesis’s scope and will be discussed in our future work.

6.2.3 Design Goals

Based on the system model and security model mentioned above, our design goal

is to develop an efficient and privacy-preserving scheme for F-MCS applications.
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Table 6.1: The summary of important notations used in chapter 6

’ Notation ‘ Definition
System Notations
TKG The trusted key generator
P The F-MCS platform
W = {wy,ws,...,wx} | The participating workers
Skyline Notations
G-skyline Group skyline
C-skyline Constrained skyline
C = {Cony,......,Cong} | A set of constrains
Wy = W, Wyi < Wi, OF Wy = W,
CG-skyline Constrained group skyline
FL Notations
D; Worker w;’s local data
T Worker w;’s model parameter
Yi Weight for x;
Ji Worker w;’s local gradient for z;
Model Notations
N; Worker w;’s data size, i.e., N; = |D;]
P, Worker w;’s computational power
W = {wy,ws, ...,wr} | The group of selected k workers

Specifically, the following desirable properties should be achieved.

e Ffficiency: The proposed FedSky scheme should be efficient in terms of training
models and uploading the encrypted model parameters in each communication round.
Consequently, compared with the traditional FedAvg algorithm, P’s waiting time
should be shortened and the overall FL training efficiency should be improved in our
scheme.

e Privacy-preservation: We plan to design a privacy-preserving F-MCS framework,
which can prevent the confidentiality of workers’ sensitive information from being
disclosed. More specifically, for Yw;, let D; denote w;’s local data and x; denote w;’s
updated model parameters after each training round, both D; and z; should be kept
secret to other workers. Moreover, even if A eavesdrops P’s database and steals
the communication data between VW and P, it still cannot identify each worker’s

uploaded model parameters x;.
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The FedSky Scheme for F-MCS
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Figure 6.2: The overall workflow of the FedSky scheme.
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6.3 The Proposed Scheme

In this section, we propose a novel data aggregation scheme for F-MCS called FedSky

based on the classic FedAvg algorithm. We first introduce the basic information

about FedAvg. After that, we describe the proposed scheme in details.

Algorithm 9 The FedAvg algorithm [124]

1:
2:
3:

*

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

20:
21:
22:

Data aggregator executes: (Executed by the data aggregator)
for each training round t = 1,2, ... do
Randomly selects k workers from all the K candidates
for each selected worker w; in parallel do
x; + WorkerUpdate(i, z)
end for
Takes the weighted average of the received model parameters from the k£ work-
ers: att! « Y0 Nig,
if The model parameters converge then
Training finishes
end if
if The model parameters do not converge then
Broadcasts the aggregated model parameters z'*! to all the workers
end if
end for
WorkerUpdate(i, 2*): (Executed by each selected worker)
for each local epoch e from 1 to F do
batches < randomly divides dataset D, into batches of size S
for each batch b in batches do
Computes the batch gradient g?
Updates model parameter by z; = 2t — 7 - ¢°
end for
end for
Send the local model parameters x; to the data aggregator

6.3.1 The FedAvg Algorithm

The FedAvg [70] is a federated optimization algorithms for training ML/DL models

in FL. Essentially, there are two entities in a typical FL setting, they are (1) data

aggregator and (2) K participating workers {ws,ws, ...,wx}. Let N; denote the

number of datasets that owned by worker w;. In FedAvg, at the beginning of each
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round ¢, the data aggregator randomly selects k workers from all the K candidates,
and then broadcasts the current global model ' (at round t) to each of the k workers.
After receiving the current model, worker w; computes the average gradient on its
local dataset, which is denoted by g;. Next, given a fixed learning rate ), w; calculates
x; < x' —n - g; and uploads z; back to the data aggregator. Finally, the data
aggregator updates the global model by x!*! <« Zle %xl, where N = Ny + Ny +
... Ng. The details of FedAvg is shown in Algorithm 9.

Our proposed scheme mainly consists of three phases: Key Distribution (KeyDist),
Worker Selection (WorkSel), and Data Aggregation (DataAgg). In KeyDist phase,
TKG will generate keys and then distribute them to the correct entities. In WorkSel
phase, P will select an optimal group of workers by k-point CG-skyline. Finally, in
DataAgg phase, the selected workers need to train the model, encrypt the updated
model parameter x; and securely send it to P. At last, P decrypts the ciphertexts

to get the final aggregation results. The overall workflow of FedSky is shown in Fig.

6.2. The detailed description of each phase is given as follows.

6.3.2 The KeyDist Phase

First, TKG computes (p, ¢, n, A, ;1) by running KeyGen(x), and generates the public
key pk, = (n,g), and the private key sk, = (A, ). Next, TKG chooses an uniform
cryptographic hash function H; where Hy : {0,1}* — Z,2 and a bilinear pairing map
e: G x G — Gr. After that, TKG broadcasts (pk,, Hi,e: G x G — Gr) to P and
all the workers in the system, and securely sends sk, to P.

In the next step, TXG chooses another cryptographic hash function Hsy such that
Hy : {0,1}* — Z,,. Then, TKG chooses a random number S € Z as the master key.
For Yw; € W, given w;’s identifier ID,,, where ID,,, = Ho(w;) and Hy : {0,1}* — G,
TKG calculates IDf)i. Last, TG shares H, to all the workers and securely sends

ID) to w.
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Algorithm 10 CG-skyline based worker selection

1: Input: A worker database W = {wy,ws, ..., wx} where w; = (N;, P;) for i €
[1, K], a given set of two constraints C = {Con;, Cony}
2: Output: A set of selected workers with size k
3: P finds the set of workers W’ based on C = {Cony, Con,}
P initializes an empty Max Priority Queue Qy
4: for Yw; € W do
5. P calculates Sum(w;) = N; + P,
P adds w; into Qy by the value of Sum(w;)
6: end for
7: P initializes another empty Max Priority Queue Q,,, and an empty list Qg
P removes the first worker in Q)y and adds this worker into Qg
8: for Yw; € Q) do
9: P removes w; from Qy
P compares the dominance relationship between w; and all the workers in Qg
10:  if Jw; € Qgy s.t. w; < w; then

11: P adds w; into Q,,,

12:  end if

13:  if No such w; exists then
14: P adds w; into Qg

15:  end if

16: end for

17: if k" < k where k' is number of workers in Q, then
18: P adds the first k — k" workers from Q,,,,, into Qg
19: end if

20: return The workers in Qgy,
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6.3.3 The WorkSel Phase

In this chapter, each worker w; has two attributes: (1) the size of w;’s local dataset
N;, and (2) w;’s mobile device’s computational power P;. Same as [77], we assumed
that P; is measured by how many data samples a worker can process per minute
for the F-MCS task. Each worker w; is required to periodically send N; and P,
to the platform P. Before worker selection, P first defines a set of 2-dimensional
constraints C = {Conj, Cony} based on the F-MCS task requirements. For higher
requirements (e.g., higher accuracy and less training latency), the constraints Con;
and Cony should be chosen more strictly. Specifically, for Con; = [miny, max;] and
Cony = [ming, maxs], we say Con; is more strictly than Cony if min; > miny and
max, > maxy. After that, P selects the set of workers W' for W' C W whose
current information matches the constraints.

Before each training round, P will select an optimal group of k workers from W by
CG-skyline in terms of N; and P;. The details of the proposed approach are discussed
as follows.

For each worker w; in W', P first calculates Sum(w;) where Sum(w;) = N;+ F;. Then,
all the workers are added in a pre-initialized Max Priority Queue Qy, by Sum(w;),
where all the workers are sorted by Sum(w;) in a descending order and the workers
with larger Sum(w;) values will be removed earlier from Q) than the workers with
smaller Sum(w;) values. It is worth noting that the magnitudes of P; and V; should
be in the same level, such that the sum of P; and /V; is not dominated by any of the
two attributes. Based on the definition of skyline discussed in Section 3.1.4, we have

the following theorems.

Theorem 6.3.1. Let w; denote a worker with N; is the number of data samples
owned by w; and P; is w;’s computational power. If w; is the first worker being

removed from @y, then w; is a skyline worker.

Proof. Assume there exists another worker w; such that w) < w;. Let N/ and P/
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Figure 6.3: An illustration example of the proposed worker selection approach for
CG-skyline computation.

denote the number of data samples owned by w) and w)’s computational power,
respectively. Based on the definition of skyline, w; is better than w; for at least one
attribute, and not worse than w; for the rest of attributes. It is easy to know that
N!+ P/ > N, + P, i.e., Sum(w}) > Sum(w;). Therefore, w] should be removed first
from @y, which contradicts our assumption that w; is the first worker to be removed.

Therefore, such w, does not exist and our theorem holds. ]

Theorem 6.3.2. For Vw; € W', all the workers who dominates w; will be removed

earlier from Gy than w;.

Proof. Let w; denote one of the workers who dominate w;. Again, based on the
definition of skyline, it is easy to have Sum(w}) > Sum(w;). Consequently, w’ will be

removed earlier than w; from Q. O

Next, P initializes another empty Max Priority Queue Q,,, and an empty list Q.
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Then, P goes through the workers in Qyy. By Property 1, the first worker will be
removed from Q) and directly added into Q,. The next removed worker from Qyy
will be compared with the workers(s) in Qg,. If he/she is not dominated by all
the worker(s) in Qg,, then this worker will be added in Q,. Otherwise, based on
Property 2, P can safely add this worker in Q,,,,. P repeats the steps above for the
remaining workers until either the number of workers in Qy,, equals k or Qyy is empty.
Let k" denote the final number of workers in Qg,. If £ < &, then P removes the first
k — k" workers from Q,,, and adds them into Qg,. In this way, we can select skyline
workers as much as possible. The proposed worker selection approach is shown in

Algorithm 10.

Example 6.3.1. Fig. 3.3 shows a simple example of 12 workers. Fach worker is
represented by two attributes: (1) local data size and (2) local device’s computational
power. Based on Definition of skyline, we know that wy,ws, wy, ws, and wg are the
skyline workers. Fig. 6.3 shows a simple example of the proposed worker selection
approach for CG-skyline query. The 12 workers are added in the Max Priority Queue
Gy by Sum(w;). After that, they are removed one by one from Gy and added into
either Qo O Qnopn- In particular, ws, wy, w3, we, wy are added into Gy, because they
are skyline workers. The rest of the workers (i.e., wig, wq, Ws, W1a, Wy, W11, W7) are
added into @, because they are dominated by at least one worker in Qg,. In this
example, k' = 5. If k < k', then the first k workers are the results for the k-point
CG-skyline query. For example, if k = 3, then {ws, wy, w3} are selected. However, if
k> K, then all the workers in Qg plus the first k — k' workers are the final results.

For example, if k = 7, then {ws, w4, w3, we, w1, wig, we} are selected.

It is worth noting that the proposed CG-skyline technique can only select one group
skyline workers. It cannot find all the group skyline workers that are not dominated
by other groups. After worker selection, the MCS platform P broadcasts the global

model’s hyperparameters (e.g., learning rate) to all the selected workers, which can
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Figure 6.4: An example of 5 selected workers in a loop, where the workers have no
interactions with each other. In the example, each worker w; calculates S;,, then we
can simply get 3°7_, S;, mod n = (S1, + Sap + Szp + Sap + Ssp) mod n = 0.

be used by the workers to train and optimize the model in the next step.
6.3.4 The DataAgg Phase

Let W; denote a group of k selected workers, i.e., Wy = {w;,ws, ..., wi}. At the
beginning of each training round, for Yw; € W, P calculates y; = N;/(Ny + Ny +
... + Ni) as the weight for w;’s model parameter. Each y; is rounded to 3 decimal
places. Next, P amplifies each y; by 1000 to convert it as a positive integer, i.e.,
y; < y; - 1000. The detailed steps of the DataAgg phase are introduced as follows.
Step 1. P puts all the k& workers from W in a loop. In the loop, w;,; is w;’s right
neighbor and w;_; is w; left neighbor for i € [2,k — 1]. Particularly, wy is w;’s left
neighbor; w; is wy’s right neighbor. Fig. 6.4 shows an example of such loop with 5
workers.

Step 2. P generates a random number «; € Z;. Next, P sends the following
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information to w;:

)
The current global model z!(at round ¢)

the ID of w;’s left neighbor ID

Wi

the ID of w;’s right neighbor ID

Wi—r

C; = g% - Hy(t)* mod n?,

\

(6.1)

where ¢ — [ and ¢ — r are indexes of w;’s left neighbor and right neighbor, respec-

tively. Moreover, t is the current training round (e.g., t = 0, 1, 2, etc.). Therefore,

the value of ¢t changes in each training round.

Step 3. Upon receiving the above information, w; first calculates the average gradient

g; based on his/her local dataset. Next, given a fixed learning rate 7, w; computes

the updated local model parameter z; by z; < ' — n - g;. Besides, to keep the

original information as much as possible, we assume that each worker w; retains x;

to eight decimal places. So after each local training round, w; needs to convert x; to

a positive integer &; in Z, by @; = 10% - z; mod n.

Step 4. Next, w; computes C;, the left session key S(ii—1), the right session key

S(ii—r), and the processing key S;, as

\

C; = Cft = g% - Hy(t)%™* mod n?,
S(Z}i—ﬂ) - HZ(e(IDiw IDU}ial)) - H2(6<ID1UN IDwial)S)7
S(’i,i*)?‘) = HQ(B(IDEIﬂ IDwiar)) = HQ(e(IDwN IDwi%r)S)7

Sip = S(iist) — S(ii—r) Mod n.
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After that, w; calculate m; as follows, and sends m; to P,

T = él . H1<t)sip mod 7’L2
(6.3)
= ¢" Y Hy(1)% ™ . Hy(t)% mod n?.
Step 5. P needs to first check if 3 w; who doesn’t submit ;. If yes, then P aborts

the protocol and starts a new training round. If all the k& workers submit their m;(s),

P calculates 6 = Hle m; mod n?, which can be represented as Eq. (6.4).
0 — ng:1 Tivi . [, (t)n'Zf:1fi'ai - H, (t)ZfﬂSiP mod n?. (6.4)
Let m = Zle T; - y;, P can decrypt m by D(sk,c) as
k
m = Z Z; - y; mod n = L(6* mod n?) - 1 mod n. (6.5)
i=1

The correctness of Eq. (6.5) is given as follows. First, given W, we know that the
sum of all the k workers’ the processing keys S, is S| Sip = S1p+ Sop+ -+ Skp =
Sak —Sa2+Se1 —Se3++Stkr-1)— Sk mod n. Based on Eq. (6.2) and the
property of Bilinear Pairing, we know S(; jy = S(;) = Ha(e(IDy,, IDy,)®). Therefore,
Zle Sip = 0 mod n as long as k > 1 and we can write Zle Sip = v-n for an integer
.

Then, Eq. 6.4 can be written as

0= ngzlf’”yi . Hl(t)"'Zlefi'ai - Hy(t)"™ mod n?

- - (6.6)
= gzizl TiYi | H1(t)n.(zi=1xi.ai+7) mod n?.

If we consider Hj(t)=i=1%%+7 mod n? as a random number r, § = ¢™ - " mod n>
is still a valid Paillier ciphertext and can be decrypted by D(sk,c). Since m can be

either positive (less than n/2) or negative (larger than n/2), P can then recover m
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m=10""1.m, if m <

I3

(6.7)
m =107 (m —n), otherwise.
Note that, as the original values of z; and y; have been respectively amplified by
10% and 10%, the multiplication of 107! here is to recover the true value of m =
k

Zizl XTi - Yi-
After recovering m, P can update the global model for round t + 1 by 2! <«
Zle %xz = m. Next, P will start the next training round by repeating all the

above-mentioned steps until the global model achieves a desired performance.

6.4 Security Analysis

In this section, we analyze the security properties of the FedSky scheme. Essen-
tially, given Yw; € W, and his/her uploaded model parameter z;, our analysis
will focus on how FedSky is privacy-preserving in protecting each w;” uploaded
model parameter x; from being disclosed in the whole process of F-MCS. Par-
ticularly, based on the assumption that P does not collude with the workers, P
can get a list of intermediate variables (my,my, -+ ,7) from the k workers where
o= g% Hy(t)%mei . Hi(t)% mod n? for i € [1,k]. Here, we first prove that
the intermediate variable 7; is semantically secure against chosen-plaintext attack

(CPA), and then prove the security of our scheme.

6.4.1 The Semantic Security of 7;

Assume that there exist a probabilistic polynomial time (PPT) adversary A and a
hypothetical challenger C. The semantic security of m; can be proved by a game
between A and C as follows.

At first, C runs the key generation algorithm (in Section 6.3.2) to generate pk, =
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(n,g), sk, = (A, ) and the hash function H;. Then C sends sk, to A.

Upon receiving sk,, A chooses two messages g, 21 € Z,, two random numbers
y,a € Z;, and a random integer ¢ € [1,100]. Then A sends (zg,x1,y, o, t) to C.
After receiving (zo,x1,y, a,t), C first flips a bit b € {0,1} and generates a random
number S, € Z,. Then, C computes m, = g - Hy(t)"™™* - H;(t)*» mod n?, and
returns m, as a ciphertext back to A.

At last, A returns C a bit ' € {0, 1} as the guess of b. As g is the generator of Z,,
there must exist an unique integer h € Z* such that H,(t) = ¢g" mod n* and h is

unknown to A. Consequently, 7, can be written as

T, = gy - Hy(t)™ ™ - ¢"? mod n?
(6.8)
_ gxb~y+h~5’p - H, (t)xbu‘n mod 712.

Here, m, can be considered as a valid Paillier ciphertext, thus A can decrypt m =
(xp -y + h-S,) modn from .

Next, with (xg,x1,y), A can put xy or z; into m and calculate m = x, -y +h- S, =
1_p-y+h' S, mod n for ' € Z. Furthermore, A knows that b’ can be represented
as h' = m%;*by mod n. However, since .S, is generated by C, A has no idea about the
value of S,. Therefore, 1’ is also an unknown and random value to A. So A cannot
distinguish between h’ and h. Consequently, A cannot correctly decide if &' = 0 or
1 with a probability higher than 1/2 (i.e., the probability of a random guess). As a

result, 7; is semantically secure against P in the proposed FedSky scheme.

6.4.2 The Security of FedSky

In this section, we first define our scheme’s leakage function from the perspective
of P. Next, we prove the security of the proposed scheme FedSky in the real/ideal
world model.

In the FedSky scheme, the information leaked to P includes (1) the Paillier public key
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pk, and secret key sk, (2) the hash function Hy, (3) the bilinear pairing map e, (4)
the list of local dataset sizes (N7, Na, ... ) and computational powers (P, Ps, ... ), (5)
the list of parameter weights (y1, ¥, . . ., yx) from the k selected workers, (6) m and m
where m = 32 7 -y; mod nand m = 32 2, -y; mod n. Let L(P) denote the leak-
age function regarding P, L(P) = {pk,, sk, H1,e,(N1,No,...), (P, P2, ... ), (Y1, Y2, - -
m,m}. Based on L(P), we define the real/ideal world model as follows.

Real world: In the real world, there exist a probabilistic polynomial time (PPT)

adversary A and a challenger C. C interacts with A as follows.

e The KeyDist Phase: The challenger C runs the key generation algorithm in
Section 6.3.2 to create pk, = (n,g), sk, = (A, u), the hash function H;, and

the bilinear pairing map e. Next, C publishes (pk,, Hy, €), and sends sk, to A.

e The WorkSel Phase: C sends the list of local dataset sizes (N, NVs,...) and
device’s computational powers (Py, P,,...) to A. After that, A runs the k-
point CG-Skyline algorithm to select k workers. Next, A calculates C; = g¥ -
H;(t)™* mod n? for each worker w; where i € [1, k], and sends (Cy, Cy, ..., Cy)

to C.

. Jyk)7

e The Challenge Phase: Upon receiving (C4, Cy, ..., Cy), C calculates (7, 7o, . .., Tx)

based on the FedSky scheme, and sends (7, m, ..., m) to A.

e The DataAgg Phase: After receiving (7, m, ..., m), A decrypts m = Zle T; -
y; mod n by Eq. (6.6) and calculates m = Zle x; - y; mod n based on Eq.
(6.7).

Let View(4 pea1) denote A’s view in the real world. We have View( s rea1) = (71,72, ..., T),

where m; = g% - Hy(t)%™ . Hy(t)% mod n? for i € [1,k].
Ideal world: In the ideal world, there exist a PPT adversary A and a simulator S.
Besides, S can get access to the leakage function L(P). The simulator S interacts

with the adversary A as follows.
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e The KeyDist Phase: Based on the leaked information in L(P), S publishes
(pky, Hy,e) and sends sk, to A.

e The WorkSel Phase: Based on L(P), S sends the list of local dataset sizes
(N7, No,...) and device’s computational powers (P, P,,...) to A. Then, A
runs the CG-Skyline algorithm to select k workers. Next, A calculates C; =
g¥" - Hi(t)™* mod n? for each worker w; where i € [1,k]. At last, A sends

(01,02, R ,Ck> to S.

e The Challenge Phase: In this phase, &’s main goal is to generate a list of
(7}, mh, ..., m) to replace the list of (my,7a,..., 7). Specifically, the list of
(7}, 7, ..., m,) should be generated with random values based on L(P). More-
over, using (7,75, ..., m,), A should decrypt the same value of m as using

(71, T2, ..., ) in the real world. S generates (7}, 7, ..., m}) as follows.

— At first, S randomly selects £ — 1 numbers (2,5, ...,2}_;) such that
©) € 7Z* for i € [1,k —1]. Then, given m = S5 z; - y; mod n and

(y1,y2,.-.,yx) € L(P), S calculates ), as:

Ik (6.9)
(i iy — Y5y @ )

= mod n.
Yk

In this case, it is easy to have m = Zle Tic Y = Zle x} - y; mod n.

Next, S calculates a list of (21,22, ..., 2}’), where ;/ = 10® - 2/ mod n
for i € [1,k].

— &S randomly chooses a sequence of k£ numbers (aq, o, . .., ax) and another
sequence of k — 1 numbers (57,53, ..., S(,_y),) where a;, S}, € Z; for
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i €[L,k],j €1,k —1]. Next, S calculates S, as
Shp = —(S1, + S5, + -+ + S}_y),) mod n. (6.10)

Therefore, it is easy to have ) 7 | S;, = 0 mod n. Hence, we can write

S Si, =7+ n for an integer 7.

— S can finally generate the list of (},7h,..., ), where 7w, = g% ¥ .
Hy(t)%" . Hy(t)% mod n? for i € [1,k]. At last, S sends (), 7, ..., 7))
to A.

e The DataAgg Phase: After receiving (7,7, ..., ), A first calculates 6/ =

k / 2
[I,; 7 mod n* as

k

9 = gi= YL [ (t)”'Zle T H(t) i=1 S
= g T H () e (1) (6.11)

= X & v I () (E ety pod p?,

Similar to the methods in Section 6.3.4, by considering 6’ as a valid Paillier
ciphertext, A can decrypt m’ = Zle Z; - y; mod n. Finally by Eq. (6.7), A
can calculate m' = Zle Xy = Zle x; - y; mod n, i.e., A can get the same

result as in the real world.

Let View(414ea1) denote A’s view in the ideal world. We have View(41qea1) =
(), 7h, ..., ), where ! = g% ¥ . Hy(t)% ™. Hy(t)% mod n? for i € [1,k].

In Section 6.4.1, we have already proved the semantic security of m; against CPA.
Therefore, A’s view in real world, i.e., Viewspear) = (m1,72,..., 7)), is compu-
tationally indistinguishable from its view in the ideal world, i.e., View 4 1dea1) =

(71, 7, ..., 7). As a result, the proposed FedSky scheme is secure with the leakage

function L(P).
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6.5 Performance Evaluation

In this section, we study the performance of FedSky in terms of time consumption
and model accuracy. Particularly, first, we simulated 1000 heterogeneous workers
with different computational powers in a F-MCS environment. Then, we compare
the time consumption for the FedSky scheme across various experimental settings,
including the number of selected workers and the number of training rounds. Second,
with the simulated F-MCS environment, we deployed an object classification task
on the MNIST dataset with FedSky, and compared the model accuracy between
IID data and non-IID data. The details of performance evaluation are presented as

follows.

6.5.1 Experimental Setting

In our experiment, we simulated a F-MCS environment including 1000 heterogeneous
workers (i.e., K = 1000) with different computational powers. We assumed that P
follows the Gaussian distribution with 50 samples/minute as the mean value and sd
the as the standard deviation, where sd = 5 or 15 in the experiment.

P initialized an object classification task on the MNIST dataset [117]. The MNIST
dataset is a large database of handwritten digits commonly used for training image
processing systems. In the simulation, we assumed that every worker has N; hand-
written digits images, where N; also follows the Gaussian distribution with 500 as
the mean value as 50 as the standard deviation. Then, by following the experimental
setup in [77, 106], we designed two ways for distributing the training samples to the
workers.

e Independent and identical distribution (IID): There are ten classes (e.g., digits 0
to 9) in the MNIST dataset. In the IID setting, each worker is randomly sampled

N; images across the ten classes from the training dataset.
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e Non-Independent and identical distribution (Non-IID): In the Non-IID setting, each
worker is still sampled N; image samples, yet 70% of which come from a dominant
class and the remaining 30% belong to other classes. For instance, if N; = 500 for
a worker w;, then she owned 350 images from class “0”, while the remaining 150
images are randomly distributed among class “1” to “9”.

In each training round, P selects k workers from 1000 candidates by CG-skyline,
where k varies from 10 to 200 in the experiment. There are two constraints Con;
and Cony for NV; and P;, respectively. We set Con; = [100, +oc] and Cong = [10, +00].
In the experiment, the security parameter x is set to 512, i.e., |p| = |¢| = 512 and
n = 1024.

Moreover, we deployed a standard convolutional neural network (CNN) as the global
model. Particularly, in the CNN model, there are 3 convolution layers with ReLLU as
the activation function, followed by one fully-connected layer activated by Softmax
function. The hyperparameters for training the model are as follows: mini-batch size
is 50, number of epochs in each round is 10, the initial learning rate is 0.01 and 0.9
for learning rate decay, number of training rounds is 100. The designed CNN model
is implemented using the PyTorch API for the federated learning framework.

All the experiment is implemented with Python programming language conducted
experiments on a machine with an Intel(R) Core(TM) i7-6700 CPU @3.60-GHz,

16GB RAM and Windows 10 operating system.

6.5.2 FEvaluation Results

In this section, we describe the evaluation results in the experiments. Fig. 6.5
compares the running time (in second) for worker selection based on CG-skyline
technique with different k. The CG-skyline is performed in terms of N; and P;. For
each value of k, the experiment is conducted 10000 times and the average result is

reported. From Fig. 6.5, we can see that the running time increases as the increasing
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Figure 6.8: Breakdowns of overall running time for 100 training rounds in terms of
local training and data aggregation k = 10, 20, 50, and 100.

of k. Clearly, worker selection can be finished in a very short period of time (in the
order of 107*s to 1072s). Compared to the traditional FedAvg scheme, although
we add an extra worker selection phase in each training round, the efficiency of the
overall process is not affected.

Fig. 6.6 and Fig. 6.7 compare the running time (in hour) for each training round
between FedSky and FedAvg for different number of workers with sd = 5 and 15,
respectively. As mentioned in Section 6.1, we consider the synchronous training pro-
tocol, where no worker can proceed to the next training round until all the k& workers’
data have been uploaded in the current round. Each training round’s running time
is restricted by the worker who has the poorest computational power. Therefore, in
Fig. 6.6 and 6.7, the time required by the worker with the poorest computational
power is the running time for each training round.

Notably, the standard deviation sd represents the uncertainty and heterogeneity of
workers’ computational powers. The larger sd indicates the higher heterogeneity
among workers’ computational capacities. From Fig. 6.6 and 6.7, we can summarize
that, under all the experimental settings, the running time for each training round in

FedSky is lower than that in FedSky, indicating the efficiency of FedSky. Specifically,
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Figure 6.9: The performance comparison of the deep learning model between the
IID and Non-IID data settings with k = 10, 20, 50, and 100.

we can see that for FedAvg, the variance of running time is proportional to both the
number of selected workers k£ and the standard deviation for computational power
sd. Under the experimental setting of £ = 100 and sd = 15, the maximum training
time for FedSky can be as high as 6 hours. On the other hand, we notice that
neither the number of selected workers k nor the standard deviation sd can greatly
affect the performance of FedSky. For all the experimental settings, FedSky takes
about 0.2 hours to finish one training round, indicating the reliability and stability of
FedSky in terms of time consumption. The performance difference between FedSky
and FedAvg is even more significant as the increase of k£ and sd.

In Fig. 6.8, we compare the breakdowns of the overall running time for 100 training
rounds in terms of workers’ local training time and the platform’s aggregation time.
Same as [127], we found that for both FedSky and FedAvg, workers’ local training
time dominates the overall time consumption of the FL process. Especially in Fe-
dAvg, the F-MCS platform can perform data aggregation very quickly. However,
most of its time is wasted on waiting for the last worker to send the encrypted model
updates. For instance, in FedAvg, the actual computation time for the platform P
to aggregate and decrypt data only accounts for 5% to 13% of the whole time span.

In contrast, FedSky can greatly increase workers’ training efficiency and reduce P’s
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idle time. For instance, when k& = 100, P’s idle time will be decreased from 87%
(in FedAvg) to 79% (in FedSky). Overall speaking, by introducing an extra worker
selection phase, FedSky can select qualified workers in terms of local data size and
computational power. The time consumption of worker selection in FedSky is quite
low (in the order of 1072s to 10™*s). But the overall efficiency of the training process
can be greatly improved.

Fig. 6.9 shows the comparison of model performance with the different numbers of
selected workers for both IID and Non-IID settings. We can see that for both cases,
selecting more workers can lead to better classification accuracies. Besides, we notice
that when k& = 100, it takes only about ten rounds to achieve 96% target accuracy
in the IID setting. However, it takes about 100 rounds to achieve similar accuracy
in the Non-IID setting. Notably, data samples across mobile workers are usually
Non-IID in the real-world F-MCS scenarios. Hence, the F-MCS service needs more

training rounds to achieve a satisfactory result.

6.6 Related Work

6.6.1 Worker Selection in MCS

Worker selection is always a fundamental problem in MCS applications. Tong et al.
[104] proposed a micro-task allocation problem in spatial crowdsourcing. In their
study, they focused on the simple tasks any individual can perform with the smart
devices. Specifically, they used the online maximum weighted bipartite matching
problem as the baseline algorithm, and introduced a two-phase-based framework to
improve the baseline’s efficiency. Zhao et al. [142] studied a destination-aware task
assignment problem that concerns the optimal strategy of assigning each task to
proper workers. Consequently, the total number of completed tasks can be maxi-

mized while all workers can reach their destinations before deadlines after performing
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assigned tasks. Zhao et al. [143] focused on a novel spatial crowdsourcing problem,
namely predictive task assignment, which aimed to maximize the number of assigned
tasks by considering both current and future workers in a dynamic way. Zhang et al.
[137] proposed a privacy-preserving worker selection scheme for MCS platform based
on probabilistic skyline query over sliding windows. Their work can continuously se-
lect reliable workers in terms of working experience, expiry time, and trustability
without revealing workers’ sensitive information. Unlike the above studies, in this
chapter, we considered the worker selection problem under the F-MCS circumstance
where the task is complicated (e.g., image classification or object detection) and the

model needs to be trained across workers’ local datasets.

6.6.2 Privacy-preservation FL

Zhang et al. [127] proposed a homomorphic encryption-based scheme for cross-silo
FL. Instead of encrypting individual gradients, they encoded a batch of quantized
gradients into a long integer and encrypted it in one go. The experimental results
showed that the proposed method can significantly increase the training speedup
while reducing the communication overhead. Li et al. [54] designed a cross-silo
FL scheme to detect cyber threats in industrial cyber-physical systems based on
Paillier cryptosystem. Their system model contains one cloud server and multiple
physical infrastructures (i.e., workers). The cloud server aggregates the encrypted
model updates and sends the encrypted model to the workers. Each worker holds
the private key and decrypts the model to build a local intrusion detection system.
Mandal et al. [69] presented a privacy-preserving system for training linear and
logistic regression models. Their proposed model can guarantee data and model
privacy as well as ensuring robustness to users dropping out in the network. The
core of their training protocols is a secure multiparty global gradient computation

on alive users’ data. Their security goal is to protect the trained model from being
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leaked to the user, but we do not guarantee this assumption in our work. Overall,
most of the existing solutions focus on privacy-preserving data aggregation in cross-

silo FL system for different applications.

6.7 Concluding Remarks

In this chapter, we have proposed a privacy-preserving scheme for F-MCS applica-
tions, called FedSky. By extending the classic FedAvg algorithm, FedSky selects
qualified workers based on CG-skyline technique and securely aggregate model up-
dates for training the global model. Particularly, compared with FedAvg, our scheme
considers the workers’ dynamics and heterogeneous natures. It can significantly im-
prove the efficiency of model training process in F-MCS. Besides, we have designed
a novel privacy-preserving data aggregation protocol based on the additive HE sys-
tem. This protocol is exclusively designed for cross-device FL setting and requires
no interactions between workers during the model training process. Security analysis
demonstrates that the proposed scheme is privacy-preserving. Extensive experiments
have been conducted on a real-world image classification task. The comparison re-
sults validate the efficiency of worker selection and the robustness of FedSky against

heterogeneous workers.
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Chapter 7

Spatial-temporal Similarity based

Privacy-preserving Worker

Selection in MCS

7.1 Introduction

Up until now, we have proposed three privacy-preserving schemes for solving three
major challenges in MCS worker selection, namely the evaluation of workers’ trusta-
bility, dynamic worker selection, and the protection of workers’ sensing data regard-
ing their heterogeneous characteristics. In the following chapters, we will mainly
focus on privacy-preserving worker selection in terms of spatial-temporal matching.
As we discussed, MCS is a newly-emerged sensing paradigm where a group of workers
is selected to collect and share real-time data for a particular task [119]. For example,
the local government wants to recruit mobile workers to observe the local air quality
in an industry zone during the daytime; a real estate manager wants to hire mobile
workers to collect the noisy levels in a local community at night. In such cases, the

task requestor (i.e., the government or the real estate manager) needs to define the
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spatial-temporal information, including the task covering area and the time duration.
Usually, the task’s coverage area is relatively big (e.g., a local community), and the
task’s time duration is pretty long (e.g., 8:00 am to 5:00 pm). Therefore, it is
not possible for a single worker to cover the entire task area throughout the time
duration. Consequently, based on each worker’s moving area and the corresponding
time duration in the area, the MCS platform should select worker(s) who has a high
spatial-temporal similarity with the sensing task.

Fig. 7.1 shows a motivation example. There are three workers in the system, w;, ws
and wz. Each worker has his/her moving area and time duration. A task requestor
launches a MCS task with a given task covering area (i.e., the big circular area)
and time duration (8:00 am to 12:00 pm and 13:00 pm to 16:00 pm). From Fig.
7.1, we can see that w;’s moving area is totally enclosed in the task coverage area,
but their overlapping time duration is quite short (i.e., only 1 hour). For worker
wy, he/she has no spatial intersection with the task at all. For worker ws, although
his/her overlapping time duration with the task is long (i.e., totally 5 hours), there
is a smaller overlapping area than w;. There are two major challenges for the MCS
platform to select workers in such scenario. The first challenge is that the MCS
task’s budget is always limited, so not all the workers can be selected to perform
the task. Therefore, the MCS platform needs to accurately calculate the spatial-
temporal similarity between the sensing task and each worker and only selects the
workers with high spatial-temporal similarities. The second challenge is that, in
worker selection, it is inevitable for the task requestor and the workers to share
some of their sensitive spatial-temporal information, e.g., the moving area and the
corresponding time duration. Both the requestor and the workers may be reluctant
to participate in the task due to the potential privacy disclosure. Therefore, the MCS
platform should protect their spatial-temporal information while still select proper

workers effectively.
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Figure 7.1: A motivation example of a MCS platform with one task requestor, three

workers, and their corresponding spatial-temporal information.

Recently, numerous studies focused on worker selection in MCS applications [136,

132, 76, 102]. However, very few of them simultaneously address the two challenges

we mentioned above.

privacy-preserving worker selection in terms of the spatial-temporal similarity be-

tween the task and the workers. The overall contributions of this worker are three-

fold as follows.

e First, we propose a novel worker selection scheme in MCS services, where the
MCS platform can select qualified workers who have high spatial-temporal

similarity with the sensing task. Specifically, we provide the detailed definition

Aiming to fill this research gap, we study the problem of

and calculation of spatial-temporal similarity in MCS services.

e Second, we design a novel privacy-preserving approach to protect participants’
spatial-temporal information based on the modified Paillier encryption tech-
nique. In the proposed scheme, each worker does not need to provide his/her

moving area and time duration directly, while the cloud servers can still select

the proper workers effectively.

e Third, Security analysis shows that the proposed scheme can effectively pre-
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Figure 7.2: The system model under consideration in chapter 7.

serve the privacy of the participants’ sensitive information. In addition, we
build a custom simulator for performance evaluation. The experimental re-

sults validate the effectiveness and trustability of the proposed scheme.

The remainder of this chapter is organized as follows. In Section 7.2, we introduce
our system model, security model and design goals. In Section 7.3, we discuss the
definition of spatial-temporal similarity between workers and tasks. In Section 7.4
we propose our scheme in details. Then in Section 7.5 and Section 7.6, we present
the security analysis and performance evaluation, followed by the related work in

Section 7.7. Finally, we recap the conclusions in Section 7.8.

7.2 Models and Design Goals

In this section, we first formalize our system model and security model, and then

identify our design goals.

7.2.1 System Model

Our system model (see in Fig. 7.2) mainly consists of four entities, namely, a MCS

platform P, a task requestor R, a cloud platform with two servers {S;,S,}, and a
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group of participating workers W = {wy, ws, ... }.

e The MCS Platform P: P is the service organizer who is responsible for bootstrap-

ping the entire MCS system. Mainly, P registers task requestor and workers before
the sensing tasks start. Besides, P generates and distributes keys to different enti-
ties, so that a certain task can be completed cooperatively. After that, P just stays
offline.

e Cloud Servers {81, S2}: There are two cloud servers {51, S2} in our system model.

Essentially, S; and Sy will work together to select qualified workers based on the
spatial-temporal similarity between the workers and the sensing task. After worker
selection, {S1, Sy} collects the sensing data from the workers, and then sends the
data to the task requestor.

e Task Requestor R: In MCS services, R is the task initiator (e.g., government,

companies, or individuals). At first, R needs to define the spatial coverage area and
the time duration for the task, i.e., the task’s spatial-temporal information. Next,
R needs to send the spatial-temporal information to the cloud servers {S;,S,} for
worker selection.

e Workers W: W = {wy, ws, ... wy} are d participating workers who wish to conduct
the MCS tasks. Each worker randomly walks around in a specific local area for a
certain period of time and collects real-time sensing data. In this work, only the

workers with high spatial-temporal similarity with the sensing task will be selected.

7.2.2 Security Model

In our security model, we consider P and R are trustable. However, {S;,Ss} are
semi-honest, which means both of them strictly follow the protocol, yet may be
curious to learn R or W’s spatial-temporal information. For W, we assume that
they are strategic and selfish for maximizing their own profits. Hence, if a worker

provides dishonest information, he/she may have a higher chance of being selected.
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However, in this work, we deploy the reputation-based evaluation system to assess
and update workers’ trustabilities [136]. Only the workers with high trustabilities will
be considered. Therefore, from a long-term perspective, each worker should submit
their personal spatial-temporal information as accurately as possible. Besides, there
is no collusion between S; and Ss, and the task requestor R /workers cannot collude
with the two cloud servers either.

It is worth noting that outside attackers may exploit other vulnerabilities of the MCS
system, as this work focuses on privacy-preservation, those attack are beyond the

scope of this thesis and will be discussed in our future work.

7.2.3 Design Goals

Our goal in this chapter is to select reliable and suitable workers for conducting a
sensing task. Notably, the following objective should be satisfied.

e For the MCS task, each task requestor R is required to report the task’s coverage
area Area; and the task’s time duration 7¢. In our security model, we consider Area,
is non-sensitive information. This is because in a real-world MCS scenario, Area, is
usually a relative big and public area, such as a local community, the campus of an
university, or a shopping district. By only knowing Area;, S; and Sy can never know
the requestor’s daily behaviour or exact real-time location. However, we consider 7
is R’ sensitive information and should be protected from being disclosed. If 7 is
leaked during the worker selection, then {S;, Sa} can easily link 7, with Area, and
guess R’ task purposes. As a result, after many tasks, {Si,S2} can infer R’ daily
behaviours and routines by analysing the task purposes.

e For a worker w;, we consider both w;’s moving area Area,,, the time duration 7,,,
and the spatial-temporal similarity Sim,,,) are sensitive information and should be
protected from being disclosed. This is because the moving area Area,, is always a

relative small area, in which a person can be easily tracked. Besides, to be selected
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in the MCS services, w; need to report his/her Area,, and 7,, very frequently. It is
very easy for {S;1, Sy} to rebuild w;’s real-time locations and daily path by tracing
the spatial-temporal similarity Sim ).

In summary, our goal is to select qualified workers in the MCS platform while pro-
tecting the privacy of the sensing task’s time duration 7, and w;’s spatial-temporal

information Area,,, T, and Sim ).

7.3 Spatial-temporal Similarity between Works and

the Task

This section presents the spatial-temporal similarity, which is proposed in [138] as

contact similarity between trajectories.

Definition 7.3.1. A MCS task T is defined by the task requestor R, which contains
the task’s covering area Area; and time duration T,. For simplicity sake, in this work,
Areay is considered as a circle centering at (x4,y:) with a given radius Ry. Hence,

the equation of Area; can be represented as
(z — xt)Q + (y — yt)2 = R%- (7.1)

Besides, T is the time duration for the MCS task T. Notably, T, does not have to
be a continuous time period. It can be a combination of several time periods. For

example, in the example of Fig. 7.1, 7, = (8 : 00,12 : 00) N (13 : 00, 16 : 00).

Definition 7.3.2. A MCS worker w;’ spatial-temporal information consists of
his/her moving area Area,, and time duration T,, that w; is in this area. In this
work, we assume that each worker randomly moves around in Area,, and collects

the real-time MCS data during 7,,. Again, for simplicity sake, we consider Area,,
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is a circle centered at (T, Yu,) with radius R,,. Hence, the equation for Area,, is
(.%' - xwi)2 + (y - ywi)Q = RQZUZ (72)

Definition 7.3.3. Given a MCS task T ’s covering area Area; and a worker w;’s
moving area Area,,, if Area spatial overlaps with Area,, (denoted as Area;N Area,, #

0), then the intersection area ratio R:,,) between T and w; is
Rit ;) = ATea(s )/ Areay, (7.3)

where Areas ) is the intersection area between the Area; and Area,,. In this work,

we assume that 0 < Ry, < 1. Areay > Area,, for all the time, s0 0 < Ry, < 1.

Definition 7.3.4. Giwven a MCS task T ’s time duration 1, and a worker w;’s time
duration T,,, the overlapping time duration 7., between w; and T can be

calculated as

Tw) = Y, T (7.4)

TCTt\Tw;
Example 7.3.1. Let consider the example in Fig. 7.1 where 7, = (8 : 00,12 :
00) N (13 : 00,16 : 00) and 7,, = (10:00,11:00). We can simply get T(4.,,) = (10 :
00,11 :00) =1 hour.

Definition 7.3.5. Given a MCS task T and a worker w;, the spatial-temporal
similarity Sim,,) between worker w; and the sensing task T can be calculated as
[158]:

STmit ;) = 1— (1 — R(twi))ntvwi). (75)

We assume that R .,) indicates the probability that w; spatially overlaps with the
task 7 per unit time. Therefore, (1 — R(sw,))"®* denotes the probability that w;

does not spatially overlaps with 7 during the period time 7(,,). Consequently,
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Time | Time Slot 7; | Time Slot 7, | Time Slot 73 | Time Slot7, | Time Slot7s | Time Slot g | Time Slot 7, Time Slot 7g
Time Duration Slots 8:00-9:00 | 9:00-10: 00 10:00-11: 00 | 11:00-12:00 12:00-13:00 13:00-14:00 14:00-15:00 15:00-16:00
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(a) Time duration for the task and workers (b) Overlapping time duration calculation table between the task and workers

Figure 7.3: An illustration of calculating the overlapping time duration between the
task and three workers.

1 — (1 —=R,w,)) ™" means the probability that w; spatially overlaps with 7 for time
duration 7(su,), i-e., the spatial-temporal similarity between w; and 7. More details

about the contact similarity can be found in Appendix A.

7.4 Owur Proposed Scheme

In this work, P securely selects workers based on the spatial-temporal similarity
Sim ). Given the fact that, f(t,w;) = (1 =R w,)) @ has the same monotonicity
with f (t,w;) = Te,wy) - In(1 — Rig,w,)), we design our scheme with the four phases as

follows.

7.4.1 The System Initialization Phase (SysInit)

At first, P runs Paillier.KeyGen(r) to generate public key pk = (n,g,h = g° mod n?)
and secret key sk = s. Next, P generates s; and sy such that s; + so = s. After
that, P distributes pk to the task requestor R and workers W, and then distributes
s1 and sy to 81 and Ss, respectively. Besides, P splits a day into v different time
slots, i.e., Te1oe = {71,72,...,7p}. For example, if v = 24, then each time slot
represents 1 hour time duration. Then, P creates a table with v columns, in which
each column indicates if the corresponding time slot is covered by 7, or 7,,. This
table will be distributed to both R and W, and will be used for overlapping time
duration calculation. After initializing the entire system, P just stays offline and

will not participate in the MCS services.
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7.4.2 The Task Launching Phase (TaskLun)

For each time slot 7; € T8, R first chooses a random number 7; € [1,n/4], and

then given pk = (n, g, h), R calculates ¢; = (C(; 1), C(j2)), where

Cjy = g™ mod n?,
C]' = (76)

Cj2) = b (1 4+ m; - n) mod n®.

Here, m; = 1 if 7; C 7, and m; = 0 otherwise. Next, R adds each ¢; into the j-th
column in the overlapping time duration calculation table (see the first two rows in
Fig. 7.3 (b)). Finally, R sends Area, and the overlapping time duration calculation
table to &;. After that, S; distributes Area, and the table to all the active workers

who want to perform the sensing task.

7.4.3 The Local Calculation Phase (LolCal)

For worker w;, after receiving Area, and the overlapping time duration table, he/she
will first calculate the intersection area Area ,,). We need to calculate the intersec-
tion area Area( ) for the following two cases (as see in Fig. 7.4). In the first case
(e.g., wy), Area,, is totally enclosed in Areay, hence Area(,,,) = Area,, = - R .

In the second case (e.g., ws), Areaj .,) = Ai + As, where

Ay =2 [ \/RE— 22w,

(7.7)
Ay =2 dd_lR VR — (x— d)dx.
wo T
Here, d = \/(@s — )2 + (Y6 — Yus)% i = W. After that, if Area ) # 0,
w; will calculate 3; as
Bi = 110" - In(1 — Rz ay))| = [10° - In(1 — Area(s ) /Areas)]. (7.8)
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Here, we retain In(1 — R(;,w,)) to 5 decimal places, and 10% is a scaling coefficient
which converts In(1 — R w,)) to a positive integer in Z,. Next, w; generates a time
slot index set C,, such that C,, = {j|7; C 74, }. In the example of Fig. 7.3 (a),
Cw, = {3}, Cy, = {2,3,4,8}, and C,, = {1,2,3,4,5,8}. Then, w; calculates

Cy; = (C(wi,1)> C(w,-,?))a where C(wi,l) = HjG(Cwi C(jJ) and C(wi,Q) = Hje(cw C(jg), i.e.,

Clw,1) = g€ " mod n?,

(7.9)

(14 m; - n) mod n.

Cluny = W57 ]

j€Cu,

After that, w; calculates ¢,, = {5(%1), é’(wi,g)} where 6(%1) = C’(ﬁi ) and é(wi,g) =

wi,1

0521-,2)‘ So we have

Cluny = g7 =17 mod n?,

(7.10)

Gy = W D600 Tl (14, - )% mod

Finally, w; sends ¢, = {é(wi71)7 5(%2)} to the cloud S;.

7.4.4 The Similarity Comparison Phase (SimComp)

For each sensing task, &; first randomly chooses two numbers a,b € [1,n/4], which
can be used to protect workers’ similarities from being decrypted by S;. After
receiving ¢, from w;, S; then calculates ¢, = {C(a1), Cla,2)} Where Ciq 1) = 5’&1 0

and C(g2) = 5’?

wi2)) 1€

Cloy = g™ 595" mod n?, (7.11)

Cla2) = h P aiecu; T ] (1 +m; - n)*P mod n?.

JECu,
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After that, S; chooses a random number r; € [1,n/4] and calculates ¢, = {C1), Cp.2)}

such that

Cip1) = ¢" mod n?
(7.12)

Cio2) = h"i(1 +b-n) mod n*.

Moreover, &; computes cqy = {Cap1); Cap2)} such that Ciep1) = Ca1) - Cip1y and

Clav2) = Clap2) - Cp2). Here, let © = H]E(Cwi(l +m; - n)*? mod n?, we have

a-fi-p s ri+T;
Clavy) =9 Prjecs, T mod n?,

(7.13)
Clab2) = i iecy; AT g (1+b-n) mod n?

Next, S partially decrypts cq by computing ¢;, = {5(*11)1,71), ~E’<wi’2)} based on modi-
fied Paillier PKE. So we have

ézkwi,l) = Claby) = g P aecn T mod 2,
(7.14)

5«* _ ~é(ab,2) _
(wq,2) (Clap,1))*1 gsl‘(a'ﬁi'zjecwi T+

_ p* P EieCu; 0. (14bn)

mod n?.

After that, S; sends ¢, = {éﬁkwi,l)v OEkwi,2)} to S;. Upon receiving ¢;, , S computes
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M, = ) such that
Y (Cruay)?’

ha.ﬁi.sz(Cwi it . @ . (1 —+ b . n)
gsl'(a'ﬁi'zjecwi TitTi) 952'(a'5i'2j€@wi ri+7;)

M, = mod n?

haﬂi'zjecwi ritri 6. (1 +b- n)
9(81+52)'(a'/3i'2j€(cwi rj-i-m)

mod n?

RS L (1 )

2
= gs'(“'ﬁi'za‘ecwi ) mod n

(7.15)
- ha'ﬁi'ZjGCwi Tt O. (1 +5b- n)

2
= mod n
ha-ﬁi.zjecwi ri+r;

=0-(1+b-n)modn?

= H (L+m;-n)*" . (1+b-n)mod n’.

F€Cu;

Based on Section 7.4.2, m; can be either 1 or 0 depending on if 7; C 7, or not.

Therefore, we can write M,, as

Mwi — (1—|—n)l"'a'ﬁi'(1+b-n)
=(+l-a Bi-n)-(1+b-n) (7.16)

=(1+b-n+1l-a-pB-n)modn?

where [; is the number of the cases that m; = 1. Based on Definition 7.3.4, [; is

the number of overlapping hours between 7, and 7, i.e., l; = T4 .,). Moreover, S,

— _ 2
computes M, = L(M,,) = w, so we have

—~

My, = @ T - 110° - In(1 — Regy)) | + b (7.17)

We can see here, due to the existence of random numbers a and b, S cannot know
T(tw;) * UOE’ . ln(l — R(t,wi))J-

Finally, S; receives {Mwl, Mm, ce M, .} from all the d workers in W, and selects the
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top-k workers based on spatial-temporal similarity Sim ,,) for & > 1. Specifically, it
is easy to know that Mwi and (1—R,w,)) " have the same monotonicity. Therefore,
the worker w; who has a larger value of ]T/[/wi will have a smaller value of Sim )
(i.e.,; I = (1 = Reguw,)) ®v). Consequently, S, can find the top-k workers ranked by

M,,, in an ascending order. And the k£ workers will be selected to perform the MCS

task.

7.5 Security Analysis

In this section, we analyse the security properties of the proposed scheme. Particu-
larly, based on the designed goals in Section 7.2.3, we will prove that the task’s 7,
and each worker w;’s 7,,, Area,, and Simy ,,) are privacy preserving in the whole
process of worker selection.

e Privacy preservation of task’s time duration 7¢: In the TaskLun phase, after re-
ceiving the overlapping time duration calculation table (i.e., (¢1,¢2, ..., ¢,)), both &
and w; may try to infer if the plaintext m; from ¢; is 0 or 1 for j € [1,v]. How-
ever, neither of them can link ¢; with m; = 0 or m; = 1 according to the semantic
security of modified Paillier PKE [10]. Besides, 7, does not appear in the LolCal
and SimComp phases. Instead, worker w; calculates 7 .,) based on 7y and encrypts
T(t,w;) 0 those two phases. Therefore, ¢ is privacy-preserving in the whole process
of worker selection.

e Privacy preservation of worker w;’s time duration 7,,, and moving area Area,,: In
the proposed scheme, worker w; does not use his/her time duration 7,, and moving
area Area,, directly. Specifically, w; will first check all the time slots to see if a
particular time slot 7; is included in 7,,. Next, w; multiplies all the corresponding
¢;(s) and computes ¢,, = {6’(%1), 5(11,1.72)} where é(wi,n = C’(ﬁ;hl) and é(wi,z) = C’(ﬂ;hz).

Besides, w; will calculate the intersection area ratio R .,) and then apply it in the
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Figure 7.4: An illustration example of calculating the intersection area ratio R u,)
between the task and two workers w; and ws.

calculation of ¢,,. Based on the homomorphic properties of the modified Paillier
PKE, ¢,, can still be considered as a valid ciphertext. So neither S; nor S, can
discover useful information about 7y and R(s.,), not even mention 7,,, and Area,,.
e Privacy preservation of the spatial-temporal similarity Sim ,,): In our scheme,
S; or Sy only keeps part of the secret key (i.e., s; or sy). Therefore, given the
assumption that the two cloud servers do not collude with each other, §; can only
partially decrypt the ciphertext and cannot discover any information about Simy ).
In addition, &; introduced two numbers a and b in SimComp phase. Therefore, Sy
can only decrypt Mwi = Q- T(euw,) " |10° - In(1 — R¢,w;))] + b and compare workers’
spatial-temporal similarities. Given the fact that a and b are secretly kept by Sy, So
can never know the value of each worker’s Simy ).

Overall, the task time duration 7, and worker w;’s spatial-temporal information (i.e.,
Tw,, Area,,, and Sim ,,)) are privacy-preserving and not disclosed to other entities

in the proposed scheme.
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7.6 Performance Evaluation

In this section, we study the performance of the proposed worker selection scheme
using a custom simulator built-in Python. Particularly, we simulate a MCS task
T = (Areay,7), where we set Area, = 1000 m? and 7, = 12 hours. Moreover,
we simulate 1000 heterogeneous workers with different spatial-temporal information.
For each worker w; where i € [1,1000], we assume that the overlapping area Areays u,)
follows the Gaussian distribution with 100 m? as the mean value and 50 m? as the
standard deviation. In addition, the overlapping time duration 7(,,) is set as a
random number in the range of [1, 12]. Besides, in the experiment, we set k = 512,
thus |p| = |¢| = 512 and |n| = 1024. We implement the simulator in Python
and conduct the experiments on a Windows 10 machine learning with an Intel(R)
Core(TM) i7-6700 CPU @3.6-GHz, and 16GB RAM. All the experiments are run
10000 times and the average results are reported.

To evaluate the proposed scheme, we also implement two other approaches as the
baselines for comparison purposes. They are (1) Time First approach and (2) Area
First approach. Specifically, in the Time First approach, the MCS platform first
ranks the workers based on the overlapping time duration 7, and selects the
workers with top 7 .,) values. On the other hand, in the Area First approach, the
platform selects workers only based on the intersection area Area ,,) between the
task and the workers.

Let Wse1 = {w1,ws,...,wi} denote the group of k workers selected by different
approaches. Essentially, W is the group of top-k workers either by Area ., (i-e., in
Area First approach), 74w, (i.e., in Time First approach), or Sim( ) (i-e., in our
proposed scheme).

In the experiment, first, we define two simple evaluation metrics, namely the overall
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worker selection scheme with two baseline approaches.

147



spatial coverage Area,;; and the overall temporal coverage 7,11, where

u
Areas; = ), | Areag ),

(7.18)

u
Tall = Zz’:l T(t,w;)-

Here, we know that Area,;; and 7.;; indicate the overall spatial- and temporal-
coverage for the task by all the selected workers. From Fig. 7.5 (a) and (b), we
can see that, both the Time First and the Area First approaches only consider one
dimension in selecting the qualified workers. Therefore, although the Time First
approach can occupy the longest time duration for the sensing task, it only covers
the minimal spatial area. Similarly, the Area First approach can cover the maximal
sensing area, but it shows the worst performance in temporal coverage. The low
spatial- or temporal-coverage may lead to poor data quality, such as incomplete data,
inaccurate data, or useless data. However, our proposed scheme considers spatial and
temporal information simultaneously. It can achieve high spatial-coverage as that
in the Area First approach and high temporal-coverage as that in the Time First
approach, which guarantees the high quality of the sensing data.

Next, we set a spatial lower boundary Areayq..q and a temporal lower boundary 7young-
We select the top-200 workers (i.e., Wse1 = {w1, ws, ..., wago } ) based on three different
approaches. We say a worker w; satisfies the two boundaries if Area ,,,) > Areayou
and T(yuw;) = Toouna- 1hen, we check how many workers in Wi, satisfy both the
spatial lower boundary Areap.,g and the temporal lower boundary 7young. In Fig.
7.5 (c), we set Toouna = 6 hours and Areapq,q varies from 50 to 200 m?. In Fig. 7.5
(d), we set Areapoua = 100 m? and Tpouna varies from 2 to 12 hours. From both
Fig. 7.5 (c) and (d), we can see that our proposed scheme outperforms the other
two baselines. Particularly, our scheme can select much more qualified workers under
different spatial and temporal boundaries. Given the same task budget, our approach

can select more reliable workers and provide more trustable sensing data.
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7.7 Related Work

Zhu et al. [148] studied the problem of mobile vehicle selection in MCS to collect
maximum data in urban environment based on future mobility. They first formu-
lated the recruitment problem as a maximum data limited budget problem. Then, a
deep learning-based framework based on mobile vehicles is proposed to collect sens-
ing data in real-world application scenarios. The deep learning algorithm can predict
vehicle mobility for a future time period in an offline manner. Next, they designed a
greedy online algorithm to select vehicle with a limited budget for the NP-complete
problem. Extensive evaluations are conducted on real-world datasets to validate
the efficiency of the proposed solution. Hu et al. [42] studied a combinatorial pin-
ning zero-determinant strategy for achieving the cost-efficient worker selection in
MCS. By considering the spatial diversity and temporal dynamics of MCS partici-
pating workers, their proposed method can minimize the total expected utilities of
the workers throughout all sensing regions for each time interval, without affecting
workers’ strategies. In addition, the designed method extends the application sce-
narios of the classical zero-determinant strategy from two-player simultaneous-move
games to multiple-heterogeneous-player sequential move ones. Yu et al. [125] stud-
ied the problem of cost-minimizing task allocation problem with spatial-temporal
factors in MCS. In specific, the MCS platform provides a set of tasks with different
locations and time slots. The platform plans to select the optimal workers based on
the spatial-temporal information to achieve the minimum cost. The authors proved
that it is a NP-hardness problem. Next, a classical primal-dual algorithm was pro-
posed by a heuristic algorithm. Extensive simulations are deployed to verify the
effectiveness of the proposed algorithm. Kong et al. [51] exploited the worker selec-
tion problem by designing a spatial-temporal incentive mechanism for smartphone
users. They first utilize the logistic regression algorithm to mine user preferences

from historical information. Next, a sub-module approximation approach was devel-
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oped to solve the worker selection problem. Moreover, the authors designed a winner
auction algorithm based on the reverse auction mechanism to avoid the critical pay-
ment allocation issue. The performance of the proposed algorithms are evaluated by

both theoretical analyses and extensive simulations.

7.8 Concluding Remarks

In this chapter, we have proposed a privacy-preserving top-k worker selection scheme
in terms of spatial-temporal similarity in MCS services. First, we introduced the def-
inition and calculation of spatial-temporal similarity between participating workers
and the MCS task in terms of intersection area ratio and overlapping time duration.
Next, we designed a privacy-preserving approach for protecting participants’ sensi-
tive information based on the modified Paillier encryption technique. Particularly,
the workers do not need to directly provide their moving area and the corresponding
time duration in the moving area, where the MCS platform can still select qualified
workers for the task. In our approach, the task requestor’s temporal information and
the workers’ spatial-temporal information are protected and will not be disclosed to
other parties. Finally, we validated the reliability of our proposed scheme by exper-
imental results with different scenarios. For future work, we will study the problem

of achieving the maximal spatial/temporal diversities in MCS applications.
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Chapter 8

Privacy-preserving Worker
Selection in MCS over

Spatial-temporal Constraints

8.1 Introduction

In the previous chapter, we proposed a privacy-preserving worker selection scheme re-
garding the spatial-temporal similarity between workers and the MCS task. Aiming
at extending the research scope of the previous chapter, in this chapter, we study
privacy-preserving worker selection problem in terms of the spatial-temporal con-
straint. Typically, each MCS task is requested at a given location and is constrained
by a certain time interval. The workers need to physically move to a particular
location during the valid time interval to complete the task. Therefore, the MCS
platform should select suitable workers for each task from the perspective of both
spatial and temporal constraints.

e Spatial constraint. For the assignment of each work, the task requestor needs

to provide some incentives to the selected worker after he/she successfully completes
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the task. The incentives are usually monetary or in-kind rewards that can engage
and motivate workers for providing timely and high-quality services. There are
numerous existing studies focusing on identifying how many incentives should be
given to each worker. A commonly-agreed approach is that the incentive should
at least cover workers’ costs during the conduction of the MCS task. The costs
include cognitive resources, device battery, and the traveling costs [47]. In this
work, similar to [112, 91], we assume that the incentive provided for each worker
is proportional to his/her traveling distance. In addition, for each MCS task, the
requestor’s budgets are limited. The task requestor wants to select workers that are
closer to the sensing location, so that they require lower incentives. The distance
workers may not be considered. Therefore in this work, each task requestor needs to
predefine a maximum distance (i.e., a maximum price of the incentive) where only

the workers within this area can be selected.

@ --- MCS Task Location

@ --- Worker’s Location

D (x2,52)
@ . O --- Task Selection Area

Wz o [
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Figure 8.1: An example of spatial-temporal constraint based worker selection over a
sequence of activities.

e Temporal constraint. Usually, an MCS task is highly time-related. For example,
a task requestor wants to check if there is any available parking spot from 12:00 pm to

1:00 pm in a busy shopping district. A driver wants to evaluate the traffic congestion
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situation from 4:30 pm to 5:00 pm on a crowded street. Real-time sensing data
should be collected specifically during the given time period, otherwise, the sensed
information may be useless for the task requestors. Therefore, it is essential to make
sure that the time when the worker can arrive at the sensing location falls within
the range of the task’s time duration. On the other hand, in [16], the researchers
observed that the workers dynamically move towards some directions, and they only
prefer to accept the tasks along their scheduled path. In other words, the workers
do not want to wait for a long time to perform the task, which will certainly affect
their original plan. Therefore, the MCS platform should take the temporal factors
into consideration as well and should assign MCS tasks to the most suitable workers
based on the spatial-temporal constraints.

A motivating example is shown in Fig. 8.1 to demonstrate how spatial and temporal
constraints are being considered in a real-world MCS service.

In Fig. 8.1, there is an MCS task 7 initialized by a task requestor and five MCS
workers {wy, ..., ws}. The spatial-temporal information for both 7~ and the workers
are shown in the table. Task T is associated with a specific location (z,y;), a valid
time duration (ts,t.), and a maximum covering distance Ry, e.g., 71 is to monitor
the traffic situation on a busy street from 7:00 am to 9:00 am. Each worker reports a
location and the corresponding time arrived at the location in advance. For example,
worker w; will arrive at location (z1,y;) at t; = 10:00 am. The MCS platform needs
to allocate the task to the workers who meet both the spatial constraint and the
temporal constraint. In particular, from the figure, it is easy to tell that workers
w3, wy, and ws meet the spatial constraint since their distances to the sensing location
are smaller than the maximum sensing coverage R;. Furthermore, let us assume that
it will take 10 mins, 5 mins, and 10 mins for workers ws, w4, w5 to travel to the task
location, respectively. Then, the arrival times for them are 8:10 am, 6:05 am, and

10:10 am. Consequently, we know that only ws meets the temporal constraint of
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the sensing task since her arrival time 8:10 am falls within the range of the task’s
duration (i.e., 7:00 am to 9:00 am). For worker wy, her arrival time is 6:05 am,
which means that w4 needs to wait for nearly 1 hour before the task starts. The long
waiting time stops w, from participating in the sensing task. On the other hand,
ws’s arrival time is 10:10 am, even 1 hour after the task is finished. Therefore, ws
is not a suitable candidate either. In conclusion, worker ws is the only participant
who meets both the spatial and temporal constraints for the sensing task.

Rather than the spatial-temporal factors, another major issue that prevents the work-
ers from taking part in the sensing tasks is the potential privacy disclosure. As we
see in the previous example, both the task requestor and the workers need to submit
their accurate spatial-temporal data, which contains sensitive personal information
and can be used by attackers to infer a person’s daily routine and life activities [140].
Essentially, the MCS platform should protect workers’ sensitive spatial-temporal in-
formation while still selecting suitable workers based on the spatial-temporal con-
straint.

To address the above problem, we propose a novel privacy-preserving scheme for
worker selection based on the spatial-temporal constraints. The overall contribu-
tions of this work are three-fold. First, we formally propose and define a practical
worker selection scenario in MCS services where workers should meet both the spatial
and temporal constraints. Second, we design a symmetric homomorphic encryption
(SHE) [144, 68] based privacy-preserving worker selection scheme, which can protect
participants’ sensitive information from being disclosed. Third, we conduct extensive
experiments to validate the effectiveness of the proposed scheme.

The roadmap of the rest of this chapter is organized as follows. In Section 8.2,
we describe our system model, security model, and design goals. In Section 8.3,
we recall the symmetric homomorphic encryption approach and demonstrate the

proposed scheme in detail. In Section 8.4 and 8.5, we discuss the security analysis
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and evaluate the performance of the designed scheme, respectively. In Section 8.6, we
introduce some related work. In Section 8.7, we recap the conclusions and propose

some potential research directions as future work.

8.2 Models and Design Goals

In this section, we formalize our system model, security model, and identify our

design goals.

8.2.1 System Model

MCS Workers

© Registration, Authentication, and Key Distribution
® Temporal & Encrypted Spatial Information Submission

© Worker Selection by Spatial-temporal Constraints

Figure 8.2: The system model under consideration in chapter 8.

As shown in Fig. 8.2, the system model in this work mainly consists of four entities,
namely, a MCS platform P, a task requestor R, a cloud platform with two servers
{S1, 82}, and a group of participating workers W = {wy, ws, ... }. Primarily, there
are steps in the overall workflow of the proposed worker selection scheme. The MCS

platform first authenticates the identities of both the workers and the task requestors,
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and then registers them in the system. Next, the task requestors and the workers
need to send the encrypted sensitive information to the cloud servers. Finally, based
on spatial-temporal constraints, the cloud servers can select suitable workers for the
task. The details of each entity are described as follows.

e The MCS Platform P: P is the service provider who is responsible for bootstrap-

ping the entire MCS service. Essentially, P registers both the task requestor and
workers before the sensing tasks start. Besides, P generates and distributes keys to
different entities, so that a certain task can be completed cooperatively. After that,
P just stays offline.

e Cloud Servers {S1,S2}: There are two cloud servers {5y, S2} in our system model.

Basically, S7 and Sy work together to select qualified workers who meet both the
spatial and temporal constraints as we mentioned earlier. After worker selection,
{81,82} collect the sensing data from the workers, and then send the data to the
task requestor.

e Task Requestor R: In MCS services, the task requestor R is the task initiator

(e.g., government, companies, or individuals). Before each task begins, R needs to
define three attributes, L., 7, and R,. Here, L, = (z,y:) is the task location in
the 2-dimensional space; 7, = (ts, %) is the task’s time duration where ¢, and ¢,
are the start time and end time for the task, respectively; R. is the radius of the
maximum covering area for the task. Next, R needs to encrypt sensitive spatial-
temporal information and then sends the encrypted data to the cloud servers for
worker selection.

e Workers W: W = {wy,ws, ...} are the participating workers who wish to perform
the MCS tasks and earn some rewards. Each worker w; needs to submit his/her
location L,,, = (x;,y;) and the corresponding time t,, when w; will arrive L,,.
Similarly, each worker w; will encrypt the sensitive personal information and then

send the encrypted information to the cloud servers. In this work, only the workers
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who meet both the spatial and temporal constraints will be selected by the MCS
platform for conducting the task. After being selected, each worker will physically

travel to the task location and start collecting real-time sensing data.

8.2.2 Security Model

In our security model, we consider P, W and R to be trustable. However, we
consider the two cloud servers {S;,S2} to be semi-honest. In other words, &; and
Sy will strictly follow the protocol, yet may be curious to learn R or W’s spatial-
temporal information. For W, we assume that they are selfish to maximize their
own incentives. Hence, if a worker provides false information, he/she may have
a higher chance of being selected. However, similar to [136], we assume that the
reputation-based evaluation system is used to update workers’ trustabilities. Only
the workers with high trustabilities can be considered by the system. Therefore,
from a long-term perspective, each worker should honestly submit their personal
spatial-temporal information as accurately as possible. Besides, there is no collusion
between S; and S;. In addition, neither the task requestor R nor any worker can
collude with the two cloud servers.

It is worth noting that outside attackers may exploit other vulnerabilities of the MCS
system, as this work focuses on privacy preservation, those attacks are beyond the

scope of this thesis and will be discussed in our future work.

8.2.3 Design Goals

Overall, the goal of this work is to securely and efficiently select workers for an MCS
task who meet both the spatial and temporal constraints. Specifically, the following
objectives should be satisfied.

e Privacy: In the system model, the task requestor R and the workers W are

required to submit both their spatial information and temporal information to the
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cloud servers. In our security model, we assume that the cloud servers cannot track a
person’s daily life and infer his/her personal routine as long as the temporal and the
spatial information are not leaked at the same time. More specifically, for simplicity
purposes, we consider that both R and W'’s spatial information (i.e., Ly and L)
are sensitive and should not be disclosed to the cloud servers. On the other hand,
their temporal information (i.e., 7, and t¢,,) are not private and can be submitted
in their plaintext. The rationale behind this assumption is that in a real-world
MCS scenario, a participant’s temporal information is more likely to be random.
Therefore, an attacker cannot get any useful information by only knowing the time.
However, the spatial information is often fixed and contains more contextual insights
about a person’s behaviour. For example, by knowing a person’s exact location
(e.g., office, shopping district, hospital, home, school, gym, etc.), an attacker can
easily guess the victim’s occupation, habit, daily behaviour, educational background,
health condition, and incoming even without any knowledge about the corresponding
temporal information [140]. In a nutshell, in our security model, we consider the
spatial information as sensitive and should be protected. The temporal information
is non-sensitive and can be leaked by other entities.

e Spatial-temporal Constraint based Worker Selection: Here, we formally

define the spatial constraint and temporal constraint for worker selection.

Definition 8.2.1. (The Spatial Constraint): An MCS task can be denoted as
T = (L4, 74, Ry), where Ly = (x4,y:) is the task location, T, = (ts,t.) is the task’s
time duration, and R is the radius of the mazimum covering area. For a given
worker w; = (Ly,, tw,, Vu;) where Ly, is the worker’s location, t,, is the time when
w; will be in L,,, and vy, 15 w;’s travel speed. We say that w; meets the spatial

constraint with T (denoted by w; Ny T #0) if

d’iSt(Lt, sz) = \/(Qit — xi)Q + (yt - yz)2 < Rt. (81)
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Definition 8.2.2. (The Temporal Constraint): Given an MCS taskT = (Ly, T4, Ry)
and a worker w; = (L, , tw,, Vu,), first we can calculate the time tew;, 1) when w; can

arrive at the task locatin L, as

dist(Ly, Ly,

H) =t + e ), (8.2)

(3

Next, we say w; meets the temporal constraint with T (denoted by w; Ny T # 0) if
te < tw, 1) < te, then it is easy to get

U, * (ts — tw;) < d48t(Ly, Lyy,) < Uy, - (te — to,)- (8.3)
Definition 8.2.3. (Worker Selection over Spatial-temporal Constraints):
Given an MCS task T = (L, 74, Rt) and a large group of workers W = {wy,ws, ... },
the problem of spatial-temporal constraint based worker selection is to assign T with a
set of workers Wy C W, such that for Vw; € Ws, w; meets both the spatial constraint
and temporal constraint, i.e., w; Ny T # O and w; N, T # (). Based on Eq. (8.2) and
Eq. (8.3), we know worker w; meets both the spatial and temporal constraints with

the sensing task iff
Ay < dist(Ly, Ly,) < min (R4, Ag), (8.4)

where Ay = vy, + (ts — ty,) and Ay = vy, + (te — ty,)-

e Efficiency: In the real-world MCS services, both the workers and the task arrive
at/leave the system in a streaming manner. Due to the highly dynamic nature
of MCS participants, the decision of worker assignment should be made as fast as
possible. In addition, to preserve participants’ privacy, certain encryption approaches
should be applied, which will bring extra computation and communication costs.
Therefore, our proposed scheme should include some effective filtering algorithms to

enable efficient worker selection in a real-time fashion.
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8.3 The Proposed Scheme

In this section, we describe the proposed scheme based on the symmetric homomor-

phic encryption (SHE).

8.3.1 Privacy-preserving Worker Selection

Given the definitions of spatial and temporal constraints in Section 8.2.3, we design

our privacy-preserving worker selection scheme as follows.

8.3.1.1 System Initialization

At first, the MCS platform P registers all the task requestors and workers by verifying
their identities. Next, P runs the key generation algorithm KeyGen(ko, k1, k2) to
create the public parameters pk = (ko, k1, k2, N') and the secret key sk = (p, L).
Next, P sends the secret key sk to the task requestor, workers, and the second cloud
S,. After initializing the entire system, P just stays offline and will not participate

in the real-time MCS services.

8.3.1.2 Encrypted Information Submission

In this phase, both the task requstor R and the workers need to submit the encrypted
information to the cloud servers for worker selection. The details of this phase are
discussed as below.

e For the Task Requestor R: Given an MCS task T = (L, 7, Ry) where Ly = (x4, ys)
and 7, = (ts,%.), R needs to protect the spatial information (i.e., x, and y;) from
being disclosed, while the temporal information (i.e., t; and ¢.) can be transmitted

in plaintexts. Specifically, using the secret key sk generated by P, R prepares C; as
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follows: p

¢ = E(xf 4 7)

2
I

co = E(xy) (8.5)

(3= E(ys)-

After that, R sends (Cy, 7y, Ry) to the cloud server Sj.

e For the Worker w;: Similarly, for each worker w; = (Ly,, tw,;, Vw,), he/she only
needs to encrypt the spatial information (i.e., L, ) whereas both ¢, and v,, can be
disclosed to the cloud servers. In particular, given the secret key sk generated by P,

w; calculates Cy, as follows:

Next, w; distributes (Cy,, tw,, Vw,;) to the cloud server S;.

8.3.1.3 Spatial-temporal filtering for Candidate Selection

After receiving all the information from both the task requestor R and the workers,
the cloud server §; can perform some pre-filtering processes to filter out the unqual-
ified workers based on the submitted plaintexts. Consequently, S&; can accelerate
the overall speed of the worker selection procedure, which is extremely significant in
real-world MCS services.

Scenario 1 Task Duration Scenario 2

timeline

tw, t'y, ts te  tw, i

Figure 8.3: The illustration of the two filtering scenarios

In particular, given a task 7, a worker w; and their submitted plaintexts, S; can
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check the following two scenarios:

Scenario 1: Ry < wy, - (ts — tw,) = Ay
(8.7)

Scenario 2: t,, > t..

If w; meets any of the above two scenarios, then w; can be excluded from being
considered as the potential candidate. Otherwise, S; needs to follow the steps in
Section 8.3 to select the workers who meet both the spatial-temporal constraints.

Next, we prove the correctness of the filtering process as follows.

diSt(Lt ’Lwi )

Va,;

Proof: Given Eq. (8.2), we know that worker’s arrival time #(,, 7) = tw, +
Therefore, let ¢, = t,, + %, if w; meets the spatial constraint (i.e., dist(Ly, Ly,) <
Ry), it is easy to get tu, < tw,7) < t,. On the other hand, we know if w;
meets the temporal constraint, then based on Eq. (8.3), we have vy, - (ts — ty,) <

dist(Ly, Ly,) < vy, - (te —ty,). Therefore, it is easy to get ts < t,, + % <t.,

which means t, < t(,, 1) < t.. In other words, the time duration [t,,,t,, ] should
overlap with the task time duration [t,,t.]. There are two scenarios that w; does
not meet this condition, which are shown in Fig. 8.3. In conclusion, if w; meet any
of the two scenarios in Eq. (8.7), he/she will not be selected as the candidate for

performing the task due to w; does not meet either the spatial/temporal constraint

or both constraints.

8.3.1.4 Spatial-temporal Constraints Evaluation

After filtering out all the unqualified workers, &1 needs to find the workers from the
rest of the candidates who meet both the spatial and temporal constraints.

At first, based on the Homomorphic Addition-I and Homomorphic Multiplication-1I
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in Section 3.2.4, S; calculates Az = E(dist?(Ls, Ly,)) as follows:

As=ci+ci+cy-c5+c3-c6
= E(2} +47) + B +97)
+ E(—=21;) - E(zy) + E(—24:) - E(y) (8.8)
=E@? +yl+al+yl - 2m w0 — 2y yt)

= E(dist*(Ls, Ly,))-

Next, S; generates a random number ry € (0,25 71), calculates Ay = vy, - (t5 — tu,)
and Ay = vy, - (t. — ty,), and compares Ry with Ay. If Ay > Ry, then based on the
Homomorphic Addition-1, Homomorphic Multiplication-1 and II in Section 3.2.4, S;

computes A, as follows.

Ay =19 (A3 + (—RP))(As + (—AD)
= 1o(E(dist?(Ly, Ly,)) — RY)(E(dist?(Ly, Ly,)) — A2) (8.9)

= E(ro(dist?(Ly, Ly,)) — RY)(dist?(Ly, Ly, ) — A2)).

Otherwise, if Ay < Ry, then S; calculates A4 as below.

Ay =70 (Ag+ (=A3)) (A5 + (—AD)
= 1ro(E(dist?(Ly, Ly,)) — A3)(E(dist?(Ly, Ly,)) — A?) (8.10)

7

= E(ro(dist?(Ly, Ly,)) — A3)(dist?(Ly, Ly, )) — A7)).

After that, S; sends Ay to Ss. Upon receiving Ay, Sy can recover As = D(A,) with
the secret key sk = (p, q, L) based on the SHE decryption algorithm in Section 3.2.4.

Based on the scheme described above, we know that

0 - (dist?(Ly, Ly,) — R2) - (dist?(Ly, Ly, ) — A2),if Ry < As.
As — (8.11)

1o - (dist?(Ly, Ly,) — A2) - (dist?(Ly, Ly, ) — A?), otherwise.
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If A5 < 0, then w; meets the spatial-temporal constraint of the task and can be
selected to perform the task. Otherwise, w; does not meet the constraint and will
not be selected. As we know Ay = vy, - (ts—ty,) and Ay = vy, - (te —ty, ), then we can
get Ay > Ay due to t, > t,. Besides, we know that after the pre-filtering process,
for all the workers we get R, > A;. Given the fact that ry > 0, if we get A5 < 0,
then it is easy to have Ay < dist(Ls, Ly,) < Ry or Ay < dist(Ly, Ly,) < Ay, which

proves that w; meets the spatial-temporal constraints.

8.4 Security Analysis

In this section, we analyze the security properties of the proposed scheme. In par-
ticular, based on the designed goals in Section 8.2.3, we prove that for both workers
and the task requestor, their spatial information are protected from being disclosed
in worker selection.

In the phase Encrypted Information Submission, after receiving the encrypted infor-
mation Cy and C,, from the task requestor R and each worker w;, the cloud server
S; may try to infer the original spatial information L, = (x4, ys) and Ly, = (x;,y;).
However, SHE is a symmetric homomorphic encryption, which is proved to be indis-
tinguishable chosen plaintext attack (IND-CPA) secure [68, 144]. Therefore, without
the secret key sk, S cannot recover any useful information about the sensitive spatial
data.

On the other hand, given sk, Sy can get the expression of As based on Eq. (8.11).
As we discussed in Section 8.2.2; the temporal information, the maximum covering
radius, and workers’ speeds can be considered as non-sensitive data as long as the
spatial information are properly protected. Hence, the information Ay, Ay, R are
known by S,. Consequently, for any of the two cases, Sy faces two unknown val-

ues (i.e., ro and dist?(Ls, L,,)) in one equation and S, cannot directly solve the
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Figure 8.4: The experimental results of the proposed privacy-preserving worker se-
lection scheme under different experimental settings.

equation. In other words, S, cannot even recover dist?(Ls, L,,), not to mention
L. = (z4,y:) and L; = (x;,y;). In conclusion, in the proposed worker selection
scheme, the participants’ sensitive data (i.e., spatial information) are not disclosed

to either of the two cloud servers.
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8.5 Experimental Results

In this section, we evaluate the performance of the proposed worker selection scheme
with a customized simulator built-in Java. Particularly, we simulate a sensing area
with the size of 3000 m x 3000 m. We assume that 7 occurs at the center location
Ly = (x4,y:) = (1500 m, 1500 m). 7’s time duration 7 is set from 9:00 am to 11:00
am. The task’s maximum covering radius R, varies from 100 m, 200 m, 500 m, 1000
m to 1500 m. In addition, each worker w; is randomly located in the sensing area,
i.e., (x;,y;) are random integers in [0, 3000]. The time ¢,, is set to a random number
between 8:00 am to 12:00 pm. We assume that the workers choose three different
transportation modes, i.e., walking, taking a bike, and driving. Their corresponding
speeds are 50 m/min, 200 m/min and 500 m/min, respectively. The number of total
workers N, is a changing variable with the values of 100, 200, 500, 1000, and 1500.
In the experiment, we set the security parameters kg = 2048, k; = 32, and ks = 160.
The experiment are conducted on a Windows 10 machine with an Intel(R) Core(TM)
i7-6700 CPU @3.6-GHz, and 16GB RAM. All the experiments are run 10000 times
and the average results are reported.

Fig. 8.4 (a) and (b) show the number of matched workers who meet both the spatial
and temporal constraints under different experimental settings. In Fig. 8.4 (a), we
set vy, = 200m/min, R, varying 100 m to 1500 m, and N,, varying from 500 to 2000.
In Fig. 8.4 (b), we set N, = 1000, R, varying 100m to 1500m, and v,, varying
from 50m/min to 200m/min. From Fig. 8.4 (a) and (b), first we found that there
is a significant positive correlation between the number of matched workers with
Ry, Ny, and v,,. The number of matched workers meeting the spatial-temporal
constraint increases as the increase of the above three attributes. In addition, we
can see that when R, < 500 m, the number of matched workers is always less than
100 no matter what the values of N,, and v,, are. In some extreme cases (e.g.,

R, = 100 m, v,, = 50 m/min), no worker can be found to meet both the spatial
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and temporal constraints. Therefore, R needs to decide the reasonable R, with the
perspectives of the local population (e.g., N,,) and the average travelling speed in
the local area (e.g., vy,). Fig. 8.4 (c) shows the number of removed workers by
the proposed filtering process. We can see that the proposed filtering process can
significantly improve the overall efficiency of the worker assignment in MCS services.
In particular, nearly one-third to half of the total workers can be filtered out, which
can significantly decrease the the number of encryption/decryption calculations and
communications with two cloud servers. Fig. 8.4 (d) shows the execution time (in
millisecond) under different experimental settings after the filtration process. The
execution time is from 200 up to 500 milliseconds without considering the time
cost during the communication. This result validates the efficiency of the proposed

privacy-preserving worker selection scheme.

8.6 Related Work

Li et al. [57] proposed a multi-task allocation problem with temporal constraints.
The proposed approach investigates the impact of temporal factors to multi-task al-
location and is able to maximize the overall utility of the MCS platform. Moreover,
two evolutionary algorithms are designed to solve the NP-complete problem in this
work. Han et al. [38] studied the worker selection problem in MCS where the exist-
ing workers are fewer than the required number of participants. In their work, they
proposed a hybrid framework to compensate for inadequate sensing opportunities
by incentive mechanisms. In particular, in each sensing cycle, the proposed method
combines mobile devices with static sensor nodes to generate uniformly distributed
spatial-temporal data under the field coverage constraint. By utilizing calibration
model for checking whether the workers’ behaviors match the task’s requirement,

their method can balance sensing opportunities among different geographic regions
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and efficiently migrate workers from densely populated areas to sparsely populated
areas. Zhang et al. [131] investigated the otptimal quality-aware coverage problem in
MCS worker selection. By only selecting a subset of mobile workers, their proposed
algorithm can maximize the coverage quality with constrained budget. Extensive
simulations are conducted and the experimental results demonstrate the superiority
of the proposed scheme over the baseline methods. Tao et al. [23] explored the worker
selection problem with sensing-gain constraints in MCS. The authors first proposed a
quality-aware worker reputation model with active factors. After that, they provided
two types of sensing-gain constrained worker selection mechanism for both sufficient
and insufficient user resources. Concretely, for the sufficient user resource scenario,
they formulated the sensing-gain objective on recruiting cost and participant scale
under constraints on data quality and task coverage. On the other hand, for the in-
sufficient user resource scenario, they formulated the sensing-gain objective on data
quality. Comprehensive simulations over real-world data have been conducted. The
evaluation results showed that the proposed worker reputation model can distinguish
high-quality workers with different active levels. Besides, experimental analyses ver-
ify that their algorithm can effectively select qualified workers with ideal recruitment

budget and guaranteed data quality.

8.7 Concluding Remarks

In this chapter, we have described a practical MCS worker selection scenario where
the selected workers should meet both the spatial and temporal constraints. To pro-
tect the participants’ (i.e., both the task requestor and the worker) sensitive personal
data, we proposed a privacy-preserving worker selection scheme based on the sym-
metric homomorphic encryption (SHE) approach, which can protect participants’

spatial information from being disclosed while still enabling effective worker assign-
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ment. In addition, by applying a pre-filtering process, the number of considered
candidates can be significantly reduced. With extensive experimental evaluations,
we demonstrate the effectiveness of our solution. For future work, we will work on

privacy-preserving worker selection over workers’ trajectories.
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Chapter 9

Worker Selection in MCS based on
Spatial-temporal Constraint Over

Tentative Future Trajectories

9.1 Introduction

In the previous two chapters, we proposed privacy-preserving worker selection schemes
form the perspectives of both spatial-temporal similarity and spatial-temporal con-
straints. By extending the problems in the previous two chapters, in this chapter, we
investigate a more realistic scenario for MCS worker selection based on the spatial-
temporal constraint over future trajectories. Essentially, we postulate that each
worker will usually plan a future trajectory (i.e., a sequence of daily activities) in
advance. The worker may want to travel to the task location and perform the task
between two consecutive activities only if the task location is reachable and the extra
travel cost does not affect his/her original schedule. In other words, the worker is
only willing to accept the tasks that meet his/her spatial-temporal constraint. Next,

a real-world example is presented to describe the motivational scenario in Fig. 9.1.
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Figure 9.1: An example of spatial-temporal constraint based worker selection over a
sequence of activities.

In Fig. 9.1, there are three MCS tasks {77, 72, T3} and three workers {wy, wo, ws3}.
Each task is associated with a specific location and a valid time duration, e.g., 77
is to monitor the air quality of a local industry zone from 9:00 to 13:00. Each
worker plans a sequence of daily activities in advance. For instance, w; will arrive
at and leave the office at 9:00 and 11:00. Then, w; has an reservation at a nearby
restaurant to have launch with his/her colleague at 11:30 and the lunch is supposed
to be finished within an hour. Therefore, w; can be considered as a candidate for
Ty since after leaving the office at 11:00, w; has 30 mins free time to travel to T;’s
location to perform the task! (during 77’s valid time duration 9:00 to 13:00) and
then go to the restaurant before 11:30. Similarly, w; and w3 can be selected for T3
and 7Tz, respectively. Notably, ws will not be assigned for 73 since he/she cannot
arrive at T3 during the task’s valid time duration (17:00 to 21:00). Besides, workers’
daily activities are planned in advance. It is possible that the workers do not exactly
follow the reported activities due to some unexpected or emergency reasons. Hence,

even though a worker has been selected, he/she may not be able to perform the task.

'For simplicity sake, the tasks considered in this work are easy (e.g., taking a picture, checking
available parking spots) and can be finished without any sojourn time.
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Finally, the MCS platform wants to select suitable workers for each MCS task, while
considering both the reliability of the selected worker and the overall budget at the
same time.

It is worth noting that a worker’s future trajectory contains sensitive personal data,
e.g., real-time spatial-temporal information, which should be protected in the process
of worker selection. Consequently, the workers may not want to reveal their actual
future locations and the corresponding arriving/leaving times. In this work, aiming
at solving the problem in above example in Fig. 1, we propose a novel and realistic
MCS worker selection scenario based on workers’ tentative future trajectories. Our

contributions can be summarized as follows.

e First, we introduce a novel worker selection problem and formulate workers’

spatial-temporal constraints based on their future trajectories.

e Second, we devise a hybrid approach for indexing workers’ future trajectories

and designing a greedy algorithm to maximize reliability score.

e Last, we propose a novel privacy-preservation approach based on restricted
spatial-temporal constraints. In particular, instead of submitting accurate in-
formation, each worker sends the MCS platform his/her restricted spatial-
temporal information. With the restricted information, the MCS platform can

still select workers based on spatial-temporal constraints..

The roadmap of this chapter is organized as follows. In Section 9.2, we formally
define the problem in this chapter. In Section 9.3, we describe the proposed scheme
including the spatial-temporal constraint matching and the greedy worker selection
approach. In Section 9.4, we evaluate the experimental results for the proposed
scheme. Then, we discuss some related work in Section 9.5. Finally, we conclude the

summary of this chapter in Section 9.6.
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9.2 Problem Formulation

In this section, we formulate the problem of spatial-temporal constraint based worker

selection over future trajectories.

Definition 9.2.1. (The MCS Task) An MCS task T includes a location L, and

a temporal duration 1¢. For simplicity sake, we consider Ly = (x4,y:) is a point
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in the 2D space; T, = (t(t,s),t(t,e)) where t( ) and t(e) are the start time and end
time for the task, respectively. Besides, each task T is associated with a budget By,
which specifies the maximum monetary incentives provided for the selected workers.

Basically, T can be denoted as T = (Ly, Ty, By).

Definition 9.2.2. (Worker) A worker w; is a participant who carries smart devices
and is willing to accept certain MCS tasks between two consecutive locations that s/he
expects to be at, in future. To be selected, w; needs to submit his/her future trajectory
T; (will be defined next) to the platform. Besides, w; is associated with a trustability
T;, which indicates the reliability of the provided information. In addition, since
different workers may choose different transportation modes (e.g., walk, take a bike,
drive), each worker w; has a predefined mazimum traveling speed v;. Essentially, w;

can be denoted as w; = (Ty, T;, v;).

Definition 9.2.3. (Worker’s Future Trajectory) A worker w;’s future trajec-
tory T; 1s defined as a sequence of finite, time-ordered daily activities, i.e., T; =
{01,009, ...,0,}*. Each activity o; for j € [1,n] includes the location information
F; = (xj,y;) and the temporal information 17; = (t(js),t(e)), such that w; should

arrive at F; at time t; 5 and leave F; at time tj ), i.e., 0; = (Fj, ;).

Next, for worker w;, we need to find his/her furthest travel distance between two
reported activities. Then, we can formulate w;’s maximum spatial coverage area. In
Fig. 9.2 (a), w;’s two consecutive activities are o; = (F}, 7;) and 0j41 = (Fj41,Tj11)-
We assume that S and S’ are any two furthest reachable locations that w; can
arrive between o; and 0;,1. Let At; = £(414) — t(je). Basically, w; can follow the
path F;S — SFj.; to reach Fjy; from Fj; w; can also reach Fj;; by the path

F;S" — S'Fj1q, as long as the travel time is less than At¢;. Given w;’s maximum

?In fact, T; does not necessarily to be a continuous sequence of observations. It can some
individual ellipses that have no overlap with each other).
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travel speed v;, we have

At; x v; = dist(F}, S) + dist(S, Fj41) = dist(F}, ') + dist(S', Fj11),  (9.1)

where dist(p, q) is the Euclidean distance between two points p and ¢ in the 2D
space. Essentially, any location that w; can reach between o; and o4, satisfies Eq.
(9.1). Thus, all the possibly furthest locations between o; and o0;4; form an ellipse
[105] (see in Fig. 9.2 (a)). More details about the ellipse between two consecutive

activities can be found in Appendix A.

Definition 9.2.4. (Worker’s Spatial Coverage Area) A worker w;’s spatial
coverage area ATea(w, o;.0,,,) tncludes all w;’s possible locations in-between any two

consecutwe activities o; and ojyy from T;. The shape of Area(w, o;.0;,,) 5 an ellipse

0j+1

with the equation:

(x —x0)/a* + (y — ye)?*/b* = 1. (9.2)

Here, (., y.) is the center of the ellipse and (a, b) are the semi-major and semi-minor

axes of the ellipse [138], such that

o= BT Y Y U (1.9 — L)
2 - ¢ ! (9.3)
b— VU X () — o) — (@51 — 25)° — Y1 — ¥j)

2

The size of the ellipse varies based on each worker’s maximum traveling speed, as

shown in Fig. 9.2 (b).

Definition 9.2.5. (The Spatial Constraint): Given an MCS taskT = (L, ¢, Bt)
and a worker w;’s future trajectory T;, we say w; meets the spatial constraint with T

(denoted by w; Ny T # 0) if there exists a pair of consecutive actwities o; = (Fj, ;)
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and 0j41 = (Fj41, Tj+1) from T;, such that
dist(Ly, Fj) + dist(Le, Fip1) <2 X a. (9.4)

Definition 9.2.6. (The Temporal Constraint): Given the MCS taskT = (L, ¢, Bt)
and a worker w;’s future trajectory T;, for any pair of consecutive activities o; =

(Fj, 1) and 0j11 = (Fj41,Tj11) from T;, we can calculate w;’s earliest arrival time

tea,'rl

Cor'yy and latest departure time t(3'<,) (see in Fig. 9.2 (c)) at location Ly as:

earl d’l‘St(Lh}WJ) late diSt(Lt7P}+1)

t(wzﬂt) = t(jve) + U—i, t(wi,t) = t(j—l—l,s) — v . (95)

FEssentially, if the time duration (tf;:}t), t%;fet)) overlaps the task’s time duration T, =

(t(t,5), Lite)), we say w; meets the temporal constraint with the task T, denoted by

Definition 9.2.7. (Worker’s Task Cost) The task requestor or the MCS platform
needs to provide some incentives to each selected worker, as each worker’s remuner-
ation. In this chapter, we assume that for worker w;, his/her task cost ¢; equals to

the overall travel distance taken for performing the task [33]. Hence, we have

C;, = d?;St(Lt, F7) + d?;St(Lt, P}+1). (96)

Definition 9.2.8. (The Reliability of Worker Selection): Given an MCS task
T and a group of selected workers Wy = {wy,ws, ..., wr}. The reliability of worker

selection Reat )y, 1s defined as:

Rearw,) =1- [[ (1—-T), (9.7)

Yw; EWs

where T; is w;’s trustability for i € [1,k|, and can be measured based on historical

176



- ID Time
_ /\ /\\ E[%m Interval
““&‘\.t- d/--lll IQIIII - l“.‘--/-‘/\ s //77;\ m 1 [15, 20]
-{ - //* — s\ o) |&| 2 | 112,30
N \ </‘r / 3 | 117, 28]
[ )
/o _ 4 | [2,15]
_ — :"——7—/% 5 | [13,33]
/. 3 6 | [16,50]
@sfsnnnnn he @
/ Y\ — 7 | 119, 36]
\ e AL a 8 | 38,52
o - o / 9 | I5,20]
g/l EE oo

(a) A worker’s future trajectory consists of a sequence of ellipses. Each ellipse is
approximated by a rectangle. Each rectangle is associated with the spatial information (see
the decomposed regions) and the temporal information (see the table of time intervals).
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(b) The MX-CIF quadtree (left) and the interval tree (right) are built for storing each
rectangle’s spatial and temporal information, respectively. NW: north west, NE: north east,
SE: south east, SW: south west. The dotted line connect the nodes in interval tree with the
nodes in quadtree.

Figure 9.3: The illustrations our proposed scheme for indexing the spatial and tem-
poral information.

sensing records [137]. Specifically, []y,,ew.(1 — Ti) means the probability that all
the selected workers cannot perform the task T. Hence, 1 — [[yy, e, (1 — Ti) is the

probability that there exists at least one worker who can conduct T .

Except spatial-temporal constraint, the overall task costs cannot exceed the task
budget, and the task’ reliability should be maximized. The MCS worker selection
problem over future trajectories is formulated as follows.

Given an MCS task T = (L, 7, By) and a large group of workers W, the problem

of spatial-temporal constraint based worker selection is to assign 7 with a set of
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workers W, C W, we have:

e for Yw; € W,, w; meets both the spatial constraint and temporal constraint,

Le, w; Ny T # 0 and w; N T # 0
e the reliability of worker selection Rea(r ) is maximized,;

e the overall task cost should be smaller than the task budget, i.e., ZwiEWS c <

B..

9.3 The Proposed Scheme

In this section, we describe our proposed scheme including privacy-preserving worker

selection, spatial-temporal constraint matching, and greedy worker selection.

9.3.1 Privacy-preserving Worker Selection

As we mentioned before, workers’ future trajectories may contain sensitive personal
information, which should be protected during the process of worker selection. There-
fore, we design a privacy-preserving worker selection approach based on restricted
spatial-temporal constraints. In this approach, instead of submitting accurate real-
time spatial-temporal information, each worker provides restricted spatial-temporal
information to the MCS platform, depending on which, the MCS platform can ef-
fectively select qualified workers without knowing any sensitive information. The

details of the privacy-preservation technique are discussed next.

9.3.1.1 Restricted Spatial Coverage Area

r

A worker w; defines the restricted spatial coverage area Areal, , , .,
1,05,05

) as the in-

scribed circle of the ellipse in his/her future trajectory T; (as shown in Fig. 9.4 (a)).
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r

(w5,03,0541)" the MCS platform cannot retrieve w;’s accurate spa-

Upon receiving Area
tial information since given a circle, there may be infinite number of circumscribed
ellipses. It is worth noting that to preserve the privacy of the sensitive spatial in-
formation, the worker w; needs to sacrifice some space coverage. As seen in Fig.

9.4 (b), the shadow part is the area that is covered by the real spatial coverage area

T

but not covered by the restricted spatial coverage area Area(wiyoj’ojﬂ).

Area(wi,ojvojﬂ) ]

T

The sacrifice degree Ratioy can be represented by the ratio between Arear,, 05,0541)

and Ared(w, o;,0,,1)> 1-€-:

Area’ 2
Ratio” — (w4,05,0541) _ T Xb
S
Area(w;,0;,0;41)

_ VX (e — 10)? = (@501 — 25)° — (Y501 — 45)°
Vi X (tGi410) — L))

TXaXb
(9.8)

However, in this work, we consider a dense MCS scenario in which there are a large
number of workers waiting for the task assignment. Therefore, even though each

single worker loses some spatial coverage, the overall task allocation does not be

T

affected. Besides, since the restricted spatial coverage area Areal, , , .,
1,05,05

) meets the

spatial constraint, w; should also meet the spatial constraint.

9.3.1.2 Restricted Temporal Constraint

Similarly, instead of submitting accurate temporal information, w; sends a restricted

time duration (#7377, ). t(ar<y,)) to the MCS platform to indicate his/her earliest arrival

time and latest departure time at the center of the restricted spatial coverage area

F.. After receiving the restricted time duration, the MCS platform can calculate the

earl-r late-r

restricted earliest arrival time L2 and restricted latest departure time Llans) b as
pearir _ dist(Ly, F;) + dist(F}, Fy)
(wiyt) — U(he) v )
! 9.9
diSt(Lt,.Fj+1) +diSt(Fj+1,Fc) ( )

t%fut:t_)r =t(+1,5) — "
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Based on Eq. (9.5) and (9.9), it is easy to know that t?;?l‘r > t‘(";rl) and t73%F <

i,t) t (ws,t)

t%;t:t). Therefore, if a worker w; meets the temporal constraint based on (t‘f;f}t')r, t%;fft')r),

earl tlate )

he/she should meet the temporal constraint based on (t(wi’t), (r.))-

T

Finally, w; prepares a sequence of restricted spatial coverage area Areal, , , .,
1,045,053

) and
their corresponding restricted time duration (¢§37. ), t(3"%,)) and send them to the
MCS platform for worker selection (as seen in Fig. (9.4)). Note that the MCS plat-
form can provide the workers to automate the preparation of these sequence of circles
by providing an interactive visual tool. Essentially, the restricted spatial-temporal
information does not reveal the accurate sensitive information of each worker, while
still enabling the process of worker selection based on spatial-temporal constraints.

For instance, there will be many different possible real trajectories given one sequence

of circles (as see in Fig. (9.4)).

9.3.2 Spatial-temporal Constraint Matching

After receiving all workers’ submitted information, the MCS platform should first
find the workers who meet both the spatial and temporal constraints. Due to workers’
highly dynamic mobility, recruitment decisions should be made as fast as possible
[41]. In this paper, we design a novel hybrid index for facilitating the speed of
worker selection. Essentially, the proposed hybrid index can represent both workers’
original trajectory information (a sequence of ellipses) and their restricted spatial-
temporal information (a sequence of circles). Taking the original trajectory as an
example, specifically, for any worker w;, the platform will first split T; into a sequence
of ellipses (see in Definition 9.2.4). Next, a rectangle is used to approximate each
ellipse (see Fig. 9.3 (a)). After that, a MX-CIF quadtree I [92] and a interval tree
Iy [81] (see Fig. 9.3 (b)) are built to store each rectangle’s spatial and temporal
information, respectively. Given a task query T = {Ls, 7y, B.} where Ly = (x4, y;)

and 7 = ({(s,s), t(t,¢)), the platform queries the rectangles from Iy based on L, and
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Figure 9.4: Illustration of workers’ restricted spatial and temporal information.

the rectangles from I based on 7. Finally, the intersection of rectangles from both
I and Iy are the final candidates for checking the spatial and temporal constraints.
The approximate rectangles can also used for representing circles in the restricted

trajectories.
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9.3.3 The Greedy Worker Selection Algorithm

After finding all the workers who meet the spatial-temporal constraint, we need to
select a group of qualified workers W to maximize the reliability of worker selection
while keeping the overall task cost smaller than the task budget. Hence, we need
to consider the trade-off between workers’ trustability and their task costs. Here,
we provide the definition of Reliability Score, which is used as the essential idea for

building a greedy worker selection algorithm.

Definition 9.3.1. (Reliability Score) Let W denote a group of workers that are
currently being selected. If w; is the next worker to be selected, then his/her reliability

score ¢; is the marginal reliability gain per unit cost. Basically, we define

¢; = ARea/c; = (Rea(rw,.nw,) — Reairw,))/ci- (9.10)

Each time when we want to select a new worker w; for an MCS task, we aim to
recruit the worker who has the highest reliability score value ¢;. Equivalently, this
new worker can maximize the reliability of worker selection with the lowest task cost.
And this is the fundamental idea of the proposed greedy worker selection algorithm.
This process will be repeated until the sum of all the workers’ task costs reach the
limits of the task budget. The details of the greedy approach are shown in Algorithm
11.

9.4 Experimental Results

In this work, we simulate an MCS environment as follows. (1) We assume that
the workers choose three different transportation modes, i.e., walking, taking a bike,
and driving. Their corresponding average speeds are 50m/min,200m/min, and

500m /min. Besides, the total number of workers Nyqrrer various from 5K, 10K, 20K,
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Algorithm 11 The Greedy Worker Selection Algorithm

1: Input: The group of all the workers W who meets the spatial-temporal con-
straint with an MCS task 7
Output: The subset of selected workers Wi

2: Set W, =0, all_cost = 0;
Store all the workers in W into a Max Priority Queue O based on workers’
reliability score ¢;;

3: while Q is not empty do
4:  Let wy denote the first worker in Q, and ¢y is wy’s travel cost;
5. if ¢y + all_cost < B; then
6: Wy = W, Jwy, all_cost +— all_cost + cy
Remove wy from Q;
7. end if
8: end while

9: return The group of selected workers W,

50K, and 100K. We assume that for any worker w;, there are 11 daily activities in
the future trajectory, i.e., T; = {01, 09, ...,011}. Consequently, there are 10 ellipses
in each trajectory, and the total number of ellipses (e.g., rectangles) Nyec, are varied
as HOK, 100K, 200K ,500K, and 1000K. The percentages of workers among Nyorxer
using three transportation models are 45%, 45%, 10%. (2) We stimulate a sensing
area with the overall size of 30km x 30km, where the bottom-left coordinates are (0,
0) and the top-right coordinates are (30K, 30K). For each worker w;, we assume that
the time interval between any two continuous daily activities o; and 0,4, is a random
number in the range of (15min,45min). The location of the first daily activity
Fy = (z1,11) is a random point in the overall sensing area, i.e., z1,y; € (0,30K).
The worker can move in any direction, and the location of the next daily activity can
be calculated by Eq. (9.3). All the locations of workers’ daily activities should be
located in the sensing area. (3) To evaluate the performance of our proposed index,
we implement two methods for comparison purpose. One is a baseline method,
where there is no data structure for indexing the spatial and temporal information.
Specifically, the baseline method checks each rectangle from the database one by one

and determines if it meets both the spatial and temporal constraints. Another one
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is a temporal-only method based on [96]. Specifically, each day is split into 12
times slots and each rectangle is stored in the minimal temporal grid that can fully
enclose it. In addition, the task’ location L is a random point in the sensing area,
and the task’s time duration 7, various from 30min to 120min. All the experiments
are implemented with Python programming language on a machine with an Intel(R)
Core(TM) i7-6700 CPU @3.6-GHz and Windows 10 operating system. We conduct
each experiment for 1000 times and the average results are reported. It is worth
noting that our current experiments are conducted based on workers’ real trajectory
information (i.e., a sequence of ellipses). The same evaluation process can also be
applied to the restricted spatial-temporal information (i.e., a sequence of circles)
since the approximate rectangles can also represent the spatial information in terms
of circles.

Fig. 9.5 shows the experimental results. Fig. 9.5 (a) presents the index construction
time under different Nec.. It is very quick to build the indexes. When Nyecx =
1000k, it takes only about 1.5s and 2.5s for the temporal-only method and our
scheme, respectively. From Fig. 9.5 (b), we can see that comparing with the baseline
method, the querying time for the temporal-only method and our approach are both
quite fast. In Fig. 9.5 (c), we can see that our scheme is much more effiective in
term of finding the matching results under different Nyect. It can find around 2000
candidates when Nie.. = 1000K, whereas the number for the temporal-only method
is around 2 x 10°. Fig. 9.5 (d) evaluates the number of matched candidates for the
proposed scheme versus different query time intervals. It is clear to see that the

number of matched rectangles increases as the time interval and N ... increase.

184



25

@ —@-Temporl-only
o 2 | OurScheme
E

S15¢

©

=

2 1

o

[$]

3

505

£

0 L L L L

50K 100K 200K 500K

Number of total rectangles

1000K

(a) The running time (s) for building the
MX-CIF quadtree and the interval tree with
different Nyect.

X105 ¥

—k—Baseline
——Temporl-only
—A—Qur scheme

10

A

o

1500

4 | 100

500

0
o W gt ot ot

A A

500K  1000K

The number of matched rectangles

50K 200K

100K
Number of total rectangles

(¢) The number of matched rectangles af-
ter different querying methods under differnt
N, rect-

6 ‘ ‘
——-Baseline
_5F —@—Temporal-only
3 —A—Our Scheme
(0]
g 4 L0.4
o
=3
c
2
2+
(0]
&
1t

o

*
50K 100K 200K 500K 1000K

Number of total rectangles
(b) The query time (s) based on baseline, the
MX-CIF quadtree, and the interval tree with
different Nyect.

4000

—=—50K rectangles
—*—100K rectangles
—8—200K rectangles
—A—500K rectangles
—4—1000K rectangles

w
o
o
o

n
o
o
o

—_
o
o
o

The number of matched rectangles

30 60 120 150 200

The query time interval (min)
(d) The number of matched rectangles for
the proposed scheme given different query
time intervals.

Figure 9.5: The experimental results in terms of the time for building the trees, the
time for querying the matched rectangles, and the number of matched candidates
under different approaches.
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9.5 Related Work

In this section, we briefly introduce some major research problems in MCS based
on trajectory and mobility analyses. Chen et al. [15] studied the problem of how
to choose the most appropriate workers when the budget used to pay the workers
is limited. They proposed a novel coverage assessment in MCS worker selection
considering both uniform coverage and maximum coverage. Then, they designed a
trajectory segment selection scheme. Instead of selecting the whole trajectory of a
worker, the proposed scheme can choose certain trajectory segments. Their experi-
mental evaluation is conducted in both offline and online manner on a read dataset.
The results prove the effectiveness and the advantage of the proposed scheme re-
garding the coverage quality. Wang et al. [110] proposed an efficient vehicle recruit-
ment framework in MCS based on the prediction of vehicles’ mobility trajectories.
In particular, they evaluate two types of mobility models for vehicles, namely, de-
terministic and probabilistic models. For the deterministic trajectory model, the
authors designed an LP-relaxation-based heuristic algorithm to minimize the overall
recruitment cost. For the probabilistic trajectory model, they proposed a greedy
algorithm with a guaranteed approximation ratio. Niu et al. [78] designed a novel
system model and optimize the selection of public transports based on their pre-
dictable trajectories. In their work, the public transport is defined as the working
unit embedded with substantial sensors. But different from the intelligent terminals
or human participant, the trajectory of public transports is predictable, and can be
used to achieve high-quality sensing services. They first prove that public trans-
port selection is non-deterministic polynomial-time hardness. Then, they propose
an approximation algorithm to make the coverage close to 1. Finally, they evaluate
the proposed approach with samples of real T-Drive trajectory dataset. Based on
the experimental results, their algorithm can achieve a near optimal coverage and

outperform the baseline methods.
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9.6 Concluding Remarks

In this chapter, we described a novel MCS worker selection problem based on work-
ers’ tentative future trajectories. We presented a hybrid indexing approach to repre-
sent workers’ spatial-temporal information and a greedy algorithm that attempts to
maximize workers’ reliability score. Furthermore, we propose a privacy-preserving
worker selection approach to protect workers’ sensitive information from being dis-
closed. In particular, instead of submitting accurate information, workers send their
approximate spatial-temporal coverage for spatial-temporal matching. With exten-
sive experimental results we demonstrate the effectiveness of our solution. There are
many interesting future directions based on the preliminary study of this work, e.g.,
worker selection based on future trajectories on road networks, privacy preservation
of workers’ future trajectories, worker selection in terms of task trajectories, and the

evaluation of more sophisticated indexing structures using real-world data.
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Chapter 10

Conclusion and Future Work

In this chapter, we summarize the major contributions of this thesis and propose

some potential future research directions.

10.1 Contributions

The major contributions of this thesis can be summarized as follows.

e First, we have proposed a privacy-preserving worker selection scheme for MCS
applications based on (probabilistic) skyline computation. Our proposed scheme
can efficiently select suitable and reliable workers without revealing workers’
personal information. Specifically, the privacy-preserving probabilistic skyline
is used to calculate workers’” PS-score based on historical reviews. PS-score
reveals the fluctuation of workers’ past performance and can be used as their
trustability. Then, skyline computation is used for selecting workers in terms
of ask price, task similarity, and trustability. A non-interactive encrypted in-
teger comparison protocol called NIEC' is designed for supporting our scheme,
which can securely compare two integers in a certain range without revealing

their real values.
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e Second, we have proposed a privacy-preserving worker selection scheme for
MCS based on probabilistic skyline query over sliding windows. The proposed
scheme can continuously select reliable workers in terms of working experience,
expiry time, and trustability without revealing sensitive information. More
specifically, a probabilistic skyline approach is designed for a dynamic situation
where workers may constantly arrive at/leave the platform. For protecting
workers’ privacy, we have designed an ElGamal-based encryption approach for
securely outsourcing sensitive information and comparing workers’ personal

information.

e Third, we have proposed a privacy-preserving scheme for F-MCS applications,
called FedSky. By extending the classic FedAvg algorithm, FedSky selects
qualified workers based on CG-skyline technique and securely aggregates model
updates for training the global model. Particularly, compared with FedAvg,
our scheme considers the workers’ dynamics and heterogeneous natures. It
can significantly improve the efficiency of the model training process in F-
MCS. Besides, we have designed a novel privacy-preserving data aggregation
protocol based on the additive HE system. This protocol is exclusively designed
for cross-device FL setting and requires no interactions between workers during

the model training process.

e Fourth, we have proposed two privacy-preserving worker selection schemes in
terms of both spatial-temporal similarity and spatial-temporal constraints in
MCS services. We introduced the definition and calculation of spatial-temporal
similarity and constraints between participating workers and the MCS task in
terms of intersection area ratio and overlapping time duration. For the case
of spatial-temporal similarity, we designed a privacy-preserving approach for
protecting participants’ sensitive information based on the modified Paillier

encryption technique. For the case of spatial-temporal constraint, we proposed
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a privacy-preserving worker selection scheme based on the symmetric homo-
morphic encryption (SHE) approach, which can protect participants’ spatial
information from being disclosed while still enabling effective worker assign-

ment.

10.2 Future Work

In the research area of privacy-preserving worker selection in MCS, there are still

several potential and essential research problems to be explored in the future.

e Privacy-preserving Worker Selection in MCS over Trajectories on Road Net-
work. Compared with the existing matching-based spatial-temporal worker
selection problems, workers’ trajectories contain more sensitive and personal
information, which can be exploited by the attackers for daily routine analyses
and daily behavior prediction. In our future work, we plan to design privacy-
preserving worker selection schemes for future trajectories on road network,
which can help the MCS platform select qualified workers based on workers’
future or predictable trajectories without revealing any sensitive information

in more practical scenarios.

e Privacy-preserving Worker Selection in MCS based on Workers’ Mobility Pre-
diction. In the existing MCS platforms, one of the workers’ major concerns is
the cost of uploading real-time data. In the future, we plan to consider a novel
MCS scenario where a worker w; can share his/her data with another worker
wj freely (e.g., under a Wi-Fi environment). Then worker w; can upload the
sensing data to the MCS platform with no charge. In this situation, the classic
Markov model or semi-Markov model can be used to determine the contact

probability between w; and w;. Furthermore, the certain privacy-preserving
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scheme should be designed to protect workers’ real-time spatial-temporal in-

formation.

Privacy-preserving Worker Selection in More Realistic Applications. In this
thesis, we designed a framework called FedSky for the application scenario of
F-MCS. The proposed scheme is evaluated on a real-world dataset, MNIST.
In the future, we plan to evaluate the performance of FedSky in more realistic
problems, such as real-time object detection and object classification. In such
scenarios, the problems are more complex and the model should be optimized

in a more comprehensive way to achieve satisfying results.

Incentive Mechanism in Privacy-preserving Worker Selection for MCS appli-
cations. One of the fundamental problems in MCS is how to inspire workers’
motivations and interests in participating in the MCS tasks. In the future
work, we plan to focus on different approaches and techniques for building an
effective incentive mechanism in MCS worker selection. Particularly, the de-
signed incentive mechanism should select high-quality workers by accurately
assessing workers’ trustability and their bids. Furthermore, each worker’s per-
sonal information, e.g., their asking price, should be properly protected in the

entire worker selection process.
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Appendix A

The Concepts and Definitions

about Contact Similarity

A.1 Trajectories, Beads, and Necklaces

In this section, we introduce the definitions of trajectories, beads, and necklaces. A

trajectory is defined as follows.

Definition A.1.1. A trajectory T of a moving object (MO) is defined as finite,
time-ordered observations T = {01,049, ...,0,}, where 0; = (x;,y;,t;) for i € [1,n],

with (z;,y;) being a sample point in Fuclidean space, and t; being a timestamp.

The possible locations of a MO in-between two observations can be defined by a

bead (or ellipse) [105] as follows.

Definition A.1.2. Let v,,4. denote the mazimum speed that an object can take

between o; and 0;41. A bead B; = {(x;,yi, t;), (Tix1,Yiv1,tiz1)} is defined as all
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Figure A.1: An example of bead B; given the information of o;, 0,11, and v,z

points (x,y,t) that satisfy the following constraints:

(
t; <t <tip

(.73 - xi>2 + (y - yl>2 < (t - tl)z X UTQnax <A1)
\(1’ —2i1)? + (Y — yiy1)? < (L1 — ) X 02

max-*

From Fig. A.1 (a), we can see that from time ¢; to teyp (tewrr > ti), the MO’s possible

travel area is a circle with (z;,y;) being the center and r;

(tcurr - tz) X Umaz beiﬂg
the radius. Similarly, from time t., t0 ;11 (teurr < tiz1), the possible locations are

included in a circle centered at (z;11,y;+1) with radius 7,11 = (fi11 — tewrr) X Umaz-
So, the overlapped area in Fig. A.1 (a) of the two circles includes MO’s possible
locations at current time t.,... Based on [86], all the possible locations from time ¢;

to t;1 form an ellipse (or bead) with foci at (z;,y;) and (211, Y1) (see in Fig. A.1
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(b)). According to [105], the equation of the bead B is:

(x = we)?/a® + (y — ye)? /U = 1, (A.2)

where (., y.) is the center of the ellipse; @ and b represents the semi-major axis and

semi-minor axis of the ellipse, as follows.

Tt T Vit Yin _ Umaz X (tig1 — 1)
O N R S A
2 2 2 2 <A3)
b— Ve X (tist — t:)? — (@1 — 2:)* — (i1 — i)
5 .

Definition A.1.3. A trajectory T= {01, 09, ...,0,} can be represented as a sequence
of beads, which is called a necklace and denoted as T, = {By,B,,...,B,_1} (see an

example in Fig. A.1 (c)), such that o; and 0;11 form the bead B; fori € [1,n — 1].

A.2 Contact Similarity

In this section, we introduce the essential definitions for contact similarity.

Definition A.2.1. A virtual landmark P is a place where two MOs can contact
with each other. P can be either meaningful locations (e.g., a shopping district or a
park) or non-meaningful locations (e.g., a crossroad). For simplicity sake, any P in
this work is considered as a circle that is centered at O, = (¢, y.) with a given radius

r.. Hence, the equation of Pis (v — x.)? + (y — y.)* = r?

c-

Definition A.2.2. For a MO my, he/she stayed at P for a certain period. For
another MO msy, his/her necklace is T,, = {By, By, ..., B,_1}. If P spatially overlaps
with one bead B; € T, fori € [1,n—1] (denoted as PNg B; # 1), then the intersection
area ratio R, is

R = Area;,/Areap, (A.4)
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where Area;,; is the intersection area between the P and B;, and Areap is the area of

: _ 2
P, i.c., Areap =m-1_.

Fig. A.2 shows different scenarios that P (the circle) overlaps with a bead B; (the
ellipse), with two, three, and four intersection points, respectively. Then, we define

the possible longest contact time duration between MOs as follows.

Definition A.2.3. For MO my, he/she stayed at P from time t° to t°. For another
MO my, his/her necklace T, = {By,By,...,B,_1}. Moreover, if one of the beads
B, €T, (i.e., i€ [1,n—1]) temporally overlaps with P (denoted as PNy B; # 1)), then
the possible longest time duration 7(P, B;) between my and my can be calculated
as

7(P, B;) = min{t*, t°} — max{¢*, "}, (A.5)

where t° means the possible earliest time for mo to arrive at P, and t¢ means the

possible latest time for my to leave P.

Example A.2.1. If m; stayed at P from t* = 10:00 am and t* = 10:50 am. For ma,
t° = 10:05 am and t¢ = 10:35 am, then 7(P, B;) = min{10:50, 10:35} - maxz{10:00,
10:05} = 30 min.

Next, inspired by [28], we formally propose the definition of contact similarity as

below.

Definition A.2.4. For my, he/she stayed at P from time t° to t°. For msg, his/her

necklace is T, = {By,Bs,...,B,_1}. If 3B; € T,, such that PNg B; # () and PNy B; # ),

PNB;

cont DEtween my and my at P in

then the contact similarity at bead level Sim

terms of B; can be calculated as:

SimIB =1 — (1 — Ry )" P8 (A.6)

cont
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Figure A.2: Examples of overlap between a virtual landmark and a bead with dif-
ferent intersection points

We assume that the intersection area ratio R;,; indicates the possible opportunities
that m; may be in contact with my at P per unit time. Therefore, (1 — Ry )75

denotes the probability that m; and ms have no effective contact during the time

period 7(P, B;). Consequently, Sim’ % (my, my) = 1—(1—Rin:)" ). A larger value of

PNB;

wnt (M1, Mmy) indicates a higher probability that an effective contact may happen

Sim

between m; and my at P.

Definition A.2.5. Let B denote a set of beads in T,,, such that for VB; € B, PNgB; #

PMmT
cont

) and PNy B; # (). Then, the contact similarity at trajectory level Sim

can be calculated as:

PNT ZBieIB Slmcontl

Simcont - |B|

(A7)

Here, |B| denotes the number of beads in B.
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A.3 Calculation of Area;,; and 7(P,B;)

In this section, we discuss how to calculate Area;,, and 7(P,B;), followed by the
workflow for CSQ.

Given the P with equation (z — z.)? + (y — y.)®> = r? and the B; with equation
(x —x.)%/a® + (y — ye)?/b* = 1, it is straightforward to calculate Area;,; as follows.
e There are two or three intersection points between the virtual landmark P and the

bead B; (see Fig. A.2 (a) and (b)).

za g
Area,, — / CVa =2 g b= (P —ydde (A8

e There are four intersection points between the virtual landmark P and the bead B;

(see Fig. A.2 (c)).

TA b
Areay, =mr? — / (V12— (z —22) +y. — —/a® — (x — 1.)% — yo)dx
rB a

DA (A.9)
- [ Vw4 VAT a - e

/

In Fig. A.2, we can easily know that S is the earliest point that one MO can arrive
at P, and F is the latest point that MO can leave P. Therefore, given the maximum
speed Uy, We can calculate t° and t¢ as follows.

- 0S|

i1

€ __
) "= i+1 T
Umazx Umazx

(A.10)

Based on ¢* and ¢, we can calculate 7(P,B;) by Eq. (A.5). After calculating R;,, and

7(P,B;), given an uncertain trajectory necklace database D and a trajectory query

PNB;
cont

and Sim™7, by Eq. (A.6) and (A.7), respectively.

T,, we can compute Sim cont
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