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Abstract

Renewable energy has caused rapid advancements in electric power systems. The

advanced grid is a smart grid with information and communication technologies and

bi-directional flow of information. Data in a smart grid aligns with the characteristics

of big data. Choosing the most efficient technology to manage data in the grid

(real and/or simulation) is crucial to the performance of the grid. This project

explores a framework that supports large scale power and network co-simulation

and manages communication and data in smart grid co-simulation, real world smart

grid systems and a combination of both using message-oriented middleware and

cloud technologies. We designed and implemented a framework with RabbitMQ,

Apache Kafka, OpenDSS, OMNeT++, Apache Spark, Docker and Kubernetes. We

evaluate our implementation on accuracy, scale and usability with three applications

including a demand-response application based on logistic regression. The results of

our evaluation meet the goals defined for the research thesis.
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Chapter 1

Introduction

Electric power generation, distribution and demand management are rapidly chang-

ing due to advances in renewable energy sources and devices. In the traditional

grid, information flow is one sided, control is centralized and most connected de-

vices and agents, especially the demand, are passive. However, in a smart grid,

electricity and information flow is bi-directional, energy sources are decentralized,

the demand is active, and control is distributed. The existing power networks re-

quire significant changes to accommodate these advancements. These improvements

include the underlying information and communication technology (ICT) infrastruc-

ture, data communication networks of connected smart meters and sensors on low-

and medium-voltage lines, devices, and substations [38].

The main component of the smart grid is the application of information and commu-

nication technology (ICT) to power grids. This highlights two things. First, smart

grids are complex systems that consist of various interdependent domains. The

performance of the entire grid depends on the joint performance of the connected

domains and of their interactions. Therefore, smart grid system designs should be

jointly verified and validated through simulations before implementation [48]. While

it is impractical to simulate these tests on real systems, available simulators for a do-
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main may not support the simulation of other domains. For example, power system

simulators do not support modelling communication infrastructures and vice versa.

Constructing a new simulator that supports the simulation of both power system

dynamics and communication networks is time consuming and expensive [38]. Co-

simulation is a less expensive alternative. It is a technique where different simulation

environments are combined to create a collaborative system with data exchange be-

tween simulators [11]. A co-simulation framework enables simultaneous simulation of

power system dynamics and communication networks (and other domains) with less

time and cost. However, the main challenges of co-simulation are time synchroniza-

tion of different simulators, efficient data exchange and time ratio—the simulation

time relative to wall clock time.

Second, the introduction of a bi-directional flow of information and more connected

data active devices imply a spate of data to be managed across the smart grid.

This large amount of data conforms to the characteristics of Big Data, the 4Vs:

volume, velocity, veracity, and variety [19]. Additionally, the data could provide a

fifth ‘V,’ value. Smart grid data can provide valuable insights useful to both the

consumers and utilities companies. However, secure management of data sources,

integration, aggregation, analytics, and storage could be challenging, due to the

data being dynamic and in large volume. Also, the data is in various forms and

mostly requires real-time processing for reactive control and monitoring. To properly

handle smart grid data, a system must be secure, scalable, highly available, and have

mechanisms for fast processing, storage, and retrieval.

This research explores a cloud-centric scalable framework to support three functions:

to efficiently handle data and communication in a smart grid co-simulation and in

real world smart grid systems; to enable communication between simulation and real

systems; and to securely manage the aggregation, analytics, and storage of big data in

smart grid systems. To this end, the thesis reviews the use of different communication

2



technologies and techniques. Further, it provides a test case implementation of the

framework and the results of an evaluation of the framework over the test case.
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Chapter 2

Background and Related Work

This section provides a brief introduction to some important concepts relevant to

understanding this research. Further, it also highlights some of the existing research

in the areas discussed.

2.1 Smart Grid

A smart grid is an advanced electrical grid that incorporates information and commu-

nication infrastructure and technologies to accommodate renewable energy systems

and improve reliability, efficiency and flexibility of electricity generation, distribution,

and utilization. The European Union defines smart grid as an electricity network that

can intelligently integrate the behavior and actions of all users to ensure sustainabil-

ity [72]. The United States Department of Defense defines the smart grid as a power

grid that uses digital technology to improve reliability, security, and efficiency of the

electricity system [72]. A smart grid can also be considered as a modern electric power

grid infrastructure for enhanced efficiency and reliability through automated control,

high-power converters, modern communications infrastructure, sensing and metering

technologies, and modern energy management techniques based on the optimization

of demand, energy, and network availability [28]. The main theme across the various
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Table 2.1: Traditional grid vs. Smart grid [24]

Traditional grid Smart grid
Electromechanical Digital
One-way Communication Two-way Communication
Centralized generation Distributed generation
A few sensors Sensors throughout
Manual monitoring Self-monitoring
Manual restoration Self-healing
Failure and Blackouts Adaptive and Islanding
Limited Control Pervasive control
Few customer choices Many customer choices

definitions of smart grid is the use of information and communication technology

(ICT) to improve its operations. The other highlights of the various definitions are

the improvements of the smart grid over the traditional grid, like renewable energy

sources and devices. These improvements are summarized by Farhangi [24] in Table

2.1.

2.2 Smart Grid Simulations

The smart grid is complex because it comprises many connected systems. It is ideal

and common to test smart grid components and systems by simulation. Common

types of simulations include power flow analysis, fault study analysis, harmonic anal-

ysis and quasi-static time-series analysis. Each simulation may test different combi-

nations of the domains of the smart grid. This section describes how two domains

of the smart grid work and are simulated.

2.2.1 Power Dynamic System

Power system dynamic simulation is commonly modeled as a continuous time system

simulation; simply put, it is time-driven. In a continuous time system, the system

5



Figure 2.1: An Illustration of power system dynamic simulation [40]

state variables change in a continuous manner with respect to time. Typically, the

system dynamics are a set of differential equations in which the transitions between

continuous state variables are defined [40]. These differential equations can be solved

analytically for simple cases, or with numerical algorithms for more general cases

[38]. In numerical algorithmic simulations, the system behavior is captured using

an iterative process. One loop of the system consists of the calculation of network

boundary variables. The next step is the calculation of secondary variables. This

loop continues until the simulation reaches a preset stop time. If the simulation loop

is expanded on a time axis, a sequence of discrete iteration rounds can be found with

small time intervals. Figure 2.1 shows the description of a power dynamic system.

This sequence shows that a continuous time system is numerically solved in a discrete

manner [40]. There are many tools for modelling and simulating the power aspects

of the smart grid. Vogt et al. provide a survey of some of these tools. The most

common of these tools are OpenDSS, MATLAB, PowerFactory, and GridLab-D [68].
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2.2.2 OpenDSS

Open Distribution System Simulator (OpenDSS) is an open-source simulation tool

for power distribution systems [38]. It is a differential equation solver that solves

harmonics and dynamics based on power generation and load. This well-documented

simulator allows the modeling of several load types, photovoltaic systems, on-load

tap changers, energy storage systems, and other distribution network components

[66], [22]. OpenDSS allows a user to define circuits, specify and execute controls on

circuit elements, configure simulation parameters and visualize and/or export results

to files. It supports time power flow simulation in various configurable time steps.

OpenDSS provides a COM server interface for applications in other languages like

C++, Python, C-Sharp, and MATLAB. This feature enables external applications to

control the simulation and execute commands and other functions over elements in

the circuit. The simulator supports most common power simulations such as power

flow analysis, harmonic analysis and fault study [22].

2.2.3 Communication Simulation

As an essential part of a smart grid, data communication is commonly modelled and

tested. Communication network simulation employs a discrete event-driven tech-

nique. Discrete event-driven simulation is suitable for systems whose state is only

subject to change due to discrete events. In this simulation, the occurrence of events

is stochastic relative to time [40]. An event could be the sending of a message or a

packet across the network as illustrated in Figure 2.2. The communication network

models are solved by computational loops, which process events in an event queue.

Each event is processed by executing relevant actions, where some actions may trig-

ger other events. Events and the event queue are managed by an event scheduler.

The scheduler maintains the queue of events against a system or simulation times-

tamp and determines how events are processed. For example, a sequential scheduler

7



Figure 2.2: An Illustration of communication network simulation [40]

processes events in the queue one after another, while a real time scheduler synchro-

nizes the processing of events with the wall clock time. Simulation is stopped when

the event queue is empty (all scheduled events have been processed) or a certain

computation time limit is reached. A simulation could also be programmed to stop

when a specific event occurs. OMNeT++, NS-2, NS-3, OPNET and NetSim are

commonly used to model communication networks [68].

2.2.4 OMNeT++

OMNeT++ is an open-source, modular C++ discrete-event simulation library and

framework, primarily for modelling communication networks, multiprocessors and

distributed systems [47, 67]. It provides support for modelling various protocols in

the standard Internet and related suites. This includes support for TCP, IP, Eth-

ernet, Wi-Fi, and several commonly used networking applications [11]. A model

in OMNeT++ consists of modules. Modules communicate using messages sent over

connections called channels, which can be configured with the delays and other prop-

erties of real network connections. Simple modules are reusable and can be combined

8



to form compound modules. The modular structure of OMNeT++ allows building

supporting libraries like INET that extend the base protocols. This also allows

customization of existing or building new extensions to interface with other simula-

tion systems, hardware or software. In addition, it provides facilities for statistical

analysis and a graphical user interface.

2.2.5 Co-simulation

Commercially available power system simulators lack support for modeling commu-

nication infrastructures and vice versa. Therefore, one of three approaches presented

by Li et al. [38] could enable a simulation of power and communication systems. The

first option is to build new software capable of modeling both domains. This option

is expensive and time consuming. Another option is to extend the functionalities

of individual simulators to enable simulation of the other domain. However, the

resulting tools can only simulate simple scenarios and if the power system dynamics

or the communication networks become too complex; they are no longer efficient

[59]. The third and most viable option involves the integration of existing indepen-

dent tools designed to simulate a particular domain, to form a co-simulation tool for

a smart grid [38]. Power simulators are time-driven, while network simulators are

event driven, the most crucial issue is a mechanism to connect and efficiently syn-

chronize data, time, and interactions between the simulators. A successful simulator

should solve the challenges of a common data model that includes components of

all domains and their interconnections and choice of a good co-simulation time step

[43]. W. Li et al. [38] and M. Mirz et al. [43] highlight three basic synchronization

techniques:

• Time-stepped Synchronization

In this approach, each domain-specific simulator runs independently. The sim-

ulators are paused and synchronized at a specified time interval for interaction.
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During simulation, all events requiring interaction, such as data request or con-

trol command execution, are stored and resolved at the next synchronization.

This approach is fast; however, choosing an optimal time step is important.

A large time-step accumulates many errors before the synchronization point

hence the system performs poorly for time critical events, and if the steps are

too small, the simulators are paused many times without need for interactions.

This problem is known as the time accumulation error, and a potential solution

is to dynamically adjust the time synchronization [2, 26, 15, 25].

• Master/Slave Synchronization

During co-simulation, either the power system simulator or the communica-

tion network simulator could be the Master. The simulator named Master has

higher priority and coordinates co-simulation steps. The slave cannot com-

municate with the master unless required. This method is simpler than the

other two methods. One of the challenges of the Master/Slave approach is to

adequately adapt the time resolution of both simulators to avoid inaccuracies

when exchanging messages [59]. One of the simplest ways, by implementation,

to integrate OpenDSS and OMNeT++ is to adopt the Master/Slave approach,

where OMNeT++ is the Master and OpenDSS is the Slave [66].

• Global Event Driven Synchronization

In a global event driven system, the co-simulator keeps a global list of events

from a combination of power system iteration events and communication net-

work events. These events are recorded by timestamp and executed accord-

ingly. Power system dynamic simulation is time-driven but is solved in a dis-

crete manner, then, each of the iteration rounds can be treated as a special

discrete event [40]. Only one event runs at a time, other events are paused

until its completion. This approach eliminates the time accumulation error.

10



The downside of this approach is a slower simulation speed as each simulator

is paused for the resolution of every event [38].

Another bottleneck in a co-simulation framework is the mechanism for exchanging

data. Communication overhead in a co-simulation environment can significantly in-

crease simulation time for large network sizes [43]. An efficient co-simulation frame-

work should implement a protocol that minimizes this overhead.

2.3 Big Data in Smart Grid

Big Data is the information asset characterized by such a high volume, velocity and

variety to require specific technology and analytical methods for its transformation

into value [19]. This implies that services that effectively manage data transmission,

integration, aggregation, analysis, storage and security aspects of the smart grid

require certain considerations; some of these aspects may overlap others. Further,

the services to manage these areas of the smart grid differ based on the structure of

the grid and type of information obtained from the grid. Figure 2.3 by J. Rodriguez-

Molina and D. M. Kammen represents a high-level architecture of the information

and communication structure in smart grid systems. Each of the services to manage

data and communication is classified into one or more layers.

Figure 2.3: High-level layered architecture of ICT services in smart grid [58].
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2.3.1 Data Transmission

Data transmission involves the mechanism and services responsible for moving data

from one point to another across the grid. Many devices do not have directly com-

patible interfaces; network protocols allow these devices to communicate. Network

protocols provide an established set of rules for devices with different interfaces or

designs to communicate over the internet. Data transmission falls into the network

and middleware layers of the architecture in Figure 2.3. There are many protocols

used in data transfer over networks; Hypertext Transfer Protocol (HTTP) used by

web browsers is the most popular. However, lighter weight protocols like AMQP and

MQTT are commonly used in smart grid and constrained environments.

2.3.1.1 AMQP

Advanced Message Queuing Protocol is a programmable messaging protocol that

enables conforming clients to communicate with conforming middleware brokers.

The clients or applications define the routing schemes, messaging properties, queue

properties and how messages are routed between applications and clients, the broker

only ensures that messages are routed to the proper destinations [3]. Clients can

subscribe to and/or produce messages to a channel. Messages are routed through

flexible exchanges that decide in which queues to deliver a message. The protocol

specifies different types of exchanges, and the type determines how the messages

are routed. AMQP queues store and relay messages to clients subscribed to the

queue [3]. They can be defined as persistent to allow multiple consumers to read the

same message. In addition, the protocol provides an acknowledgement mechanism

to ensure reliable message delivery. The broker can acknowledge messages sent from

an application and a consumer can also acknowledge read messages.
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2.3.1.2 MQTT

Messaging Queue Telemetry Transport (MQTT) is lightweight publish-subscribe pro-

tocol designed for power constrained and low bandwidth devices used for machine-to-

machine connectivity over TCP/IP [44]. Similar to AMQP, MQTT specifies clients

and brokers. Clients can publish messages to, and subscribe to an exact or multiple

topics on a broker using wildcards such as # and +; brokers or servers are responsi-

ble for routing the messages. The publish-subscribe architecture makes the protocol

lightweight with a small footprint on the network and hosting device [17]. MQTT

ensures reliable message delivery by three Quality of Service (QoS) specifications.

QoS 0, termed “at-most-once delivery,” delivers a message without an acknowledge-

ment of receipt. QoS 1, termed “at-least-once delivery,” sends an acknowledgment

to the sender for every message; unacknowledged messages are redelivered with a

duplicate tag. Lastly, QoS 2, termed “exactly-once delivery,” ensures that duplicate

messages are not delivered to the receiving client [17]. For security, MQTT supports

TLS/SSL and authentication mechanisms. Since developed by Andy Stanford-Clark

and Arlen Nipper at IBM in 1999, it has been made free and standardized with many

versions and variations [44].

2.3.2 Data Communication Middleware

Data communication middleware are the services responsible for the effective ex-

change of data and control between devices, sections or applications in the smart

grid. The performance and reliability of the grid is based on how effectively this

is achieved, in a suitable format and within an accurate timeframe. According to

Rodŕıguez et al., the middleware is classified based on services availability, message

coupling, computational capabilities and middleware distribution [58]. Hence, com-

munication middleware can be divided into Remote Procedure Call Oriented Middle-

ware, Transaction-Oriented Middleware, Object-Oriented Middleware and Message-
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Oriented Middleware [3]. Message-Oriented Middleware (MOM) is the best fit for

the smart grid because data collected and exchanged are event based.

MOM provides a mechanism for sending messages across applications on a dis-

tributed system. The characteristics of MOM include support for asynchronous

and synchronous communication, data format transformation, loose coupling, par-

allel message processing and multiple message priority levels [3]. M. Albano et al.

broadly divide MOMs into three paradigms:

• Message Passing provides a direct communication between applications over a

channel. The middleware eased the creation of the channel.

• Message Queuing allows data communication via First-In-First-Out queues.

The middleware provides the infrastructure for creating and accessing the

queues, routing messages to appropriate queues, and broadcasting messages

to consumers of a queue.

• Publish Subscribe MOM is a type of Message queuing. The publishers send

messages via middleware to one or many subscribers. The subscription can be

topic based, content based or data oriented. The publishers and subscribers

are fully decoupled. First, the publisher does not require information about

the subscriber. Secondly, the publisher and subscriber are not required to be

online at the same time, messages can be published in the queue and consumed

at different times. Lastly, it allows asynchronous notification of subscribers by

events via callbacks [3].

Message-Oriented Middleware systems offer three levels of delivery schematics, at-

least-once, exactly-once and at-most-once delivery [46].

2.3.2.1 RabbitMQ

RabbitMQ is an open-source message broker with support for multiple messaging
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protocols including AMQP and MQTT. It enables clustering, federation and dis-

tributed configurations for high-availability. It provides a publish and subscribe

messaging mechanism. Producers write into queues through an exchange while con-

sumers subscribe and read messages from the queues via Push or Pull methods.

RabbitMQ brokers host message queues and routing exchanges. Further, it supports

two delivery schematics, at-most-once and at-least-once delivery [46]. To achieve

this, RabbitMQ brokers have four exchange types for routing messages from queues

to subscribers. First, Fanout exchange sends messages to all queues bound to the

exchange. Second, Direct exchange uses a routing key; a routing key binds one or

more queues to an exchange. A message sent to a routing key is sent to all queues

bound to the key. Third, Topic exchanges route messages to one or many queues

based on matching between a message routing key and the pattern that was used

to bind a queue to an exchange [54]. Lastly, the Header exchanges route messages

based on header attributes. Messages are primarily kept in the main memory but

are persisted to disk when flagged as durable.

2.3.2.2 Data Format

The middleware only creates an abstraction over communication and does not specify

the message structure or content. This means parties in a data exchange must

agree on a data format and each party must support serialization and deserialization

over the format. The choice of data format impacts message size and the speed of

serialization and deserialization. Hence, the performance of the middleware depends

on data format and efficient data conversion. To meet the constrained, dynamic,

high speed needs of the smart grid environment, a data format must be flexible,

lightweight, cross platform and efficient. JSON and Protocol Buffers are two common

data formats.

• JavaScript Object Notation (JSON) is a language independent, human read-
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able and relatively lightweight data-interchange format [31]. JSON is built on

two structures, a collection of key-value pairs and an ordered list of values. It

is flexible and does not enforce a schema. Therefore, parties in an exchange are

not required to agree on a schema before exchange, serialization and deserial-

ization. This makes it easier to use, however, the drawback is that some clients

may send unreliable or incomplete data. While JSON is native to JavaScript,

it is supported by multiple languages such as Java, C++ and Python.

• Protocol Buffers are binary-based language-independent, lightweight and effi-

cient mechanisms for serializing structured data [27]. They support different

primitive data types encoded into binary. Encoding is done by a method called

Varints algorithm [27]. Varints are used to serialize integers using one or more

bytes. Protocol Buffers are schema based; the message structure is defined in a

proto file. A message structure consists of multiple fields. A field definition is

a data type, field rule and a number used to identify the field in binary format.

The proto file is used to generate optimized platform-specific source code for

data serialization and deserialization. The use of schema, proper encoding of

specific data types and platform specific code makes Protocol buffers efficient,

reliable and lightweight. Relative to JSON, Protocol buffers are faster and

have smaller message sizes. Some languages supported include Python, C++,

Go and Java.

2.3.2.3 Schema Evolution

The type and content of data changes over time as a system evolves. When data

changes, their representation or schema in a particular data format also change.

Schema evolution involves managing forward and backward compatibility of data

as it changes in a system. It is essential to manage schema evolution to ensure

clients can understand previous and current data. One of the ways to handle schema
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evolution is versioning. Each message is tagged with a schema version used by the

client to serialize and deserialize the data in the correct format. A schema registry

stores, tracks and maintains different versions of data schema.

2.3.3 Data Aggregation and Analysis

To derive value from the large stream of data available in the smart grid environ-

ment, it must be efficiently and securely collected, analyzed and visualized. The

application layer in Fig 2.3 includes services that interface with data and services

on the middleware layer. To meet the needs of the smart grid environment the ser-

vices must be fast, efficient, secure and scalable. Before Apache Spark was widely

adopted, the combination of Apache Hadoop Map Reduce, Hadoop Distributed File

System and YARN was de-facto for analysis on large datasets. Hadoop works by

dividing the datasets into smaller sets and performs computation in parallel. How-

ever, MapReduce is suitable for batch processing but performs poorly with streaming

and real-time data [45]. Added to the difficulty of programming Map Reduce, the

algorithm provided by the platform is limited. Recently, Apache Spark, which sup-

ports stream processing, is commonly adopted as a replacement in big data analytics.

Stream processing involves calling dependent logic on each new data instance, rather

than waiting for the next batch of data and then reprocessing everything. Stream

processing provides timely and more accurate results when compared to batch pro-

cessing [45]. This method of processing is well suited for the smart grid environment.

Other technologies like Kafka, Flume or Storm are also utilized.

2.3.3.1 Apache Kafka

Apache Kafka is an open-source distributed event streaming platform. It functions

primarily as a distributed commit log, a publish-subscribe messaging system or as

a distributed streaming platform for high-performance data pipelines, streaming
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analytics, and high-speed data ingestion [45]. Kafka supports clustering for high-

availability, fault tolerance and scalability. A unit of data in Kafka is a message.

A message is constructed of a key and a value. These messages are classified into

topics and partitions. A topic can have multiple partitions replicated across different

Kafka nodes in a cluster. Kafka messages, topics and partitions are managed by a

broker. One or more Kafka brokers form a cluster for high availability and scalability.

The broker is responsible for receiving messages from the producers assigning offsets

to them and committing the messages to storage on disk. The primary clients in

Kafka are the Producer and the Consumer. Producers write commit messages to a

topic and optionally specify a partition. If a partition is not specified, messages are

distributed across topic partitions without a guarantee of order. Kafka consumers

read messages from topics or partitions and keep track of the offset of read messages.

They form consumer groups where one or more consumers work together to consume

a topic. The group assures that each partition is consumed by only one member in

the group. Messages in Kafka can be persisted for a configurable period. This en-

ables new consumers to read messages from the earliest offset. Kafka provides other

client APIs to interact with Kafka topics and brokers. It is commonly paired with

other stream processing systems for big data processing. Kafka supports all three

levels of delivery schematics of an MOM [61].

2.3.3.2 Apache Spark

Apache Spark is a unified computing engine and a set of libraries for managing and

coordinating the execution of parallel data processing on computer clusters [14]. A

cluster is managed by a cluster manager like Apache Hadoop YARN1. Spark Applica-

tions are made up of packaged code describing operations on data and are submitted

to the cluster manager. While Spark is written in Scala and runs on the Java Virtual

1YARN (Yet Another Resource Negotiator) is an open-source resource manager and job sched-
uler utilized in clustered environments
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Machine, Spark Applications can be written in Python, Scala, R or SQL. A Spark

Application consists of a driver process and a set of executor processes [14]. The

driver process on a cluster node maintains information about the Spark Application,

responds to user programs and input, and analyzes and schedules work across ex-

ecutors. Executor processes execute workloads assigned by the driver process and

returns the results. Apache Spark loads data from a storage system and distributes

multiple nodes in the cluster. It supports a variety of storage systems including Azure

Block Storage, Amazon S3, distributed file systems like Apache Hadoop, key-value

stores like Apache Cassandra and streaming platforms like Apache Kafka [14]. The

data is loaded into Data Frames, Resilient Distributed Datasets (RDD) or Datasets

data structures that expose APIs for easy transformation and manipulation. Unlike

traditional Hadoop Map Reduce, which processes data by writing and reading from

disk, Apache Spark can process plain or graph data types in memory, in real time or

in batches. Additionally, the available engine libraries include a Machine Learning

library, an SQL interface to query data and APIs to manipulate structured streaming

data. Support is also provided for third-party community libraries. Operations per-

formed over loaded data range from simple aggregations, grouping, joins and sorting

to complex window querying, transformations, regression, and clustering.

2.3.3.3 Logistic Regression

Logistic regression (LR) is one of the statistical or machine learning algorithms sup-

ported by Apache Spark. It models the probability of a discrete outcome given one or

more input/independent variables. LR is a logit transformation of linear regression

using the sigmoid function to restrict the value from a large scale to a range within

0 and 1 [63]. Linear and logistic regression are based on the same assumptions,

however, linear regression models continuous dependent outcomes.

Given β as the coefficient of regression and X or Xi as independent/input variables.
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(Linear Regression)

Y ≈ β0 + β1X

(Simple Logistic Regression)

p(X) = β0 + β1X

using the sigmoid function

p(X) =
eβ0+β1X

1 + eβ0+β1X

p(X)

1− p(X)
= eβ0+β1X

Where
p(X)

1− p(X)
is called the odds. Finally,

log(
p(X)

1− p(X)
) = β0 + β1X

(Simple Logistic Regression with Multiple Predictors)

p(X) =
eβ0+β1X1+...+βkXk

1 + eβ0+β1X1+...+βkXk

log(
p(X)

1− p(X)
) = β0 + β1X1 + ...+ βkXk

The application of logistic regression to the smart grid and smart grid data include

demand response systems [51], consumption pattern analysis [69, 13] and predictive

control [9].

2.3.4 Data Storage

Storage of data for future analysis, auditing, error tracing and historical reference

may be crucial in some smart grid systems. Data is written and read at high speed,

fast, efficient and scalable data storage systems are required to match these needs.
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NoSQL databases are commonly employed for data storage in a smart grid because

they are more scalable and provide superior performance dealing with big data [18, 5,

42]. A NoSQL database stores data with flexible schema, in contrast to fixed columns

and rows in relational databases. The types of NoSQL databases are document based,

key-value stores, wide-column database or graph databases. The system and types

of data dictate which type to use.

2.3.4.1 MongoDB

Document databases store data in documents similar to JSON/BSON objects. Each

document consists of pairs of fields and values. MongoDB is a distributed document-

oriented NoSQL database. It is made up of documents and collections. Documents

are the basic unit of data and are tantamount to rows in a relational database; a

collection is a set of documents, equivalent to tables in a relational database. Doc-

uments within a collection are schema-less and have a flexible structure. MongoDB

provides a form of data consistency like relational databases. However, it implements

BASE properties in place of ACID (Atomicity, Consistency, Isolation, Durability).

BASE is made up three attributes: Basically Available, Soft-State and Eventual

Consistency. Compared to ACID, this model is less strict and does not offer guaran-

teed consistency at write time. That trade-off gives MongoDB some advantage; it is

fault tolerant and easily scalable, it supports master slave replication and horizon-

tal scaling through sharding. The flexible, fast, efficient and scalable nature of this

database makes it suitable for managing large datasets in the smart grid [18].

2.3.5 Security

Data in the smart grid environment is not limited to electrical parameters and values,

it could include sensitive user consumption or company proprietary data. Therefore,

it is essential to secure the smart grid to ensure integrity, privacy and confidentiality.
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We consider two ways to secure data, information and communication in the smart

grid, in motion and at rest. This section describes some smart grid data security

concepts.

2.3.5.1 Point-to-point and End-to-end Security

Point-to-point encryption (P2PE) is a technology standard created to secure elec-

tronic financial transactions between point of interaction and processing. It enforces

data security in transport between two directly connected systems. End-to-end en-

cryption is a system of communication that ensures a message is readable to only the

sender and the receiver. Additionally, the message is not readable by the medium of

communication, a third-party storage service or an attacker secretly eavesdropping

the traffic over the network. Only the intended receipient is able to read a message

sent over a connection or series of communications. End-to-end encryption supports

data privacy, confidentiality and integrity between directly or indirectly connected

systems.

2.3.5.2 Transport Layer Security and Secure Sockets Layer

Transport Layer Security is a network-based security protocol designed to provide

peer authentication and secure traffic between devices connected over a network.

This protocol provides privacy, authentication, and data integrity. The protocol is

at the transport layer of the TCP/IP model. It prevents data sent over the internet

from eavesdrop, replay and man-in-the middle attacks. TLS is a standardized version

and successor to the Secure Sockets Layer (SSL) protocol. SSL/TLS are used to

achieve point-to-point encryption. A secure data channel is established through a

handshake. In the handshake, the client and the server negotiate on a version of TLS

protocol, decide on a cipher suite, exchange and verify SSL certificates and finally

exchange a shared key. The SSL certificates are self-signed or signed by a Trusted
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Certificate Authority for identity verification of a peer in the connection. SSL/TLS

employs both asymmetric and symmetric encryption. Asymmetric encryption is used

during the handshake for key exchange and digital signature verification; AES-128

symmetric algorithm and the derived key from the handshake are used to encrypt

subsequent traffic.

2.3.5.3 Asymmetric Encryption

Asymmetric encryption is a form of data encryption with two keys, the public or

encryption key and the private or decryption key. The public key is made available

to the public, and used for encrypting and verifying signed messages. The private

key is known only to the recipient of an encrypted message. It can decrypt a message

generated by a corresponding public key. The security of asymmetric encryption is

computational infeasibility of calculating the private key from the public key. A

public-key encryption algorithm requires a trap-door one-way function, a function

easy to compute but hard to invert without some secret trap-door [37].

2.3.5.4 RSA Encryption

RSA (Rivest, Shamir, Adleman) is a public-key encryption developed in 1977 based

on the large integer factoring problem. Given two large prime integers p, q, the

private and public keys are obtained by:

n = p ∗ q

Φ(n) = (p− 1) ∗ (q − 1)

Given:

e ∈ Z and 1 < e < Φ(n)

gcd(e,Φ(n)) = 1
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And d is the inverse of e calculated by the extended Euclidean algorithm:

1 < d < Φ(n) and e.d ≡ 1 mod Φ(n)

Where (n, e) is the public key and (n, d) is the private key, the encryption operation

to derive a ciphertext C from a message or plaintext M is:

C = M e mod n

The plaintext can be retrieved by decryption with the private key (n, d):

M = Cd mod n

For the security of RSA, 1024 or 4096 bit keys are used in practical applications.

2.3.5.5 Key Management

Key management is a major problem in cryptography. Encryption and decryption

algorithms are public and secured systems depend on the secrecy of the encryption

key. Keys should be securely managed with efficient and easy access by authorized

users. In public key cryptography, it is essential to make the public key readily

available. One way to do this is the use of a Public Key Registry. A Public key

registry is a key-value store or database for public keys. Redis data store is a popular

example of a key-value store for fast read, write and indexing of data [56].

2.4 Cloud-based Smart Grid Management

Cloud computing is a distributed model of computing to provide on-demand network

access to a shared pool of resources that can be rapidly scaled with minimal effort

[42]. These resources include hardware and services such as network, servers, storage
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and applications. Leveraging on cloud-based infrastructure can provide scalable

and flexible computing, storage, and processing resources suited for smart grid big

data. There are potential applications of cloud-based technology in many areas

of a smart grid including system monitoring and control, information security and

storage, power system simulation, and dispatching and planning [23]. There are

a great number of cloud solutions that support big data such as Amazon Elastic

Compute Cloud (Amazon EC2), Google Compute engine, Microsoft Azure Cloud

and IBM Docker Cloud.

2.4.1 Containerization and Docker

Containerization is a form of operating system virtualization that enables running

multiple services and applications in isolated environments, using shared resources on

the same machine. A container is an isolated environment containing files, libraries

and dependencies required for a service to run. In contrast to a virtual machine,

a container shares the host operating system kernel. Docker is an open container

runtime to build, deploy and run distributed applications in different environments

from laptops and virtual machines to cloud environments [21]. Docker makes it easy

to ship and scale multiple services in the cloud.

2.4.2 Kubernetes

Kubernetes is an open-source platform for managing containerized workloads, ser-

vices and for automating deployment, scaling and orchestration of containerized

applications [7]. It groups containers that make up an application into logical units

for easy management and discovery. Google founded Kubernetes in 2014 to produce

an open-source container orchestration tool like Borg, used internally by Google for

many years. The rapid development and features of Kubernetes have made it the

de-facto tool for container management. A Kubernetes cluster is made up of the
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master node (control plane) and a set of worker nodes. The nodes in a cluster host

Pods; Pods contain running containers and are the basic unit of deployment in Ku-

bernetes. The control plane manages the nodes and the pods in a cluster. Each node

consists of an agent called a kubelet which ensures containers run in pods according

to the declared specification. A node also contains a container runtime like Docker

responsible for running containers. Kubernetes also has components called Services

for managing network communication between Pods and external applications. The

features and architecture of Kubernetes is described in detail by the Kubernetes

authors in the documentation [7].

2.5 Related Work

In the literature, several works have explored the domain-specific tools and co-

simulation frameworks for smart grid systems, communication middleware and cloud-

based application and data management for the smart grid. M. Vogt et al. [68]

surveyed smart grid simulators and classified them based on the synchronization

techniques, chosen power simulation tool, the hardware-in-loop and source availabil-

ity of the co-simulator. The authors identified the three synchronization techniques

explained in Section 2.2.5 above, common co-simulation scenarios and the common

tools. Table 2.2 shows some co-simulation from the literature, the application area,

the synchronization method of co-simulation and middleware employed.

P. Lipčák et al. [41] discuss the use of big data tools in analyzing and visualizing

anomalies in smart grid environments. The application described in this paper maps

the reference architecture in P. Pääkkönen and D. Pakkala [49]. In the study, Smart

meter data is written into Apache Kafka, which streams and provides the data for

storage in a Hadoop Distributed File System. Computation jobs to be performed

on this data in Apache Flink2 are submitted through a spring boot application.

2Apache Flink is a tool used for stateful computations over data streams.
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The results of the computations are visualized in a React Frontend3. Grafana4 also

handled some of the visualization tasks. A. Aydin et al. [8] described a different

architecture for real-time and batch incremental data collection and analytics plat-

form. The software architecture used consists of four layers: application, service,

index and storage. The storage layer is based on SQLite for storing application layer

data and Cassandra NoSQL database for automatic partitioning of data across a

cluster. The index layer incrementally indexes large data sets while collecting data

in real time. The service layer is based on RabbitMQ as a message bus, Redis and

Apache Spark. The architecture was built for fault tolerance and resilience. R.

Shyam et al. [61] explore applicable areas of a big data analytics platform for smart

grid data. It compares the differences and advantages of Apache Spark over Map

Reduce and Hadoop. The authors classified smart grid data processing into batch

processing, real-time processing and iterative processing. In the study, Phasor Data

Units (PMU) time series data was analyzed using a 3-node Apache Spark cluster. In

the setup, Apache Kafka ingests PMU streaming data into the Apache Spark engine

for windowed processing. The results demonstrate the versatility of Apache Spark

in different areas of smart grid data analytics. To discover the best technology for

data storage, M. H. Ansari et al. [5] explores the performance evaluation of big data

frameworks for analysis of smart grid data. It compared the performance of NoSQL

HBase, Elasticsearch, MongoDB and Cassandra for data storage. The results favor

Cassandra and MongoDB as top choices for data storage.

Some works also research the middleware employed in smart grid systems. J. Rodŕıguez-

Molina and D. Kammen explore the protocols, use cases and evaluations of Message-

Oriented Middleware in a smart grid system [58]. The paper highlights the EN-

COURAGE platform, a group of user-focused smart grid technologies, for the seam-

less interaction of existing devices by different vendors, fine-grained remote control

3React is a Javascript framework for building web interfaces and applications.
4Grafana is an open-source visualization tool with support for a variety of data sources.
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of user’s appliances, and energy brokerage. The middleware of the platform delivers

data encoded in XML format through an AMQP-based messaging bus. B. Petersen

et al. [50] seek to find more optimal middleware than XML. The authors com-

pared multiple serialization formats including MsgPck, JSON, ProtoBuff based on

message size, serialization and deserialization time. ProtoBuf performed relatively

better. The research also evaluated dome message-oriented middleware solutions

based on latency and throughput. Finally, B. Fang et al. [23] and H. Farhangi

[10] describe how cloud technology can provide scalable infrastructure for smart grid

systems and applications. Some cloud supported applications highlighted include

Demand Response systems, Peak and dynamic pricing management systems and

real time monitoring systems.
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Chapter 3

Motivation

Many published papers have presented several approaches to solve the three major

highlighted issues of smart grid co-simulation, communication and big data man-

agement. However, communication overhead in a smart grid system can affect

performance and can significantly increase the simulation time in a co-simulation

environment for large network sizes. An efficient framework should utilize a protocol

and synchronization that minimizes overhead. Some current co-simulation frame-

works employ request-response or REST APIs and JSON data formats, others use

database polling as a mechanism for data exchange. These methods have strengths

and drawbacks. For example, Figures 3.1 and 3.2 show a comparison between

the message latency of a simple database polling data exchange and a publish sub-

scribe message-oriented exchange in JSON format. This experiment was conducted

on a machine with 32GB of RAM, 2.6GHz 6-Core Intel Core i7 running MacOS

11.01. A MySQL database was used for polling and RabbitMQ version 3.8.19 was

the publish-subscribe broker. The publish-subscribe and message polling applica-

tions were written in Python. The results reveal that message latency is higher and

more inconsistent with database polling. It also shows writing/sending messages are

faster with the publish-subscribe system. Additionally, database polling does not
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support complex routing of messages between applications, and latency degrades

with more records. For this reason, one of the goals of this research is to review

existing solutions and present a framework to meet optimal requirements applicable

in production systems with minimal trade-offs.

Further, there are many tools and technologies available to manage different aspects

of big data in a smart grid. Data collection and aggregation alternatives include

Apache Storm, Flume and Kafka. Data storage options include Apache Cassandra

and MongoDB. Data analytics options include Apache Hadoop and Apache Spark.

However, several factors also influence the choice of the tools utilized. The following

are essential:

• Flexibility and scalability for large workloads

• Support for high performance, availability and fault tolerance

• Libraries and integrations should support multiple platforms

• Security

• High throughput and low latency

• Open source or suitable commercial license

• Support for real-time analytics of streaming data

The other contribution of this research is to create a big data technology framework

for the smart grid to meet the above requirements.
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Figure 3.1: Message Latency of 10,000 JSON messages using database polling and
publish-subscribe middleware.

Figure 3.2: Write time of 10,000 JSON messages using database polling and publish
subscribe middleware
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Chapter 4

Design and Implementation

This chapter describes the design of our smart grid framework and the motivation

behind the technologies chosen for the framework. The framework handles two broad

functions: efficient data and communication middleware (co-simulation and real sys-

tems) and big data management.

4.1 Co-simulation

One of the goals of the co-simulation section of the framework is to provide a time

synchronization technique with minimal error and time ratio. The other is to pro-

vide a common and efficient means of data exchange with minimized communication

overhead. In a co-simulation, the OpenDSS power simulator models the electrical

circuits, power devices, utility generation and distribution systems. It supports effi-

cient power analysis of power delivery and smart grid applications. The role of the

simulator in the framework is to support various types of power analysis and sim-

ulation scenarios including Distribution Planning and renewable energy integration

simulations. It solves a given power model and advances a simulation in different

simulation modes at various time steps based on input parameters. These modes

include daily or yearly power flow, duty-cycle power flow, harmonics and fault study
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analysis. The power simulation instance is interfaced and controlled through its

COM interface. Supplying input parameters to the simulation and fetching results

and data from meters, monitors and other elements is done via the COM interface.

The communication section of a model in co-simulation is implemented and run in

the OMNeT++ simulator. OMNeT++ models various communication protocols and

capabilities of the elements in the power model with a good representation of real

anomalies and scenarios such as delays, packet loss and interference.

4.1.1 Time Synchronization

To ensure a seamless co-simulation with minimal errors, the synchronization tech-

nique connecting the power and communication models combines the master-slave or

primary-secondary synchronization and the time-stepped synchronization technique.

In a master-slave time-stepped synchronization technique, a time step and a time

interval are defined. The simulation is advanced in units of the time step to push the

simulation time and simulation further. The configurable time step determines how

fast the simulation progresses in the absence of other events and in effect determines

the time ratio. The time interval is a set time frame after which both simulators

are synchronized in the absence of a critical event or an error. The primary and

secondary simulator(s) are designated, in this thesis, OMNeT++ and OpenDSS re-

spectively. Both simulators are scaled to the same time unit. The primary simulator

leads the simulation, it makes requests to the secondary simulator(s) for data, control,

synchronization or fault resolution. The primary simulator events are divided into

critical and non-critical events. Critical events are time sensitive and are processed

immediately. This includes control request events, faults and errors. Critical events

mostly require a synchronization before they are processed. Non-critical events are

processed with or without synchronization, events like a device or node information

request. The classification of events into critical or non-critical are based on the sim-
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Figure 4.1: Combination of Time-stepped and Primary-secondary Synchronization

ulation scenario and are defined by the designer of the co-simulation. Therefore, a

synchronization point in the co-simulation is defined by time interval in the absence

of critical events or by the occurrence of a critical event. At synchronization the

communication simulator sends a message event to the power simulator to solve for

the circuit for x units of time. Figure 4.1 illustrates the technique.

This technique avoids the error accumulation problem in the pure time-stepped tech-

nique by handling errors immediately. It also resolves the issue of time resolution

in a pure master-slave synchronization technique by scaling all the simulators in the

co-simulation to a common time unit. To allow plugging and running a co-simulation

with real life systems, the time scale is adjusted and a real-time scheduler that syn-

chronizes the simulation with the real world clock is used in place of a sequential

scheduler.
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4.1.2 Data Exchange Middleware

While the time synchronization technique defines when data is exchanged, it is im-

portant to select an optimal method to exchange the data in co-simulation to reduce

communication overhead. The effect of a poor communication medium may be negli-

gible for simple co-simulation scenarios involving a model with a few nodes. However,

as the model grows larger the communication overhead becomes significant, increas-

ing time ratio, and affecting accuracy. In addition to communication within the

co-simulation, middleware should support data and control interactions with exter-

nal systems and applications including a real smart grid system. In this thesis, three

main data middleware solutions are considered:

• Database Polling

• Request Response

• Message Oriented Middleware: the background section of this thesis discusses

this in more detail.

In a smart grid co-simulation, the simulation requirements range from simple to com-

plex analysis, hence multiple factors influence the choice of data middleware. Table

4.1 shows these factors considered and how effectively each middleware solution sup-

ports the factor.

Based on its suitability features, the framework in this research employs RabbitMQ

as a message-oriented middleware for co-simulation. Figure 4.2 shows the design

of a simple co-simulation with RabbitMQ middleware, and Figure 4.3 shows the

co-simulation middleware support for data interaction with external systems.

4.2 Data management

The following subsections describe how the framework presented in this research
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Table 4.1: Middleware options and support for co-simulation framework require-
ments.

Feature/ Method Database
Polling

Request Re-
sponse

MOM

Complex Routing Hard Hard Easy
Ease of use Easy Medium Easy
Latency Degrades with

more records
Medium/Low Low

Throughput Degrades with
more records

Medium High

Scaling Fair Support Fair Support Mostly Out of
the box

Message delivery Manually man-
aged

Manually man-
aged

Mostly Out of
the box

Bi-directional Ex-
change

Possible but
complex

Hard Easy

Data Locality Easy but re-
source intensive

Easy Relatively easier

Supporting for
streaming

Fair support.
(Cassandra)

Hard Large integra-
tion support

Support for Co-
simulation Sync
methods

Master-slave Master-slave,
time-stepped

Supports all
methods.

Figure 4.2: A simple co-simulation with OpenDSS and OMNeT++

Figure 4.3: A simple co-simulation with OpenDSS and OMNeT++, RabbitMQ as
middleware for intra and external data exchange.
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handles the different parts of the big data management in a smart grid.

4.2.1 Data Transmission

Due to the constrained computing nature of devices operating in the smart grid,

the framework employs the Advanced Messaging Queue Protocol (AMQP) and the

Message Queue Telemetry Protocol (MQTT) for uniformly exchanging data between

different nodes in the smart grid. Data transmission includes data exchange between

real devices and [co-]simulation. These protocols were chosen for their lightweight

and low overhead. Other common existing data protocols in IoT (Internet of Things)

and smart grid environments include Hypertext Transfer Protocol (HTTP), Con-

strained Application Protocol (CoAP, a modification over HTTP), Data Distribu-

tion Service (DDS), and Extensible Messaging and Presence Protocol (XMPP) [1].

In choosing a protocol, we considered three things: the performance of the proto-

col; the support for publish/subscribe; and the reliability and message guarantee

(Transmission Control Protocol, TCP vs. User Datagram Protocol, UDP). Based

on performance, we eliminated XMPP because it uses XML, which is comparatively

heavier and has more overhead than JSON-based Representational State Transfer

(REST) systems [1]. HTTP also has a considerably higher overhead compared to

AMQP and MQTT [62]. In environments or applications with frequent data updates

and big data requirements, a publish/ subscribe protocol is considered a viable choice

[70]. CoAP is RESTful, supports request/response and publish /subscribe, but uses

UDP, which is less reliable than protocols that run on TCP. AMQP, MQTT and

DDS protocols support publish/subscribe and work over TCP. However, we choose

AMQP and MQTT and not DDS based on support and compatibility with other

parts of the framework. RabbitMQ for example, has been proven to work very well

with both protocols [32] [54].
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4.2.2 Data Communication

Data communication covers the middleware for carrying messages and data across

the smart grid, the data format and how data schema evolution is managed. In this

framework, the data communication middleware in the smart grid co-simulation (dis-

cussed in Section 4.1.2) applies to the context of middleware in a big data smart grid.

Furthermore, in simulation scenarios where complex routing is not required, Apache

Kafka, which can serve as a publish-subscribe system, could replace RabbitMQ as

message-oriented middleware. Apache Kafka provides higher throughputs and lower

latencies with increased difficulty of handling complex routing as a tradeoff.

In choosing a suitable data format in the framework, the options are compared based

on the serialization and deserialization time, compression and decompression time,

memory use, and message size. Based on the results of the experiments performed

by B. Petersen et al. [50], the options considered for the framework were narrowed

to primarily Protocol Buffers and JSON. While JSON was not concluded to have

performed best, it was chosen for consideration for its ease of use, current wide usage

and compatibility with existing systems. In a single system, both the data formats

could be mixed for different parts, however, it is recommended that only one data

format is used at a time. The experiments in this thesis apply one at a time.

In the presented framework, there are two recommended ways to manage schema

evolution. The first method is message and schema versioning. Each message is

tagged with a schema version used by the client to fetch the schema, as well as se-

rialize and deserialize the data in the appropriate format. A schema registry stores,

tracks and maintains different versions of data schema. The other method is ver-

sion control where a repository maintains serialization and deserialization functions.

Each application, node or client in the system pulls a copy of the functions for use.

When an update to the schema is required, the functions are updated, committed

and pushed to the shared repository. All using applications are required to pull the
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Figure 4.4: Kafka as a tool for aggregation

update. The downside to this method is that for each update, all nodes or applica-

tions must be updated. However, data schema is not changed too often in the smart

grid environment for this to constitute a major bottleneck. Finally, it is noteworthy

that in some cases schema evolution is easier to manage in schema-less data formats

like JSON.

4.2.3 Data Aggregation

To support streaming data and multiple data sources, Apache Kafka is employed for

aggregating data from nodes across the smart grid including plugged-in simulation

instances as shown in Figure 4.4. Apache Kafka is suitable because of its wide

range of support for different data sources, streaming and non-streaming, including

databases, output from analytics, web, and IoT devices. It also integrates well

with streaming data sinks like databases, analytics tools like Apache Spark and

visualization tools. Aside from Kafka client libraries for Java, Python and C/C++

among others, Kafka provides a connector API for integrating with different data

sinks and sources. Finally, Kafka easily scales horizontally for high availability, high

throughput and low latencies.
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Table 4.2: A comparison of Apache Spark and Map Reduce for big data analytics

Apache Spark Hadoop Map Reduce
In memory processing On disk processing
Process plain data and graphs Process plain data
Easy to use Relatively Hard
Large and easy support for Machine
Learning

Relatively Less support

Suited for Batch Processing and
Streaming/Real time

More suited for Batch processing Re-
quire additional tool for real time

Fault tolerant Better fault tolerance
Provides Spark SQL for easier query-
ing
Support structured Streaming

4.2.4 Data Analytics

To support real-time analytics, the presented framework uses Apache Spark. The

motivation behind selecting Apache Spark over a close alternative, Hadoop Map

Reduce, for analytics in smart grid is shown in Table 4.2. It integrates seamlessly

with Kafka for processing streaming data and writing results back into Kafka or

storage. Spark is also selected because of its support for multiple data sources

including the Hadoop Distributed File System, databases like Cassandra, and others

like Azure Block Storage and Amazon S3. This is useful in performing analytics

that require historical data. Figure 4.5 shows how Spark fits into our smart grid

framework.

4.2.5 Data Storage

Choosing the right database for storing smart grid data is critical. A less than

optimal choice could affect the write and read speed by up to 4 times [71]. For this

framework, only NoSQL databases are considered because they are more suitable for

the smart grid environment due to their flexibility. Furthermore, literature reviews

indicate that NoSQL databases are commonly used for smart grid storage. An
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Figure 4.5: The role of Apache Spark for Analytics

experiment by E. Yilmaz et al. [71] comparing different storage options for the smart

grid concludes that Apache Cassandra and MongoDB outperform HBase NoSQL

database and SQL options like PostgreSQL. This framework has chosen MongoDB.

4.2.6 Data Security

The framework utilizes TLS/SSL to secure data in transmission between services.

However, a potential issue is the management of TLS certificates for clients, servers,

and brokers. TLS certificates are managed by Kubernetes Secrets. Kubernetes Se-

crets store and manage sensitive information, such as passwords, OAuth tokens, and

TLS credentials. These secrets can be passed to the services hosted in the cluster as

files or environment variables. To store data at rest and ensure end-to-end security,

messages are encrypted using the RSA algorithm. The RSA asymmetric algorithm

was chosen over symmetric alternatives like AES because of key management. The

main issue is securely managing a single key between multiple services; the overhead

in solving this problem outweighs the benefits of using symmetric algorithms. An-

other issue is that when one service is compromised, all the services sharing the same
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Figure 4.6: A secure and scalable framework for data, communication and co-
simulation

key are equally compromised. However, the public and private keys in RSA must

also be efficiently and securely managed. A Key Registry in the framework makes

the public key of each service centrally accessible to all other services. The registry is

a Redis Key value store. Redis was chosen for its fast write and lookup. The private

key of each service is managed by Kubernetes Secrets. Figure 4.6 shows a complete

design of the framework. An alternative is to combine symmetric and asymmetric

encryption. With this method, a symmetric encryption algorithm like Advanced En-

cryption Standard (AES) is utilized for message encryption because of its speed and

to mitigate the computation overhead of asymmetric encryption (RSA). To manage

the key, RSA is used to encrypt the symmetric key and is passed with every message

or exchanged in a handshake between the two commnicating services. For simplicity,

in our framework we consider the first option. The second option could be explored

in future work to make security more efficient.
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Figure 4.7: A kubernetes cloud-based translation of the framework

4.3 Cloud-based Scaling

The services and tools in the presented framework require a scalable and elastic

amount of computing resources to accommodate the dynamic nature of the smart

grid. Cloud–based computing provides on-demand access to these resources, scalable

with minimal effort. To this end, each service or tool in managing smart grid data is

containerized into docker containers. The collection of services (containers) is man-

aged and orchestrated by Kubernetes. Aside from managing upward and downward

scaling of services, Kubernetes also participates in security management. Kuber-

netes Secrets stores private keys and manages certificates. Furthermore, Kubernetes

ConfigMap holds variables passed to running containers to modify service configura-

tions. Figure 4.7 shows a translation of the presented framework into a cloud-based

environment.
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Name Role Internal-IP OS-Image Container-
Runtime

casa39 master 10.31.2.22 Ubuntu 16.04.6
LTS

docker 19.3.12

casa49 worker 10.31.2.21 Ubuntu 16.04.6
LTS

docker 19.3.12

casa50 worker 10.31.2.20 Ubuntu 16.04.6
LTS

docker 19.3.12

Table 4.3: CASA Kubernetes Cluster

4.4 Implementation

The design of the framework can be interpreted and implemented in varied configu-

rations, with possible tool substitutions based on context of use. This section of the

thesis presents a micro-service implementation of the framework. The implementa-

tion is expanded and applied to the use-cases in Chapter 5 for an evaluation of the

framework.

4.4.1 Hardware Environment

This thesis uses a three-node Kubernetes cluster on multi-core servers. Each server

connects to the Centre for Advanced Studies-Atlantic laboratory network and is

allocated a static IP address. The cluster (Table 4.3) is bootstrapped with Kubeadm

[35] version 1.18.4. The specification of each server is as follows:

• CPU: Six Intel i7-8700 cores, two hardware threads per core

• Memory: 32 GiB

• Disk: 500 GiB
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Software Version Instances CPU
(per in-
stance)

RAM
(per in-
stance)

Kafka v 2.8.0 3 1.5 4
Zookeeper v 3.6.3 3 1 4
Redis v 2.8.0 1 master, 2

replicas
1 2

RabbitMQ v 3.8.19 3 2 8
Spark v 3.1.2 1 driver, 2

executors
2 4

MongoDB v 5.0 3 - -
Python v 3.8 - -
C++ v 11, 14, 17 - - -
Docker v 19.3.12 - - -
OmNeT++ v 5.6.2 - - -
OpenDSS v 9.3.0.1 - - -

Table 4.4: Software Environment

4.4.2 Software Environment

Table 4.4 presents the basic details of the software tools, compilers, packages and

runtime environment utilized in this thesis. In some cases, for high availability, a

software may run multiple instances/container in a cluster, each one allocated a

specific amount of resources. At the time of this research, version 2.8.0 of Kafka

supports deployment without Zookeeper, which is documented to be faster. But we

deployed with Zookeeper because standalone Kafka deployment is new, unstable and

has limited support for the production environment.

4.4.3 Message Structure

Each message passed between services has a body and a header. The header contains

general information and message meta-data, the schema version for schema evolution,

the message origin and destination and serialized message body. The header also

contains meta data on the encryption of the message body. This separation has
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some obvious advantages. First, this structure is agnostic to the serialization and

deserialization format. It allows a mix and match of formats for the message header

and body. For example the header could be serialized in JSON for easy and schema-

less passing of meta-data and the body is more efficiently serialized in Proto format.

Second, it supports easy schema change, each message carries information on how

to decrypt and deserialize it. However, one disadvantage is the header overhead.

Listings 4.1 and 4.2 show a representation of the structure in JSON and Proto.

Version 3.15.8 of the Protocol buffer library was used for code generation in C++

and Python.

Listing 4.1: Message Structure in Proto

syntax = ”proto3 ” ;

import ’ goog le / protobuf / timestamp . proto ’ ;

message Bundle {

// header

goog le . protobuf . Timestamp src t imestamp = 2 ;

s t r i n g s r c i d = 1 ;

s t r i n g d e s t i d = 3 ;

bool encrypted = 4 ;

s t r i n g schema vers ion = 6 ;

//body

bytes data = 5 ;

}

message Payload {

s t r i n g s r c i d = 1 ;

s t r i n g d e s t i d = 2 ;

s t r i n g event name = 3 ;

s t r i n g event type = 4 ;

s t r i n g e l em en t i d e n t i f i e r = 5 ;

goog le . protobuf . Timestamp timestamp = 6 ;

s t r i n g value = 7 ;

# value could be repeated data type ( array )

}
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Listing 4.2: Message Structure in JSON

payload = {

” s r c i d ” : s t r i ng ,

” d e s t i d ” : s t r ing ,

” s r c i d ” : s t r i n g

”event name ” : s t r ing ,

” event type ” : s t r i ng ,

” e l em en t i d e n t i f i e r ” : s t r ing ,

” timestamp ” : int ,

” value ” : s t r i n g | array

}

bundle = {

” s r c i d ” : s t r i ng ,

” d e s t i d ” : s t r ing ,

” encrypted ” : booelan ,

”data ” : s t r i n g o f b y t e s

}

4.4.4 Micro-services, Supporting Libraries and Modules

In this section, we provide details on the services, supporting libraries and modules

in the implementation described in this thesis.

• KafkaClient and KafkaAdminClient: The KafkaClient class is an abstrac-

tion that provides methods for sending and receiving serialized messages to and

from Kafka. The KafkaAdminClient manages Kafka resources like topics and

partitions. Both extend classes from the open-source Python Confluent Kafka

library (v1.7.0) and are configurable based on given environment variables.

• RabbitMQClient: provides an abstraction for routing and receiving mes-

sages from RabbitMQ queues. Additionally, it has methods for creating, con-

figuring and managing queues and exchanges. The C++ version of the class

used with OmNeT++ is built over Copernica Marketing Software AMQP-CPP

open-source library [64], and the Python version over the Pika Python open-

source library v1.2.0 [52]. For high availability, and efficiency, the research uses

Quorum queues [55], which operates on the Raft Algorithm.
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• E2eRSAEncryption and PublicKeyRegistry: e2eRSAEncrytion provides

end-to-end asymmetric encryption for messages exchanged across services. It

has methods for generating private and public keys or retrieving PEM format

keys from the service environment. It is connected to the PublicKeyRegistry

class to fetch public keys for destination hosts/services and publishing the

public key from a service. The Python implementation is built over the open-

source Pyca Cryptography library v3.4.8 [53].

• Gateway Service: The gateway service creates a bridge between simulation

or integrated device and the aggregation layer. This abstraction allows the

substitution of simulation and real devices without changing the services in-

teracting with the aggregation layer. Another role of the gateway service is to

provide bi-directional flow of commands to and from other parts of the sys-

tem. In addition, this design makes data localization possible; only data sent

across the gateway is available outside the simulation or integration module

in Figures 4.8 and 4.9. While this design supports both real and simulation

scenarios, this thesis only implements the architecture in Figure 4.9 the in-

tegration module with Distributed Energy Resources (DERs) can be further

explored in future work.

• OpenDSS Solver: The OpenDSS Solver and Engine models and solves the

power circuit and function in a co-simulation. This implementation utilizes dss-

python 0.10.7.post1 library to communicate with the OpenDSS COM interface.

• Co-ordinator/Manager: this module manages the interpretation of mes-

sages, commands and events, and passes control to the application logic. The

application logic depends on the co-simulation use case or system goal and is

determined by the developer.

• Host Startup Service: is an initialization container that sets environment
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Figure 4.8: Micro-service Implementation of Framework for Simulation

Figure 4.9: Micro-service Implementation of Framework for Real Device
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variables, create topics and queues, generates keys and bootstraps resources

for the host and system to run.

• Spark Application: is a bundle of the complex parallel computation logic

(depends on use-case of the developer) and the connectors to fetch data stored

in the database and streaming data from Kafka, applies computation to them

and writes back the results to either. The connectors utilized here are the

kafka-sql-streaming-2.1.1:3.1. and org.mongodb.spark:mongo-spark-connector-

2.12:3.0.1

4.4.5 Cloud Deployment and Supporting Tools

In this section, we provide details on some of the cloud related tools and operations

employed in deploying our implementation to a cloud environment.

• OmNeT++ Base Image: The OmNeT++ docker image (omnetpp/omnetpp-

:u18.04-5.6.2 ) served as a basis for running OmNeT++ in a container. We ex-

tended this image into another one by installing the required packages to run

the Communication service. These packages include, protocol buffer compiler

and the libuv event loop. The description of the docker image is presented in

Appendix A.

• Bitnami Redis Operator: A Kubernetes Operator is an extension of Ku-

bernetes for managing custom application resources and their components. It

provides an easy way to automate repeated scaling and deployment tasks. We

employ the Bitnami Redis Operator with the helm package manager for de-

ploying and configuring a cluster of Redis key-value database instances. The

operator chart allows management of storage and security of the Redis cluster.

• Strimzi Kafka Operator: Strimzi Kafka Operator allows easy creation and

management of a Kafka cluster in a Kubernetes environment. It supports
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configuring security, load balancing and scaling of Kafka brokers, creating and

managing topics and provisioning storage. In this implementation, version

0.24.0 is used.

• RabbitMQ Operator and GCP Apache Spark Operator: RabbitMQ

Operator provided by the RabbitMQ team allows configuration and deploy-

ment of RabbitMQ clusters in the kubernetes environment. Apache Spark

Operator by Google Cloud Platform (GCP) supports running different con-

figurations of computing workloads on Apache Spark clusters in Kubernetes.

While the operator was created and is maintained by GCP, it is open-source

and supports on-premise clusters and other cloud providers.

• Docker and Deployment files: Some of the Docker files and deployment

files for deploying the above services and resources in the Kubernetes cluster

are presented in Appendix A.
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Chapter 5

Performance Evaluation

In this chapter, we evaluate and report on the viability and performance of the

presented framework. First, we describe the performance metrics for evaluating the

framework. Next, to validate the framework, three use-cases are implemented: a

simple co-simulation application to monitor voltage at different points in a circuit, a

wide area monitoring network with varying generation rates and a demand-response

control application. We describe a base benchmark circuit, which is modified for

each application. Finally, we present and discuss the results.

5.1 Performance Metrics

The metrics to evaluate the performance of our presented use case are described as

follows:

• Accuracy: the primary goal of any simulation is to be accurate and represent

the real world as closely as possible. In validating the framework, we ensure

the results of the simulation match the results of the simulation without the

co-simulation framework.

• Latency: Latency is the time taken for a message to travel from the producer
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or sender to the consumer or intended destination. The smaller the latency the

better. In this evaluation, the factors that affect latency include, the message

format, size of message payload and throughput.

• Throughput: Throughput is defined as the amount of data transferred or

handled in a given time-frame. The higher the throughput the better. The

major factor that affects throughput is the number of instances and amount of

data requested.

• Message Size: The size of message is critical to the latency of messages

and performance of the simulation. The message size depends on the choice

of message format (binary or string) and methods of encryption. Message

size affects the latency and throughput; the smaller the better. Lastly, lower

message sizes reduce storage needs.

• Scalability: is a measure of a system’s agility and the ability to efficiently

respond to increased workload without compromising performance, latency,

throughput or response time.

• Time Ratio: Time ratio refers to the ratio of wall clock time to simulation

time. For example, with a Real-Time Scheduler scaled 400 times, without

application logic and requests, the time ratio is 0.0025. This means it takes 9

seconds to simulate one hour (3600 seconds). The time ratio affects latency and

throughput. The smaller the time ratio, the faster the simulation, therefore

the more messages created and sent per second.

5.2 Experiment

We designed our experiments based on an IEEE Benchmark Circuit. A part of the

experiment is the co-simulation of the model of power and communication functions
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of the circuit. The variables during the experiment include the message payload,

the number of instances and message formats and message generation rates. Each

experiment is run at least 10 times excluding warm and cold runs.

5.2.1 Test Case IEEE 13 Node Circuit

The IEEE 13-bus Feeder circuit model is used to test common features of distribution

analysis software, operating at 4.16 kV. It is characterized by being short, relatively

highly loaded, having a single voltage regulator at the substation, overhead and

underground lines, shunt capacitors, an in-line transformer, and unbalanced loading

[34]. W. Kersting et al. [34] provide detailed information on the circuit.

5.2.2 A: Simple Voltage Monitoring

In this test-case, we compare the results of a co-simulation with and without the

framework to ensure that the accuracy of the simulation is not compromised. To do

this, three monitors M1, M2, and M3 are placed at line 684611, load 611 and load

652 of the IEEE 13-bus feeder respectively. The monitors have corresponding nodes

represented in the OmNeT++ network. Each monitor is synchronized and sampled

at 15 simulation minute intervals. The simulation is run with the communication

simulator as the primary and the power as the secondary. Appendix B shows the

modifications made to the IEEE 13-bus feeder in OpenDSS and the OmNeT++

simulation configuration. The voltage at each node is measured over 24 simulation

hours. The results of the simulation with the co-simulation framework is compared

with the results without the framework. Figure 5.1 shows the sampling of the

voltage at the monitors without co-simulation. Next, the communication network is

run with a sequential event scheduler and the primary simulator is not paused during

synchronization (Figure 5.2). This is to highlight the latency of messages in the co-

simulation. The results show that the voltage readings follow the same shape and
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Figure 5.1: Without Co-simulation: Voltage Reading at 15 minute intervals for 24
hours
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Figure 5.2: Without vs With Co-simulation(Sequential Scheduler): Voltage Reading
at 15 minute intervals for 24 hours

57



are accurate. However, there is some latency between the request to synchronize and

the receipt of the voltage reading in the primary simulator. The time tx when a value

is recorded at the primary simulator is defined as tx = ttimeofrequest + latency, where

latency is the time between request and response. This emphasizes the importance

of minimizing the latency in a co-simulation. Therefore:

• If the focus is accuracy, or the simulation is not time-sensitive (i.e not real-

time), or has no hardware in the loop, the latency may be less significant.

Alternatively, in a time sensitive simulation, the time at the secondary simula-

tor could be sent with every message and referenced regardless of the time at

the primary simulator.

• If the simulation has hardware in the loop or is real-time, the Real-Time Sched-

uler, which can be scaled and synchronized with wall clock time, can be utilized.

This is useful when integrating with real DERs.

• Lastly, with the Sequential Scheduler, the primary simulator may be paused at

each synchronization until the request receives a response from the secondary.

With this method of synchronization, like in Figure 5.3 the time-line and read-

ings of the simulation with the co-simulation (triangle points) align with that

of the simulation without the framework. However, this method may increase

the time taken to run a simulation.

In all cases, the power readings or voltage shape in both simulations match,

showing the accuracy of the co-simulation framework.

5.2.3 B: Wide Area Monitoring Network with Varying Gen-

eration Rates

B. Dhananjay et al. designed a co-simulator for a wide area monitoring network
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Figure 5.3: Co-simulation with pausing and Sequential Scheduler: Voltage Reading
at 15 minute intervals for 24 hours
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Figure 5.4: Wide Area Monitoring Network [11]

of Phasor Measurement Units (PMU) [11]. Figure 5.4 shows the architecture of

the network. In the co-simulator [11], the PMU data is stored in a database by the

power circuit and queried by timestamp. Each PMU fetches the data at intervals and

generates the PMU packet sent to the Phasor Data Concentrator (PDC). Each PDC

performs some operations on the data and forwards the data to the Phasor Gateway.

B. Dhananjay et al. [11] compared the running time of the wide area monitoring

system with varying PMU generation rates in a one minute simulation. In their

implementation, the network is made up of 10 PMUs, 4 PDCs, and 2 PGs. The

authors set the synchronization interval between the two simulators to 10 seconds.

One observed bottleneck in this implementation is the large latency of PMU readings

fetched at intervals. For example, if data is fetched at five second intervals, a value

produced a second after a recent fetch cycle, is not delivered until the next cycle

with a latency of at least four seconds.

We implement the wide area monitoring system as closely as possible, substituting

the database polling in the benchmark implementation with a message-oriented mid-

dleware. We increase the number of PMUs to 12, with three attached to each PDC.

Without knowledge of the specific size of the message payload in the benchmark sys-

tem, we choose to send about 100 voltage values per message payload; this amounts
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to between 1061 and 2400 bytes when serialized. In a study, by C. Rodriguez et

al. [57], that analyzed 78GB of HTTP web and mobile traffic, the median value

of JSON payloads in REST-API systems is about 1545 bytes. We assume that the

value should be less in smaller IoT devices. We measure the average real time, over

multiple runs, required to simulate one minute at each generation rate and compare

our results with the reference implementation [11]. In Figure 5.5, both versions of

our implementation of the presented co-simulation framework based on a message-

oriented middleware outperform the system with database polling. We observe a

huge difference in the average time. Aside the efficiency and performance of the

queue-based middleware over database polling, the difference also depends on the

nature of aggregation at each level of the wide area monitoring network. In the same

figure, we observe that serialization with a binary based Protocol buffer performs

better than the system with JSON serialization at this payload size.

Next, using the same implementation we investigate the effect of higher workload

and throughput on the average latency of messages. The goal is to evaluate the

scalability of the framework. The latency in this case refers to the response time

defined as the time from the data request to response delivery. This response time

includes the message round-trip and the processing time at the destination of the

data request. The PMU data generation rate per unit time or simulation throughput

is varied from one data request message per PMU per second to 64 messages per

PMU per second. Hence, for a sampling rate of 50, the messages per second is 600.

From Figures 5.6, and 5.7 we observe the following:

a. The result supports the fact that, in this case, the MOM with Protocol buffers

performs better than JSON across the varied sampling rates with lower latency.

b. The relationship between the latency of messages and the throughput (mes-

sages per second) of the co-simulator is linear. As the workload increases the

change in average latency increases accordingly.
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Figure 5.5: Time required to simulate one minute of simulation time with Message-
oriented and Database Middleware

c. While the relationship between latency and throughput is linear as shown in

Figure 5.7, the average increase in latency with respect to throughput is greater

in the JSON based system.

d. While error bars representing standard deviation from the mean latency are

large, this deviation is ±50 - 150 ms which could be caused by processing

time at the data request target, network fluctuations on the host machine,

garbage collection in the middleware, flushing of messages from memory to

disk or queue data replication in the middleware1. The solution with Protocol

buffers is more stable from the number of outliers observed in Figure 5.6. We

investigate this further in Sub-section 5.2.3.2.

1For high availability and fault tolerance, queues configured to be replicated in multiple nodes
of a RabbitMQ cluster.
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Figure 5.6: Message Latency of message with varied messages per second

Figure 5.7: Average Latency of Message-oriented Middleware (MOM) with JSON
and Protocol buffer with varied messages per second
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5.2.3.1 Scaling

To evaluate the scalability of the framework, we run multiple instances of the wide

area monitoring co-simulation simultaneously and observe the effect on the perfor-

mance of each simulation. Each instance is run for one minute of simulation time,

with a PMU sampling rate of 10. We run multiple instances at once with a scale

factor of two from one to eight instances. With multiple instances the number of

messages per second increases. For example, with two simultaneous instances, at

a sampling rate of 10, the messages per second is 240. The results, Figure 5.8,

reveal that the average time of each running simulation increases as the number of

simultaneously running instances increase. The standard deviation of the simulation

time is greater with multiple instances running but remains ± 5 seconds at most.

The message-oriented middleware efficiently handles the increase in throughput with

more instances sending more messages per second. In database polling middleware,

for every query/poll to select new data, the size of the table affects the lookup time as

the query filters a larger dataset with more instances. In contrast, in a queue-based

message oriented system, only the unconsumed messages in the queue are served to

the simulator or client. Additionally, in the absence of new data, the queue-based

system does not make empty round trips to the data source. While only 12 PMUs

are considered, the important scalability metric is the number of messages that can

be handled in a unit of time. In many real-world smart grid systems, a smart meter

produces one reading between 15 minutes to 8 hour intervals [4]. We can therefore

translate scalability of messages handled per second to number of devices.

5.2.3.2 Message Size

Many studies have reported various smart meter message packet sizes: T. Shiobara

et al. reports 150 bytes [60], B. Karimi et al., 20 to 500 bytes [33], D. Hartmann

et al., 20 to 2,133 bytes [29] and M. Jaber. reports a maximum of about 145,000
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Figure 5.8: Average real time to simulate one minute with varying number of running
instances at 10 samples a second

bytes [30]. We consider different message sizes to ensure our framework can handle

different smart meter (or grid device) scenarios. In the experiments in previous

sections, the Protocol buffer performs better than JSON in the MOMs. Hence,

we decide to investigate the effect of the choice of message format on the message

size and therefore, the scalability of the framework based on increase in payload,

message size and choice of serialization and deserialization format. We run the wide

area monitoring co-simulator with a PMU generation rate at two bound, 10 and 50,

we vary the number of voltage values sent in each message payload and observe the

effect on the size of the message and in turn, simulation time. Figure 5.9 shows the

message sizes with 100 to 10,000 values in each payload. First, overall, the message

sizes of JSON messages are observed to be more. Second, the change in message

size with more values is less in Protocol buffers. This implies that in a simulation

or smart grid system with large workloads, Protocol buffers may be more efficient

in terms of storage. However, in the results (Figure 5.10) of the effect on simulation
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time, we observe the following:

• At a sampling rate of 10 (120 messages per second), with JSON-based messages,

the simulation time is longer at 100 values per message, but it performs better

with an increase in the number of messages per payload.

• With a larger number of messages per second, Protocol buffers perform better

from 100 - 10,000 messages per second. There is a steep increase in simulation

time with JSON-based messages at 1,000 messages per second. We believe this

is because the average change in message size with the number of samples is

greater with JSON. Also, based on the design of RabbitMQ employed for the

MOM, with larger message sizes, messages are written from memory to disk as

the queue size increases [16]. At lower sampling rates, this effect is not noticed

as messages are processed off the queue faster than at higher sampling rates.

• We conclude that: while JSON performs better in some cases, Protocol buffers

are a better choice, because of the performance at higher messages per second

and lower message sizes for storage.

• Based on the results, at higher throughputs, it is better and more efficient

to send multiple smaller data response messages than one large message. For

example, sending two messages with 5,000 values instead of a single message

with 10,000 values.

5.2.4 C: Cloud-based Demand-Response and Predictive Con-

trol

This experiment is targeted at evaluating the analytics and cloud-based section of

the co-simulation framework. We modify the benchmark circuit to include generators

and monitors on a specific load (Figure 5.11). A monitor is attached at load 611
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Figure 5.9: Effect of number of values in a message payload on message size

Figure 5.10: Effect of message size on simulation time
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to monitor its voltage and a supporting distributed generator, which is initially

OFF or inactive on the same bus. The modification to the model in OpenDSS is

shown in Appendix C. The voltage at the node is synchronized and monitored in the

communication network. The voltage information is streamed through the gateway

and the aggregator to the Spark Analytics application. The Spark Application builds

or loads an existing logistic regression model from historical data loaded from a

MongoDB Database. The Spark Application applies the model to the current voltage

readings in the streaming data to decide on an action or command. The command

in this evaluation is limited to turning off or turning on the generator to offset high

or low voltage at the node.

5.2.4.1 Modelling the Logistic Regression Model

The control algorithm in the demand-response application is based on a simple min-

imum and maximum threshold. This is similar to the controller algorithm presented

by Dhananjay et al. [11]. The difference is that the minimum and maximum control

is modelled using logistic regression. A generator is toggled when the voltage is out

of bounds of ± 50 of a base voltage of 2,450. We are aware that the algorithm can

be implemented with if and else statements. However, we used a model to demon-

strate the versatility of the framework. To train the model to do this, we generate

a dataset to model this behaviour including the action to take for a particular read-

ing. The data generation script is presented in Appendix C. The format of each

row and some examples is presented in Table 5.1. In the dataset label column, 0

stands for Do Nothing, 1 for ON and 2 for OFF. The data is loaded into the Mon-

goDB Database. During training, multiple iterations were made over the dataset to

produce an accurate model.
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Figure 5.11: A modified IEEE 13-bus feeder with generator and a monitor

Table 5.1: A sample dataset for a minimum and maximum threshold logistic regres-
sion model

Voltage label command
2400 0 Nothing
2349 1 Generator ON
2451 2 Generator OFF

5.2.4.2 Results

From this experiment, first, we show that the framework supports a bi-directional

flow of data and commands in a cloud environment, which is crucial in modern

smart grid simulation and real systems. Further we show one simple application in

demand-response systems. Figure 5.12 shows the voltage or load shape recorded

at Load 611 without the co-simulation or cloud-based demand and response. A

voltage drop below the threshold is observed between the 100th and 160th seconds.

With the demand-response application in co-simulation (Figure 5.13), the controller

consisting of the logistic algorithm applied to the readings in real-time detects a low

voltage and issues the command to start the generator. With the generator, the
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Figure 5.12: Voltage reading at Load 611 for 300 seconds without communication
co-simulation

voltage is balanced and kept within the threshold. The bi-directional flow of data

and commands with the presented framework is not limited to simple scenarios like

the toggling of a generator to balance voltage in a power flow analysis in the demand-

response application; it supports more complex functions including but not limited

to fault resolution in the power circuit model in a fault study or modifying the power

simulation parameters based on input through the communication simulator.

5.3 Summary

In this chapter, we described some metrics for evaluating out framework. We

designed and implemented three cases for testing. First, we proved that the co-

simulation framework is accurate and can be used with different types of synchro-

nization based on type of simulation, time-insensitive, real-time or hardware in the

loop. Second, we showed the framework is easy to scale in a cloud environment,
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Figure 5.13: Voltage at Monitor with cloud-based demand-response with analytics
section of co-simulation framework

running multiple instances of co-simulation. In addition, we showed how an increase

in messages per second and how message size affects simulation time. It is better to

send smaller messages than single large messages for better performance. Lastly, we

show the capability of the cloud-based analytics of the framework by using analytics

of historical data and current data to balance the voltage demand and response.
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Chapter 6

Conclusions and Future Work

This chapter contains a summary of the project problem statement, objective, solu-

tion, evaluation and limitations.

6.1 Summary

We started this project by identifying the differences between the conventional grid

and an advanced smart grid with information and communication technology. Fur-

ther, we identified two major needs: one, the need for co-simulation and efficiently

handling communication in a co-simulation environment; two, efficiently managing

the large volume of data in the smart grid environment. To this end, we proposed a

cloud-centric scalable framework that supports three functions: to efficiently handle

data communication in a smart grid system, real, co-simulation and/or both; to en-

able a bi-directional flow of data and commands between simulation and real systems;

and to securely manage aggregation, analytics, and storage of smart grid data. We

designed, implemented and presented a framework after comparing different tech-

nologies. In our framework, we considered two top serialization and deserialization

formats, JSON and Protocol buffer. Next, we designed three co-simulation use-cases

based on a benchmark IEEE circuit to evaluate the use, scale and accuracy of the
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framework. From the evaluation, we proved the accuracy of our framework with

results matching the values of a system without the framework. We showed, in a

wide area network monitoring applications with Phasor Measurement Units, that the

framework can handle small and larger workloads, and running multiple instances

of co-simulation is easy to scale in a cloud environment. In our comparison of data

formats for our middleware, while JSON performed better than Protocol buffers in

some cases and worse at higher messages per second, we conclude that Protocol

buffer is a better choice. In addition, using lines of code as a metric, we noticed that

the development effort in using Protocol buffer is greater than using JSON. Lastly,

with a demand-response application, we showed the use of analytics for keeping the

voltage at a power node balanced using a logistic regression model. In addition, this

proved the support for cloud-based bi-directional flow of data and command. Our

evaluation showed that we achieved the objective set out by the research.

6.2 Limitations and Future Work

Real life smart grid applications are not limited to demand response systems, they

range from simple to complex studies including power flow analysis, customer behav-

ior grouping, fault study, smart grid management and monitoring. We believe our

framework can support these applications. However, the evaluation of our analytics

section only demonstrates a simple example of threshold predictive control using a

logistic regression model. In future work, applications with more complex machine

learning algorithms like Support Vector Machine, K-Clustering and Gradient Boost

should be explored. In a simple application with simple computation, the latency

and processing time may be low, however as queries and computation get complex

for different applications, the processing time increases and may affect the latency or

response time. To address this issue, windowed queries, which perform computation
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over data in time windows could be considered. Also, the chosen middleware and

analytics tool are highly configurable. These tools could be tuned to provide better

performance based on the use-case. The reusable and extendable implementation

modules in this thesis provides a foundation for building other applications. In ad-

dition, the data utilized in our evaulation of the analytics is synthetic and may not

fully represent real-life data. Future work should explore using publicly available

datasets in building applications that require data training.

The design and implementation of our framework supports real-life systems and

simulation. It also supports a bridging data and communication between them.

However, this thesis evaluates simulation and co-simulation. The software clients,

gateway service and the design in Figure 4.9 provide a foundation for future work

to explore the Distributed Energy Resource (DER) integration modules. One major

challenge in integrating real hardware with simulation would be the time resolution.

Various hardware devices and simulators use different time resolution. The Real

Time Scheduler in OmNeT++ and the synchronization technique serve as bases for

addressing this potential issue. However, we observed that the limited support for

multi-threading in OmNeT++ could be a bottleneck.

In our framework, we employed RSA for end-to-end encryption. This method is

subject to computational overhead and ciphertext expansion. To further optimize

data security in the framework, future work could explore a combination of symmetric

and asymmetric encryption. With this method, a symmetric encryption algorithm

like Advanced Encryption Standard (AES) is utilized for message encryption because

of its speed and to mitigate the computation overhead of asymmetric encryption

(RSA). To manage the key, RSA is used to encrypt the symmetric key and is passed

with every message or exchanged in a handshake between the two communicating

services. However, sending the key with every message may add an overhead to the

size of each message header. For example, using a 128-bit key adds about 16 bytes.
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As a basis, the interface of the E2eRSAEncryption and PublicKeyRegistry classes

presented in our implementation could be implemented and/or extended to use this

method.

Lastly, our project was evaluated on an on-premise cluster of machines. Future work

should explore cloud providers such as Amazon Web Service, Google Cloud and

IBM Cloud. The deployments provided in our framework are reproduceable in these

environments with minor configuration changes.
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Appendix A

Containerization Configuration

and Deployment Details

This section contains the content of some of the docker files utilized in creating the

images for some services described in the implementation in Chapter 4. It also con-

tains the deployment details for running the implementation in kubernetes. The

deployment details include storage configuration and definition and passing of envi-

ronment variables to kubernetes pods.

A.1 Docker Files

Listing A.1: ”Extended OmNeT++ Docker Image”

FROM omnetpp/omnetpp : u18 .04 −5.6 .2 AS stage

ENV LIBUV VERSION 1 . 4 1 . 0

ENV PROTOBUF VERSION 3 . 1 5 . 8

ENV BUILD PACKAGES autoconf automake cu r l l i b t o o l cmake g++ unzip

RUN apt−get update

RUN apt−get i n s t a l l −y $BUILD PACKAGES

RUN cur l −sSL https :// d i s t . l i buv . org / d i s t /v1 . 4 1 . 0 / l ibuv−v${LIBUV VERSION} . t a r . gz | ta r zxfv − −C

/usr / l o c a l / s r c

WORKDIR /usr / l o c a l / s r c / l ibuv−v${LIBUV VERSION}/

RUN sh autogen . sh \

&& ./ con f i gu r e \
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&& make && make i n s t a l l \

&& rm −r f / usr / l o c a l / s r c / l ibuv−v${LIBUV VERSION} \

&& ld c on f i g

# i n s t a l l p ro toco l bu f f e r s

RUN cu r l −sSL https :// github . com/ p r o t o c o l bu f f e r s / protobuf / r e l e a s e s /download/v${PROTOBUF VERSION}/

protobuf−cpp−${PROTOBUF VERSION} . t a r . gz | ta r zxfv − −C /usr / l o c a l / s r c

WORKDIR /usr / l o c a l / s r c / protobuf−${PROTOBUF VERSION}/

RUN ./ con f i gu r e \

&& make \

&& make i n s t a l l && ld c on f i g \

&& rm −r f / usr / l o c a l / s r c / protobuf−${PROTOBUF VERSION}

#i n s t a l l opens s l

RUN apt−get i n s t a l l −y l i b s s l −dev

# compile rmq l ib

WORKDIR / th i rdpar ty

COPY . / th i rdpar ty /

WORKDIR / th i rdpar ty / bu i ld

RUN cmake . . −DAMQP−CPP LINUX TCP=ON && cmake −−bu i ld .

RUN cp −r / th i rdpar ty / inc lude /∗ / usr / l o c a l / inc lude / \

&& cp / th i rdpar ty / bu i ld / s r c / l ibrmq example . a / usr / l o c a l / l i b \

&& cp / th i rdpar ty / bu i ld / th i rdpar ty /AMQP−CPP/bin / libamqpcpp . a / usr / l o c a l / l i b \

&& ld c on f i g

WORKDIR /

RUN apt−get remove −−purge −y ${BUILD PACKAGES} && rm −r f / var / l i b /apt/ l i s t s /∗

A.2 Deployment Files

Listing A.2: ”Co-Simulation Deployment for Kubernetes”

ap iVers ion : apps/v1

kind : Deployment

metadata :

name : smartgrid−cos imula t ion

spec :

r e p l i c a s : 1

s e l e c t o r :

matchLabels :

app : smartgrid−i n s tance

template :

metadata :

l a b e l s :

app : smartgrid−i n s tance

spec :

imagePul lSec re t s :

− name : regc red

t o l e r a t i o n s :
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− key : ”node−r o l e . kubernetes . i o /master ”

operator : ” Ex i s t s ”

e f f e c t : ”NoSchedule”

con ta in e r s :

− name : instance−gateway

image : adeyemogab/gateway

imagePul lPo l i cy : I fNotPresent

r e s ou r c e s :

l im i t s :

memory : ”128Mi”

cpu : ”150m”

envFrom :

− configMapRef :

name : smartgrid−kafka−c on f i g

− configMapRef :

name : smartgrid−r ed i s−c on f i g

− s e c r e tRe f :

name : smartgrid−keypassword−s e c r e t

− s e c r e tRe f :

name : smartgrid−r ed i s−s e c r e t

env :

− name : RABBITMQ SERVER

valueFrom :

secretKeyRef :

name : smartgrid−rabbit−s e c r e t

key : rabb i t

− name : POD ID

valueFrom :

f i e l dR e f :

f i e l dPa th : metadata . name

− name : GATEWAY ID

value : ”$ (POD ID) . gateway”

− name : RABBITMQQUEUENAME

value : $ (POD ID) . gateway

− name : RABBITMQEXCHANGE

value : $ (POD ID)

− name : RABBITMQ EXCHANGE TYPE

value : d i r e c t

− name : RABBITMQ ROUTING NAME

value : $ (POD ID) . gateway

− name : RABBITMQ COMM ADDRESS

value : $ (POD ID) .comm

− name : RABBITMQ POWER ADDRESS

value : $ (POD ID) . power

− name : RABBITMQ PUBLISH INTERVAL

value : ”0”

− name : KAFKA TOPICS

value : $ (POD ID)

− name : KAFKA GROUPID

value : $ (POD ID)

− name : instance−power

image : adeyemogab/power

imagePul lPo l i cy : I fNotPresent

volumeMounts :

− name : smartgrid−l o g s

mountPath : / l o g s /
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env :

− name : RABBITMQ SERVER

valueFrom :

secretKeyRef :

name : smartgrid−rabbit−s e c r e t

key : rabb i t

− name : POD ID

valueFrom :

f i e l dR e f :

f i e l dPa th : metadata . name

− name : APPLICATION ID

value : ”$ (POD ID) . power”

− name : RABBITMQQUEUENAME

value : $ (POD ID) . power

− name : RABBITMQEXCHANGE

value : $ (POD ID)

− name : RABBITMQ EXCHANGE TYPE

value : d i r e c t

− name : RABBITMQ ROUTING NAME

value : $ (POD ID) . power

− name : RABBITMQ COMM ADDRESS

value : $ (POD ID) .comm

− name : RABBITMQGATEWAYADDRESS

value : $ (POD ID) . gateway

− name : RABBITMQ PUBLISH INTERVAL

value : ”0”

− name : POWERMODELPATH

value : /app/models /IEEE13Nodeckt . dss

r e s ou r c e s :

l im i t s :

memory : ”1G”

cpu : ”500m”

− name : instance−comm

image : adeyemogab/network

imagePul lPo l i cy : I fNotPresent

volumeMounts :

− name : s imulat ion−c on f i g

mountPath : / c on f i g /

− name : smartgrid−l o g s

mountPath : / l o g s /

env :

− name : RABBITMQ SERVER

valueFrom :

secretKeyRef :

name : smartgrid−rabbit−s e c r e t

key : rabb i t

− name : POD ID

valueFrom :

f i e l dR e f :

f i e l dPa th : metadata . name

− name : APP NAME

value : ”$ (POD ID) .comm”

− name : RABBITMQQUEUENAME

value : $ (POD ID) .comm

− name : RABBITMQEXCHANGE

value : $ (POD ID)
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− name : RABBITMQ EXCHANGE TYPE

value : d i r e c t

− name : RABBITMQ ROUTING NAME

value : $ (POD ID) .comm

− name : RABBITMQ POWER ADDRESS

value : $ (POD ID) . power

− name : RABBITMQGATEWAYADDRESS

value : $ (POD ID) . gateway

r e s ou r c e s :

l im i t s :

memory : ”3G”

cpu : ”500m”

volumes :

− name : s imulat ion−c on f i g

configMap :

name : smartgrid−omnetpp−c on f i g

− name : smartgrid−l o g s

pers istentVolumeClaim :

claimName : smartgrid−l ogs−pv−cla im

Listing A.3: ”Storage Definition for Kubernetes Deployment”

ap iVers ion : s to rage . k8s . i o /v1

kind : StorageClass

metadata :

name : smartgrid−log−s to rage

p r ov i s i o n e r : kubernetes . i o /no−p r ov i s i o n e r

volumeBindingMode : WaitForFirstConsumer

−−−

ap iVers ion : v1

kind : Pers istentVolume

metadata :

name : smartgrid−l ogs−pv−0

l a b e l s :

name : smartgrid−rabb i t

spec :

capac i ty :

s to rage : 5Gi

volumeMode : F i l e system

accessModes :

− ReadWriteOnce

pers i s tentVolumeRec la imPol icy : Delete

storageClassName : smartgrid−log−s to rage

l o c a l :

path : /home/ s u j i t / smartgr id / l o g s /

nodeAf f in i ty :

r equ i r ed :

nodeSelectorTerms :

− matchExpressions :

− key : kubernetes . i o /hostname

operator : In

va lues :

− casa50

− casa49

89



−−−

ap iVers ion : v1

kind : Pers istentVolume

metadata :

name : smartgrid−l ogs−pv−1

l a b e l s :

name : smartgrid−rabb i t

spec :

capac i ty :

s to rage : 5Gi

volumeMode : F i l e system

accessModes :

− ReadWriteOnce

pers i s tentVolumeRec la imPol icy : Delete

storageClassName : smartgrid−log−s to rage

l o c a l :

path : /home/ s u j i t / smartgr id / l o g s /

nodeAf f in i ty :

r equ i r ed :

nodeSelectorTerms :

− matchExpressions :

− key : kubernetes . i o /hostname

operator : In

va lues :

− casa49

−−−

ap iVers ion : v1

kind : Pers istentVolume

metadata :

name : smartgrid−l ogs−pv−2

l a b e l s :

name : smartgrid−rabb i t

spec :

capac i ty :

s to rage : 5Gi

volumeMode : F i l e system

accessModes :

− ReadWriteOnce

pers i s tentVolumeRec la imPol icy : Delete

storageClassName : smartgrid−log−s to rage

l o c a l :

path : /home/ s u j i t / smartgr id / l o g s /

nodeAf f in i ty :

r equ i r ed :

nodeSelectorTerms :

− matchExpressions :

− key : kubernetes . i o /hostname

operator : In

va lues :

− casa39

−−−

ap iVers ion : v1

kind : PersistentVolumeClaim

metadata :

90



name : smartgrid−l ogs−pv−cla im

spec :

r e s ou r c e s :

r eque s t s :

s t o rage : 5Gi

storageClassName : smartgrid−log−s to rage

accessModes :

− ReadWriteOnce
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Appendix B

Simulation Configuration for

Simple Application

This section contains the configuration details for running the simple application

employed in Chapter 5 to evaluate the accuracy of the implemented framework. It

also contains some configurations for the wide area monitoring network simulation

in the same chapter.

B.1 Configuration for OmNeT++ for Simple Ap-

plication

Listing B.1: ”Base config”

network = xpo one . s imu la t i on s .XpoOne

cmdenv−express−mode = f a l s e

cmdenv−performance−d i sp l ay = f a l s e

cmdenv−event−banners = f a l s e

cmdenv−auto f l u sh = true

cmdenv−r ed i r e c t −output = f a l s e

∗∗ . cmdenv−log−l e v e l = i n f o

∗ . manager . cmdenv−log−l e v e l = i n f o

simtime−r e s o l u t i o n=ms

sim−time−l im i t=60s
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#Comment out f o r s e qu en t i a l s chedu l e r

scheduler−c l a s s = ” cRealTimeScheduler ”

Listing B.2: ”Setup script to read config from environment variables”

#! /bin /sh

# Get a l l the nece s sa ry environment v a r i a b l e s and wr i t e to omnetpp f i l e

cat / con f i g /omnetpp . i n i >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . appname=\”$APP NAME\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . queuename=\”$RABBITMQQUEUENAME\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . u r l=\”$RABBITMQ SERVER\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . exchange=\”$RABBITMQ EXCHANGE\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . exchangetype=\”$RABBITMQ EXCHANGE TYPE\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . rout ing=\”$RABBITMQ ROUTING NAME\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . power address=\”$RABBITMQ POWER ADDRESS\”\n” >> / conf /omnetpp . i n i

echo ”\n ∗ . manager . gateway address=\”$RABBITMQ GATEWAY ADDRESS\”\n” >> / conf /omnetpp . i n i

echo ”\ncmdenv−output− f i l e =\”/ l o g s /$APP NAME−l og . out\”\n” >> / conf /omnetpp . i n i

B.2 OpenDSS Modifications to IEEE 13-bus for

Simple Application

! LoadShapes

New Loadshape . Re s i d en t i a l npts=24 i n t e r v a l=1 mult=(0.69000000 0.50999999 0.44999999 0.41999999

0.55000001 0.85000002 1.01999998 0.80000001 0.89999998 0.91000003 1.02999997 1.03999996

1.11000001 0.98000002 0.94000000 0.94000000 1.02999997 1.26999998 1.51999998 1.59000003

1.75999999 1.50999999 1.29999995 0.89999998) ! c ? digo=Res id enc i a l 101−220 kWh

New Loadshape . Res ident ia l Two npts=24 i n t e r v a l=1 mult=(0.69000000 0.50999999 0.44999999

0.41999999 0.55000001 0.85000002 1.01999998 0.80000001 0.89999998 0.91000003 1.02999997

1.03999996 1.31000001 0.98000002 0.74000000 0.84000000 0.92999997 1.06999998 1.21999998

1.39000003 2.15999999 1.20999999 1.09999995 0.69999998) ! c ? digo=Res id enc i a l 101−220 kWh

New Monitor .M1 element=l i n e .684611 termina l=1

New Monitor .M2 element=load .611 termina l=1

New Monitor .M3 element=load .652 termina l=1

B.3 Configuration for OmNeT++ for Wide Area

Network

Listing B.3: ”Base Configuration for Wide Area Network”
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network = xpo one . s imu la t i on s .XpoOne

cmdenv−express−mode = f a l s e

cmdenv−performance−d i sp l ay = f a l s e

cmdenv−event−banners = f a l s e

cmdenv−auto f l u sh = true

cmdenv−r ed i r e c t −output = true

∗∗ . cmdenv−log−l e v e l = i n f o

∗∗ . pdc [ ∗ ] . pmu [ ∗ ] . sample per second = 1

simtime−r e s o l u t i o n=ms

sim−time−l im i t=60s

XpoOne . pdc [ 0 ] . pmu [ 0 ] . bus = ”675”

XpoOne . pdc [ 0 ] . pmu [ 1 ] . bus = ”650”

XpoOne . pdc [ 0 ] . pmu [ 2 ] . bus = ”671”

XpoOne . pdc [ 1 ] . pmu [ 0 ] . bus = ”692”

XpoOne . pdc [ 1 ] . pmu [ 1 ] . bus = ”632”

XpoOne . pdc [ 1 ] . pmu [ 2 ] . bus = ”684”

XpoOne . pdc [ 2 ] . pmu [ 0 ] . bus = ”633”

XpoOne . pdc [ 2 ] . pmu [ 1 ] . bus = ”634”

XpoOne . pdc [ 2 ] . pmu [ 2 ] . bus = ”611”

XpoOne . pdc [ 3 ] . pmu [ 0 ] . bus = ”670”

XpoOne . pdc [ 3 ] . pmu [ 1 ] . bus = ”680”

XpoOne . pdc [ 3 ] . pmu [ 2 ] . bus = ”645”
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Appendix C

Configuration for

Demand-Response Application

This section presents the configuration of, and code snippets from, the demand-

response application presented in Chapter 5.

C.1 Modifications to IEEE 13-bus for Demand Re-

sponse Application

Listing C.1: Message Structure in Proto

New LoadShape . SolarRamp npts=300 s i n t e r v a l=1 mult=( f i l e=so la r shape . csv )

! Generator

New Generator . SolarGen Phases=2 Bus1=684.1.3 kV=4.16 kW=1000 PF=1 Daily=SolarRamp

New sto rage . 2MWStorage Phases=2 Bus1=684.1.3 kV=4.16 kwrated=500 PF=1 kWhStored=50

˜ model=1 d i s cha rgeTr i gge r =0.0 chargeTr igger = 0 .0 s t a t e=IDLING

! Monitor De f i n i t i o n s

New Monitor . load M4 element=load .611 termina l=1

New Generator . ConGen Phases=2 Bus1=684.1.3 kV=4.16 kW=500 PF=1 Model=1 Enabled=No
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C.2 Logistic Regression Dataset Generation

Listing C.2: Data Generation

import random

import ppr int

r e s u l t s = [ ]

# Repeated f o r d i f f e r e n t ranges

# 2450 − 2500

# 2350 − 2400

# 2300 − 2350

f o r item in range (50) :

va l = random . randrange (2450 , 2500)

i f va l <= 2350:

r e s u l t s . append ( ( val , 1) )

e l i f va l >= 2450:

r e s u l t s . append ( ( val , 2) )

e l s e :

r e s u l t s . append ( ( val , 0) )
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