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Abstract

With the increased usage of Internet of Things (IoT) devices in recent years, dif-
ferent Machine Learning (ML) methods have also developed dramatically for attack
detection in this domain. However, ML models are vulnerable to various classes of
adversarial attacks that aim to fool a model into making an incorrect prediction. For
instance, label manipulation or label flipping is a type of adversarial attack in which
the attacker attempts to manipulate the label of training data, thereby causing the
trained model to be biased and/or with decreased performance. However, the num-
ber of samples that can be flipped in this type of attack can be limited, giving the
attacker a limited target selection. Due to the importance of securing ML models
against Adversarial Machine Learning (AML) attacks, particularly in the IoT do-
main, this thesis presents an extensive review of AML in IoT. Then, a classification
of AML attacks is proposed based on the literature, creating a foundation for future
research in this domain. Next, more specifically, this thesis investigates the negative
impact levels of applying malicious label flipping attacks (intentional label noise) on
[oT data. As accurate labels are necessary for ML training, exploring adversarial
label noise is an important research topic.

However, the label noise in datasets is not always adversarial and may be caused due
to several other reasons, such as careless data labelling. Classification is an essential
task in machine learning, where the main objective is to predict the categories of un-

seen data. The existence of label noise in training datasets can negatively impact the
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performance of supervised classification, whether it is adversarial or non-adversarial.
Due to the growing interest in the data-centric Al that aims at improving the quality
of training data without enhancing the complexity of models, a range of research has
been undertaken to tackle the label noise problem. However, few works have in-
vestigated this problem in the IoT network intrusion detection domain. This thesis
addresses the issue of label noise in the intrusion detection domain by presenting
a framework to detect samples with noisy labels. The proposed framework’s main
components are the decision tree classification algorithm and active learning. The
framework is composed of two steps: making a decision tree robust against the label
noise in a dataset and then using this robust model with the help of active learning
with uncertainty sampling to detect noisy samples effectively. In this way, the inher-
ent resiliency of the decision tree algorithm against label noise is utilized to tackle
this issue in datasets. Based on the results of our experiments, the proposed frame-
work can detect a considerable number of noisy samples in the training dataset, with
up to 98% noise reduction. The proposed detection method can also be leveraged as
a defense against random label flipping attacks where adversarial label manipulation

is applied randomly.
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Chapter 1

Introduction

1.1 Overview

The Internet of Things (IoT) environment is designated as a system of networked
devices embedded with sensors to gather and interchange data and execute complex
tasks [61]. Over the past years, there has been an increase in the usage of IoT
devices. One of the main reasons for increasing the use of IoT devices is that they
consume little power, provide more effortless connectivity, and are more convenient to
use [107]. Because of this, the internet has facilitated the proliferation of IoT devices
and has built a strong connection by providing service applications to different sectors
such as smart homes, smart cities, industries, healthcare, etc. [77]. IoT has become
an extension of the internet that provides a relation between the physical and digital
worlds where sensors and actuators are integrated to provide connectivity [22].

There are various considerations in the security of IoT. The most important goals of
cybersecurity are availability (the services should always be available), confidential-
ity (only the intended user can read the message), integrity (a message should not
be modified), authentication (the legitimacy of a user should be verified), anonymity

(the link between information and entities should be unidentifiable), authorization



(specific permissions are granted to a device), and non-repudiation (sending and re-
ceiving information by sender and receiver cannot be denied) [41]. However, these
security goals are sometimes violated by adversaries. Like any other emerging tech-
nology, IoT has various security and privacy concerns. Jamming, eavesdropping,
malware, Denial of Service (DoS), and Distributed Denial of Service (DDoS) are
examples of security threats in this domain [148].

Machine learning (ML) is used for extracting intelligence and knowledge from the
data generated by IoT devices. More specifically, machine learning can play a signifi-
cant role in making [oT networks secure and private. Security and privacy in the IoT
domain can be applied to communications, data, architectures, identity management,
malware analysis, etc. Therefore, considering the vast requirements, state-of-the-art
solutions are required to address security in this domain [54].

Various ML models have been proposed based on popular datasets such as NSL-
KDD Cup [133] and UNSW-NBL15 [78] that learn the hidden patterns from captured
data and predict whether an input sample is benign or malicious. However, the solu-
tions provided using many available datasets are losing relevance due to new attack
variants and protocols developed according to the changing requirements. Moreover,
with the rise of new [oT devices, existing approaches to secure these limited resource
devices are becoming obsolete. Recently, some new datasets, including BoT-IoT [1]
and ToT Network Intrusion [58], have been presented, allowing to work with the data
having the characteristics of IoT environments.

Considering the growing importance of IoT in recent years and the new advances
in adversarial attacks in this domain, there is a need for a comprehensive review
of the recent works related to this topic. However, to the best of our knowledge,
no research work has specifically investigated adversarial attacks in IoT. Adversarial
label manipulation is a major subcategory of adversarial machine learning attacks

where the adversary’s goal is to degrade the prediction performance of the system



through manipulating the labels in the training stage. There are just a few works
addressing the label flipping attacks as an important category of poisoning attacks.
Therefore, one of the main goals of this research is to present a comprehensive
review of the recent works related to adversarial machine learning in IoT. Moreover,
experiments are examined and conducted regarding the label flipping attacks (that
add adversarial label noise to datasets) to determine different aspects of this attack
family in the IoT domain.

However, although the label flipping attacks exert detrimental effects on labels of
data instances, the existing noise in datasets is not always adversarial. ML classifiers
require labelled data to predict the class of unseen new instances, which results in
two significant challenges. First, the performance of a classifier highly depends on the
data used in the training process, and noisy labels can affect the model’s performance.
Second, the complexity of models trained on noisy datasets increases [40].
Therefore, data cleaning before model training is of great importance and prevents
performance degradation even in models that are not robust against label noise. In
this sense, data-centric Al [144, 104, 15] has become a popular research topic in
recent years, since it aims at improving the quality of training data instead of only
enhancing the models.

Due to several reasons, such as careless labelling, data samples with clean labels are
not always available. As the performance of a machine learning classifier depends on
the correctness of data labels, finding mechanisms to filter samples with label noise
is an important data cleaning task. In this thesis, we have addressed this issue by
presenting a method based on active learning and the decision tree to detect noisy
samples. Based on the results, the proposed approach efficiently performs in noise
filtering. Furthermore, the proposed approach can also be adopted as a defence
against a particular type of adversarial label flipping attack where the adversary

does not have any knowledge of the model or training data and therefore, label noise



is applied randomly.

1.2 Summary of Contributions

The following are the main contributions of this thesis:

e Providing a comprehensive review of Adversarial Machine Learning in the IoT

domain.

e Proposing a classification of Adversarial Machine Learning attacks in the IoT

domain.

e Evaluating the effect of label flipping attacks (adversarial label noise) in dif-

ferent scenarios.

e Demonstrating the weaknesses of defence methods proposed in the literature

against random label flipping attacks.

e Demonstrating the adverse impact of non-adversarial (unintentional) label noise

on the performance of ML models.

e Optimizing the label noise detection process by leveraging the robustness of an

explainable ML algorithm.

e Proposing three label noise detection methods with respect to the data-centric
Al one of which is based on active learning with uncertainty sampling, with a

focus on reducing the number of queried samples in the IoT security domain.

1.3 Thesis Organization

The rest of this thesis is organized as follows:



Chapter 1 provides a comprehensive literature review concerning adversarial machine
learning in IoT and the non-adversarial label noise phenomenon. First, the relation-
ship between machine learning and IoT is explored. Topics, including IoT layering,
applications of machine learning in IoT, the general overview of adversarial machine
learning attacks, and potential cases of adversarial attacks in the IoT are covered
in this section. Then, several papers on the adversarial machine learning attacks in
IoT are reviewed and concluded in the next section. Afterwards, a classification of
adversarial attacks in the IoT domain is presented based on the reviewed papers.
Chapter 3 presents the experiments concerning label flipping attacks. The noise
in datasets is likely to be adversarial. In this case, a number of samples must
be carefully selected to flip their labels to maximize the adversarial impact. The
presented experiments investigate label flipping applied to samples with different
characteristics. Finally, we experiment with what adversaries should do if they want
samples of a specific data category to be misclassified more by a machine learning
model. The noise in datasets may be non-adversarial. However, inaccurate labels can
affect the performance of machine learning models. Therefore, we have proposed a
framework based on active learning and the decision tree learning algorithm to detect
label noise in datasets.

In chapter 4, first, the results for different scenarios of label flipping attacks are
presented. After that, we show the weaknesses of the K-NN defence method against
the random label flipping attack. Then, the performance of the proposed label noise
detection algorithm is compared with the other two proposed algorithms that are
based on a decision tree without active learning. Finally, in chapter 5, this research

work is concluded, and future work is discussed.



Chapter 2

Literature Review

2.1 Introduction

Classification is one of the essential tasks of machine learning, where the goal is to
predict the class of new data instances based on a model trained on a labelled set of
data. This set is called a training set. Classification models are widely adopted in
different domains. Network Intrusion Detection (NID), which is defined as detect-
ing network attacks in the incoming network traffic [10], is one of the domains in
which classification plays a significant role. Internet of Things (IoT) is an emerging
paradigm that aims to connect different objects in different domains via the Internet
[81]. Therefore, intrusion detection and, consequently, classification models are vital
in this domain as well.

As mentioned earlier, classifiers require labelled data to predict the class of unseen
new instances. This results in two major challenges. First, the performance of
machine learning models is highly correlated with the quality of training data and
therefore, noisy labels in the training step can reduce the prediction quality. The
performance degradation resulting from noisy training instances is likely to appear

as a decrease in the accuracy of predictions. In addition, the models become more



complex if they are trained with noisy labels as more instances of data are required
in the training stage [40]. However, ML models may be presented with adversarial
or non-adversarial noisy labels in the training process.

ML models are always the target of adversaries for adversarial attacks. Figure 2.1
provides an overview of the attacks and defences in the ML pipeline. Data access
and poisoning are two broad categories of attack in the training phase. In data ac-
cess, there is access to training data. This data can be utilized to build a substitute
model. In poisoning, manipulation is applied to the model or data. An important
category of poisoning attacks that is investigated deeply in this thesis is label ipping.
Attacks in the testing phase do not deal with the model or training data. Instead,
in evasion attacks, the aim is to generate adversarial examples in order to fool the
model into making wrong predictions. Moreover, in oracle attacks, information is in-
ferred regarding the model or training data. Defences against adversarial attacks are
also categorized based on the targeted phase. Data encryption is a defence against
data access attack. Data sanitization and robust statistics are the measures against
poisoning attacks. Moreover, defences against the testing phase attacks include
robustness improvement, differential privacy, and homomorphic encryption. Adver-
sarial training is one of the most important techniques in robustness improvement by
training the model with adversarial samples [12]. An example of using homomorphic
encryption to provide data privacy and security against adversarial attacks is [134].
This chapter provides background information regarding machine learning in IoT,
including potential cases of adversarial attacks and previous work related to adver-
sarial machine learning in IoT. Then, a classification of adversarial machine attacks
in the IoT domain is proposed based on the literature review. Afterwards, this chap-
ter discusses different related topics of label noise, such as sources of label noise,
types of label noise, and data noise in IoT and provides a comprehensive review of

the previous work regarding that. Moreover, as active learning is the main compo-



nent of the proposed solution for label noise detection, active learning in intrusion
detection is also deeply investigated.

Training Testing

Data Access Evasion

Poisoning QOracle

Attacks

=

Defenses

Data Encryption
Data Sanitization

Robustness Improvements
Differential Privacy

Robust Statistics Homomaorphic Encryption

Figure 2.1: Example of Attacks and defences in the ML Pipeline, adapted from [130]

2.2 Machine Learning and Internet of Things

Machine learning plays a significant role in many domains such as network intrusion
detection, spam detection, and malware detection. It is usually assumed that the
setting where a machine learning model is deployed is benign. In other words, it
is assumed that there is no adversarial factor to affect the performance of machine
learning models. However, this assumption does not always hold [142]. Adversarial
machine learning is defined as fooling the machine learning models into making wrong
predictions.

In terms of the potential adversarial challenges associated with the machine learning
settings, two important categories including applying adversarial perturbations on
training data and exploiting the model’s properties to adversely affect the perfor-
mance may be considered. For adversarial machine learning, attacks and the context

in which an attack may occur defines threat, what can be done to prevent or mitigate
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attacks (known as defences) is used to define vulnerabilities, and what results from
attacks or defences determines consequences [130].

In recent years, as the amount of data generated in different domains has increased
significantly, poisoning attacks are considered an important category of threat, par-
ticularly where the data is collected from users (for IoT environments and sensor
networks) or where the data labelling is crowdsourced. For example, label flipping
attacks are one of the major poisoning attacks resulting in significant performance
degradation [89]. With respect to the growing interest in applications of machine
learning in 10T, investigating the potential threats impacting the effectiveness and

performance of models in this domain is of great importance.

2.2.1 Internet of Things

Internet of Things is defined as a set of physical objects including sensors and actu-
ators by which data are collected, analyzed, and shared. In [oT, communication is
conducted through the Internet. [oT has had significant growth in recent years such
that the number of [oT devices has increased from 8.7 to 50.1 billion in a few years
[67]. TIoT plays an important role in healthcare, transportation, and the industries
which are based on automation [69]. A number of technologies called "'enabling tech-
nologies™ including ubiquitous connectivity, IP-based networking, computing eco-
nomics, miniaturization, data analytics, and cloud computing have enabled IoT to
play a more tangible and real role in human life. However, same as with any other
emerging technology, IoT has a number of issues associated with that. These issues
include Security, privacy, and standards are the most important concerns that should

be taken into account [98].



2.2.2 Application of Machine Learning in IoT

Considering the various vulnerabilities in the IoT domain, ML algorithms are widely
being used to tackle the potential issues. Based on the requirements, data analysis
can be performed in IoT devices or the cloud. The cloud refers to remote data
servers or edge servers that bring the computation close to the IoT devices. As
the data analysis may be done in IoT devices which offer limited processing power,
using lightweight ML models is preferred. Moreover, the data may be sent to the
cloud for further analysis [145]. Some of the use cases of ML in IoT include outlier
and intrusion detection [129], signal authentication and device identification [39, 70],
spectrum sensing [80], and smart grids [4]. Therefore, with respect to the broad use
of MLL methods in IoT, investigating the threats against deployed models is of great

importance.

2.2.3 IoT Layering

There are three layers in the IoT network architecture. The application layer provides
the link between a user and smart home devices. This layer uses machine learning
and data processing. Network communications are within the transport layer. This
layer includes gateways. Information processing may be done in gateways. The
sensing layer includes edge devices. Each edge device may include some sensors
that collect data and send them through the transport layer to the application layer.
Machine learning can be added to the transfer layer to monitor edge devices [21]. An
edge device is a constrained device that includes sensors or actuators. It provides the
possibility of data collection and processing where the device is located. However,
the gateways (that are computationally more powerful compared to the edge devices)
are in charge of collecting data from edge devices and sending them to servers [68].
However, in [137], another layer called the cloud computing layer is considered for

the IoT layer stack. This layer is responsible for storing the data collected from other
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layers and also making decisions. In addition, emergency actions may be taken in
this layer.

There might be some delays in communicating data between sensors or edge devices
and the cloud. This might be harmful to latency-sensitive applications. Fog com-
puting is a new paradigm where processing is brought near the subscribers. The fog
architecture is composed of the device layer, fog layer, and cloud layer. In this archi-
tecture, the cloud layer is in charge of caching and processing. The fog layer includes
networking tools by which processing tasks are performed. Finally, the device layer
includes different types of IoT devices [137]. Resource-constrained devices in IoT are
usually poor in terms of memory or storage and processing power. Moreover, the
network interfaces are likely to be constrained. For example, Crossbow TelosB has
a 16-Bit MSP430 CPU, 10 Kbytes RAM, and 48 Kbytes ROM. While designing the
networking technologies (including the device management protocols), the resource-
constrained devices must be taken into account [111]. In [69], the IoT layer stack is
composed of four layers including the sensing, network, service, and interface layers.
The sensing and Interface layers are in charge of handling the required services by

users and interacting with users or applications respectively.

2.2.4 General Overview of Adversarial Machine Learning

The training and testing phases of the machine learning pipeline have different adver-
sarial techniques. Poisoning is a technique applied to the training phase to modify
training data [109]. In indirect poisoning, the modification of data is done before the
preprocessing stage. Direct poisoning includes data injection, data manipulation, or
logic corruption. In data injection, the goal is to change the data distribution of the
training set and is achieved through injecting "adversarial inputs” to the training
set. However, the features and labels of existing data samples are not changed. The

decision boundaries of a model can be shifted through this attack. In data manipula-
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tion, labels or features of samples in the training set are altered. In data injection, an
attacker can insert a few poisoned training samples into the training set. However,
the training data cannot be modified [130].

The aim of attacks corresponding to the test phase is not to alter the training data,
but to generate samples such that they can fool a model in the testing phase (evasion
attack) or try to infer information about training data or the model (oracle attack)
[130]. Some of the important gradient-based techniques of evasion include [132]
Limited-memory Broyden-Fletcher-Goldfarb-Shanno (L-BFGS) [108], Fast Gradient
Sign Method (FGSM) [150] which is a single-step approach, and Jacobian-based
Saliency Map (JSMA) [91] . In gradient-free attacks, adversarial perturbations are
applied with no prior knowledge of the target model. In other words, the target
model is used as an oracle to which adversarial samples are sent and the output is
observed [50].

In the oracle attack, inputs and outputs of the model are observed (through query-
ing) and they can be used to train another local substitute model which is similar to
the target one [88]. The auxiliary model can be used to generate adversarial samples
to conduct an evasion attack against the target model. Oracle attacks include three
further types: extraction, in which the aim is to extract the parameters of the model
from observations; inversion, in which the observations are likely to be used to recon-
struct data; and membership inference, in which observations are used to see whether
the distribution of certain data samples and training data are the same [130]. In ad-
dition, taxonomies for the dataset, ML architecture, adversary knowledge, capability
and goal, adversaries strategy, and defence response are presented in the literature
[101]. In [101], the machine learning attacks are divided in two main categories.
First, active attacks for which the goal is to interrupt the normal operation, and
second, passive or exploratory which includes exploiting knowledge to launch active

attacks later. Active attacks’ subcategories are corrupting data (actually generating
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adversarial samples through perturbation) and altering a model.

2.2.5 Potential Cases of Adversarial Attacks in Internet of
Things

Based on [46], in an IoT/WSN (Wireless Sensor Networks) outlier detection setting,
the collected data is sent to the gateway. Then, information is sent from the gateway
to a server. In this step, the corresponding error, event, or malicious activity is
generated to notify the end user. According to this paper, the machine learning
methods that can be applied for outlier detection include statistical-based methods
(parametric and non-parametric), supervised learning-based methods (such as SVM,
K-NN, Neural Networks and Bayesian learning methods), and unsupervised learning-
based methods (such as K-means clustering and Principal Component Analysis).
However, supervised learning is used more widely in this domain. There are some
limitations to the use of machine learning algorithms in the IoT domain. One of
the most major constraints is the lack of computational power. In other words, the
complex algorithms are hard to deploy on the resource-constrained devices [28].
Distributed approaches between sensing devices can also be adopted for the purpose
of outlier detection [25, 19]. However, frequent communication is required in this
approach [73]. The task of outlier detection can be performed on the individual
sensors without the need to communicate with other sensors. For instance, [73] has
proposed a solution for outlier detection in WSN where autoencoder instances are
run on sensors. The sensors send the input and output of autoencoders to the cloud
via a gateway. In other words, the training process takes place in the cloud. Then,
the updated model parameters are sent back from the cloud to sensors. Neverthe-
less, outlier detection using machine learning algorithms is likely to be targeted by
adversaries.

Signal authentication is one of the major tasks of IoT where adversarial attacks are
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likely to happen. Signals are sent from [oT devices (in the perceptual layer) to a
gateway to control the operation of IoT devices. However, this signal is likely to
be manipulated. Dynamic data injection attacks may happen in this stage. The
gateway has to authenticate the signals sent from IoT devices. However, as the
gateway is resource-constraint, it should optimally choose signals for authentication
(39].

Traditional solutions such as machine learning-based Radio Frequency fingerprint
identification can help with device identification. However, these solutions are facing
some challenges such as huge amounts of training data. Deep learning methods are
used widely for device identification and signal recognition. But, they are vulnerable
to adversarial attacks. These attacks may be targeted or non-targeted [13].
Malware detection in IoT is also vulnerable to adversarial attacks. In terms of
combating malware in loT, there are two signature-based solutions. The first solution
is host-based, where the detection system is installed on devices. However, these
solutions seem to be inadequate with respect to the developments in malware attacks.
More importantly, resource-constrained devices cannot benefit from these solutions,
particularly as these solutions are signature-based. Another solution is to put the
detection mechanisms in the cloud [127].

Tampering with sensors’ measurements is one of the potential adversarial attacks in
an [oT environment. As an example, to investigate the effect of gases emitted by a
factory, the government may decide to measure the emissions of the corresponding
factory. However, the factory manager may tamper with the sensors’ measurements
by releasing chemicals near the sensors when air quality is good. Therefore, it is
hard to derive that bad air quality is related to the emissions of this factory [14].
Adversarial attacks in the [oT domain are likely to happen in the fusion and aggrega-
tion steps as well. Data collection from different sensors is an important task where

the data noise is filtered. This data collection should be context-aware, privacy-

14



preserving, reliable, and real-time. However, there is the potential that several de-
vices sending data to the fusion center are controlled by an adversary and therefore,
the decision is compromised [74].

Wireless communications that are used widely in the [oT domain are at the risk
of over-the-air (OTA) wireless attacks as they are broadcasted. However, the use
of machine learning in this domain lacks security. There are several techniques for
adversarial attacks including exploratory, evasion, and poisoning where the aim is
to get an understanding of the target model, evade the model in the test phase to
make wrong decisions, and provide the model with wrong training data to affect
the decisions respectively. These attack approaches can be mapped to the wireless
domain to act as the jamming, spectrum poisoning, and priority violation attacks

[103).

2.3 Previous Work Related to Adversarial Ma-
chine Learning in Internet of Things

Baracaldo et al. [14] have presented a method in which contextual information
about the origin and transformation of data (in the training set) is used to detect
poisonous data. The presented provenance defence has two variations for partially
trusted and fully untrusted environments. The performance of models trained on the
full dataset and also trained on the dataset excluding the potentially poisonous data
samples is compared. To evaluate the approach, an IoT scenario consisting of several
devices where each device contributes to the data used for training is considered. The
conducted poisoning attack is against SVM. The evaluation results show the success
of this approach.

Luo et al. [74] proposed a partial-model attack that is based on adversarial machine

learning and targets the data fusion/aggregation phase of IoT. The attack is per-
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formed by controlling several sensing IoT devices in the network. For an adversary
to have a successful attack, the potential true decision/classification output in the
IoT fusion center from controlled IoT sensing devices and historical decision/classi-
fication output should be learned. As a result, a machine learning model to "infer
the potential decision state based on the information collected from controlled 10T
sensing devices" should be built. A 5-layer neural network and SVM are used by
the adversary and in the fusion center respectively. Based on the results, disrupting
the decision-making process in the fusion center by controlling several IoT devices
is feasible. There is an attack success rate of 83% when 8 IoT devices out of 20 are
controlled.

In [103], new techniques based on adversarial machine learning are applied to three
OTA wireless attacks which are jamming, spectrum poisoning, and priority violation.
First, an exploratory attack is performed by building a deep neural network classifier
to achieve the channel access algorithm related to an IoT transmitter. By exploiting
the output resulting from the built adversarial classifier, the attack is continued by
jamming data transmissions or changing the sensing results so that the target clas-
sifier is fooled into making wrong decisions. In addition, while collecting (sensing)
data to retrain the model (channel access algorithm) in the transmitter, a causative
attack is launched and as a result, the model is not retrained correctly. Feedforward
Neural Networks (FNN) are used for both the adversary and transmitter’s models. Tt
is shown that these attacks with \di erent levels of energy consumption and stealthi-
ness" cause significant performance degradation. Finally, a defence mechanism based
on the Stackelberg game is proposed by which the uncertainty of adversary while
inferring is increased and as a result, the performance is improved.

Shi et al. [117] considered a scenario where a cognitive transmitter uses the spectrum
as the training data of a machine learning model and transmits according to the out-

put decision (whether the channel is idle or not). The main contribution of this work
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is to present an adversarial spectrum poisoning attack so that the spectrum sensing
data become falsified. In the beginning, the decision mechanism of the transmitter is
manipulated by a transmission made by the adversary when the channel is idle (the
transmitter used a deep neural network model). Another deep neural network model
is also built by the adversary to predict the time of successful transmission made by
the transmitter. Then, the adversary performs the spectrum poisoning attack aim-
ing at changing the channel status and fooling the transmitter into making wrong
decisions. FNN are used for both adversary and transmitter models. The results
show the effectiveness of this attack in decreasing the throughput of the transmitter.
In [118], authors proposed a jamming attack against wireless communications based
on adversarial machine learning. In this scenario, the transmitter uses a pre-trained
model that predicts the channel status (idle or busy). The transmitter’s decisions
are tracked and used to build a model to predict the transmitter’s behavior by
the adversary. Based on this model, the transmitter’s decisions are predicted and
jammed by the adversary. Next, a defence mechanism is proposed with respect to
making some deliberate wrong actions by the transmitter. These wrong actions act
as a poisoning attack against the model used by the adversary. FNN are used for
both the adversary and transmitter’s models. The results show the effectiveness of
both attack and defence mechanisms in reducing the throughput and success ratio
of the transmitter and increasing the error in the attacker’s decisions respectively.

Eerpek et al. [35] proposed an approach for jamming attacks against wireless commu-
nications. Same as the previously discussed work, the transmitter uses a pre-trained
model to predict the channel status. The adversary also trains a model using the
decisions made by the transmitter for transmission. The outputs resulting from the
adversary’s model are used for predicting and jamming the transmitter’s decisions.
Based on the evaluations, this scenario achieves more success in deteriorating the

transmitter’s performance in comparison with random or sensing-based jamming.
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The scores of the classification model are used to control power by the adversary.
Moreover, a solution based on Generative Adversarial Networks (GAN) is proposed
to generate synthetic data for the adversary. This synthetic data reduces the training
time for the adversary. A defence solution based on making a few wrong actions as
a poisoning attack against the attacker is also presented. FNN are used for both ad-
versary (also for the generator and discriminator in GAN) and transmitter’s models.
Based on the evaluations, the proposed solutions for jamming, reducing the training
time for the adversary, and defence against the jamming attack are successful in
terms of reducing the throughput and success ratio of the transmitter, shortening
the learning period, and increasing the errors in jammer’s decisions effectively.

Kim et al. [62] considered the scenario in the wireless communication domain where
signals transmitted by the transmitter are from different modulation types and the
receiver makes use of a deep learning model to classify the modulation types. As
the adversary transmits, the transmissions may be mistaken for the ones coming
from the transmitter and as a result, the model is fooled. The authors have pro-
posed a mechanism for performing evasion attacks in the discussed setting by taking
the channels from the adversary to the receiver into account. Several adversarial
mechanisms including two (one targeted and one non-targeted) white-box attacks to
change the classification results, an algorithm for attack generation when the chan-
nel information is limited, and a black-box universal adversarial perturbation attack
with respect to different factors are proposed. According to the results, modulation
classifiers are vulnerable to adversarial attacks.

Bao et al. [13] investigated the adversarial attacks in the IoT device identification do-
main. In their work, the robustness of the CNN-based device identification algorithm
is evaluated against targeted and non-targeted attacks. To enhance the evaluation
criteria, combined evaluation indicators of logits is suggested. FGSM, BIM, PGD,

and MIM attacks are considered in this work. Signal generation, power amplifier,
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channel attenuation, and receiver are the components of the process for generating
device datasets. The results show that adversarial attacks are likely to degrade the
performance of device identification mechanisms. Moreover, the proposed evaluation
indicator is shown to be effective in differentiating the device signals.

Singh and Sikdar [121] investigated adversarial attacks for appliance classification
in the smart home domain. They have developed a gradient ascent-based white-box
adversarial attack against the deep learning algorithms that are used for appliance
classification. In this work, the statistical similarity between adversarial data points
and normal data points is demonstrated. Moreover, the effectiveness of the proposed
attack strategy is evaluated in the presence of defences against white-box attacks.
Based on the results, the attack successfully increased the error rate by 100%-200%
even when the models employed defence methods.

Authors in [102] have shown the threat of physical adversarial attacks involving the
addition of a subtle perturbation to signals. This is against the end-to-end procedure
of communication systems that are based on deep neural network autoencoders. This
paper investigates the physical black-box adversarial attacks and suggests methods to
perform them. Based on the results, classical approaches such as BPSK modulation,
Hamming coding and MLD are more robust to adversarial attacks in comparison
with autoencoders.

In [39], the authors proposed a watermarking approach for ToT signal authentication.
Their solution facilitates the detection of attacks against IoT signal authentication.
In this approach, a number of stochastic features are extracted from signals and
watermarked into the signal. The long short-term memory structure is the building
block of the proposed algorithm. There may be scenarios where plenty of IoT devices
send signals to a gateway. However, due to computational constraints, the gateway
cannot authenticate all these signals at the same time. To solve this problem, the

authors have also presented a solution based on game theory so that the vulnerable
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devices are identified (predicted) to authenticate their signals. Furthermore, an
algorithm based on reinforcement learning is proposed to tackle the information
incompleteness problem.

Sharaf-Dabbagh and Saad [115] proposed a solution for object authentication in the
[oT domain through leveraging the fingerprints of loT devices. In addition, a transfer
learning-based solution is used to distinguish the changes caused by environmental
changes from the security attacks. According to the results, an improvement of 8% is
acquired while using the proposed approach in comparison with other authentication
solutions. For the test cases, 5 to 15 objects are considered and 200 fingerprints are
generated for each object. The type of adversarial attack investigated in this work
can be considered poisoning as the real object’s ID is copied and used to send data
to the IoT cloud service where the data analysis is likely to be performed.

Wu [145] investigated the studies related to the robust machine learning models
which can cope with noisy and adversarial samples in IoT environments. For noisy
data, two cases including incomplete data and outlier data are discussed. The investi-
gated classes of solutions for handling incomplete data include replacing the missed
values with substituted ones through imputation and adopting privacy-preserving
models. The solutions for outlier data are developing robust models and removing
noisy data. In terms of the adversarial examples, the reliability of Neural Networks
and Reinforcement Learning is assessed. In order to achieve reliability in Neural Net-
works, learning with the reject option (using GAN with variance expansion), model
understanding through subspace explanation, and software testing are the solutions
discussed according to the previous works. Moreover, calibration and model pre-
diction’s maximum Kullback-Leibler (KL) divergence are mentioned as two further
evaluation metrics of reliability for Neural Networks. Several solutions and reliability
evaluation metrics for Reinforcement Learning are discussed as well.

Lin [72] proposed an RNN-based data retrieval solution for IoT data analysis. As
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adversarial machine learning is counted as a significant threat in the IoT domain,
this paper also investigates the methods for data retrieval that are resilient against
being hacked by the adversary.

Yang et al. [154] investigated the adversarial attacks against the IoT time series
data. A solution based on an encode-decode joint training model to achieve a robust
IoT data classification is proposed. Thermometer encoding is adopted as a non-
linear transformation to the training data. Based on the results, using the proposed
technique as a preprocessing technique mitigates the negative impacts of FGSM
attack.

In [157], network-based and host-based machine learning approaches for enhancing
the security of IoT are discussed. Supervised learning, unsupervised learning, and
reinforcement learning paradigms are discussed (in terms of the criteria such as
resource requirements, missing data tolerance, and limited state information) for
each of the network-based and host-based approaches. In network-based solutions,
there would not be any limitation in terms of the computational resources, so any
method can be adopted. On the other hand, as host-based solutions are implemented
on IoT devices in [oT environments, computational resources are limited. However,
attacks which cannot be detected using network traffic can be detected by means
of this approach. In terms of supervised learning in host-based approaches, as the
computational resources are limited, some algorithms such as K-NN, which have
no training stage, would use up all the resources. Other supervised algorithms like
SVM which can be pre-trained will be useful for this specific case. However, they
may exhaust the resources depending on the algorithm and size of data as well.
Additionally, adversarial machine learning is introduced as one of the challenges of
the machine learning techniques.

In [55], the performance of Self-normalizing Neural Networks is compared with that

of FNN to classify network intrusion attacks in an IoT environment. The results
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suggest that FNN has a better performance to classify attacks; however, when ad-
versarial samples are applied, SNN (Self-normalizing neural networks) shows a better
resilience.

Anthi et al. [8] presented a rule-based approach to generate adversarial samples to
fool the supervised machine learning algorithm used to detect DoS (Denial of Service)
attacks in an IoT environment. Their analysis is aimed to find which features of DoS
(Denial of Service) samples should be changed and also how the generated adversarial
samples can be incorporated into the defence mechanism (as adversarial training) to
make the models robust. The results show that the performance of machine learning
models increases when adversarial samples are incorporated into the training data.
Qui et al. [90] proposed an adversarial attack against IoT network intrusion detection
systems. The proposed black-box attack is based on model extraction to replicate
the black-box model and a saliency map indicating the effect of packet features on
the model’s performance. The model extraction technique used in this work requires
just 10% of data to replicate the main model, and therefore is efficient. After finding
the critical features using the saliency map, an iterative version of FGSM is applied.
Based on the results, the proposed attack can successfully compromise the Kitsune
network intrusion detection system. Just less than 0.005% should be modified to
achieve a 94.31% attack success rate.

Dunn et al. [32] investigated the performance of machine learning models includ-
ing gradient boosting machine, random forest, naive bayes, and feed-forward deep
learning while data poisoning attack is applied. The results show that the perfor-
mance of machine learning models decreases if the number of normal samples is not
significantly higher than adversarial samples. Papadopoulos et al.[87] applied tar-
geted (samples with a short distance to hyperplane) and random label flipping on
the training dataset (BoT-IoT) used to train the SVM model. The results show the

performance degradation for both cases (more for random), however, there is no cor-
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relation between the amount of noise and performance metrics for the random case.
They have considered flipping the label of samples with a large distance to the hyper-
plane in their future work which is taken into consideration in our experiments. [131]
presented solutions for Android malware detection problems in IoT systems (focused
on the label manipulation problem). First, an attack is proposed which is based on
the Silhouette clustering method. Then, two convolutional neural network-type deep
learning algorithms including label-based semi-supervised and clustering-based semi-
supervised defences are presented to correct the modified labels. The results show
the effectiveness of the methods.

Table 2.1 presents the summary of previous works related to adversarial machine
learning in IoT. These works are compared in terms of the investigated attack(s),
related attack categories, used models, and dataset.

Figure 2.2 shows the proposed classification of Adversarial Machine Learning (AML)
attacks in the IoT domain based on the literature review section. Machine learning
models can be deployed in different layers in edge devices or sensors, gateways,
and the cloud. In the figure, they are connected to the layers with dashed lines.
However, there are threats against the models in each layer. OTA wireless attacks
that include priority violation, jamming, and spectrum poisoning can be deployed
against the transmitters. Moreover, tampering with sensor measurements is another
potential issue in this layer. IoT devices are likely to be controlled by adversaries in
this layer which can result in inaccurate output results.

ML models for device identification and authentication can be deployed in gateways.
However, adversaries are capable of fooling these models into making wrong decisions.
If intrusion detection systems are used in gateways or the cloud, they have the
potential of being targeted for adversarial attacks. The process of data fusion in the
fog layer is also vulnerable to threats. The data fusing process can be performed

in the cloud level as well [141], making this layer vulnerable. If the classification
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of smart home IoT devices is performed in the cloud, the utilized ML algorithms
may be attacked by adversaries. Based on [151], data processing can be performed
in smart gateways in smart homes. Therefore, smart gateways are vulnerable to
adversarial attacks. There is also the possibility of attacks against data operation

retrieval in a Security Operation Center (SOC).
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Figure 2.2: The proposed classification of adversarial machine learning in Internet
of Things (IoT).

2.4 Label Noise

Prediction of the label for new data instances in supervised learning is impossible

without previously labelled data to train a classifier.

A dataset is known to be

contaminated with label noise if there are instances of data whose labels are not

correct [84]. Label noise is a critical issue while training models as collecting a

dataset with clean labels is not a straightforward task. Even deep learning models

that are shown to be powerful in terms of generalizing are vulnerable to label noise

[5]. Although the observed label is often considered to be true, it may be different

from the actual true label as a data instance may be affected by a noise process
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before it is used for the training purpose [40]. The existence of label noise in a
dataset can cause a model to have difficulties in identifying the true class boundaries
and increases the chance of overfitting [31].

Label noise is a major problem in IoT domain as well. The data generated by IoT
devices are likely to have wrong labels [145]. Also, the collected data used for anomaly
detection in this domain may be unreliable due to careless labelling or transforming
data maliciously [164]. It must be taken into account that label noise is different
from feature noise so different measures are required to be adopted [167].

There are different ways through which a dataset may be contaminated with label
noise. Some of them are intentional and adopted by adversaries to inject label
noise into datasets. However, label noise is mostly assumed to be unintentional in
the literature. Label noise is mostly considered to have three different categories
including Noisy Completely at Random (NCAR), Noisy at Random (NAR), and
Noisy Not at Random (NNAR). Different sources and categories of label noise are

discussed in the next sections.

2.4.1 Sources of Label Noise

Label noise contamination may be stochastic. The potential reasons for stochastic

label noise include [40]:

Insufficiency of the data used by an expert for labelling.

Mistakes made by human experts or non-expert frameworks while labelling.

Disagreement of experts over the label of an instance, such as in medical do-

mains or image analysis.

e Communication or encoding problems.

There is also a category of adversarial machine learning attacks called Label Flip-

ping [130] where the aim is to choose data instances that deteriorate the model’s
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performance more if their label is flipped. As flipping the label of specific data in-
stances affects the type of misclassified samples, it can be adopted as an adversarial
approach by adversaries. For example, when dealing with the binary classification in
an intrusion detection setting, the attack samples may fall into different categories.
If an adversary flips the label of data instances from a specific attack category, the
rate of misclassified samples from the same category of attack is likely to increase
as well. The same is likely to be true in the non-adversarial setting where the label

noise is stochastic.

2.4.2 Types of Label Noise

There are three statistical models for label noise [40]:

e Noisy Completely at Random: The labelling error does not depend on the true
class of data and feature space. This type of noise is targeted widely in research
work. Actually, the probability of this kind of noise is independent of other

variables including the true class [31].

e Noisy at Random: Particular classes of data are more vulnerable to label noise.
In this noise model, the noise occurrence is independent of the feature space

but dependent on the true label [31].

e Noisy not at Random: Some samples are more vulnerable to label noise re-
gardless of their true class, e.g., samples that are similar to samples of other
classes. In this model, label noise is both dependent on the feature and label
values [100]. Implementing this type of noise is more challenging compared to
two other types as the similarities between samples should be calculated with

respect to the feature space [5].
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2.4.3 Data Noise in Internet of Things (IoT)

IoT has had fast-paced growth in recent years. However, the data collection process
is vulnerable to noise. When data collected data from IoT devices are used for data
analysis, it is important to have an understanding of potential sources of noise in the
data. There are various factors that contribute to noise generation in this domain

including [145]:

Being affected by radio frequency noise as IoT devices are usually deployed

densely.

Malfunctioning or abnormal behavior such as an attack, connection errors, or

errors caused by humans.

Problems with measurement calibration.

Using sensors with high error rates

2.4.4 Potential Vulnerabilities in Network Traffic labelling

Data labelling and tagging is an important task when presenting a new dataset. The
results achieved from analyzing a dataset are not reliable when there are no correct
labels [43]. labelling a dataset in the field of network security is both expensive and
challenging since the labelling process requires sufficient knowledge. Currently, most
of the methods used for network traffic labelling are based on either ”automatic
generation of synthetic network traces” or taking advantage of non-expert users who
are assisted with visualization and statistical tools. However, these methods do not
completely satisfy the requirements in terms of quality, volume, and speed[51]. A
considerable portion of data is analyzed by human experts [119, 65].

As manual labelling requires a good understanding of the network traffic to detect

malicious activities, it may result in some label noise in datasets. As an example,
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manual inspection is used in addition to the Snort IDS for labelling the Booters [106]
dataset [96]. In addition, the task of manual data labelling becomes significantly
time-consuming and tedious as the size of a dataset grows [122].

Moreover, the traffic labelling approach, which is based on network security tools
cannot guarantee accuracy. Many labelling approaches that make use of network
intrusion detection systems are based on several rules. Therefore, if these rules are
not updated as the new categories of attacks are emerged, the resulted labelling will
not be accurate enough [51]. As an example of using intrusion detection systems for
dataset labelling, authors in [9] have presented an approach based on unsupervised
anomaly-based intrusion IDS where belief values (that correspond to being an at-
tack or normal) are assigned to each data point. If the difference between assigned
beliefs is less than a threshold, the data sample is discarded. Although the perfor-
mance of data labelling is increased in this case, some of the most major data points
are discarded. In general, due to the lack of labelling accuracy using IDS, manual
inspection should be involved in the process.[96].

In addition, honeypots are used for network traffic labelling as well [125]. An example
of using honeypots for dataset creation is Kyoto in which no manual labelling is
involved [43]. However, the assumption that all the traffic captured by honeypots is
malicious is wrong [51]. Therefore, a percentage of noise is likely to be applied to

the resulting dataset.

2.4.5 Different Approaches to Deal with Label Noise

There are two approaches to dealing with label noise in datasets in machine learning.
The first approach is to make the machine learning models robust to label noise. In
other words, some ”regularization mechanisms” are incorporated into the design of
models to make them robust. Another approach is to preprocess the data before

using it for training a machine learning model. When doing this preprocessing step,
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some data instances are identi ed as noise and are either discarded or relabelled
[100, 145]. These approaches are callatyjorithm-level and data-level respectively
[156]. Label correction (relabelling the identi ed noisy samples) is equivalent to
dataset cleaning in terms of label noise. Cleaning label noise seems to be a more
bene cial approach as many machine learning models may be applied to the dataset
and not all of them would be robust to label noise.

For the second way of dealing with label noise, some measures like classi cation con-
dence and the model complexity may be used. Moreover, model prediction-based
ltering, classi cation Itering where the misclassi ed instances are considered as
noise and Itered, voting and partition Itering, k nearest neighbours-based meth-
ods, and ensemble-based methods are some of the approaches in this category [40].
Noise Itering is mostly based on distance-based and ensemble-based methods. In
distance-based methods, it is assumed that samples that are close to each other
should have the same labels. This approach has some drawbacks. First, it depends
on the distribution of data. Second, all the neighbor samples may be noisy so that
a noisy sample may not be detected or on the other hand, a clean sample may be
identi ed as noise. In the ensemble-based method, di erent classi ers are adopted
to predict noise. However, as data with correct labels are not available to train the
classi ers, this method is likely to be unreliable [156]. Two voting schemes are used
widely for label noise detection, including majority voting and consensus voting. In
the former method, a sample is considered to be noisy if most of the classi ers in the
ensemble (more than half of them) misclassify it. More strictly, a sample is known to
be mislabelled if all ensemble classi ers wrongly classify it wrongly in the consensus
voting method.

While adopting noise Itering approaches, two problems are likely to arise. First, a
sample whose label is correct may be identi ed as noise and discarded. Second, a

noisy sample may stay undetected [156].
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2.5 Dealing with Unlabelled Data for Supervised
Learning

Obtaining a dataset in which all the data instances are labelled is not always straight-
forward as the data may be expensive or too complex to be labelled [42]. In addition,
even if all data instances are labelled, some of the assigned labels may be noisy as
discussed in the label noise section making the classi cation inaccurate. Therefore,
approaches that take advantage of both labelled and unlabelled data are widely used

in machine learning tasks such as supervised learning.

2.5.1 Active Learning

Active Learning is a branch of machine learning where particular data instances
are chosen and then, their labels are queried from an oracle [29]. In other words,
the most informative unlabelled samples are labelled [166]. In this way, not all the
data is labelled manually and just the labels of some unlabelled instances (as few
as possible) are queried. Active learning is a good match to be used in di erent
domains where data labelling is expensive [113]. Moreover, it can be useful to solve
some existing problems in the machine learning domain such as label noise-cleaning
[37].

In an active learning setting, queries may be made in a serial mode which means that
just one instance (whose label is required to be queried) is chosen and sent to the
annotator. This instance is chosen from a pool of unlabelled instances so that this
setting is calledpool-basedactive learning. However, querying the labels one by one
Is not always e cient. In the batch mode, several instances are chosen (based on a
utility function) and their labels are queried [114]. There is another setting for active
learning calledstream-basedwhere unlabelled data instances are not all available at

once and are taken one by one from the data source. After taking each instance
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from the data source, it must be decided whether the label should be queried or not.
Based on [26], querying the instances in just one step instead of iteratively choosing
them is also possible.

There are dierent strategies for making queries in active learning, which are as

follows [47]:

Uncertainty Sampling where the most uncertain samples in the model (ex-
pected to be the most informative ones) are queried. In this method, the

degree of uncertainty is determined by using just one classi er [166].

Query by Committeewhere multiple models are trained using a labelled set

and vote for the label of unlabelled instances. The sample in the unlabelled set
which is misclassi ed by more models is chosen to be queried. In other words,
maximal disagreement is considered as the criterion for labelling a data sample

[166].

Expected Model Changevhere the samples causing the most change in the

model's performance are chosen.

Density where samples located in high-density regions are chosen. Usually, a
clustering technique is applied and the samples with the shortest distances to

the centers of the clusters are known to have the required characteristic.
Multi Criteria where more than one criterion is considered to choose a sample.

Variance Reduction where the samples minimizing the output variance are

chosen.

Reconstruction Error Minimization where the points capable of constructing

all other points with a minimum error are chosen.
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2.5.2 Active Learning in Intrusion Detection

Intrusion detection systems play a signi cant role in defending a network against
adversarial attacks. However, labelled data are not widely available in this domain.
labelling data points is an expensive task. However, not all the data points are
required to be labelled. In other words, the classi cation problem can be viewed as a
semi-supervised task where the process starts with a limited amount of labelled data,
and then, some predictive samples [29] are iteratively chosen from the unlabelled
pool to be labelled manually. As mentioned earlier, this procedure is called active
learning. Actually, the bene ts of machine learning models and the knowledge of
human experts can be combined by means of using a human-in-the-loop scheme in
the network intrusion detection domain to compensate for the lack of labelled data
and accelerate the training phase [153]. It can be demonstrated that although fewer
samples are required to be labelled by a human using active learning, its results are
comparable with the traditional machine learning algorithms where huge amounts of
labelled data are required [6]. The quality of an active learning method can either be
evaluated with the degree of decrease in the size of training data required to achieve a
particular performance or the degree of increase in performance for a de ned number
of training data points [71].

In active learning, the learner can either have access to the whole unlabelled data
at once or each label at a time in a sequential manner. These models are called
pool-based and online, respectively [66]. As discussed earlier in the 2.5.1 section,
there are various query techniques in active learning. However, uncertainty-based
guerying is the most common strategy in intrusion detection-based active learning
[153]. Based on [71], in an intrusion detection setting, an expert can categorize an
example as malicious or normal.

Ziai [168] has proposed a solution for network intrusion detection based on active

learning. According to the experiments on di erent learners and query strategies,
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complex learners are more e ective in terms of performance when a smaller amount
of data is available. Moreover, uncertainty and entropy-based sampling have shown
a better performance over unsupervised and random sampling. A semi-supervised
solution called Label Spreading is also examined, but it is not a good solution due
to its memory-intensiveness. Gu and Zydek [47] have provided a review on the
combination of active learning and intrusion detection systems. According to this
study, there are a few works that have addressed active learning in the network
intrusion detection problem. However, it is highlighted that active learning can be
greatly e ective due to a large amount of data and the considerable time required
for labelling in this domain. Adopting active learning in intrusion detection systems
that are used in the wireless 10T domain is investigated in [153]. It is discussed and
practically demonstrated that using active learning can boost the performance of
an IDS. Their experimental model is composed of supervised learning (the xgboost
model), choosing samples to be labelled, and labelling the samples by #hgert
labeler. Uncertainty-based querying is considered the querying strategy in their
work.

McElwee [76] has also demonstrated that cyber attacks can be detected e ectively
if predictive samples are chosen from the unlabelled data pool to be labelled by
human subject matter experts. The proposed Active Learning Intrusion Detection
System (ALIDS) is composed of a random forest classi er and an active learning
trainer. One of the duties of the active learning trainer is to categorize unlabelled
samples into high-con dence and low-con dence sets. The number of samples in the
random forest that vote for a label determine the con dence. In active learning, the
knowledge of a human expert can be utilized for labelling. However, as the ground
truth labels are available in this study, an arti cial oracle (a random forest that is
trained using the labelled data) is created.

Dang [29] has considered using active learning to reduce the labelling cost and im-
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prove the performance of the Naive Bayes classi er. This setting is well suited for
the domains such as IoT where there is no huge processing power. In this strategy,
the uncommon samples (with more di erence) in the observed distribution are cho-
sen as the next samples and a xgboost model determines the performance impact if
the corresponding sample is added to the training set. xgboost is considered as the
oracle in their setting. In [66], authors have used a combination of Active Learning
Support Vector Machine (ASVM) and Fuzzy C-means (FCM) to present a hybrid
semi-supervised IDS. The priority of this system stems from the fewer labelled sam-
ples required for building the model. Almgren and Jonsson [6] have investigated the
adoption of active learning with a self-training algorithm (using SVM). A simple
query function is used as the query strategy in their work. The results for the com-
bination of active learning and self-training are compared with the outputs of using

a random query function and the priority of the former approach is demonstrated.

In [71], authors have proposed a supervised intrusion detection system based on
TCM-KNN (Transductive Con dence Machines for K-Nearest Neighbors) and ac-
tive learning. The uncertain-based sample query function has been used in their
work. The results demonstrate the e ectiveness and priority of this method to the
traditional intrusion detection systems.

Seliya and Khoshgoftar [112] have proposed a solution based on the combination of
neural networks and active learning for the problem of intrusion detection. Based
on their solution, it can be demonstrated that active learning utilization can reduce
the required amount of labelled data while keeping the performance at almost the
same level. Regularization-based network training is used in in their work to improve
the generalization of FFN. First, the model is trained with a small amount of data.
Then, in each iteration, a number of samples to be added to the training set are

actively selected (based on the real number predicted for the dependent variable).
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2.6 Previous Works Related to Label Noise and
Active Learning

As mentioned earlier, there are two approaches to dealing with label noise. In the
rst approach, the noise is ltered while in the second approach, the goal is to make
a model robust against label noise. Recent works in label noise are mostly related
to dealing with label noise in deep learning and neural networks [136, 161, 44, 128].
However, the aim of data-centric machine learning is to show that improving the
quality of training data a ects the performance of the model as well. Typically, a
signi cant amount of time is always spent on improving the models, where attempt-
ing to improve the quality of data is likely to bring considerable improvements with
less time spent [144]. Actually, data have been the most neglected aspect of machine
learning for researchers and developers [104]. Fortunately, the machine learning
community has expressed an interest in data-centric approaches recently [15].
Therefore, from the perspective of dealing with the label noise issue in training data,
applying preprocessing techniques to Iter and correct label noise seems to be a
better solution. In this way, there is no dependence on speci ¢ models which are
robust against label noise so that di erent models can be used. Table A.1 in the
Appendix A section demonstrates some of the works related to label noise detection.
Active learning has also attracted the interest to bene t from the knowledge of an
expert for classi cation tasks where the amount of labelled data is not su cient.
Moreover, some solutions have been proposed to solve the label noise issue and deal
with unlabelled data based on active learning. In Table A.2 in the Appendix A,
some of the works related to adopting active learning for label noise handling are

reviewed.
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2.7 Concluding Remarks

In recent years, the Internet of Things has become an essential component of modern
life. Machine learning models are also used widely in this domain to extract insights
from the user's behaviors and to prevent attacks. However, there are some attacks
associated with the ML models used in the IoT domain. In this chapter, adversarial
machine learning attacks in the 0T domain were investigated in detail. Moreover,
a classi cation of attacks was proposed based on the literature review.

Machine learning models should be provided with training samples that have correct
labels in order to make reliable and accurate predictions. However, there are di erent
factors causing the data labels to become wrong. Moreover, a category of adversarial
machine learning attacks called label ipping aims at ipping the label of samples
intentionally to fool models. In addition, a comprehensive review of the label noise

problem was also presented.
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Chapter 3

Proposed Approaches to Dealing

with Label Noise

3.1 Overview

With changes in security measures, the pattern of attacks has also changed. Nowa-
days, adversarial cyber attackers have started exploiting the models rather than
targeting particular 10T devices. These attacks, which are called Adversarial Ma-
chine Learning (AML) attacks, vary in type. Two important categories of these
attacks are evasion and poisoning. In evasion, malicious test samples are adopted
by the adversary [16]. Following this approach, the attacker forces the implemented
model to classify the data incorrectly thus making the system fail [59]. Poisoning
attacks are aimed to targeting the training data for a machine learning model. Data
manipulation is an essential category of poisoning attacks that can be further divided
into manipulating the training data itself or the label of the training data [130]. As
one of the contributions of this thesis, we evaluate the e ect of label ipping for

di erent scenarios. In particular, the focus of experiments is on ipping:

" Samples having a short or large distance to the hyperplane of the Support
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Vector Machine (SVM) model with the linear and RBF kernels.

~ Samples having a speci c attack category from the non-random chosen samples.

Moreover, we investigate the e ect of label ipping, when applied to samples having
a speci c attack category (from the second experiment), on the type of misclassi ed
samples. These experiments help to design more e ective attacks and defences.
Non-adversarial label noise is also known to be a critical issue as collecting data with
clean labels for supervised learning is not a straightforward task [162]. The existence
of label noise in a dataset can cause a machine learning model to have di culties in
identifying the true class boundaries and increases the chance of over tting [31]. In
Figure 3.3, the adverse impact of label noise on the performance of the decision tree
as one of the most popular ML algorithms is demonstrated. As can be seen, the value
of accuracy, which is the total number of true positives and true negatives versus
all the predictions, decreases as the percentage of noise increases in the training set.
As discussed earlier, label noise is di erent from feature noise. Therefore, additional
measures are required for each case [167].

Label noise is a major problem in the IoT domain, since the data generated by IoT
devices can include data with wrong labels [145]. Moreover, the collected data that
are used for anomaly detection in 10T may be unreliable due to careless labelling or
malicious data transformation [164].

The most important contribution of this thesis is to propose a novel approach to
detect noisy samples in the binary classi cation setting. Predictions in intrusion
detection are usually considered as binary classi cation for detecting benign or at-
tack samples [29]. To this end, the robustness of the decision tree learning algo-
rithm against label noise and an active learning technique are adopted. The CART
(Classi cation And Regression Trees) algorithm builds decision trees. The proposed
approach is based on the explainable Arti cial Intelligence (Al) [149] premises and

is understandable even for non-expert users. Active Learning (AL) with uncertainty
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sampling based on the random forest classi er is adopted to distinguish correct and
incorrect labels when relabelling. More speci cally, This process requires distin-
guishing the samples with correct labels to prevent them from wrong relabelling.
Here, active learning plays a signi cant role by sending the uncertain samples that
are more likely to have correct labels for review and then retraining the model with
the reviewed samples. In this way, instead of sending the samples that the model
Is certain about the incorrectness of their labels for review, marginal samples (the
attack samples that are similar to benign samples or vice versa) are sent. Retraining
the model with these samples aids it in identifying more samples with correct labels
and protect them from false relabelling. Sending just the uncertain samples for re-
view also results in a lower review cost. According to [6], in the intrusion detection
domain, the assumption that a security expert can assign labels to examples is valid.
The expert often can determine the maliciousness of a data instance.

In addition to using active learning with uncertainty sampling, two other methods
based on Isolation Forest (IF) and Random Forest (RF) (without active learning)

are also presented.

3.2 Label Flipping Attacks

Label ipping is a major subcategory of data poisoning aiming at manipulating data
labels to impact the ML model's performance adversely [131, 89]. These attacks
cause major problems for the ML-based systems, particularly in noisy or uncertain
environments like complex networks and 1oT. In a label ipping attack, the attacker
has control over the label of a limited proportion of samples. Poisoning attacks are
shown to be e ective in impacting the performance of ML algorithms such as Support
Vector Machines (SVM), embedded feature selection methods, neural networks, and

deep learning systems. Although deep learning systems have shown a great perfor-
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mance when dealing with samples with clean labels, their e ectiveness is degraded in
the case of existing samples with ipped labels [131, 152]. Due to the importance of
label ipping attacks, di erent attack experiments against Support Vector Machines

(SVM) are investigated in section 3.4.

3.3 Support Vector Machine (SVM)

We have performed our studies with various kernels, i.e., using linear [60] and Radial
Basis Function (RBF)[56]. SVM discriminates two classes of data by drawing an
optimal hyperplane that maximizes the distance between data classes. This distance
is called margin. Considering the data to have two classes, the Support Vector
Machine (SVM) solves the following optimization problem [135]:

xl

) 1
minwip: EWTW+ C i
i=1

Subjecttoy;(W™ (X))+b 1

i 0 (3.1)

where Xi, Vi, i, W, and C are input data, label vector, parameters associated
with optimization, weight vector, and penalty parameter of error term, respectively.
According to [53], the RBF kernel seems to be the rst option while using the Support
Vector Machines (SVM). It can handle nonlinearity when the labels and attributes
have a nonlinear relation. Actually, the samples are mapped to a higher dimension

in a nonlinear manner. The kernel function for RBF is:
K(xi;x)=exp( jixi xji?); > 0 (3.2)

where is a kernel parameter.
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3.4 Label Flipping Experiments

Figure 3.1 shows the framework of experiments conducted regarding label ipping.
The targeted dataset contains samples of the DoS, DDoS, Reconnaissance, and Theft
attack categories. Then, the data are pre-processed. Afterwards, three experiments
are conducted using the SVM machine learning model to investigate the adversarial
e ects of the label ipping attacks. In the rst experiment, samples with small or
large margins to the hyperplane are ipped using the RBF and linear SVM kernels.
In the second experiment, ipping samples of speci ¢ attack categories is undertaken
to understand how the performance of an SVM model is changed. Finally, the e ect
of label ipping attacks (when applied on speci c categories of data instances) on

misclassi ed samples is explained.

Figure 3.1: The framework of the study for adversarial label ipping on an loT
dataset.

3.4.1 Experiment I: Applying Label Flipping on Samples
with Shortest or Largest Distances to the Hyperplane

of SVM

The percentage of samples selected to ip their labels range from 5% to 50% of
the dataset's size. The increase is 5% for each turn. Two di erent SVM kernels,

including linear and RBF, have been examined. To have a relative distance to the
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hyperplane, the decisiorfunction(X) is used [110] (a model is trained by the training
set rst, then the training set is fed to the decisionfunction(X) of the trained model

in order to acquire the relative distance). After measuring the samples' distances to
the hyperplane, they are ordered based on the absolute value of the distance [87].
After acquiring the samples (with short or large distances to the hyperplane), their

label is ipped and the model is trained.

3.4.2 Experiment Il: Applying Label Flipping on Samples

of a Speci c Attack Category

In this attack scenario, the aim is to analyze the e ect of label ipping applied on
samples belonging to a speci ¢ attack category in a dataset that includes di erent
attack types, i.e., instead of manipulating the label of just attack or benign samples
or samples from di erent categories together, samples of specic attack types are
targeted, and results are analyzed. In other words, samples are rst chosen (with
respect to the desired label noise percentage) having the largest distances to the
hyperplane with RBF kernel, and then, only samples from a speci c category are

ipped in turn.

3.4.3 Experiment Ill: Investigating the E ect of Label Flip-
ping (Applied on Samples Having a Specic Attack

Category) on Type of the Misclassi ed Samples

In this experiment, the e ect of label ipping on misclassi ed samples is analyzed.
The aim is to identify which samples (from which category) are misclassi ed more
when label ipping is applied just on a speci c attack type. To this end, the attack
categories of misclassi ed samples are recorded following the steps mentioned in the

previous experiment (Section 3.4.2). Then, the results are compared with the target
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attack category for which labels are ipped.

3.5 Label Noise Detection Based on Decision Tree
and Active Learning

As discussed earlier, label noise (either adversarial or non-adversarial) is a major
problem preventing the machine learning models from predicting the class of sam-
ples correctly, particularly in the 10T domain. In this section, a solution to detect
noisy samples is proposed based on the characteristics of the decision tree learning
algorithm and active learning. First, the robustness of decision tree against label
noise is discussed. Then, this characteristic is utilized for designing an algorithm to

detect noisy samples.

3.5.1 Decision Tree

Decision tree is one of the popular classi cation models in the machine learning
domain and has widely been adopted in Network Intrusion Detection (NID) [126].
In a decision tree, rules and results correspond to branches and leaves respectively
[95]. Decision tree is fast and easy to interpret and therefore, is used widely in
di erent domains. The tree is grown by splitting the feature space recursively. In
each step, the most informative splitting rule is chosen based on an impurity function
such as entropy, cross-entropy, or the Gini index. The iteration is continued until

a stopping criterion is met. The decision tree has shown better robustness to label
noise in comparison with SVM and logistic regression classi ers [82].

A decision tree works based on a top-down approach, which means that to categorize
the data instances, splitting the data (based on some splitting rules to satisfy an
objective function) starts from the root node and continues to leaf nodes. In a non-

leaf node of a binary decision tree, the data is split into right and left children. The
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split rule used in each node is determined such that a criterion is optimized. This

criterion is:

C(f)=G(v) (aGv)+(1 a)G(w)) (3.3)

In Equation 3.3, v is a non-leaf nodey is its left child, v; is its right child, a is the
fraction of data sent to the left child, and1 - a is the fraction of data sent to the
right child. G(.) and C are calledimpurity measure and gain respectively [45].G(.)

is used to measure the homogeneity of labels resulting from choosing a split rule. If
the splitting rule in a non-leaf node splits the data such that the instances sent to
each child (left and right) are homogeneous, the corresponding children are pure. A
desired splitting rule is the one which minimizes the impurity and as a resulC is
optimized.

There are di erent impurity measures, includingGini, Entropy, and Misclassi ca-
tion. For the binary classi cation case, ifp and g = 1 - p are the fraction of positive

and negative labels respectively, then the impurity de nitions are as follows [45]:

Geini =2pq (3.4)
GEntropy = p|ng qlogq (3-5)
Gwisclassificaion = minfp; g (3.6)

For the Information Gain, the entropy is used to measure the impurity and a node
is split such that the information gain is maximized. Gini Index measures the di-
vergences between probability distributions of labels [97]. There is no considerable
di erence between the Gini Index and Information Gain functions and it is hard to
decide which one is better in terms of the performance [92]. However, Gini Index is

superior to Information Gain in some respects [163]. It is worth mentioning that not
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all the features of a dataset are used as splitting rules in di erent non-leaf nodes of

a decision tree. However, one feature may be used multiple times [123].

3.5.2 Ensemble Classi cation

Ensemble classi cation is a category of ensemble learning aiming at improving the
prediction performance. In this approach, multiple classication algorithms are
adopted to solve the same problem [36]. Using the ensemble methods, the general-
ization power of individual classi ers participating in the ensemble is improved [99].
After the generation of classi cation decisions by individual classi ers, the decisions
must be combined. Actually, the method that is used for combining the decisions
can in uence the ensemble's nal decision such that an optimal combination method
appears as the best decision [7]. There are di erent strategies to derive the nal

decision from individual decisions. These solutions include [99]:

~ Voting approaches: In this category, the decision made by most of the classi ers
in the ensemble is considered as the nal decision. In weighted majority voting,
the weight of each decision to make the nal decision may di er. Therefore,

an individual vote can in uence the global decision more.

Non-voting approaches: Using the methods in this category, the output of each
classi er that is expressed as a con dence probability is used to make the nal
decision. Posterior class probabilities are calculated using operations such as
maximum, minimum, product, and mean. The class having the most posterior

probability is chosen as the decision output of the ensemble.

The accuracy and diversity of individual classi ers play an important role in the
optimality of global decisions. Here, diversity refers to generating di erent errors
by individual classi ers for data samples. It has been demonstrated that the output

decision resulting from diverse classi ers in an ensemble is better [36]. In case the
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independence and diversity of classi ers in an ensemble are not su cient, the same

classi cation errors are made by classi ers resulting in inexact results [7].

3.5.3 Random Forest

As mentioned in Section 3.5.2, ensemble classi cation is an approach in the eld of
supervised machine learning where several classi ers are incorporated in the process
of decision making. Random forest is an ensemble classi cation method. It is one of
the most popular and powerful machine learning algorithms that is being used for
di erent applications. It is a supervised method composed of two stages including
generating the forest and making predictions based on the generated forest [143]. In
the forest, various decision trees are created and trained (in the training phase) and

the nal decision is made based on majority voting [2].

3.5.4 Isolation Forest

Isolation forest is used widely as an unsupervised anomaly detection algorithm
[52, 29, 168]. In this method, random forest which is composed of several ran-
dom and independent trees is used. Isolation forest assigns scores to each data point
by considering the size of the sample (chosen randomly from the dataset) and the
number of trees. This anomaly detection method has two phases: training phase in
which random forest (containing random and dependent trees) is constructed and

scoring phase where the score is calculated for each sample [23].

3.5.5 Robustness of Decision Tree against Label Noise

According to [45], the robustness of the decision tree to label noise depends on two
factors, including the robustness of the split criterion at each non-leaf node and the
robustness of the labelling rule at each node. The authors in this paper call a decision

tree model robust to label noise if the probability of misclassi cation in a tree trained
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with non-noisy data is the same as the tree trained with noisy data. For a case in

which noise is symmetric (the probability of label noise does not depend on the data

attributes and true class [40]) and the sample size is large, the splitting criterion

based on the Gini impurity and misclassi cation rate is robust to label noise where

the level of noise is not equal to 0.5. Majority voting at leaf nodes is robust to label

noise where the level of noise is less than 0.5 [45]. If the noise level is shown with
, the following is the proof for the robustness of Gini impurity and majority voting

(for the symmetric label noise) [45]:

Geini (V)=2pqg =2[((1 2)p+ )2 2)g+ )]
2pgl 2 )2+ ( 2) (3.7)

= Gein (V1 2)%+( %)

The same can be inferred foGg;,; (vi) and Gg;,; (vr) which are Gini values under
label noise in left and right child respectively.gain is equivalent to C and can be

written as [45]:

gaingy (f) = Ggiyi (V)  [aGgjy (V)] +(1 @) Ggiy (V)]
=1 2)YaGgy; (W]+ @ a)Ggjy (V)] (3.8)

=(1 2 )*gaingini (f)

Therefore if 6 0:5 andgaingini (f 1) > gain ini (f ?); then gaing;,; (f *) > gain g, (f 2).

It is also worth noting that Information Gain, which is based on entropy is not robust
to label noise [45]. The following demonstrates the robustness of majority voting to

label noise when < 0.5 and noise is symmetric [45]:

" p: Fraction of positive samples at node.v

" g = p - 1: Fraction of negative samples at node. v
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“p =@ )p+ q: Fraction of positive samples at node v under the symmetric

label noise

“q =@ )g+ p: Fraction of positive samples at node v under the symmetric

label noise

p a=@0 2)p 9

< 05; Therefore: signofp -q issame asf§ 0Q)

(3.9)

Di erent parameters must be taken into account when building a decision tree. Some
of these parameters can be used to control a decision tree's complexity and prevent

that from being over tted. Some of these parameters include [124]:
~ The minimum number of samples which can be in a leaf of decision tree
" The minimum number of samples in a non-leaf node before it gets split

" The depth of decision tree which can be interpreted as the number of steps

from root to any leaf node

The rst stopping criterion can be related to the sample size condition for the ro-
bustness of the decision tree against label noise mentioned earlier. The maximum
number of leaves is also another parameter that can control the complexity during
the decision tree construction process. If a maximum threshold is set for the num-
ber of leaves in a tree, the complexity resulting in over tting is also reduced. The

mentioned properties will be used for designing the model.

3.6 Proposed Model

As discussed in Section 3.5.5, when the label noise is symmetric and the sample
size is large, the decision tree learning algorithm becomes robust against label noise.

It means that the probability of misclassi cation in a tree trained with non-noisy
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data is the same as the tree trained with noisy data. One of the main inspirations
behind the proposed framework is the robustness of majority voting in leaves and
splitting rules. The majority voting at the leaf level of the decision tree (in binary
classi cation) means that if samples with both attack and benign labels exist in a
leaf, the corresponding leaf will have the same label as the majority samples.
When training a decision tree on a dataset contaminated with label noise, if the
minimum number of samples in leaves is adequately chosen, it can be observed that
samples with the minority label in a leaf are mostly the ones with the same kind
as samples of the majority label, although their labels are di erent. For example,
consider the classi cation of attack in IoT trac. If the majority label is attack,
samples with the minority label are likely to beattack samples whose labels are
ipped to benign Likewise, if the majority label isbenign samples with the minority
label are likely to be thebenign samples whose labels are ipped tattack As an
example, the distribution of samples in leaves is demonstrated in Figure 3.2 for 25%
label noise for a tree with 20 leaves using a training set extracted from The loT
Network Intrusion dataset [58].

Therefore, in the binary classi cation setting, the property of the decision tree can
be leveraged to detect label noise. To this end, the class of samples with the minority
label can be ipped to the majority label in every leaf. However, not all the samples
with minority labels are noise. Therefore, active learning with uncertainty sampling
is used to stop non-noisy samples from relabelling.

Our proposed method uses the label noise detection mechanism based on decision
tree learning. However, to leverage the decision tree's properties e ectively, over t-
ting must be prevented. There are several stopping criteria for the decision tree to
mitigate the over tting problem, such as limiting the depth of the tree, specifying a
maximum for the number of leaves, or a minimum for the number of samples that

leaves can have. If the minimum number of samples in leaves is always set to 1, the
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Figure 3.2: Distribution of data in leaves of decision tree for 25% noise (20 leaves).

Figure 3.3: Accuracy of decision tree with respect to the label noise.

trained tree is likely to become over tted as shown in Figure 3.3. This e ect is also
demonstrated in [45]. Suppose a constant number is selected as the minimum number
of samples in leaves. Then, the framework's performance is impacted adversely since
the percentage of label noise in datasets is not the same. To nd the best minimum
number of samples in leaves, a dynamic procedure is required. Therefore, in the
proposed framework, the method considers the level of noise when determining the
minimum value. Algorithm 1 shows the procedure to nd the minimum e ciently.

In this procedure, the rst step is to generate and train a decision tree. The minimum
number of samples in leaves for this tree is set to 1% of the dataset's size (according

to the recommendation in [124]). However, thdest minimum is found using this
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Algorithm 1 Finding the minimum number of samples in leaves to prevent over t-
ting

Construct a decision tree.
Collect samples with the majority label from every leaf (call itMs).
ChooseN samples fromM¢ randomly to form the test set.
De ne Min to hold the minimum number of samples in leaves.
SetMin to 1.
weighted.accuracy. The weighted average of recorded accuracy values
accuracy. The recent recorded accuracy
while j weightedaccuracy accuracyj do
Construct a decision tree for which the minimum number of samples in leaves
Is set to Min.
10: Record the resulted accuracy anélin.
11 Increase the minimum number of samples in leaves and upddien.
12: end while
13: From the recorded values oMin, choose the one that resulted the highest accu-
racy.

=

©oNa RN

procedure. In the second step, samples with majority labels are collected from every
leaf. Indeed, most (majority) labels may not be the same in all leaves. TheN,
samples are chosen randomly from the collected majority sa¥1{) to form a test
set. N is considered to be 1/100 the length of the primary dataset. To nd the
best test size, it is varied from 1% to 10% by 1% increase in each step. Then, the
error rate is recorded. In this case, the error rate is the average number of non-noisy
samples with minority labels for noise levels 5% to 40% plus the average number
of noisy samples with majority labels for noise levels 5% to 40%. The reason for
not considering 45% label noise here is that the abrupt increases (in the averages)
for this noise level a ect choosing the proper test size for other noise levels. As the
label noise investigated in this work follows the random pattern, experiments to nd
the best test size are repeated ve times, and an average error rate is calculated.
According to the results, the size of the test set does not contribute to the error
rate. Therefore, it is set to be 1% size of the primary dataset. Figures 3.4a and 3.4b
show the number of non-noisy samples with minority labels and the number of noisy

samples with majority labels for one of the repeated ve experiments. Additionally,
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Figure 3.4c depicts the average error rate.

The reason for generating the test set using the majority set is that the samples in
the majority set are likely to have clean labels. Although the samples in the collected
majority set may still include label noise and as a result, some of the labels in the
generated test set are wrong, choosing the test set from the majority set is the best
e ort to have a clean test set. The rest of the primary dataset is used for training.
The next step is to nd the best minimum number of samples in leaves by changing it
when constructing multiple decision trees. Herdgestrefers to the minimum number
resulting in the highest accuracy. To this end, in the rst iteration, the minimum
number of samples in leaves is set to 1, which results in over tting, particularly when
the training set is contaminated with label noise. Therefore, the achieved accuracy
is impacted (reduced) as well. The level of decrease in the accuracy has a direct
relationship with the percentage of label noise in the training set, as shown in Figure
3.3. Therefore, a solution to nd the appropriate amount of increase in the minimum
number of samples when looking for the best value in each iteration is required. To
this end, in each iteration, the resulting accuracy is subtracted from 100 (the perfect
accuracy), and the closest integer greater or equal to the result plus the previous
minimum is considered the minimum for the next iteration.

When identifying the best minimum number of samples in leaves, a stopping crite-
rion must be in place to stop the procedure when the accuracy value becomes stable
or decreases. In order to have an e cient stopping criterion, the history of accuracy
values recorded in the previous iterations can be used. In other words, by considering
the average of historical accuracy values starting from the rst iteration (where the
minimum number of samples in leaves is set to 1) to the second most recent observa-
tion (where the minimum number of samples in leaves has increased), the procedure
can be stopped if the calculated average value does not have a signi cant di erence

with the most recent captured accuracy. At this stage, in all the experiments)ot
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(&) Number of noisy samples with majority labels for noise levels
5% to 40%.

(b) Number of non-noisy samples with minority labels for noise levels
5% to 40%.

(c) Average of the error rate for ve runs

Figure 3.4: Determining the best test size for algorithm 1.
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having a signi cant di erence is considered as having a di erence less than 0.01
(the value for in algorithm 1 is set to 0.01 in the experiments). However, if the
same weight is assigned to the most historical observations as well as to the most
recent ones, the procedure is likely to continue although the convergence is reached.
Therefore, to solve this problem, theveight decaythat is used widely in neural net-
works and reinforcement learning can be leveraged. Adopting this approach imposes
a penalty on the accuracy values depending on the observation time. Hence, the
highest and no penalty are imposed on the most historical and recent observations,
respectively. In this work, the weight of observation when calculating the average in

each step is:

=Cli Cs

w = (0:99)

given that C.i represents the current step numberC_s is the corresponding step
number, andw represents the weight of accuracy.

As the noise level increases, the minimum number of samples in leaves should be in-
creased as well to make the decision tree robust against label noise. The experiments
conducted in this section are based on the dataset described in section 4.2.2.
Algorithms 2, 3, and 4 show the proposed procedures for label noise detection using
algorithm 1. In Algorithm 2, active learning with uncertainty sampling is utilized

to improve the detection of samples with correct labels to prevent them from being
falsely relabelled. This is done by retraining the model recursively so that it is
trained with more informative samples in each turn. The retraining process helps
the model to have a more precise identi cation sensitivity for the other rounds. In
algorithms 3 and 4, isolation forest and random forest are used respectively to detect
the samples with correct labels. In these algorithms, there is just the need for one

round of review by the security expert. However, algorithm 2 is likely to be more
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successful in the detection of non-noisy samples as several reviews and retraining

actions are performed in that.

Algorithm 2 Label noise detection algorithm using decision tree, random forest,
and Active Learning (AL) with uncertainty sampling.

1:

7.

8:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

Construct a decision tree for which the minimum number of samples in leaves is
acquired from Algorithm 1.
Collect samples with the majority label from every leaf (call iiMs). Do the same
for samples with the minority label (call it Mi g).
: Number of trees in the random forest
I: List of numbers (each number indicates a threshold for the di erence between
attack and benign votes of trees in the random forest algorithm)
for iinl do
Train a random forest with decision trees orM¢ and predict the label for
samples inMi s.
Retrieve the prediction for each tree in the random forest.
for samplein Mig do
Xa: The number of attack votes forsample
Xp: The number of benign votes fosample

if i 6 then
if | Xa XpJ <=1 then
collect it.
end if
else
if jXa Xpj<i then
collect it.
end if
end if
end for

Send the collected samples for review.
Attach the reviewed samples to theM..
end for
Relabel the remaining samples iMi .

3.7 Concluding Remarks

Considering the importance of label ipping attack as an critical subcategory of

adversarial machine learning attacks, it is essential to investigate di erent potential

scenarios that may happen concerning this adversarial attack family. In this chapter,
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Algorithm 3 Label noise detection algorithm using decision tree and Isolation Forest

(IF)

1:

@

Construct a decision tree for which the minimum number of samples in leaves is
acquired from Algorithm 1.

Collect samples with the minority label from every leaf (call itMi ).

Separate the samples with respect to their label (Call the sets including benign
and attack samplesBmg and Amg respectively).

Apply isolation forest anomaly detection algorithm on theBmg and Am¢ sepa-
rately.

Compare the predicted labels with current labels in thé/i .

Send the samples detected as anomaly for review.

Relabel the samples ilBBmg and Amg (consider the reviewed samples in rela-
belling).

Algorithm 4 Label noise detection algorithm using decision tree and Random Forest
(RF) without active learning.

1:

N akR®

Construct a decision tree for which the minimum number of samples in leaves is
acquired from Algorithm 1.
Collect samples with the majority label from every leaf (call itMs). Do the same
for samples with the minority label (call it Mi g).
: Number of trees in the random forest
Train a random forest classi er with trees on theMg.
Predict the label of samples in theMi s using the trained model.
Compare the predicted labels with current labels in théMi .
Send the samples irMi ¢ for which the predicted label is same as the current
label for review.
Relabel the samples irMi ¢ (consider the reviewed samples in relabelling).
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three scenarios that include applying label ipping on samples with shortest or largest
distances to the hyperplane of SVM, applying label ipping on samples of a specic
attack category, and investigating the e ect of label ipping applied on samples
having a speci c attack category on type of the misclassi ed samples were explored.
However, the label noise in a dataset is not always adversarial. As discussed in
the previous chapter, there are various reasons for label noise while generating or
labelling a dataset. As a result, a mechanism to detect label noise is required. In
this chapter, a mechanism using the characteristics of the decision tree and active

learning was proposed to detect the samples with label noise in a dataset.
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Chapter 4

Experimental Results

4.1 Overview

As discussed in chapter 3, di erent scenarios for the label ipping attack are ap-
plicable. Three methods regarding this attack were investigated and introduced in
the previous chapter. Moreover, as non-adversarial label noise is also a major issue,
three methods to detect label noise using the decision tree learning algorithm were
introduced. This chapter is organized into three sections. First, the results for the
adversarial label ipping scenarios are presented. These results can lead to the de-
sign of more e ective attacks or even defences as they show the place of vulnerability
when dealing with label manipulation attacks. Then, the weaknesses of the K-NN
method to detect and correct random label noise in datasets is demonstrated.
Second, this chapter investigates several experiments for detecting label noise in
datasets. Firstly, we conduct an experiment to evaluate the possibility of using
support vectors of SVM iteratively to detect label noise. Next, the e ect of label
noise on size of decision tree and distribution of data in leaves is explored. Then, the
K-means clustering algorithm is adopted to understand the relation between the data

instances accumulated in leaves of a decision tree. At the end, a clustering evaluation
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metric called silhouette distance is utilized to study the possibility of detecting noisy
samples.

Finally, in the last section, we present the experiment results for three algorithms
to detect label noise. These algorithms that are based on using a decision tree
with active learning and random forest, active learning without random forest, and

isolation forest are compared in terms of di erent perspectives.

4.2 Dataset Description

The datasets including BoT-1oT and IoT Network Intrusion used for the experiments

are explained in this section.

4.2.1 BoT-loT Dataset

The BoT-loT dataset [64] has been selected to conduct parts of the experiments in
this research. The dataset was released by the Cyber Range Lab of UNSW Canberra
and created in a realistic network environment, including normal and malicious traf-

c. The original dataset includes more than 72 million records with 46 features.
However, a reduced version in which there are about 3,000,000 samples (5% of the
original dataset), including best features, has also been presented. The BoT-loT
dataset is imbalanced. In other words, the number of benign samples is signi cantly
less than attacks in this dataset. Therefore, for the experiments, we have chosen
to work on a smaller balanced dataset. The number of samples chosen for exper-
iments is 20000, including 6481 DoS, 6482 DDoS, 6481 Reconnaissance, 79 Theft,
and 477 benign samples. The target dataset is generated through sampling of the
5% dataset (mentioned earlier in this paragraph). As the 5% dataset is divided into
training and testing sets, we have extracted samples from both sets while considering

Theft/benign samples. On the other hand, just the training set has been considered
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for extracting DDoS, DoS, and Reconnaissance samples. For data pre-processing, 19

Table 4.1: The list of features selected from BoT-loT dataset with their description

[1].

Feature Description

seq Argus sequence number

stddev Standard deviation of aggregated records

N_IN_Conn_P_SrclP | Number of inbound connections per source IP

min Minimum duration of aggregated records

state Numerical representation of feature state

mean Average duration of aggregated records

N_IN_Conn P_DstIP | Number of inbound connections per destination IP

drate Destination-to-source packets per second

srate Source-to-destination packets per second

max Maximum duration of aggregated records

saddr Source IP address

daddr Destination IP address

sport Source port number

dport Destination port number

pkSeqlD Row ldenti er

category Tra c category

subcategory Tra ¢ subcategory

subcategory Class label: 0 for Normal tra c, 1 for Attack Tra c

proto Textual representation of transaction protocols present
in network ow

features were selected, which are described in table 4.1. However, we have omitted
saddr, daddr, sport, dport, proto and pkSeqID features as they can identify samples
uniquely [87]. Further, MinMaxScaler is used to normalize the value of features be-
tween 0 and 1. This dataset is used to conduct the experiments in sections 4.3, 4.4,

and 4.5.1.

4.2.2 10T Network Intrusion Dataset

The loT Network Intrusion dataset [58] is used for the experiments, which is one of
the latest datasets for I0T intrusion detection that includes Normal, Scanning, Man
in the Middle (MITM), Mirai, and Denial of Service (DoS) attack categories. Two
smart home devices, including SKT NUGU (NU 100) and EZVIZ Wi-Fi Camera
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Table 4.2: Number of instances from each attack category in the lIoT Network In-

trusion dataset.

Attack category Number of Instances
Normal 40073
Scanning 75265
MITM 35377
Mirai 415677
DoS 59391

Table 4.3: Number of instances from each attack category in the dataset used for
experiments.

Attack category Number of Instances
Normal 26650
Scanning 15773
MITM 14678
Mirai 21450
DoS 21449

(C2C Mini O Plus 1080P), are used in the dataset generation process. The original
dataset is composed of 42 raw network packet les captured at di erent times. The
number of instances for each attack category is described in table 4.2 [138]. First, the
data are scaled with MinMaxScaler. Then, the top 20 features are selected using the
Mutual Information (MI) feature selection method. Finally, the duplicated rows are
removed. After applying the pre-processing steps, the number of Normal, Scanning,
MITM, Mirai, and DoS instances decrease to 26650, 15773, 14678, 134855, and 59362
respectively. In order to have a relatively balanced dataset with 100000 instances,
all the samples from Normal, Scanning, and MITM are selected. Also, 21450 and
21449 samples from Mirai and DoS categories are selected randomly. Therefore, the
number of instances in the dataset used for the experiments is as shown in table 4.3.
It is worth mentioning that the proposed method can be used to detect label noise in
any labelled training set. However, as the intrusion detection datasets particularly
loT-related ones are more vulnerable to label noise (due to the reasons discussed in

section 2.4.3), the focus of this paper is on an IoT intrusion detection dataset.
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This dataset is used to conduct experiments in sections 4.5 (except the one in section

4.5.1) and 4.6.

4.3 Evaluation Results for Label Flipping scenar-
l0S
4.3.1 Evaluation Metrics

Figure 4.1 shows the confusion matrix. The metrics used for evaluation of exper-
iments include accuracy, precision, recall, and Fl-score. The formulas for these

metrics are as follows [86]:

TP+ TN
ACCUracy = e (4.1)
. TP
Precision = TP+ FP (4.2)
TP
R = ——— 4.3
Al TP+ FEN (4.3)

Precision Recall
F1 score=2 — 4.4
P recision + Recall (4.4)

4.3.2 Results

In this section, the results for adversarial label ipping attack scenarios introduced

in chapter 3 are presented.
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Figure 4.1. The demonstration of confusion matrix.

4.3.2.1 Experiment | Results: Applying Label Flipping on Samples with

Shortest or Largest Distances to the Hyperplane of SVM

The rst experiment is conducted for two cases:

" Select samples having shortest distances to the hyperplane and ip their labels

for the linear and RBF kernels.

" Select samples having the largest distances to the hyperplane and ip their

labels for the linear and RBF kernels.

As discussed in [147], applying label ipping on samples with a large distance to the
hyperplane should a ect the model more signi cantly. No considerable di erence
in the model's performance was observed when ipping for two cases. However,
applying label manipulation on samples with largest distances to the hyperplane has
relatively more negative impacts for both linear and RBF kernels, which can be seen
in Figure 4.2, con rming [147].

Another study [140] emphasizes that SVM with RBF kernel is more robust against
adversarial examples for the case of input data manipulation poisoning. While con-
sidering the results for the linear Kernel, the label noise applied on samples having
the largest distances to the hyperplane has caused more adverse e ects compared to
RBF in general (there are some noise levels where the adverse e ect is more for the

RBF kernel). However, overall, the di erence is not considerable.

67



It can be assumed that the inconsistency may be related to the distribution of data
or parameter settings. We also believe that the similarity between results in cases
of samples with shortest distances and largest distances to the hyperplane is due
to the fact that samples are very close in the feature space. In other words, the
distance between the closest samples and furthest samples is negligible. The results
corresponding to the rst experiment are depicted in Figure 4.2.

Tables 4.4 to 4.7 show the results for accuracy, precision, recall, and F1-score. In
contrast with the accuracy, recall, and F1-score metrics, it can be seen that there
is no decrease in the values of precision. As shown in equation 4.2, as the number
of false positives increases, the value of precision decreases. In the dataset used for
this study, one label is in minority against the other one (same as most of the real-
world intrusion detection datasets in which attack samples are fewer than benign
samples). However, in this dataset, there are considerably fewer benign than attack
samples. The benign and attack categories are considered negative and positive types
respectively. Therefore, as the number of benign samples is signi cantly fewer than
attack instances, the algorithm makes more errors when predicting the label of attack
samples resulting in an increase in the number of false negatives. Moreover, the model
does not have di culties in detecting benign samples (resulting in a reduction in the
number of false positives). Therefore, as the recall and precision metrics depend
on the number of false negatives and false positives respectively, the values of recall
decrease whereas the values of precision remain relatively unchanged when applying

label ipping in our case.

4.3.2.2 Experiment Il Results: Applying Label Flipping on Samples of

a Speci c Attack Category

In this experiment, the samples having large distances to the hyperplane for the

RBF kernel are selected (based on the desired noise percentage). Then, at each
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Table 4.4: Accuracy, Precision, Recall, and F1-score - Experiment |, ipping samples
with shortest distances to the hyperplane with the linear kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 98 99 99 99
5% 95 98 96 97

10% 94 99 94 97
15% 89 99 89 94
20% 82 100 82 90
25% 79 100 78 88
30% 76 100 76 86
35% 76 100 75 85
40% 58 100 57 73
45% 55 100 54 70
50% 53 100 52 69

Table 4.5: Accuracy, Precision, Recall, and F1-score - Experiment |, ipping samples
with largest distances to the hyperplane with the linear kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 98 99 99 99
5% 97 97 100 98

10% 89 97 91 94
15% 82 97 83 90
20% 76 96 78 86
25% 72 96 73 83
30% 66 96 68 80
35% 61 96 63 76
40% 54 95 55 70
45% 49 95 50 66
50% 46 95 47 63

Table 4.6: Accuracy, Precision, Recall, and F1-score - Experiment |, ipping samples
with shortest distances to the hyperplane with the RBF kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 99 99 99 99
5% 97 99 98 98

10% 92 98 93 96
15% 85 98 86 92
20% 81 98 82 89
25% 76 98 7 86
30% 71 98 72 83
35% 67 97 67 80
40% 61 97 61 75
45% 56 97 56 71
50% 51 96 52 67

Table 4.7: Accuracy, Precision, Recall, and F1-score - Experiment |, ipping samples
with largest distances to the hyperplane with the RBF kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 99 99 99 99
5% 95 99 95 97

10% 89 98 89 94
15% 84 99 85 91
20% 80 99 81 89
25% 73 98 73 84
30% 65 98 65 78
35% 63 99 63 77
40% 58 98 58 73
45% 54 98 53 69
50% 48 98 a7 64




Table 4.8: Accuracy, Precision, Recall, and F1-score - Experiment Il, ipping just
DDoS samples having largest distances to the hyperplane with the RBF kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 99 99 99 99
5% 97 99 98 98

10% 97 99 97 98
15% 97 99 97 98
20% 97 99 97 98
25% 97 99 97 98
30% 96 99 97 98
35% 96 99 97 98
40% 96 99 96 98
45% 95 99 96 97
50% 93 99 93 96

turn, samples that belong to a speci c attack category are taken (from previously
chosen samples) to ip their labels. As the number of Theft samples is negligible,
this attack category is not considered, and the focus is just on Reconnaissance, DoS,
and DDoS categories. However, the dataset still includes Theft samples. Figure
4.3 shows the results acheived in this experiment. In the case of DDoS, a small
performance degradation is witnessed. While ipping just DoS samples caused a
more major negative e ect compared to DDoS, the results demonstrate a signi cant
change in performance for the case of Reconnaissance when more than 25% label noise
is applied. Tables 4.8 to 4.10 show the results for accuracy, precision, recall, and
F1l-score. As discussed in section 4.3.2.1, the values of precision remain unchanged
as the number of false positive is negligible.

We believe that the di erence in results is related to the di erent positions of attack
samples in the feature space. For example, it can be concluded that as DoS samples
are located further from the hyperplane compared to the DDoS samples (we have
ordered all the samples in the dataset based on their relative distance to the hyper-
plane, samples with the largest distances at the rst of the list), more of them are

chosen for label ipping and therefore, the model's performance is decreased more.
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Table 4.9: Accuracy, Precision, Recall, and F1-score - Experiment Il, ipping just
DoS samples having largest distances to the hyperplane with the RBF kernel.

Noise% | Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 99 99 99 99
5% 97 99 97 98

10% 96 99 96 98
15% 92 99 92 96
20% 91 99 91 95
25% 91 99 91 95
30% 91 99 91 95
35% 90 99 91 95
40% 88 99 88 93
45% 85 99 85 91
50% 81 99 81 89

Table 4.10: Accuracy, Precision, Recall, and F1-score - Experiment Il, ipping just
Reconnaissance samples having largest distances to the hyperplane with the RBF
kernel.

Noise% Accuracy(%) Precision(%) Recall(%) F1-score(%)
0% 99 99 99 99
5% 99 99 99 99

10% 99 99 99 99
15% 96 99 97 98
20% 95 99 96 97
25% 91 99 91 95
30% 78 99 78 87
35% 77 99 77 87
40% 76 99 76 86
45% 74 99 74 85
50% 74 99 74 84
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4.3.2.3 Experiment Il Results: Investigating the E ect of Label Flip-
ping Applied on Samples Having a Speci c Attack Category on

Type of the Misclassi ed Samples

This experiment is conducted based on experiment Il. The aim is to investigate which
samples are misclassi ed if label ipping is applied on samples from a speci ¢ attack
category. For the sake of analysis, the total number of samples from each attack
category whose labels are ipped, the number of misclassi ed samples from the same
attack category as the chosen attack, and the number of misclassi ed samples from
other attack categories for all ve folds (all the experiments are based on 5-fold cross
validation) are counted. The presented numbers are the summation for all folds (the
red, green, and blue lines). As depicted in Figure 4.5, the results obtained using
RBF kernel highlight that when more label noise is applied on samples of any attack
category, the number of misclassi ed samples of the same attack type increases as
well.

The results can lead to designing more e ective attack scenarios. In other words,
when the priority of adversaries is to reduce the performance of an intrusion detection
system in terms of detecting a speci c attack type, they can apply label ipping on
samples of the same attack category in the training set. On the other hand, when
designing defence strategies, if detecting a speci c attack category poses greater
importance, the security team can put more emphasis on protecting the samples of

the same attack category in the training set.
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Figure 4.2: The results for scenario |, including label ipping applied on samples
with large or small margins to the hyperplane.

Figure 4.3: Using RBF kernel while ipping label of samples from certain attack
categories having large distances to the hyperplane.

(a) The results for scenario Il that include in- (b) The results for scenario Il that include
vestigating the e ect of ipping samples from investigating the e ect of ipping samples
speci ¢ categories on misclassi ed samples from speci ¢ categories on misclassi ed sam-
DoS ples - DDoS
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Figure 4.5: The results for scenario Il that include investigating the e ect of ipping
samples from speci ¢ categories on misclassi ed samples - Reconnaissance

4.4 Demonstrating the Weaknesses of the K-NN
Method to Detect and Correct Label Noise in
Datasets

While applying the label ipping attack on a training set, many poisoning points
will be far from the true samples (non-poisoning data points) having the same label.
Using K-NN to mitigate the e ect of label ipping attacks by relabelling malicious
points is suggested in [89]. The procedure is as follows: for each sample in the
training set, the K nearest neighbors are found based on the Euclidean distance.
If most of the neighbors (according to a threshold, ranging from 0.5 to 1) have a
di erent label, the label of the sample is ipped. According to this paper, large
and small values of k show better performance when the number of poisoning points
is large and small respectively. For larger thresholds, the defence is less e ective
as fewer points are relabelled. This defence is designed for the case where specic
data points are a ected by label noise. However, the proposed approach has two

drawbacks when noise is applied randomly:

" It is likely that some benign samples are located close to attack samples (and
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likewise, some attack samples may be surrounded by benign samples). There-
fore, based on the proposed methodology, these genuine benign or attack data

points will be relabelled.

There may be cases where all the neighboring data points are poisoned. For
example, a genuine benign sample is surrounded by poisoned points that are
benign in nature, but their label is ipped as an attack (or, in the opposite case,

a genuine attack sample is surrounded by poisoned benign samples so that it is
relabelled). Moreover, in some cases, a poisoned benign (attack) sample may
be surrounded by other poisoned benign (attack) samples and as a result, it is

not detected and relabelled.

Based on the paper, the rst problem is likely to happen in the regions where benign
and attack samples overlap (close to hyperplane for SVM). It is also discussed that
(for the rst problem) the fraction of benign and attack samples that are relabelled

is expected to be the same. However, this problem is still discussed as a shortcoming
in [131]. The experiments in this section are conducted on a dataset identical to
the one discussed in section 4.2.1. For each data point in the data set, 10 neighbors
(using Sklearn NearestNeighbors) are extracted.

In tables 4.11 and 4.13, it is shown that a DoS and Reconnaissance sample are
surrounded by six and seven normal samples respectively. Therefore, if the threshold
of the majority label for relabelling is 0.5, these two attack samples are relabelled to
benign. Likewise, tables 4.12 and 4.14 show that two normal samples are surrounded
by six and nine attack samples respectively. In the second case, even if the threshold
is 0.9 (considering the number of neighbors to be equal to 10), the benign sample is
turned to attack with the proposed method.

This problem exists for the multi-classi cation case as well (In the paper, it is dis-
cussed that this strategy can also be used for multi-classi cation). A data instance

from a speci c attack category may be surrounded by instances of other attack cate-
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Table 4.11: An attack data instance surrounded by benign points.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7" Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

DoS
DoS
DoS
Normal
Normal
Normal
Normal
Normal
Normal
DoS

Table 4.12: A benign data instance surrounded by attack points.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7t Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

Normal
Normal
Normal
DoS
DoS
DoS
Normal
DoS
DoS
DoS

Table 4.13: An attack data instance surrounded by benign points.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7t Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

Reconnaissance

DDoS
Normal
Normal
Normal

DoS

Normal
Normal
Normal
Normal
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Table 4.14: A benign data instance surrounded by attack points.

Neighbors Neighbor Category
15t Neighbor Normal

2"d Neighbor Reconnaissance
34 Neighbor Reconnaissance
4™ Neighbor Reconnaissance
5t Neighbor Reconnaissance
6 Neighbor Reconnaissance
7" Neighbor Reconnaissance
8" Neighbor Reconnaissance
9" Neighbor Reconnaissance
10" Neighbor Reconnaissance

Table 4.15: A DDoS data instance surrounded by DoS samples.

Neighbors Neighbor Category
15t Neighbor DDoS
2"d Neighbor DoS
34 Neighbor DDoS
4™ Neighbor DoS
5t Neighbor DoS
6 Neighbor DoS
7" Neighbor DDoS
8" Neighbor DoS
9" Neighbor DoS
10" Neighbor DoS

gories so that its type is changed. Tables 4.15, 4.16, 4.17, and 4.18 show a DDoS data
instance surrounded by DoS, a Reconnaissance data instance surrounded by DoS, a
DoS data instance surrounded by DDoS, and a Theft data instance surrounded by
Reconnaissance samples respectively.

However, the second problem (that happens when all the neighboring data points
are poisoned) seems to be more important. In this case, when there is a genuine
benign or attack data instance surrounded by poisoned points, the label of data
instance is ipped wrongly. Moreover, there may be regions in the data space where
the labels of all instances are ipped. In this case, the algorithm is unable to detect
data instances with wrong labels. As an example, table 4.19 shows the case in which

a genuine attack data instance is surrounded by poisoned benign samples so that its
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Table 4.16: A Reconnaissance data instance surrounded by DoS samples.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7" Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

DoS
DoS
DoS
DoS
DoS
DoS
DoS
DoS
DoS
DoS

Table 4.17: A DoS data instance surrounded by DDoS samples.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7t Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

DoS

DoS
DDoS
DDoS
DDoS
DDoS
DDoS
DDoS

DoS
DDoS

Table 4.18: A Theft instance surrounded by Reconnaissance samples.

Neighbors

Neighbor Category

15 Neighbor
2"d Neighbor
3d Neighbor
4™ Neighbor
5t Neighbor
6 Neighbor
7t Neighbor
8" Neighbor
9" Neighbor
10" Neighbor

Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
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Table 4.19: A genuine attack data instance is surrounded by poisoned benign samples
so that its label is ipped.

Neighbors Neighbor Category

15t Neighbor | DDoS (Attack in real)
2"d Neighbor | DDoS (Benign is real)
34 Neighbor | DDoS (Attack in real)
4" Neighbor | DDoS (Benign in real)
5t Neighbor | DDoS (Attack in real)
6" Neighbor | DDoS (Benign in real)
7! Neighbor | DDoS (Benign in real)
8" Neighbor | DDoS (Benign in real)
9" Neighbor | DDoS (Benign in real)
10" Neighbor | DDoS (Benign in real)

Table 4.20: A poisoning attack data instance is surrounded by poisoning benign
samples so that it is not detected.

Neighbors Neighbor Category
15t Neighbor | Reconnaissance (Attack in real)
2"d Neighbor | Reconnaissance (Attack is real)
34 Neighbor | Reconnaissance (Benign in real)
4 Neighbor | Reconnaissance (Attack in real)
5t Neighbor | Reconnaissance (Benign in real)
6" Neighbor | Reconnaissance (Benign in real)
7" Neighbor | Reconnaissance (Benign in real)
8 Neighbor | Reconnaissance (Benign in real)
9" Neighbor | Reconnaissance (Attack in real)
10" Neighbor | Reconnaissance (Benign in real)

label is ipped. Table 4.20 shows the case in which a poisoning attack data instance
is surrounded by poisoned benign samples so that it is not detected. The noise level
here is 30%.

An experiment is conducted to show the weaknesses of the proposed defence for
the random label ipping attack. This experiment includes looking for the genuine
attack samples that are changed to benign wrongly, the genuine benign samples that
are changed to attack wrongly, poisoned attack samples that are not detected, and
poisoned benign samples that are not detected. The results are demonstrated in

table 4.21. This table shows the number of occurrences for each case in each round.
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Table 4.21: Results for the experiment aiming at demonstrating the data instances

surrounded by samples with poisoning labels.
A = Genuine attack data instances are changed to benign.
B = Attack data instances that are ipped to benign are not relabelled.
C = Benign data instance that are ipped to attack are not relabelled.

D = Genuine benign data instance are changed to attack.

Case | Round 1 | Round 2 | Round 3 | Round 4 | Round 5 | Average
A 368 424 366 371 384 384
B 95 134 128 143 115 123
C 12 5 14 9 6 9
D 40 34 39 22 17 30

4.5 Complementary Experiments Related to La-
bel Noise Detection

In this section, several experiments related to label noise detection are presented and
discussed. The experiments are as follows: evaluating the possibility of using support
vectors in SVM to detect label noise, investigating the e ect of label noise on size of
decision tree, demonstrating distribution of noisy samples in leaves of decision tree,
using the k-means clustering algorithm to understand the relation between samples
accumulated in leaves of decision tree, and utilizing a clustering evaluation metric
called silhouette distance to detect label noise.

4.5.1 Investigating the Possibility of Using Support Vectors

Iteratively to Filter Label Noise

Authors in [33] have used the idea from [37] to deal with label noise in an active
learning setting. In [37], It is shown that most of the data instances with label noise
are in support vectors. In [33], a solution is presented where data instances that are
not in support vectors are used to train a classi er to rank the instances in support
vectors and then, labels are queried based on this ranking.

As discussed earlier, samples with noisy labels are mostly in support vectors when
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Table 4.22: Results for training SVM with support vectors as training data iteratively
using the BoT-lIoT dataset.

Turnl | Turn 2 | Turn 3 | Turmn 4 | Turn 5 | Turn 6 | Turn 7 | Turn 8 | Turn 9 | Turn 10
5% | 6248 6159 6131 6104 6088 6084 6080 6074 6070 6064

10% | 6248 6159 6131 6104 6088 6084 6080 6074 6070 6064

15% | 9502 9398 9354 9325 9302 9296 9289 9278 9272 9268

20% | 11131 | 11054 | 11008 | 10968 | 10948 | 10933 | 10925 | 10913 | 10904 | 10900
25% | 12772 | 12683 | 12634 | 12602 | 12582 | 12556 | 12528 | 12518 | 12512 | 12499
30% | 14267 | 14178 | 14136 | 14106 | 14083 | 14078 | 14072 | 14067 | 14060 | 14055
35% | 15724 | 15666 | 15633 | 15609 | 15590 | 15583 | 15576 | 15564 | 15559 | 15556
40% | 17190 | 17151 | 17124 | 17108 | 17095 | 17087 | 17082 | 17077 | 17075 | 17071
45% | 18538 | 18512 | 18502 | 18493 | 18490 | 18488 | 18485 | 18485 | 18485 | 18485
50% | 19688 | 19687 | 19687 | 19687 | 19687 | 19687 | 19687 | 19687 | 19687 | 19687

training a SVM model. However, not all the support vector samples are contaminated
with label noise. Therefore, it cannot be concluded that all the support vector
samples are noisy. To Iter the noisy and non-noisy samples in support vectors, an
experiment is conducted where the support vectors resulted from training a SVM
model are used as the training data to train another SVM. This process is continued
iteratively until just samples with label noise are in support vectors.

However, based on the experiment results, support vectors resulted from training a
SVM model still remain support vectors in the next model. In other words, if the
support vectors of a SVM model are used as the training data for another SVM, the
size of support vectors in the later SVM is almost the same as in the training set.
Therefore, this approach is not appropriate to detect label noise. Table 4.22 shows
the results for the training set extracted from BoT-loT dataset. First, a SVM model

is trained using this set and then, resulted support vectors are used to train another
SVM. This process is repeated for 10 times. As is shown, the number of support

vectors has witnessed almost no change for di erent noise levels.
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4.5.2 Investigating the E ect of Label Noise on the Size of

Decision Tree

The e ect of label noise on size of a decision tree is discussed in [40]. Based on gures
4.6a, 4.6b, and 4.6, it can be seen that as the percentage of label noise increases,
the factors determining size of the tree, including depth, the number of nodes, and
the number of leaves, increase as well. However, if a stopping criterion that prevents
the decision tree from over tting is applied while growing the tree, the size of tree
decreases in comparison with the case where no stopping criterion is applied. One of
the stopping criteria controling the size of a decision tree and as a result, preventing

it from becoming over tted, is the minimum number of samples that each leaf of the
tree should have. As demonstrated in the gures, the size of tree tends to become

smaller when this criterion is applied.

4.5.3 Investigating the E ect of Label Noise on the Distri-

bution of Data in Leaves of Tree

In this experiment, the goal is to understand what is the e ect of label noise on
the distribution of data in the leaves of a decision tree. To do this experiment, the
data samples located in each leaf of the tree are retrieved and categorized based on
being attack or benign (as the focus in this research is on the binary classi cation,
data samples are marked as either benign or attack). Then, since the label noise is
applied for the sake of experiments, and therefore is traceable, it is traced in each
leaf of the tree. According to the gures B.1 to B.20 in the Appendix B section,
samples with the minority label in each leaf tend to be the noisy samples whose true

label is the majority label of the leaf.
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(a) Depth of decision tree with respect to the label noise.

(b) Number of nodes in a decision tree with respect to the label
noise.

(c) Number of leaves in a decision tree with respect to the label
noise.

Figure 4.6: Size of decision tree with respect to the label noise.
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4.5.4 Investigating the Relation Between Data Points Accu-

mulated in a Leaf of Decision Tree

In this experiment, the goal is to discover the relation between noisy and non-noisy
samples that are accumulated in each leaf of the tree. First, data are clustered using
the K-means clustering algorithm. To nd the optimal number of clusters, the elbow
method is used. In this method, the K-means clustering algorithm is run N times
for k (number of clusters) in the range 1 to L, where L is an integer greater than 1.
Then, for each k, the sum of squared errors in the resulted clusters is captured and
a curve is plotted using all the errors for di erent values of k. Finally, the optimal
number of clusters to be used is determined through analyzing the optimum elbow
point of the curve [116]. In this experiment, the percentage of random label noise
applied to the dataset is 35%. As can be seen in gure 4.7, the optimal number of
clusters based on the elbow method for the set of samples extracted from the IoT
Network Intrusion dataset is 5. Then, the data in each leaf is investigated in terms of
the cluster number. Based on tables C.1to C.20 in the Appendix C section, for each
leaf, the proportion of samples with the majority label in each cluster has a direct
relation with the proportion of samples with the minority label in the corresponding
cluster. The reason is that as mentioned earlier, samples with the minority label

tend to be the noisy samples whose true label is the majority label of the leaf.

4.5.5 Investigating the Possibility of Applying Cluster Anal-

ysis Metrics in the Noise Detection Procedure

In the previous experiment, clustering was applied to the accumulated data in each
leaf of the tree. In this experiment, the aim is to nd out if the clustering evalua-
tion metrics can be adopted in the process of noise detection using a decision tree.

Silhouette distance is one of the clustering evaluation metrics that determines the
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Figure 4.7: Estimating the optimized number of clusters using the elbow method.

similarity of a data instance to its own cluster in comparison with other clusters. The

formula to calculate the silhouette distance is demonstrated in equation 4.5 [120]:

b(x;) a(xi)

s(xi) = maxf b(x;); a(xi)g

(4.5)

Where:

b(xi) = min (di(x;)) for all clusters | 6 k (number of clusters)

and a(x;) is the average distance to other data instances in the cluster. The value of
the silhouette score for each instance is between -1 and +1. If the silhouette score for
a data instance is close to -1, this instance is dissimilar to the cluster it belongs to.
On the other hand, the closeness of the silhouette score to +1 shows the similarity
of this instance to its cluster [120].

In this experiment, the silhouette score for every sample in each leaf of the tree
is calculated. The aim of this experiment is to investigate if the data instances
that are contaminated with label noise have di erent silhouette scores in comparison

with non-noisy samples located in the same leaf. In table 4.23, samples that have
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# Attack to benign ipped | # Unchanged benign| #Benign to attack ipped | # Unchanged attack

Leaf 1 29 8485 4470 36
Leaf 2 1 434 260 0
Leaf 3 1321 27 19 2349
Leaf 4 175 3 0 313
Leaf 5 5191 0 0 9582
Leaf 6 61 1650 878 85
Leaf 7 2 85 38 2
Leaf 8 0 271 144 1
Leaf 9 40 0 0 69
Leaf 10 41 2 4 75
Leaf 11 1 78 42 0
Leaf 12 0 1 2 5
Leaf 13 1 550 305 7
Leaf 14 6610 61 30 12538
Leaf 15 3259 99 52 5998
Leaf 16 1 211 115 0
Leaf 17 192 0 2 354
Leaf 18 39 52 28 75
Leaf 19 884 41 15 1631
Leaf 20 0 12 6 0

Table 4.23: Number of samples in each leaf node whose silhouette scorésb.

a silhouette score> 0.5 are counted for each group of samples in each leaf. If the
results in table 4.23 are compared with the tables in 4.5.4, it can be inferred that

there is no insightful relationship between the value of silhouette distance and a data
instance being contaminated with label noise. In this experiment, the percentage of
random label noise applied on the dataset is 35% and the number of leaves in the
tree is 20 (the results for this experiment and the ones for 4.5.4 are captured at the

same time).

4.6 Label Noise Detection based on Decision Tree
and Active Learning

In this work, three methods for noise detection using a decision tree are proposed and
evaluated. The details for the proposed methods are demonstrated in algorithms 2, 3,
and 4. The algorithms are referred to as AL, IF, and RF in this section, respectively.

The methods are compared regarding the label noise added to the dataset, the label

noise reduction rate, and the number of reviewed samples.
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In experiments related to algorithm 2, = 500 and | = [300, 350, 400, 450, 500].

Is also set to 500 in algorithm 4. In algorithm 2, the reason for choosing the ve
relatively large numbers (that are less than or equal to the number of trees) is to
let more uncertain samples be chosen. At the same time, choosing more uncertain
samples rst results in a better detection performance for the next rounds. Moreover,
it helps to limit the number of querying rounds to just 5, which results in reducing
the e ort of the expert. However, the algorithm parameters, including (number
of trees in the random forest algorithm) andl (thresholds indicated by a list in
the algorithm), can be adjusted based on the requirements and review costs. If the
number of elements irl is smaller, the expert is queried less as well. Figure 4.8 shows
the process of nding the best minimum number of samples in leaves for di erent
noise levels based on algorithm 1 described in chapter 3.

As relabelling the suspicious samples is performed by the framework, some samples
are relabelled wrongly. Therefore, nding the samples that have the potential of
being wrongly relabelled is a signi cant task. Figure 4.9c compares the number of
non-noisy samples with a minority label that are likely to be relabelled wrongly and
noisy samples with a majority label that stay undetected. It can be seen that the
former is more signi cant and therefore, should be addressed. As table 4.27 shows,
the AL method is the best with regard to wrong relabelling prevention. The other
two methods, IF and RF, demonstrated a poor performance (compared with AL),
RF being the worst.

In terms of the reviewed samples, according to table 4.26, the AL method sends the
most samples for review in comparison with the IF and RF methods. The number
of reviewed samples in the RF method is signi cantly fewer than in the two other
methods. As discussed earlier, there is the potential that some samples are relabelled
wrongly. Tables 4.24 and 4.25 compare the methods in terms of the added label noise

to the dataset and the total existing noise (including the newly added in addition to
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(@) Finding the best mini- (b) Finding the best mini- (c) Finding the best mini-
mum number of samples inmum number of samples inmum number of samples in
leaves - 5% noise. leaves - 10% noise. leaves - 15% noise.

(d) Finding the best mini- (e) Finding the best mini- (f) Finding the best mini-
mum number of samples inmum number of samples inmum number of samples in
leaves - 20% noise. leaves - 25% noise. leaves - 30% noise.

(9) Finding the best mini- (h) Finding the best mini- (i) Finding the best minimum
mum number of samples inmum number of samples innumber of samples in leaves -
leaves - 35% noise. leaves - 40% noise. 45% noise.

Figure 4.8: Finding the best minimum number of samples in leaves for di erent noise
levels levels.
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undetected) respectively. According to the results, the active learning-based method
outperforms the other two methods concerning the existing noise after applying the
framework.

Based on table 4.28, the AL method has the best performance in terms of the label
noise reduction with a 98% of decrease for the noise levels between 5% and 35% and
97% and 93% reduction for 40% and 45% of noise percentages. It is worth noting
that the performance is measured with respect to the sum of wrongly relabelled and
undetected noisy samples. The second best method is IF, for which the reduction
rate is slightly less than for AL. Finally, the RF method has demonstrated almost
the same performance as the IF method. However, IF had a slightly better reduction
rate for some noise levels.

Figures 4.9a, 4.9b, and 4.9d demonstrate comparison of the methods in terms of
the number of detected noisy samples in the minority group, added label noise to
the dataset, number of reviewed samples, and new existing noise rate after applying
the noise detection algorithm, respectively. In Figure 4.9a, the blue line shows the
number of non-noisy samples with the minority labels that have to be detected.
Therefore, the closer the line corresponding to a method is to the blue line, the
better performance the method has. The AL method demonstrated better results
compared to the two other approaches. On the other hand, as shown in Figure 4.9b,
the AL method needs more samples for review. It is worth mentioning that as the
amount of label noise in a dataset increases, the number of samples that are at the
risk of false relabelling increases as well. The reason is that the decision tree is
having fewer samples with accurate labels for the training stage, although this issue
is attempted to be addressed in the rst stage of the framework (making a decision
tree robust against label noise by nding the best minimum number of samples in
leaves).

The AL method is superior to IF and RF methods in terms of the label noise re-

89



(a) Comparison of algorithms in terms of the (b) Comparison of algorithms in terms of the
number of detected noise in minority. number of reviewed samples.

(c) The number of non-noisy samples with(d) Comparison of algorithms in terms of the
minority labels compared with noisy samplesnew existing noise rate after applying the
with majority labels. noise detection algorithm.

Table 4.24: Comparison of algorithms in terms of the added label noise. Results are
in percentage of the number of added noisy samples versus the full size of dataset.

Noise Level AL method (%) IF method (%) RF method (%)
5% 0.033 0.284 0.283
10% 0.068 0.312 0.368
15% 0.08 0.353 0.419
20% 0.126 0.384 0.503
25% 0.122 0.408 0.539
30% 0.126 0.438 0.663
35% 0.167 0.649 1.041
40% 0.268 0.812 1.333
45% 0.68 1.576 2.719

duction and adding less noise to the dataset. However, it requires more samples to
be reviewed in comparison with the other two methods. As the added label noise is
likely to a ect the performance of the ML models, decreasing the number of wrongly

relabelled samples at the cost of sending more samples for review is a more reason-
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Table 4.25: Comparison of algorithms in terms of the new existing noise rate in the
dataset. Results are in percentage of the number of added noise versus the full size

of dataset.

Noise Level AL method (%) IF method (%) RF method (%)
5% 0.106 0.356 0.355
10% 0.182 0.427 0.483
15% 0.258 0.531 0.597
20% 0.345 0.604 0.723
25% 0.412 0.697 0.828
30% 0.540 0.852 1.077
35% 0.863 1.345 1.737
40% 1.282 1.826 2.347
45% 3.24 4.136 5.279

Table 4.26: Comparison of algorithms in terms of the number of reviewed samples.
Results are in percentage of the reviewed samples versus the full size of dataset.

Table 4.27: Comparison of algorithms in terms of the number of detected noise in
minority. Results are in percentage of the number of detected non-noise samples

Noise Level AL method (%) IF method(%) RF method (%)
5% 1.268 0.752 0.143
10% 2.188 1.518 0.152
15% 3.08 2.092 0.163
20% 3.721 2.915 0.132
25% 4.881 3.554 0.126
30% 5.755 4.366 0.117
35% 6.792 4.985 0.082
40% 7.547 5.388 0.044
45% 9.501 6.475 0.047

versus all the non-noise samples having the minority labels.

Noise Level AL method (%) IF method (%) RF method (%)
5% 92 32 32
10% 87 39 28
15% 86 38 26
20% 80 38 19
25% 81 37 17
30% 84 43 13
35% 85 42 6
40% 80 41 3
45% 75 43 1

Table 4.28: Comparison of algorithms in terms of the noise reduction rate. Results
are in percentage of the detected noisy samples versus the total number of noisy
samples in the dataset.

Noise Level AL method (%) IF method (%) RF method (%)
5% 98 93 93
10% 98 96 95
15% 98 96 96
20% 98 97 96
25% 98 97 97
30% 98 97 96
35% 98 96 95
40% 97 95 94
45% 93 91 88
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able approach. As relabelling is performed within the framework, the number of
reviewed samples are signi cantly fewer in comparison to the approaches proposed
in the literature. For instance, as discussed in the conclusion section of [34], their
proposed approach detects more than 95% of the label noise where reviewing around
10% more examples than the amount of noise in the data is required. However, in the
approaches proposed in this work, a considerable decrease in the reviewed samples

is achieved while keeping the label noise detection rate high at the same time.

4.7 Concluding Remarks

In this chapter, the results for experiments related to the label ipping attack and
detecting label noise were presented. First, the datasets that are utilized to conduct
the experiments were introduced. Then, the results for three experiments of the label
ipping attack were discussed. As demonstrated by the results, this attack causes
adverse impacts on the performance of ML models. We also showed the weaknesses
of the K-NN method while being used to detect samples a ected by the random label
ipping attack.

Afterwards, a couple of experiments to understand the e ect of label noise and how
to detect that were elaborated. These experiments include evaluating the possibility
of using support vectors of SVM iteratively to detect label noise, investigating the

e ect of label noise on size of the decision tree and distribution of data in leaves,
adopting the K-means clustering algorithm to understand the relation between the
data instances accumulated in leaves of a decision tree, and utilizing a clustering
evaluation metric called silhouette distance to investigate the possibility of detecting
noisy samples. Finally, the experiment results for three algorithms in detecting label
noise were presented. According to the results, the algorithms are successful in

detecting samples with noisy labels.

92



Chapter 5

Conclusion and Future Works

5.1 Conclusion

Adversarial attacks have become a concern for ML models not only used in loT
but also in other domains. In this thesis, a comprehensive review of the recent
research work regarding Adversarial Machine Learning (AML) in the IoT domain
is presented. Moreover, a classi cation of adversarial attacks in 10T is proposed to
assist the researchers in their future work in this domain.

Poisoning attacks can exert negative impacts on the performance of ML models by
manipulating the training data. The label ipping attack is a subcategory of poi-
soning attacks where an adversary aims to ip the labels of training samples. In this
way, the model would have di culties in distinguishing new unseen data samples.
However, to degrade the performance of classi ers e ectively in label ipping, sam-
ples should be chosen carefully so that the adversarial e ect is optimized. We have
investigated the e ect of label ipping in three di erent scenarios to determine how
choosing samples to ip their labels contributes to more negative e ects. Based on
the results, choosing di erent samples for label ipping can cause distinct impacts.

Moreover, it is observed that as the number of samples from a particular attack cate-
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gory on which label ipping is applied increases, the number of misclassi ed samples
from the same category increases as well. The achieved results can lead to designing
more powerful and e ective attacks and defences in the adversarial domain.
However, the label noise in datasets is not always adversarial. Due to several reasons
discussed in Sections 2.4.3 and 2.4.4, a dataset may be contaminated with uninten-
tional label noise. Label noise in datasets can adversely impact the performance of
ML algorithms. Concerning the recent rise of interest in data-centric Al, cleaning
the training data, particularly from label noise, has become a signi cant concern.
Therefore, e ective mechanisms to detect label noise in place are essential. This
thesis proposes a framework to detect label noise in datasets in the 0T domain.
The ability of the decision tree learning algorithm to separate noisy and non-noisy
samples and active learning with uncertainty sampling are the main components of
the proposed method. In addition to this, two other approaches are o ered based
on the combination of decision tree learning with the Isolation Forest (IF) anomaly
detection algorithm and Random Forest (RF) without active learning. Although
the two other methods underperformed compared to the rst approach, they require
fewer samples to be reviewed, resulting in less revision cost. Based on the results,
the proposed active learning-based method achieved a very good performance in

reducing the noise in datasets with 93% noise reduction even for 45% of label noise.

5.2 Future Works

In this research, the focus has been on label ipping as an adversarial attack. How-
ever, other attacks can also have destructive e ects on the performance of the models.
Our future work would focus on other types of poisoning attacks that a ect machine
learning. In addition, evasion attacks are another interesting topic to conduct re-

search on as they pose a major threat to ML models, particularly DNNs.
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The proposed mechanism to detect label noise in datasets targets the symmetric
noise type. However, we are interested to in expanding this solution to other types
of label noise. Also, as the expert revision is required during the process, another
direction of research would be to automate the revision process. In other words,
the question is how to replace the human expert with an automated solution for

reviewing samples. In addition, we intend to investigate the possibility of using

the proposed approach in various scenarios of label ipping attacks where specic

samples with particular characteristics are targeted.
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Appendix A

Previous Works Related to Label

Noise and Active Learning

Table A.1: Related Works to Label Noise Detection

Author

Description

Fenay and Verleysen

(2013) [40]

Provided a comprehensive study about types of label noise

and its e ects on prediction tasks. Moreover, several research
works that have considered solving the label noise problemn
from di erent perspectives of making the models robust or

cleaning data prior to training are investigated.

D

N

Verbaeten (2002) [139]

The idea of [57] in which iterative C4.5 decision tree pruning
has been used to remove the outliers is utilized. In this case
the procedure (including pruning and predicting the label of
samples in the dataset iteratively) is applied on the Tilde
(Top-down Induction of Logical Decision Trees) and a method
called Robust Tilde is presented. Two other methods based

on voting lters and iterated voting lters are also presented.

Continued
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Table A.1 { continued

Author

Description

Zhao et al. (2019)
[164]

In this paper, the authors have proposed a solution for the
problem of anomaly detection in the presence of uncertain la-
bels. The model is composed of two layers. The rst layer
is in charge of nding if a sample's label is correct or not.
In the label quality model that is used in the rst layer, a

binary classi er is trained to distinguish correctly and incor-

rectly labelled samples (that are shown with g=1 and q=0
respectively). Data lItered as correctly labelled in the rst

step are then used as the training data for the main task of
anomaly detection. Detecting I0oT device attacks and predict-

ing task execution failures are targeted as case studies in thi

1%}

work.

Boeva et al. (2018)
[18]

In the approach proposed in this paper, cluster validation
scores including silhouette index, connectivity, and IC-av are
assigned to data points in a training set indicating the poten-

tial of being a class outlier.

Kim et al. (2020) [63]

An overview of ensemble approaches for label noise detection
is discussed. First, a dataset is divided into multiple sub-

sets and then, each subset is used to train a simple machin

D

learning model. Finally, the simple classi ers trained on data
subsets predict the label of whole data and majority or con-
sensus voting can be utilized to combine the predictions of

classi ers.

Continued
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Table A.1 { continued

Author

Description

Guan et al. (2021) [48]

As data features may a ect the detection of label noise in a
high-dimensional dataset, traditional methods rst nd the

relevant subspace and then, Iter the noise. However, the
label noise detection performance may not be optimal. In this
paper, the two mentioned steps are integrated and a sequential

ensemble noise lter is proposed.

Chatterjee
Hanawal

[24]

and

(2021)

In this paper, PHEC which is a hybrid ensemble-based IDS ar-
chitecture is proposed. Then, this model is adapted into a fed-
erated learning framework in which local training and aggre-
gating model parameters are considered. Finally, the noiset
tolerant version of PHEC is proposed. The noise-tolerant
PHEC is investigated for both of the centralized and feder-
ated setups. Symmetric Label Noise (SLN) has been targeted

in this paper.

Continued
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Table A.1 { continued

Author

Description

Nicholson et

(2015) [85]

al.

Provided three solutions for label noise detection based on:

~ Self-training which is dividing the dataset into clean

and noisy parts and train based on the clean part to

predict labels of noisy section.

folds and train models on each of the them. Then, the

Label polishing which is dividing the dataset into 10

trained classi ers give a vote to each of the instances

The sample which is misclassi ed by majority of classi-

ers is considered to have label noise.

Cluster-based correction which in which instances are

grouped so that their ground truth label is inferred.

Al-Gethami et
(2021) [3]

al.

The e ect of noise on the performance of several machine

learning models used for intrusion detection is investigated.

Moreover, using ensemble learning methods including baggin

and boosting for intrusion detection systems is examined.

D

Continued
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Table A.1 { continued

Author

Description

de Amorim et al.

(2020) [30]

Proposed a mechanism to detect and correct label noise base

on clustering. The mechanism includes the following steps:

1. Cluster the data

2. Select the instances which are likely to be clustered cort

rectly and use them to de ne core clusters and assign

them labels using confusion matrix

3. Use core clusters and cluster membership criterion tg

correct label noise

Moura et al.

(2018)[31]

This paper investigates:

" The e ect of Noisy at Random (NAR) noise model

where the class of instances e ects the label noise on

performance of ensemble noise detection.

" The e ect of data distribution on label noise detection.

Feng et al. (2020) [38]

A label noise cleaning approach is proposed in which an en
semble classi er is trained on the training dataset to obtain
four metrics evaluating if an instance is mislabelled or not
(there are three thresholds for each metric and three ensembl
classi ers including Bagging, AdaBoost, K-nearest neighbors

are used.)

D

Continued
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Table A.1 { continued

Author

Description

Muhlenbach et al.

(2004) [79]

Proposed a solution in which a geometrical graph is used tg
describe the neighbors of each sample in the training set. A
sample is then identi ed as suspicious if in neighbors, the
proportion of samples with the same label is not considerably

greater than in database.

Zhu et al. (2003)[125]

Proposed a solution for label noise Itering where the dataset
is partitioned into subsets and "good rules" are constructed
from each subset to evaluate the whole set.

of times an instance is identied as noise by all subsets is

recorded and used as a measure to evaluate the probability

that an instance is noise. Majority (more than one half of the

subsets identify a sample as noise) and non-objection (the

classi cation results from all subsets be di erent from the ex-

isting label) are used as two noise identi cation schemes.

The number

D

Brodley and Friedl
(1999) [20]

Proposed a solution based on using classi ers to Iter noise
from training sets. Single algorithm, majority vote, and con-

sensus lters are evaluated.

[

Nguyen et al. (2021) | Proposed a solution based on the rules de ned by an exper
[83] to identify the samples with label noise. Samples violating
the rules are penalised by the gradient descent algorithm.
Blonco et al. (2021) | Proposed an optimal decision tree where the splitting rules
[17] are designed by utilizing SVM to maximize the separation

margin between classes of data.

Continued
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Table A.1 { continued

Author

Description

Atkinson and Metsis

(2021) [11]

Proposed a solution for label noise detection in time series
data. First, a feature extractor is trained and the resulted
features are used to train a classier. Then, the distance
between predicted and assigned labels is calculated (based on
the dot product) and samples with top distances are visualised
and sent for human review. This approach is for the human

activity recognition.

Guan and Yuan (2013)
[49]

Presented a review of approaches to combat label noise. This
paper has categorized the approaches in three types: Local
learning based where it is assumed that samples with small
distances from each other should have the same labels, en-

semble methods where multiple classi ers decide if a sample i

[72)

o

mislabelled, and single learning-based methods where instea
of using several classiers, just one classi er is used.Deci-
sion tree is discussed to be used as one of the single learning-
based methods. In this approach, a decision tree is built using
the Itered samples (resulted from the previous iteration) and

pruned. Then, it predicts the label of samples. If a sample is
misclassi ed, it is removed. This process is continued itera-

tively.

Continued
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Table A.1 { continued

Author

Description

Xia et al. (2018) [146]

Proposed a solution based on complete random forest to de

tect label noise. Complete random forest is built from com-

plete random decision trees. First, a forest is generated and

then, the NI (Noise Intensity) is calculated for each sample
in each decision tree. If more than 50% of trees consider th
point (based on the NI threshold) as noise, this sample ig
detected as noise. Moreover, CRF based class noise lter
ing learning framework is introduced which can be applied to

other models.

Table A.2: Related works to active learning

Author

Description

Younesian et al.

(2020) [155]

An online active learning framework is proposed to tackle the
label noise issue. It consists of four steps including lter-

ing the suspicious samples (that are assumed to contain labe

noise), adding diversity (choosing diverse samples), informat

tive sample selection, and choosing the labelers to label the
sample. It is assumed that there are multiple labelers with
di erent costs and expertise. A classi er is initially trained

with a small set of clean data.

11

1%

C

Samel and Xu (2018)
[105]

A Deep Active Denoising (DAD) method is introduced that
works through building a DNN noise model and adopting an
active learning model to identify the optimal denoising func-

tion.

Continued
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Table A.2 { continued

Author

Description

Zhang et al.
[159]

Proposed a framework based on active learning with multi-
ple imperfect annotators. The framework includes two core
procedures including integration, where the class membership
from multiple noisy labels is induced, and instance selection
It is assumed that the original training set has two parts: a

labelled and unlabelled section.

Fe latyev et al. (2012)

[37]

An approach to reduce the label noise is proposed which is
based on the assumption that most of the noisy data instances
will be located in the support vectors of a SVM model is pre-
sented. The support vectors are extracted and then reviewed

by an expert to see if there is any error.

Ekambaram

(2016) [34]

It is shown that most of the samples with label noise are
captured as support vectors. Moreover, a new approach is
proposed where a two-class SVM classi er is iteratively built
on the non-support vector samples and an expert reviews the

support vectors based on their classi cation score.

Continued
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Table A.2 { continued

Author

Description

Malik and kang (2017)
[75]

Proposed a solution for label noise based on the assumption
that data points with noisy labels generally have the same eu-
clidean distance with positive and negative examples. There+
fore, reviewing these examples by an expert can clean the
label noise. The fact that support vector examples contain
most of the mislabelled samples is used in their work as well|
The authors have mentioned that a number of other proposed
methods for label noise cleaning are not appropriate as they
lack speed due to operating in multiple iterations or requiring

prior knowledge about noise level.

Rebbapragada et al.
(2012) [94]

Proposed methods to correct label noise based on active learn

ing where two scoring methods and several label probabil
ity methods (two and four of which are committee-based and
con dence-based respectively) are adopted. Moreover, active
label cleaning is compared with fully automated methods of

correcting the label noise in a single pass.

Rebbapragada et al.
(2008) [93]

proposed a solution based on active learning for labelling
datasets where the next sample to be labelled from the un
labelled samples pool is chosen based on its distance to the
hyperplane of SVM. The reason is that the model is less sure
about the samples which are located near the hyperplane|
Moreover, a method to mitigate the e ect of mislabelled sam-
ples is presented where a con dence score is calculated for
each sample in the training set and then, this con dence is

used as the weight while using the classi er.

Continued
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Table A.2 { continued

Author

Description

Zhang et al. (2015)
[160]

In this paper, "reconsideration of knowledge acquisition path"
is taken into account. In other words, labelled data are in-
vestigated for label noise (their deteriorative e ect on perfor-
mance) after being labelled. The informative instances from
unlabelled set are queried and in order to check the acquired
knowledge, suspicious samples are detected through backward

learning.

Culotta and McCal-

lum (2005) [27]

The user is presented with a number of labels to choose from.
Moreover, if the correct label option is not presented in the
suggestions, the user can add it. The proposed method is far
the general data labelling task, not addressing the label noise

problem.

Xinchuan and Mar-

tinez (2001) [158]

Proposed a solution based on multi-layer neural networks
where a class probability vector is assigned to each sample
in the training set. Then, this probability vector is constantly

updated based the output of the network.
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Appendix B

Investigating the e ect of Label
noise on the Distribution of Data

In Leaves of Tree

Figure B.1: Distribution of data in leaves of Decision Tree for 5% noise.
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Figure B.2: Distribution of data in leaves of Decision Tree for 5% noise - noise
demonstrated.

Figure B.3: Distribution of data in leaves of Decision Tree for 10% noise.

Figure B.4: Distribution of data in leaves of Decision Tree for 10% noise - noise
demonstrated.

Figure B.5: Distribution of data in leaves of Decision Tree for 15% noise.
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Figure B.6: Distribution of data in leaves of Decision Tree for 15% noise - noise
demonstrated.

Figure B.7: Distribution of data in leaves of Decision Tree for 20% noise.

Figure B.8: Distribution of data in leaves of Decision Tree for 20% noise - noise
demonstrated.

Figure B.9: Distribution of data in leaves of Decision Tree for 25% noise.
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Figure B.10: Distribution of data in leaves of Decision Tree for 25% noise - noise
demonstrated.
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Figure B.11: Distribution of data in leaves of Decision Tree for 30% noise.
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Figure B.12: Distribution of data in leaves of Decision Tree for 30% noise - noise
demonstrated.
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Figure B.13: Distribution of data in leaves of Decision Tree for 35% noise.

133






