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Abstract

Electric Vehicles (EVs) have gained popularity in recent years due to their economic

and environmental benefits. However, their growth has faced numerous technical

challenges, with cybersecurity emerging as critical. To address security concerns, this

thesis initially surveys the previous literature to find possible attacks and challenges

of EVs. Then, it analyzes the security of all components that can transmit data or

are connected to EVs, with the aim of identifying the critical elements in the ecosys-

tem. Utilizing the proposed architecture, this study introduces a comprehensive risk

assessment framework that identifies all possible attacks and challenges. These are

then ranked based on impact, likelihood, and risk criteria, with subsequent counter-

measures proposed. Furthermore, to demonstrate the applicability of our proposed

methods, we identify a gap in the Electric Vehicle-Electric Vehicle Supply Equip-

ment (EV-EVSE) system, specifically monitoring charging sessions. Consequently,

we propose a five-step intelligent monitoring framework for charging sites to prevent

fraudulent charging and malicious sessions.
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Chapter 1

Introduction

1.1 Introduction

Electric vehicles (EVs) represent a growing transportation industry poised to impact

public life, making it more affordable and convenient. As the number of EVs increases,

concerns about accidents, greenhouse gas emissions, and fossil fuel issues intensify.

This rapid growth in EVs necessitates more trustworthy public and private Electric

Vehicle Supply Equipment (EVSE) and EVs. Furthermore, many countries worldwide

are investing in efforts to phase out gasoline vehicles, such as the UK’s announcement

to ban them by 2035 [117,326]. Due to the advantages EVs offer for both the public

and government economies, it is predicted that the number of EVs in use will reach

around 125 million by 2030 [44]. However, the growth of the EV market is hindered

by several challenges. In particular, EV security has emerged as a major concern for

vehicle vendors, with cybercriminals using zero-day attacks to compromise EVs. In

response, industry and academic researchers are working to overcome these challenges

[86,102].

The evolution of EVs and EVSEs technologies began a decade ago and continues to-

day. As technologies such as the Internet of Things (IoT), Artificial Intelligence (AI),

1



complex communication networks and protocols, and smart grids evolved, researchers

have leveraged these advancements for EVs and EVSEs to enhance their reliability

and efficiency. While manufacturers are developing new vehicles with greater connec-

tivity and autonomy, such as Intelligent Connected Vehicles (ICVs) and Autonomous

Vehicles (AVs) [182,336], EVSE vendors are introducing more advanced charging sta-

tions. Networked chargers, Fast Chargers (FC), Extreme Fast Chargers (XFC), and

Solar Chargers (SC) are examples of such innovations [248,298]. These advancements

have gradually expanded charging stations and EVs usage in homes, public places,

and commercial buildings, mitigating the social impacts of EV adoption [82,189].

However, the evolution and widespread adoption of EVs have presented countries

with the significant challenge of securing their infrastructure and smart grids. EVs

employ a variety of software components like applications, Electronic Control Units

(ECUs) firmware, and cloud servers that offer functionalities and address technical

challenges, but these also present potential security risks and privacy concerns [113].

The integration of EVs into the Internet of Vehicles (IoV) [152], termed ICVs, lever-

ages technologies such as Dedicated Short-Range Communications (DSRC) and Cel-

lular Vehicle-to-Everything (C-V2X) for communication, enhancing their efficiency

but also introducing new security threats [20, 205]. Moreover, EVs are moving to-

wards autonomy with the aid of advanced sensors and AI, leading to the emergence

of AVs [168,170]. While AVs signify a transportation revolution, their cybersecurity,

especially given the potential risk to human life, has emerged as a pressing research

area [103].

As a result, researchers have begun to explore ways to secure the EV-EVSE infras-

tructure. The National Institute of Standards and Technology (NIST) was one of the

pioneers in emphasizing EV security, and according to NIST’s cybersecurity guidelines

for intelligent grids [240], EVs are considered part of the smart grid due to critical

communications between EVSEs and smart grids, such as participation in Demand

2



Response (DR) [126] and energy transfers. In 2020, the same organization brought

together prominent researchers to work on charging infrastructure security [190]. Ad-

ditionally, as more companies enter the EV market, ensuring a secure infrastructure

is becoming increasingly demanding, requiring more effort to establish reliable elec-

trified transportation.

This thesis aims to develop methods to bridge existing gaps and establish a more

secure EV-EVSE ecosystem. In order to achieve this, it is essential to first compre-

hend the EV-EVSE ecosystem, which comprises communication protocols, interfaces,

components, and data and power flows. This thesis introduces a unique Data Flow

Diagram (DFD) that delineates all the data and power flows within each EV and

EVSE and between them. Examination of this ecosystem can shed light on potential

vulnerabilities and points where adversaries might initiate an attack. Although the

proposed ecosystem covers all major components, it is not sufficient to fully under-

stand the security aspects surrounding the EV-EVSE ecosystem. Hence, this thesis

investigates vulnerabilities and security measures separately to identify all possible

attacks and challenges.

EVs face many cybersecurity risks like hacking, malware, data breaches, and supply

chain attacks. Ensuring their security necessitates a comprehensive risk assessment to

identify vulnerabilities. This thesis concentrates on risk assessment, a crucial aspect

of the risk management process outlined by NIST [35], and employs the STRIDE

threat model to categorize attacks and challenges. The assessment involves breaking

down the EV-EVSE system’s security into different aspects, each comprising attack

surfaces, attack subsurfaces, and vulnerabilities. Attack surfaces refer to abstract

threats to the system, while attack subsurfaces represent the specific targets that

adversaries can exploit. Vulnerabilities are the weaknesses in the subsurfaces that

adversaries can use to launch attacks. This thesis leverages the STRIDE model

to categorize attacks and challenges. Based on the categorized surfaces, the paper

3



proposes possible solutions to mitigate those attacks. The study addresses all possible

security vulnerabilities threatening EVs in the following sections.

While understanding the architecture of the EV-EVSE ecosystem and its related

security profiling helps identify the system’s security flaws, it is not a solution in

itself. Numerous proposed solutions primarily rely on AI and Machine Learning (ML)

techniques to address specific security aspects of the architecture. For instance, [297]

proposes an intrusion detection system for in-vehicle CAN bus security, and [112]

suggests using statistical analysis to detect anomalies in charging stations. Other

solutions include securing EV’s V2X communication [279], protecting sensitive data

privacy [84], scheduling charging sessions [321], and balancing the charging load across

an area [211]. Each study focuses on a single part of the entire EV-EVSE architecture.

By examining previous studies and extracting the security flaws of the EV-EVSE

system through the proposed architecture and profiling, monitoring and maintaining

reliable charging sessions emerge as ongoing security challenges that require greater

focus, particularly as the number of EVs increases.

Aiming to address this challenge, this thesis proposes a five-stage framework, focusing

on securing the charging sessions at sites that could be home-based, private, or public

stations. Unlike traditional gasoline stations, these stations involve the exchange of

time-sensitive and personal user information during EV charging, increasing vulner-

ability to malicious activities such as misinformation or compromise of the EVSE.

To ensure safety, security, and prevent financial fraud, monitoring of all EVSE ses-

sions, similar to Security Information and Event Management (SIEM) or Network

Intrusion and Detection Systems (IDS) in network companies, is proposed [115,307].

This thesis suggests a SIEM-like AI-enabled EV charging session monitoring system,

following a hybrid five-stage approach, each building on the previous stage for full

functionality. This process starts with analyzing the behaviour at the charging site

and sessions, then setting up a rule-based detection system, followed by training a

4



supervised ML model, developing an anomaly detector, and finally determining the

cause of anomalous sessions using prior stages’ ML models. This system can identify

malicious sessions at any charging site and provide explanations for any abnormal

session activities. Figure 1.1 illustrates the mentioned stages.

Behavior
Analysis

Rule-Based
Detection

Supervised
Detection

Anomaly
Detection

Root Cause
Detection

Malicious Sessions
with Knwon

Causes

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:
Charging
Sessions Results:

Framework

Figure 1.1: Steps of the proposed for EV charging sessions security

1.2 Motivation and Objectives

Thus far, this thesis has underscored the importance of EV and EVSE security, espe-

cially given the substantial investments countries are making to foster the widespread

adoption of these technologies. The aim is to explore all security aspects of EVs and

EVSEs and propose corresponding solutions. To this end, we first conduct a com-

prehensive literature review to understand all facets of EVs and EVSEs. This step

is crucial for identifying security vulnerabilities and ensuring all elements are taken

into consideration. We then present a unique DFD architecture of EV and EVSE,

encompassing all major components and systems. This DFD aids in understanding

communication pathways, identifying vulnerable components, and pinpointing poten-

tial sources of attacks. However, the DFD provides only a snapshot of the security

landscape and potential vulnerabilities. We propose a risk assessment framework

based on NIST guidelines and the STRIDE threat model to truly identify attacks

and risks associated with the architecture. This framework aims to evaluate and

identify all risks linked to this system. We suggest universal profiling for EVs en-
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compassing five different aspects that will assist in understanding risks, identifying

attacks and challenges, and assessing the impact and likelihood of various attacks.

To rank the risks within each profile aspect, we develop our own set of criteria for

impact and likelihood. Moreover, to illustrate the application of the proposed risk

assessment framework, we apply its steps to assess and identify the risks of eight real-

world EV attacks. To develop a solution and demonstrate how researchers can use

the proposed architecture and risk assessment framework, we delve deeper into one of

the emerging challenges in EV charging - EVSE charging session monitoring. After

identifying this challenge through a literature review, we propose a SIEM-like intel-

ligent monitoring framework for charging sites. This will help monitor all incoming

charging sessions, preventing charging fraud and vehicle impersonations. This intel-

ligent framework represents just one part of the larger picture and serves as a model

for developing real solutions. In future work, we will discuss additional problems and

demonstrate how the proposed architecture can be leveraged to identify more security

issues surrounding EVs and EVSEs.

1.3 Summary of Contributions

The primary purpose of this thesis is to investigate the security aspects of EVs and

EVSEs and to develop security solutions for this ecosystem. In summary, our contri-

butions are listed as follows:

1. Demonstrating the components and communications of a generic EV and EVSE

based on existing studies and surveying existing security solutions based on ML,

AI, and SIEM-like software.

2. Conducting a comprehensive analysis of the various security aspects of EVs and

providing detailed information regarding attack vectors that can compromise

EVs. This analysis involves classifying EV security into five categories and iden-

6



tifying possible attack surfaces/subsurfaces, vulnerabilities, threats, challenges,

and attacks. For each attack, we present possible countermeasures based on

categorization to mitigate the risks associated with the attacks.

3. Profiling the EV-EVSE ecosystem with all components, data flows, power flows,

and communication protocols. This architecture can provide insight for anyone

working on EV-EVSE infrastructure.

4. Providing a risk assessment framework and threat modelling of EVs and EVSEs

with STRIDE, the most mature threat model, to map the identified vulnerabil-

ities to STRIDE areas to analyze the risk associated with each security aspect

using the identified aspects and their detailed analysis by applying custom cri-

teria.

5. Conducting a detailed analysis of real-world attacks on EVs to demonstrate

how researchers can use our proposed framework to identify vulnerabilities and

risks and describe their attack scenarios.

6. Proposing a five-stage SIEM framework for EV charging sessions’ security based

on AI and publicly available datasets, ACN-data, evaluating the proposed frame-

work’s results, and explaining the anomalies detected.

1.4 Thesis Organization

The remainder of this thesis is organized as follows. Chapter Two summarizes the lit-

erature review of security concerns and challenges of EVs, generic components of EVs

and EVSEs, risk assessment analysis surrounding smart grids and EVs, and analysis

of EV charging session’s security. Then Chapter Three discusses the proposed DFD

ecosystem of EV-EVSE based on the literature review. Chapter Four proposes a risk

assessment framework based on previous chapters’ identified attacks and challenges.

7



This chapter also adopts the framework for real-world EV attacks as a use case of

the framework. Chapter Five proposes an intelligent monitoring framework for EV

charging sessions that combines and showcases one usage of the proposed ecosystem

and risk assessment framework. Finally, the conclusion and future work are presented

in Chapter Six.
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Chapter 2

Literature Review

2.1 Electric Vehicle and Charging Station Security

In recent years, public interest in EVs has increased. However, this fast-growing

market requires studies involving the security of EVs [313]. Finding vulnerabilities

in EVs is only possible through a comprehensive literature review, which we present

in this section. We have divided EV security into five categories. The following

subsections demonstrate the background and related works of each category. Later in

this thesis, we will use them to categorize EV security vulnerabilities, extract security

layers, and propose a risk framework.

2.1.1 Electric Vehicle Charging Stations Security

EVCSs are essential components of the electric vehicle ecosystem, especially for Plug-

in Electric Vehicles (PEVs) [350]. Researchers have identified various cyber and phys-

ical vulnerabilities. The ISO/IEC 15118 standard defines the interface for charging

EVs, but it has vulnerabilities in data exchanges, as described in attacks by authors

in [116]. In [241], the ecosystem of EVSEs was determined, and various cyber vulner-

abilities of EVSEs were demonstrated. EVSEs constantly communicate with smart
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grids, so vulnerabilities in EVSEs can also affect the entire smart grid. A collabo-

ration of multiple US departments, including the US transportation department and

the US Department of Energy Office in [130], provided a detailed technical report

regarding cyber security issues of EVSEs and EVs. Researchers have examined the

cybersecurity issues of EVSEs from the perspective of the power grid and provided

standards for mitigating these cyber vulnerabilities. Therefore, it is crucial to ad-

dress these security issues to ensure the efficient and secure mass adoption of electric

vehicles. Authors in [4] examined charging stations from the power grid perspective

and analyzed cyber security issues. Consequently, EVSE cyber security and physical

safety are crucial for EVs.

2.1.2 Electric Vehicle Information Privacy

Considering the rapid growth of EVs, user privacy has become a critical issue. The

bottleneck of information exchange is when the vehicle is charging or when users

use software to interact with their vehicles. Vehicle actuators gather sensitive data,

and compromising this information compromises user privacy. Information leaks,

such as location, identification, payments, and driving habits, can endanger privacy.

For instance, in [129], the authors surveyed existing techniques that address various

privacy issues in EVs and smart grids. In [276], the authors conducted an innovative

study regarding the privacy challenges affecting EVs and EVSEs. Some studies tried

to solve the privacy of users’ payments. For example, in [222], the authors presented

a privacy-preserving authentication and payment scheme, which is proven to have a

secure way of payment to preserve user identification and privacy while making it

feasible to trace the vehicle in case of vehicle theft. Another critical privacy issue is

user location, examined in [195]. Some studies also concern an authentication scheme

for EVs connecting to power stations, such as [227] and [184]. Thus, EV information

privacy requires assessment.
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2.1.3 Electric Vehicle Software Security

EVs rely on software to interact with users. Secure and reliable software is essential

for managing EV’s rapid growth [24]. EV applications, such as monitoring EVs [43],

analyzing charging infrastructure [177], or vendors software such as Nissan or Ford

applications, are available for public use. Firmware of ECUs and other embedded

hardware control various functionalities in EVs, making them safety critical [51].

Firmware updates, especially Over-the-Air (OTA) updates, code injections, and mal-

ware, are security challenges that threaten EV software and hardware, as described

in [271]. A comprehensive literature review of techniques for testing embedded soft-

ware in transportation systems and EVs is provided in [55]. EV and EVSE vendors

also rely on their cloud servers to maintain a reliable product, and compromising them

can have devastating financial and reputation consequences, as described in [154].

Therefore, software security in EVs is an important part.

2.1.4 Connected Electric Vehicle Security

To navigate unpredictable real-world situations, EVs became part of a complex net-

work of connected entities, Vehicular Ad-hoc Networks (VANET) [178]. These new

ICVs can connect to other vehicles, infrastructure, and pedestrians via various com-

munication modes, including V2X (includes V2N, V2V, V2I, V2P) and DSRC. How-

ever, ICVs face several complexity and security issues [78]. For instance, in [131], the

authors describe DSRC and C-V2X technologies and their architectures for V2X com-

munication. Meanwhile, [358] discusses the evolution of communication technologies

for V2X and ICVs and demonstrates an emerging IoV technology. Other attacks on

ICVs include those targeting traffic light infrastructure [110], attacks on the commu-

nication channel and sensor tampering [21], and the security and privacy concerns of

C-V2X and DSRC communication technologies [200]. V2X communication security

is crucial, and many studies have examined the flaws in this type of transportation.
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However, the cyber-physical nature of ICVs introduces more vulnerabilities to their

communications [259]. Adversaries can compromise the vehicle’s power system or

controllers and endanger pedestrians by injecting malicious code, malware, arbitrary

code execution, and vandalizing the battery or controllers [206]. Hence, considering

both the physical and communication aspects of ICVs to maintain a secure trans-

portation system is critical in EVs.

2.1.5 Autonomous Driving Security

The growth of Autonomous Driving EVs (ADEVs), also known as AVs, requires ro-

bust detection and computer vision methods, such as lane and pedestrian detection,

especially under real-world scenarios. However, recent studies have shown vulnera-

bilities of AVs to adversarial attacks, particularly in the sensor system, which can

compromise AVs’ driving decisions [273]. With new adversarial machine learning

attacks rising, AVs are in great danger [245]. These attacks include lane detection

adversarial or trajectory adversaries, as discussed in [351]. AVs rely on multi-sensor

perception rather than a single camera, LiDAR, and telemetry services to make them

more secure. Such sensors introduce new vulnerabilities to compromise the ADEVs.

For instance, authors in [331] designed spoofing attacks towards a Tesla Model S

ultrasonic sensor in autonomous driving mode, causing total blindness of the vehi-

cle and resulting in wrong decisions. Authors in [48] examined multi-sensor-fusion

security-based perception AV. [224] explored the new Internet of Autonomous Vehi-

cles (IoAV) and its security needs and challenges, similar to authors in [334], which

investigated different issues and cyber vulnerabilities that threaten AVs. Another cru-

cial vulnerability for AVs is in-vehicle communications. Authors in [263] investigated

vulnerabilities in AV in-vehicle protocols, including CAN, LIN, MOST, and FlexRay

buses. The CAN bus is responsible for all ECU communication and can easily be

modified and monitored through the On-Board Diagnostic (OBD) port. Examples of
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CAN bus and other bus attacks are explained in papers [26,148]. this thesis will assess

in detail AV vulnerabilities, including sensors, assistant drivers, telemetry services,

and in-vehicle buses.

2.2 Electric Vehicle and Charging Station Ecosys-

tem

This section presents a literature review of other studies related to EVs, EVSEs, and

security solutions for EVSE sessions. The primary goal of the literature review is

to identify the critical components of EVs and EVSEs within their ecosystem, their

communications, and the proposed security solutions for each component. Addition-

ally, a literature review of security solutions for EVSE sessions helps to understand

the problem and propose a reliable framework as part of the ecosystem.

2.2.1 Electric Vehicle and Charging Station Communications

Today, there are numerous solutions for securing the EV infrastructure. Understand-

ing the various components and their interactions can reveal potential vulnerabilities

and weaknesses that attackers could exploit. By nature, EVs and EVSEs heavily

rely on communication with each other, the smart grid, and cloud networks. These

communication requirements have made the EV-EVSE ecosystem a complex inter-

connected system of different components. Examples of such communications include

Vehicle-to-Everything (V2X) [20], encompassing Vehicle-to-Pedestrian (V2P), Vehi-

cle to Network (V2N), and Vehicle to Infrastructure (V2I), Vehicle to Grid (V2G);

Vehicle to EVSE (charging); connected ECUs and in-vehicle buses (CAN, The Local

Interconnect Network or LIN, FlexRay, and MOST buses) [39]; EVSE to the smart

grid (V2G); EVSE to Vendor or other EVSEs using Open Charge Point Protocol

(OCPP) [235]; and EV or EVSE to Software (V2S) [336]. Additionally, numerous
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smaller components, such as the battery, ECU, Telematics Control Units (TCU), and

IoT actuators, are connected to form the physical parts of EVs and EVSE. All these

components work simultaneously to achieve functional, reliable, and efficient trans-

portation. However, maintaining a reliable and secure system with many complex

building blocks can be erroneous and require significant effort. Figure 2.1 provides an

abstract view of these communications, and Figure 2.2 presents a conceptual view of

the layers within the EV-EVSE ecosystem. this thesis aims to offer insight into how

these components function as a system and provide detailed information regarding

these elements.
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Figure 2.1: Abstract overview of communications between EVs and EVSEs

2.2.2 Generic Electric Vehicle

Authors in [255] demonstrate the design and communications of the CAN bus in EVs.

The CAN bus enables ECUs to communicate and transfer data. There are two types

of CAN buses: low-speed and high-speed CAN buses. The high-speed CAN bus is the

main bus in EVs, while the low-speed CAN bus is often used for telemetry services

in EVs [327]. Other types of buses in EVs include the MOST, LIN, and FlexRay

bus. Authors in [51] studied the usage of FlexRay in EVs, and its purpose is for
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Figure 2.2: Abstract overview of different layers in EV-EVSE relationships

control, such as safety control. The MOST bus is used in media systems in EVs,

as it has relatively low speed, as described in [62]. LIN bus connects less complex

networks where bandwidth is not required, such as seats or window control [320]. In

addition, the authors in [292] did a great job demonstrating the components of EVs.

However, their study does not include one of the buses and other major components

like autonomous systems; thus, their design could be more precise. According to this

literature review and completing the design in [292], Figure 2.3 shows how generic

EV (both AV and ICV) components work.

2.2.3 Generic Electric Vehicle Charging Station

As for charging points or EVSEs, authors in [329] study smart charging points and

how to develop or simulate one. They demonstrate the components required in a

generic EVSE, such as power lines and communication lines. [256] studies a generic AC

charger and illustrates how they communicate with other EVSEs and the cloud using

OCPP. They also develop an interface for their chargers and discuss its components.
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Figure 2.3: Generic overview of EV components

Authors in [7] study different types of chargers and connectors used in the US and

their differences. Authors in [100] provide a great design of a generic EVSE and

its components. They also include safety requirements for a single EVSE. However,

these works are incomplete. For instance, the battery or power system of an EVSE

or telemetry service is not shown in their figures. Based on this literature, a generic

EVSE design is proposed by this thesis and is shown in Figure 2.4 to fill this gap.

2.3 Electric Vehicle Risk Assessment

Risk assessment, as a critical component of providing a secure environment, is instru-

mental in identifying vulnerabilities, ranking them along with challenges, and imple-

menting countermeasures. As the fourth step in risk management, risk assessment

was first discussed in NIST risk management guidelines [266]. NIST also outlined a

risk assessment process in [267], a framework many researchers have since adopted
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Figure 2.4: Generic overview of EVSE components

across numerous domains. Authors in [232], for instance, carried out a comprehensive

risk assessment of the IoT environment, underscoring the importance of such assess-

ments given the unique ecosystem of IoT. However, their study necessitates a robust

threat model to pinpoint all vulnerabilities inherent in such systems. Furthermore,

authors in [249] proposed and applied a risk strategy model to the IoT environment,

emphasizing the need for such a model to secure the IoT landscape. A number of

studies also examine risks in cyber-physical systems and smart grids; for example, a

risk assessment for smart grids was conducted in [99], addressing potential challenges

and attacks in these systems. While risk assessment is essential for secure EV and

EVSE systems, no comprehensive system risk assessment currently exists. Several

studies, such as [49], which explores risks in EV integration, and [183], which delves

into the risks of EV battery and power systems, all necessitate a thorough threat

model and risk assessment to uncover all potential vulnerabilities. this thesis intends

to bridge this gap by proposing a risk assessment framework for EVs and EVSEs

that takes into account all vulnerabilities in these systems. One significant challenge

with EV systems is the extensive domain and the integration of EVs, smart grids,
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networks, autonomous functions, and in-vehicle sensors, details of which will be elab-

orated on in Chapter Four. Figure 2.5 illustrates the NIST risk assessment framework

and a simple risk matrix to be used later in this thesis.
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2.4 Electric Vehicle Charging Sessions

EV charging sessions represent one of the critical challenges in ensuring the trustwor-

thiness of EVSEs. As the popularity of EVs continues to surge, the number of public

and private charging sites is expected to follow suit. Therefore, it becomes increas-

ingly crucial to monitor these charging sites and sessions for potentially fraudulent

activity and impersonation. Each charging session encompasses a wealth of time-

sensitive information such as connection and disconnection times, charging duration,

user-sensitive data including user IDs, payments, and passwords, as well as power-

sensitive details such as the total energy delivered and current signal during charging.
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Given the sensitivity and importance of this information, ensuring secure charging

sessions is paramount. This section offers a review of the existing literature on EV

charging sessions. this thesis aims to propose a security framework for monitoring

these charging sessions, a subject that will be addressed in greater detail in Chapter

Five.

2.4.1 Intelligent Electric Vehicle Charging Sessions Security

AI is an effective solution for the security of EVs and EVSEs. In [353], the authors pro-

pose an architecture for collaborative intrusion detection through distributed machine

learning. The solution uses the alternating direction method of multipliers to a class

of empirical risk minimization problems and detects intrusions in VANETs. Similarly,

authors in [340] apply federated learning for Vehicle Edge Computing (VEC) and pro-

pose a selective model for image processing in connected vehicles. There are many

more studies in which authors suggested AI models detecting DDoS, ransomware, or

malware attacks towards EV and EVSEs in papers [31, 34, 352] respectively. SIEM

software is another security solution for EVs and EVSEs. For instance, authors in-

troduce SPEAR-SIEM [251] for smart grids. Their SIEM platform can detect events

through both signatures and ML models. A similar method is in [328], where authors

discuss a monitoring system for various network attacks.

2.4.2 Electric Vehicle Charging Sessions Analysis

The second part of this thesis aims to adopt a SIEM-like solution to address a chal-

lenge that hasn’t been a focus in recent years: the security of charging sessions and

real-world charging sites that require both AI solutions and behaviour analysis of

the charging site sessions. There are studies on EVSEs that predict, schedule, or

balance loads and energy transfers. For instance, authors in [359] survey different

load forecasting methods using deep learning for EVSEs, and [344] proposes a deep
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learning model for demand forecasting in EVSEs. this thesis analyzes the behavior

of charging session events and predicts anomalies and malicious sessions. Aside from

security, behavior analysis is also a focus regarding EVSEs and charging sessions. Ex-

amples of such works are [247] and [332], where authors used statistical analysis and

data visualization techniques for charging sessions and weather data to understand

the behavior and characteristics of critical times, energy transfers, loads, and users.

Also, in [79], authors studied the behaviour of charging sessions and EVs based on

large-scale power transfer data. Although the mentioned studies provide solutions for

energy balancing and statistical analysis of charging sessions, they have yet to tackle

the security of the sessions. Providing trustworthy charging sessions can be crucial

for charging sites, EVSE owners, and users charging their vehicles. This gap is one

of the aims of this thesis and will be discussed in the following sections.

2.4.3 Electric Vehicle Charging Sessions Datasets

There are different datasets available for EVSE sessions. Authors mostly use simu-

lated charging session datasets for their work or have a charging site in their hometown

where they can obtain data. These datasets are often private and operated by the

same authors for multiple research projects. Examples of such datasets can be found

in [77, 79]. Furthermore, there are some charging session datasets publicly available.

These datasets include ACN and Elaad data [63,180,269]. More information on var-

ious EV and EVSE datasets is gathered in a survey [45]. this thesis uses the Caltech

ACN data [180], real-world charging sessions derived from Caltech charging sites, to

train the hybrid security method. More information on the dataset is discussed later

in this thesis.
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2.5 Concluding Remarks

In this chapter, we have summarized previous works focusing on the security of EVs

and EVSEs, the EV-EVSE ecosystem and communications, and the security of EV

charging sessions. We have discussed numerous security challenges surrounding EVs

and EVSEs, including the security of charging stations, information privacy, software

security, connected vehicle security, and autonomous vehicle security. Moreover, we

have emphasized the importance of risk assessment and management for security

and discussed how other studies have proposed risk strategies in different domains,

such as the IoT. We have identified the components of a typical EV and EVSE,

including power and communication aspects, and compiled all the communications

in the EV-EVSE ecosystem. Furthermore, we have pinpointed a crucial challenge -

monitoring charging sessions - which EVSEs must overcome to ensure a trustworthy

charging site. We also gathered security solutions based on AI and SIEM for such

challenges. In summary, we have identified a gap in risk assessment for EVs, produced

a DFD of the EV-EVSE ecosystem to highlight vulnerabilities and challenges, and

recognized the need for effective charging session monitoring as part of the EV-EVSE

ecosystem. In the subsequent sections of this thesis, we aim to address these issues

by proposing a unique ecosystem, a risk assessment framework, and an intelligent

monitoring framework.
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Chapter 3

Proposed EV-EVSE Ecosystem

Architecture

3.1 Motivation

Until now, we have discussed the rapid growth of EVs and the various challenges they

pose, encompassing social, technical, and security aspects. Through an exhaustive

literature review, we have identified several unresolved issues, including the security

of EVSE, EV and EVSE information privacy, software security, ICV security, and

autonomous vehicle security. We have explored how each segment can compromise

an EV and emphasized the necessity of a risk assessment framework. However, to

pinpoint all the challenges prior to conducting a risk assessment, we need comprehen-

sive insights into all the components that are integral to the EV-EVSE ecosystem.

It is necessary to understand these components because adversaries will exploit them

for attacks, and the most effective way to mitigate these attacks is prevention at the

source. In the literature review, we addressed the internal components of a generic

EV and an EVSE, but their ecosystem also encompasses external elements, such as

the EV owner or cloud services. By gaining a clear understanding of the EV-EVSE
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ecosystem, researchers and industrial companies can devise mitigation strategies that

cover certain, if not all, potential starting points for attacks on EVs. Hence, this

chapter aims to thoroughly comprehend all these components; their data flows and

protocols, power flows, and any third parties that communicate with or exchange

data with EVs or EVSEs. Key components include smart grids, cloud services, EV

and EVSE owners, and internal parts of EV and EVSE. The following sections will

propose an architecture for the EV-EVSE ecosystem and subsequently identify all

components within the proposed architecture. Using the insights from this chap-

ter, the next chapter will propose a risk assessment framework to better identify all

potential vulnerabilities.

3.2 Ecosystem Components

Up to this point, we have surveyed related works to find a generic view of a single

EVSE and EV. While generic ideas help to understand the necessary components

and how they communicate within an EV or EVSE, they lack many critical features.

Two NIST publications, funded projects for charging stations [190], and security

guidelines for smart grids [240] are used as baselines to draw a schematic of the EV-

EVSE ecosystem in this section. [190] includes six different projects regarding charging

station design. However, its first project contains an exemplary schematic of the EV-

EVSE system. Although their schematic includes many more components than the

generic design in the previous section, it still lacks some essential components, such

as the smart grid, EV network, and cloud. For the smart grid part, the second NIST

publication [240] demonstrates the design of the smart grid and its connection to EVs.

Using both designs and adding missing EV-EVSE-specific components, we present an

architecture using a DFD for the EV-EVSE system in Figure 3.1.

As shown in the figure, ”blue” lines indicate data flows, while ”green” ones indicate

23



Figure 3.1: Overview of EV-EVSE Ecosystem Architecture
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power flows. Additionally, those entities with a ”red” outline are the extra compo-

nents added by the authors of this thesis to the figures shown in NIST publications.

All data flows are numbered and have communication direction. Numbers are used

in the following sections and tables to summarize the data flow detail, protocols, and

data type communicated between the entities. This architecture includes six trusting

regions, indicating six main layers in the EV-EVSE system. These six regions are: 1)

EV trusting region, 2) EV service provider trusting region, 3) EVSE trusting region,

4) EVSE service provider trusting region, 5) power grid or smart grid region, 6) un-

trusted region, internet, or cloud. Sections 3.2.1, 3.2.2, 3.2.3, 3.2.4, 3.2.5, and 3.2.6

show the details of each region respectively.

3.2.1 EV Trusting Boundary

EVs have three primary parts, including 1) the battery section (EV charging trusting

boundary), 2) the ECUs section, and 3) the TCU section (EV radio trusting bound-

ary). The battery section is responsible for powering all other components, charging

protocols, and handshaking while connected to an EVSE [212]. Connected ECUs are

primary parts responsible for all vehicle control, safety, planning, and perception [51].

The TCU or radio part is responsible for all communications, actuators, and media in

the vehicles. ICVs can communicate with other cars, pedestrians, infrastructure, and

networks using C-V2X or DSRC technologies [90]. Keep in mind that the architec-

ture is showing a general-purpose EV. However, not all EVs have all the components

shown in the figure. For instance, not all vehicles have autonomous driving parts or

sensors. Table 3.1 shows all the data flows within EVs with their protocols and type

of data transferred.
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Table 3.1: Components of Electric Vehicle Trusting Boundary

Section Component (Number) Data Flow Data Type Protocols

Electric
Vehicle

BMS

(1) Battery Comm. Control In-
terface

PWM Control Wire

(2) Comm. Control Interface Battery Data, Charge Commands Wire

(32) Connector Charge Commands

CHAdeMO,

ISO 15118,

Tesla

(3) Battery Control Interface Send Battery status and Sensors,
Set Charge Rate/Duration

Wire

(4) Battery Sensors Read Battery Data Wire

(5) ECUs Battery Information to other
ECUS

CAN

ECUs

(5) Battery Mang. System ECUs Information to Battery
System

CAN

(6) Battery Control Interface Battery Can Traffic CAN

(7) Tire Pressure Monitor Read Tire Data CAN

(8) Can Bus Monitor CAN Bus Data CAN

(9) Body Safety and Control Send Control Signals for Safety/-
Hazards

Wire

(10) Driving Assistant Send/Receive Assistant Com-
mands

CAN

(14) (15) Camera and Sensors Read AV Sensors Data
Wire

Wireless IoT,

(11) OBD-II Diagnose Can Bus CAN

(12) Sensors Read Sensors Data Wire

(13) Driving Operations Send/Receive Driving Com-
mands

CAN

(16) TCU TCU/ECU Can Data CAN

TCU

(16) ECUs ECU/TCU Can Data CAN

(17) Cockpit System Send TCU Data for Personalized
Features

Wire, CAN,

Wireless IoT

(18) EV Vendor App Send Chrg/ Battery/ User Re-
quest Data

Wireless,

API

(19) (21) DSRC Comms. Send DSRC packets for V2V and
V2I

DSRC

(20) (22) C-V2X Send Cellular packets for V2X
Connection

Cellular,

3G, LTE, 5G

(23) (30) Infotainment Send/Receive Media Control/-
Data

Wire,

Wireless (API)

(24) (31) Media Comms. External Telematics Wi-Fi, Blue-
tooth, Cell

(25) OTA Firmware Update Send/Receive Firmware Updates API, Telem-
atics, Remote
Unlock

(26) OEM Telematics OEM Telematic Commands RFID, Alert
(API), In-
frared

(27) (28) Navigation System Send/Receive Navigation Data GPRS, GPS,
Wire

(29) Infotainment Send Signal Strength Wire
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3.2.2 Electric Vehicle Service Provider Trusting Boundary

The EV service provider (EV-SP) or EV vendor is the manufacturer of the EV.

Although an EV-SP is untrusted by any other entities in the system or other EVs,

EVs trust their own SP. Manufacturers require vehicle access for maintenance and

over-the-air (OTA) updates [127]. Also, some third-party applications may require

EVs’ location or status information to provide services such as smart parking, charging

site scheduling, or status monitoring, which requires accessing the vehicles through

the EV-SPs. Most EV-SPs provide web interfaces and APIs for other applications or

EV users to communicate with their EVs [320] and they are responsible for secure

user payments [52]. EV-SPs are critical actors in the EV-EVSE system. All data

flows with protocols and data types transferred are shown in Table 3.2.

Table 3.2: Components of Electric Vehicle Service Provider Trusting Boundary

Section Component (Number) Data Flow Data Type Protocols

EV Vendor

EV Man-
ufacturer
Configura-
tion

(52) (53) (54) EV Vendor / 3rd
Party Apps

Send /Receive EV Data (Status,
Operations, Updates, Features)

API,

Internet

(55) EV 3rd Party Billing Send / Receive Billing Data
API,

Internet

(56) EV Vendor Web Interface Send / Receive User Interface
Data

API, Cloud

Internet

3.2.3 EVSE Trusting Boundary

Functional EVs require trustworthy EVSEs. To this end, different types of charging

sites are proposed in other papers such as [349], categorizing them into three types:

residential, commercial or building, and public charging sites. Each charging site can

have one or more charging points referred to as EVSEs, charging spaces, or charging

stations. A general public charging site has multiple EVSEs and a management

building [318]. An EVSE consists of three main parts: power, EVSE safety controller,

EVSE telematics or radio controller, sensors, and user interface [22]. EVSEs can

communicate with other EVSEs or cloud (through OCPP), smart grids (through
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V2G and openADR), EVs (through CHAdeMO, ISO 15118, or EEBus) or building

management for various purposes such as scheduling, maintenance, or DR [212]. Also,

many types of EVSEs exist, such as fast chargers, AC, or DC chargers [98]. EVSEs,

as part of the smart grid, participate in DR and energy transfers to make a stable

grid and are crucial parts of EV-EVSE systems. All data flows with protocols and

data type transferred are shown in Table 3.3.

3.2.4 Electric Vehicle Supply Equipment Service Provider

Trusting Boundary

Like EV-SP, EVSE Service Providers (EVSE-SP) operate EVSEs. Like EV-SP,

EVSE-SP provides web interfaces and APIs for third-party application services such

as charging monitoring, scheduling, and payments [33]. Also, customers can use web

interfaces for authentication or payments [262]. In addition to these functionalities,

EVSE-SP should monitor and maintain their EVSEs for both smart grids (reporting

energy transfers, measuring energy, etc.) and maintenance of their physical states.

EVSE-SPs can communicate with their EVSEs directly through OCPP or the man-

agement building [348]. All data flows with protocols and data types transferred are

shown in Table 3.4.

3.2.5 Cloud, Internet, or Untrusted Boundary

All other regions can communicate with each other or external entities, such as in-

frastructures and applications, through the Internet. The internet is untrusted in all

regions mentioned; therefore, entities must implement secure communications, private

information exchanges, and authentication mechanisms [321]. When an EV connects

to an EVSE for a charging session, a TLS channel opens for handshaking. This com-

munication and all other protocols that require security urge the requirement of a
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Table 3.3: Components of Electric Vehicle Supply Equipment Trusting Boundary

Section Component (Number) Data Flow Data Type Protocols

Charging
Station

EVSE
Controller

(32) (39) Comm. Control Inter-
face

Charge Commands

CHAdeMO,

ISO 15118,

Tesla

(33) EVSE User Interface Charge Status / Authentication
Data

Wire,

RFID

(34) Safety Sensors Read Sensors Data
Wire, Wireless

IoT Wireless

(35) Maintenance Terminal Diagnose Charging Point Termi-
nal

Wire, LAN

(36) Authentication Terminal Read Authenticate Users / Work-
ers

Wire,

RFID

(37) On-Board Sensors Read Sensors Data (Distance,
Temp)

Wire, Wireless,

IoT Wireless

(40) EVSE Telematics Send/Receive Telematic/Control
Data

Wire,

LAN

EVSE
Telematics
Controller

(40) EVSE Controller Send/Receive Telematic/Control
Data

Wire,

LAN

(41) OEM Telematics Receive Telematics Data
OCPP, RFID,

LAN, Cellular

(42) EVSE Metter Read Metter Data Wire

(43) (49) Building Mang. System Demand-Response Data, Control
Data, Configuration

OCPP, Wire,
Wireless IoT

(48) EVSE Vendor Controller Send/Receive EVSE Operations Wireless,
LAN, OCPP,
API

Building
Man-
agement
System

(43) EVSE Telematics Demand-Response Data, Control
Data, Configuration

OCPP, Wire,
Wireless IoT

(44) (45) EVSE Remote Discon-
nect

Send Control Signal
Wire,

Wireless IoT

(46) (47) EVSE Vendor Con-
troller

Send/Receive EVSE Operations,
Billing, Maintenance

Wireless,
LAN, OCPP,
API

(46) (49) Other EVSEs Send / Receive Pricing/Schedul-
ing

Wireless,
LAN, OCPP,
API

(50) Aggregator Optimization
and Bidding

DER, Nameplates, Ratings, SOC,
Market Commitments

LAN,

Wireless (API)

(51) Utility DER, Market Commitments, En-
ergy Transfer Configuration

LAN,

Wireless (API)
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Table 3.4: Components of Electric Vehicle Supply Equipment Service Provider Trust-
ing Boundary

Section Component (Number) Data Flow Data Type Protocols

EVSE
Owner

EVSE
Vendor
Controller

(57) EV Owner Authentication Receive Auth. Of EV and its
manufacturer

API, RFID,

Auth. Terminal

(58) 3rd Party Apps EVSE Monitoring/ Charging
Apps

API,

Internet

(59) EVSE Service Provider Send / Receive Energy-Related or
Metering Data/ Price

API, Cloud

Internet

(63) (64) EVSE Maintenance Receive Auth. of Maintenance
workers and operations

API, RFID

Internet, Cloud

(65) EVSE Owner Web Interface Send / Receive User Interface
Data

API, Cloud

Internet

EVSE
Service
Provider

(59) EVSE Controller Send/Receive EVSE Operations
API, Cloud

Internet

(61) EVSE Metering Receive EVSE Metering Data OCPP, API,
Cloud, Inter-
net

(62) EVSE 3rd Billing Send / Receive Billing Data API, Internet

Public Key Infrastructure (PKI) that various EVSE-SPs use to communicate with

EVs of various EV-SPs [193]. The cloud is an essential part of an effective EV-EVSE

ecosystem. Additionally, EV-to-EVSE communication while charging requires secure

and mutual authentications that can only be available through a trusted key infras-

tructure. All data flows with protocols and data types transferred are shown in Table

3.5.

3.2.6 Smart Grid Trusting Boundary

The power grid is responsible for providing sufficient power to EVSEs. Smart grids are

complex networks of entities involved in generating, distributing power, and providing

services to manufacturers, service providers, and customers. EVSEs and EVSE-SPs

must measure their energy transfer and participate in DR to form a stable grid. Due

to its complexity and as the smart grid is not the focus of this thesis, no table exists

for its data flows. All components in the smart grid region shown in Figure 3.1 are

explained in the NIST smart grid guideline [240].
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Table 3.5: Components of Cloud or Untrusted Boundary

Section Component (Number) Data Flow Data Type Protocols

Cloud Net-
works

Cloud Ser-
vices

(66) EVSE Web Interface Send / Receive User Interface
Data for EVSE

API, Cloud,
Internet

(67) 3rd Party Apps Send / Receive Data for EVSEs
and EVs (Monitoring)

API, Cloud,
Internet

(68) Other EVSEs Send / Receive EVSEs Pricing,
Request, Data

API, Cloud,
Internet

(69) Public-Key Infrastructure Send / Receive Auth. Data and
Security Keys

API, Cloud,
Internet

(70) EV Vendor Web Interface Send / Receive User Interface
Data for EV

API, Cloud,
Internet

(71) Database and Storage Send / Receive Storage Data
API, Cloud,
Internet

(72) On-Road Devices Send / Receive Data from Road
Devices (EVs, Networks, . . . )

API, Cloud,
Internet

3.3 Concluding Remarks

In conclusion, the rapid growth of EVs introduces many challenges, notably those

concerning security, technical and social. We have identified these challenges via an

extensive literature review, highlighting issues such as EVSE security, data privacy

concerns for both EVs and EVSE, software security, ICV security, and the security

of autonomous vehicles. It has become evident that a comprehensive risk assessment

framework is necessary for mitigating these issues. An in-depth understanding of

all components of the EV-EVSE ecosystem, both internal and external, is crucial as

adversaries can potentially exploit these components to launch attacks. By having a

comprehensive understanding of this ecosystem, which includes elements like the EV

owner, EVSE owner, cloud services, smart grids, and EV and EVSE components, we

can facilitate the development of robust and efficient mitigation techniques. These

techniques can be designed to address a wide range of possible attack points. In

this chapter, we have endeavoured to dissect and understand these components; their

data flows and protocols, power flows, and third parties involved in communication or

data exchange with EVs or EVSEs. In the following chapter, we will propose a risk

assessment framework based on the insights gained here, aiming to better identify
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and address the vulnerabilities within the EV-EVSE ecosystem. Our ultimate goal

is to enhance the security and reliability of EVs and their associated infrastructure,

contributing to a safer, more sustainable future in transportation.
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Chapter 4

Electric Vehicle and Charging

Station Risk Assessment

4.1 Motivation

So far, we have discussed numerous challenges related to the adoption of EVs and

EVSEs. Academia, governments, and industry are all striving to surmount these

obstacles to pave the way for a more efficient and beneficial transportation system.

We have identified cybersecurity as one of the critical issues facing EVs and EVSEs,

necessitating detailed analysis. Consequently, we have conducted a thorough survey

of previous literature regarding the security of EVs and EVSEs, aiming to identify

all potential attacks and challenges.

To enhance our analysis, we have sketched a possible EV-EVSE ecosystem archi-

tecture encompassing all data flows, power flows, and protocols. This design has

been instrumental in helping us understand the critical points within this ecosys-

tem. However, to improve EV and EVSE security, it is imperative that we conduct a

comprehensive risk assessment. Such an assessment can help us identify all possible

vulnerabilities and attacks and their impacts, thus enabling organizations to rank
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vulnerabilities and propose mitigation techniques for the ecosystem.

In this chapter, we divide EVs and EVSEs into five different aspects previously iden-

tified as potential challenges in our literature review: charging station security, infor-

mation privacy, software security, connected vehicle security, and autonomous vehicle

security. We then propose attack surfaces, abstract starting points to exploit an at-

tack, sub-surfaces, sub-categories where attackers can compromise, and vulnerabilities

for each category that could be compromised by adversaries. Using this categoriza-

tion, we propose a set of criteria for the likelihood and impact of attacks. We then

employ the STRIDE threat model, a mature threat model, to identify vulnerabilities

and potential challenges in an EVs and EVSEs attack taxonomy.

Subsequently, using a risk matrix and applying the proposed criteria, we rank all the

attacks and propose countermeasures for each attack after categorizing them using the

five-aspect attack surfaces and sub-surfaces. At the end of this chapter, we apply our

proposed risk assessment framework to eight real-world EV attack scenarios and rank

these attacks. Our objective is to demonstrate how this framework can be practically

adopted to enhance EV and EVSE security.

4.2 Risk Management and Risk Assessment

this thesis uses a risk assessment methodology to evaluate security risks associated

with EVs. Following the guidelines proposed by NIST [35], the risk assessment con-

sists of four stages: preparation, conducting the assessment, communication of results,

and maintenance. The thesis primarily focuses on the second stage of conducting the

assessment, which involves identifying risk factors such as threat, vulnerability, likeli-

hood, impact, and risk, using a qualitative approach among the three assessment ap-

proaches: quantitative, qualitative, or semi-quantitative. The forth aspect of the risk

assessment methodology is risk analysis, which can be threat-oriented, asset-oriented,
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or vulnerability-oriented. For this thesis, we use STRIDE as a threat-oriented anal-

ysis. Figure 2.5 summarizes the risk assessment.

4.2.1 Prepare for Risk Assessment

The first step in the risk assessment process is identifying initial variables and es-

tablishing assumptions, including the purpose, scope, considerations, information

sources, and risk model. The purpose of the risk assessment framework described

in this thesis is to identify and prioritize risks associated with the five security as-

pects of EVs, identify the weakest point in EV systems, and guide organizations on

where to look for cyber threats. The study’s scope covers the entire EV lifecycle,

including modern ones, and considers the five security aspects surrounding the EV

ecosystem. The assessment assumes that general modern EV threats exist across the

five aspects and that manufacturers are trustworthy. Previous cybersecurity studies

serve as sources of threats and vulnerabilities, and the STRIDE threat model is used

to identify threats. The risk model used in this thesis is qualitative and utilizes a

threat-oriented analysis to determine the impact, likelihood, and risk of vulnerabili-

ties. A risk matrix is created to illustrate the final results of the proposed framework.

4.2.2 Conduct the Risk Assessment

The second step of the risk assessment process involves five tasks: identifying threat

sources and events, identifying vulnerabilities, determining the likelihood and impact

of vulnerabilities, and calculating risk. The second image in Figure 2.5 provides a

summary of conducting the assessment step.

Task 1. Identify Threat Sources and Events: Identifying threats involves identifying

sources and events that can cause security issues. Attackers can use different methods

to exploit vulnerabilities in EVs, and these attacks can vary in their goals, ranging
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from personal gain to information theft or organizational damage. The threats can be

categorized into security aspects, each with attack surfaces, subsurface, and potential

threat events. Exploiting any of these threats can lead to a threat event, which can

cause varying levels of impact.

Task 2. Identify Vulnerabilities and Predisposing Conditions: In each security aspect,

there are several vulnerabilities that attackers can exploit to compromise an EV.

These vulnerabilities have been identified from previous research and will be discussed

in the following sections. By analyzing vulnerabilities, we can determine the source

of the threat event and potentially propose mitigations to prevent future attacks.

Task 3. Determine Likelihood of Occurrence: We propose a set of criteria to assess

the likelihood of vulnerabilities identified in the literature review, focusing on the EV

ecosystem and its associated threats. Adopting a qualitative approach, we utilize

orders of magnitude for likelihood instead of specific numeric values. We define three

levels of likelihood: Rare (R) for infrequent events, Medium (M) for events that

occur occasionally, and High (H) for events that are likely to happen. The criteria

for determining likelihood levels can be found in Table 4.1.

Task 4. Determine Magnitude of Impact: Similar to the likelihood evaluation, we

established criteria for assessing the impact of threat events. Our qualitative approach

uses orders of magnitude for impacts instead of specific numeric values. The orders

of magnitude for impacts are classified as Low (L) for benign attacks, Medium (M)

for attacks with minor consequences, and High (H) for severe attacks. The criteria

for determining impact levels are presented in Table 4.2.

Task 5. Determine Risk: Finally, we want to determine the risk of each threat. Risk

is a function of likelihood and impact and often integrates with the risk matrix. In

this thesis, we use three levels of risk: High (H), Medium (M), and Low (L). A

high level of risk means a threat has multiple harms or catastrophic consequences for
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Table 4.1: Established Criteria for Risk Likelihood Levels

Likelihood

High

• Adversary is highly likely to initiate the threat event, and in case of happening,
mitigation techniques are not sufficient to prevent the adverse impact. Threat
event is almost certain to have an adverse impact.

• Known vulnerabilities exist and can be launched remotely from the Internet or
untrusted parties. Highly exposed to the Internet or other open systems.

• Highly exploitable if insider (driver or passengers) is exercising threat event.

• Can easily be accessed remotely or physically by an adversary with limited
resources and expertise.

Medium

• Adversary is somewhat likely to initiate the threat event, and in case of happen-
ing, mitigations are placed to impede the successful exercise of the threat event.
Threat event is somewhat likely to have an adverse impact.

• Known vulnerabilities exist, but adversaries need high-privilege access to exercise
the Moderate vulnerability. Mediumly exposed to the Internet or other open
systems.

• Mediumly explosible if insider (driver or passengers) is exercising threat event.

• Adversary requires moderate resources, expertise, and opportunities to support
multiple successful attacks.

Low

• Adversary is unlikely to initiate the threat event, and in case of happening,
mitigations are placed to prevent the threat event. Threat event is unlikely to
have an adverse impact.

• Vulnerabilities are mostly unknown or new. The adversary needs administrative
access to exercise a vulnerability. Slightly exposed to the Internet or other open
systems.

• Not explosible if insider (driver or passengers) is exercising threat event.

• Adversary needs sophisticated expertise and well-resourced to make successful
and coordinated attacks.
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Table 4.2: Established Criteria for Risk Impact Levels

Impact

High

• Threat event can cause the loss of human lives,

• Threat event can cause widespread power outages,

• Threat event can cause damage to infrastructure or smart grid,

• Threat event can cause the loss of sensitive consumer data,

• Threat event can cause significant financial damage to assets,

• Threat event can cause the whole system to become unstable or result in dan-
gerous functionality,

• Adversary seeks to severely impede or destroy the core or critical function of
the system and is highly concerned about minimizing attack detection.

Medium

• Threat event can cause failure in the real-time operation of the vehicle,

• Threat event can cause unwanted functionality,

• Threat events can cause significant dissatisfaction among clients,

• Threat event can cause a loss of events (logs) occurring within the system,

• Threat event can cause a violation of integrity or availability of actions or infor-
mation in the system,

• Threat event can cause disclosure of network connectivity, power network infor-
mation, or system network information,

• Threat event can cause medium fines or penalties for consumers or organizations,

• Adversary seeks to obtain or modify sensitive or critical functions or infor-
mation and disrupt services and is concerned about minimizing attack detection.

Low

• Threat event can cause delay or failure in vehicle noncritical systems or services,

• Threat event can cause the disclosure of non-critical information,

• Threat event can cause minor damage to vehicles and minor financial loss,

• Threat event can cause minor harm to individuals,

• Threat event can cause a negligible adverse effect,

• Threat event can cause temporary instability in the system,

• Adversary seeks to obtain or modify critical information and disrupt services
while he/she is not concerned about attack detection.
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assets or individuals, while medium risk means a threat has severe results with fewer

effects. A low-level risk shows the threat has a limited or negligible adverse effect.

This thesis’s function to classify the risk score levels combines likelihood and impact

levels according to Figure 4.1.

Impact

Low Medium High
L
ik
el
ih
o
o
d Rare Low Low Medium

Moderate Low Medium High

High Medium High High

Figure 4.1: Risk Assessment: Evaluating Risk (R) from Likelihood (L) and Impact
(I) Levels

4.2.3 Risk Analysis Based on STRIDE Threat Model

We prepared a risk assessment process and established criteria to evaluate the likeli-

hood and impact of threat events. In this section, we demonstrate a well-known threat

model called STRIDE. Researchers have developed frameworks called threat models

to find and rank the most severe vulnerabilities [289]. While threat models identify

threats and vulnerabilities, risk assessment techniques can rank risks related to those

threat events. There are several available threat models on the Internet, including

STRIDE, PASTA, and attack trees [286]. STRIDE is one of the most mature and

used threats modelling system-centric frameworks that evaluates system design and

is a software threat-oriented approach. In STRIDE, the system’s entities, events, and

boundaries are first designed in DFD [294]. Then, the second step is to identify the

threats domain based on STRIDE, which stands for Spoofing, Tampering, Repudia-

tion, Information Disclosure, Denial of Service, and Elevation of Privilege. STRIDE

is adopted to model threats in a variety of domains such as energy systems [361],

automotive systems [158], and industrial control systems [150]. this thesis uses the
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STRIDE threat model to map vulnerabilities in the STRIDE domain for the EV-

EVSE ecosystem, determine all possible attacks, and identify their countermeasures.

4.3 Taxonomy of Attacks and Challenges in Elec-

tric Vehicles

To better assess the risks in the EV system, we gathered all possible attacks and

challenges by surveying previous studies. We used the architecture presented in the

previous chapter of this thesis to gain insights into possible initial points and identified

those attacks from the literature review. We then categorized each attack based on

its security category in EVs and STRIDE threats. Using this taxonomy, our aim is

to assess the risks of different security aspects of EVs by categorizing these attacks

into the surface and subsurfaces of each category. This will help us determine the

correct impact, likelihood, and risk, along with the set of criteria mentioned before.

The taxonomy of attacks on each component of the EV ecosystem, along with their

STRIDE security aspects, is presented in Figure 4.2.

4.4 Electric Vehicle Security Profiling and Taxon-

omy of Attacks and Challenges in Electric Ve-

hicles

This thesis proposes a universal security profile for EVs to address the need for a more

comprehensive security approach for this new technology. The proposed profile covers

five major components of the EV ecosystem: charging station security, information

privacy, software security, connected vehicle security, and autonomous driver security.

Figure 4.3 visualizes the universal profiling for EVs, including their attack surfaces
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Electric Vehicle Security Threats

Autonomous Driver

Spoofing
• Spoofing GPS Signals [306,

346]
• Spoofing Vehicle Bus Mes-

sages or OBD Port [337]
• Spoofing Sensor Data [54,

306]
• Spoofing Traffic or Map In-

formation [202]

Tampering
• Injecting Malware [11,151]
• Vehicle Sensors Sybil At-

tack [192]
• Vehicle Bus Messages Tam-

pering [29,148]
• Vehicle Configuration Set-

tings Tampering [148]
• Vehicle Navigation / Di-

agnostic Systems Tamper-
ing [128]

• Vehicle Sensor Tamper-
ing [53,128]

• Adversarial Machine Learn-
ing Attacks [245]

• Poisoning Attack in Ma-
chine Learning Models [282]

Repudiation
• Message and Event Log Re-

pudiation [217]
• Monitoring OBD or CAN

Bus Message [157,299]

Info. Disclosure
• Data Privacy and Data

Sharing Attacks [185]
• Autonomous Driving Sys-

tem Data Theft [135,174]
• Autonomous Driving

System Reverse Engineer-
ing [280]

Denial of Service
• Sensor and Network Jam-

ming Attack [163,335]
• Autonomous System

DoS [301]
• In-Vehicle Bus Communica-

tion DoS [38]

Elevation of Privileges
• Autonomous System or Au-

tonomous Vehicle Hijacking
[226]

Connected Vehicles

Spoofing
• Connected Vehicle Imper-

sonation [78]
• Replay Interference At-

tack [210]
• Cooperative Interference

Attack [70]
• Brute Force Attack [302]
• Connected Entity Spoof-

ing [305]

Tampering
• Embedded System Tamper-

ing [345]
• Injecting Malware [11]
• Injecting Insecure

Code [308]
• Battery Tampering [6]
• Power System Vandalizing

[116,347]

Repudiation
• Message Repudiation

including Implementation/-
Masquerade Attacks [3]

• Event Logging Repudiation
and Forensic Attack [137]

Info. Disclosure
• Packet Sniffing [201]
• Network Discovery At-

tacks [352]
• Vehicle Energy Manage-

ment System and Elec-
trical Drive System Data
Theft [78,213]

• Connected Vehicle Profiling
Attack [104]

Denial of Service
• Radio Frequency Interfer-

ence Attack [239]
• Battery Management

Communication Network
DoS [124,239]

• Connected Entity DDoS [3,
21]

• Botnet Attack [146,260]
• DSRC/V2X DDoS [34,167]

Elevation of Privileges
• Connected Vehicles Hijack-

ing [78]
• Rootkit attack [125,260]

Software Security

Spoofing
• Brute Force Attack [320]
• Firmware Spoofing [9]
• Server or Software Imper-

sonation [27]
• Spoofing Identity Authenti-

cation [80]

Tampering
• EV or EVSE Software Tam-

pering [27,127]
• Injecting Command, Mal-

ware or Insecure Code [11,
308]

• Embedded System Tamper-
ing [345]

• Firmware/OS Kernel Tam-
pering [317,345]

• Over The Air Updates Tam-
pering [36,127]

• SQL Injection [225,277]

Repudiation
• Charging fraud and Trans-

action Manipulation [296]
• EV or EVSE Software MitM

Eavesdropping [257,271]

Info. Disclosure
• Software Data Theft [114]
• Side-channel Attacks,

including Timing At-
tacks [116]

• Cloud Information Theft
[13]

Denial of Service [208]
• Updates and Over The Air

Updates DoS [127,270]
• EV and EVSE Software

DDoS [220]
• Software Cloud Service

DDoS [220]
• Software-initiated Fault At-

tacks for Embedded Sys-
tems [181]

Elevation of Privileges
• Configuration and Relay At-

tacks [61,130]
• Firmware Exploitation and

Unauthorized Access [69]

Information Privacy

Spoofing
• User Data Spoofing [102]
• EV Sensors Spoofing [72,

173]

Tampering
• EV Sensors Data Tamper-

ing [72]
• Relay and Tracking At-

tacks [61]
• Demand Response Data

Tampering [129]

Repudiation
• Communication Eavesdrop-

ping [253]
• Sensors Eavesdropping [102]
• In-vehicle Bus Eavesdrop-

ping [42,172]

Info. Disclosure
• Relay Attack and Tracking

Attacks [61]
• EV or User Information

Theft [60]
• Side-channel Attacks in-

cluding Cache Attacks [310]
• User Profiling Attack [60,

343]
• EV Telemetry Data

Theft [191,209]
• User or Vehicle Identity

Theft [114,129]

Denial of Service [17,119,208]
• EV or EVSE Energy Trad-

ing Inference Attack [32,
250]

Elevation of Privileges
• EV or EVSE Unauthorized

Data Access [22]

Charging Station

Spoofing
• EVSE Spoofing/Imperson-

ation [22,276]
• EVSE or Cloud Server

Spoofing/Imperson-
ation [22,276]

• Management Building
Spoofing [116]

• Brute Force Attack [318]
• Packet Sniffing/Spoof-

ing [201]
• OCPP Packet Sniffing or

Device Spoofing [14]

Tampering
• EVSE Charging Sessions

Tampering [116]
• Vandalizing EVSE [259]
• Measurement Tamper-

ing [153]
• Grid False Data Injection [5]
• Injecting Malware [11]

Repudiation
• EVSE Communication and

Session Eavesdropping [116,
276]

• OCPP Eavesdropping [14,
109]

Info. Disclosure
• Grid and SCADA Informa-

tion Theft [161,338]
• Charging Session Informa-

tion Theft [121,338]
• Side-channel Attacks

including Timing, Elec-
tromagnetic, and Fault
Injection [324]

Denial of Service
• EVSE and Cloud Communi-

cation DDoS [92,218]
• Botnet Attack [8, 360]
• Energy-Oriented or De-

mand Response DoS [112]
• Power Replay Interfer-

ence [41]
• OCPP DoS [14]

Elevation of Privileges
• Charging Station Hijack-

ing [121]
• SCADA Privilege Escala-

tion [12]

Figure 4.2: Taxonomy of Attacks Threaten Electric Vehicle Security
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(green layer) and attack subsurfaces (blue layer). This thesis also describes each secu-

rity aspect of EVs, maps them to STRIDE domains, identify possible attacks, applies

a risk assessment framework to analyze their risk, and proposes countermeasures for

attacks in the following sections.
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Figure 4.3: Electric Vehicle Security Profiling (A General Overview)

4.4.1 Electric Vehicle Charging Station Security Profiling

The security concerns surrounding the cyber-physical nature of EV charging stations

are a top priority for the mass adoption of EVs, as charging stations connect the

power grids to EVs [254]. Charging stations are vulnerable due to their public access

and continuous communication with the grid, which can endanger the entire power

grid [4, 22]. Two critical issues make charging stations vulnerable: communication

security and physical security. Charging stations use ISO 15118 and Open Charge

Point Protocol (OCPP) for communication [30, 278], which are vulnerable attack
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surfaces for attackers. The vulnerabilities, challenges and attacks, STRIDE mapping,

risk assessment, and possible countermeasures for electric vehicle charging stations

security are summarized in Table 4.3.

A.1. Communication Threats

Two types of EVSE communication are communications to a power grid and commu-

nications to a cloud. In addition, EVSE vendors monitor their stations using SCADA.

Each category creates attack surfaces that can compromise charging stations, making

EVs or power grids vulnerable to further attacks. The vulnerabilities identified in

these attack surfaces include the following.

A.1.1. Station-to-Grid Communication

Since charging stations are responsible for the maintenance and distribution of power

to vehicles, it is in continuous communication with the grid. This communication can

compromise the grid or the stations. First, we must understand the component’s roles

in grid communication to demonstrate and classify threats to this system. We divide

this type of communication into station-to-grid communication and station-to-cloud

communication.

A.1.1.1. Station-to-Vehicle Communication

PEVs constantly communicate with charging stations during the authentication and

authorization process and throughout the charging session for handshake and heart-

beat purposes [264]. Station-to-vehicle communication follows the security standard

ISO 15118, but it is still vulnerable to attacks that can compromise the station or the

vehicle. For example, Man-in-the-Middle (MitM) attacks, masquerade attacks, and

repudiation attacks can be launched against this communication channel, potentially

resulting in vehicle, information, or energy theft, as discussed in previous studies [30].

The likelihood, impact, and risk associated with these vulnerabilities are analyzed in

the summary table.
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A.1.1.2. Station-to-Grid Monitoring Communication

Another type of station-to-grid communication is grid monitoring. Supervisory Con-

trol and Data Acquisition (SCADA) is a system for supervisory control and surveil-

lance of automation systems widely used in systems connected to smart grids [37].

It is necessary for charging stations to communicate to the SCADA system for every

event within the station, such as connecting or disconnecting a vehicle, payments, and

energy trades for security purposes. Even though SCADA is widely used, it creates

security vulnerabilities [315]. Attacks on SCADA range from eavesdropping and sniff-

ing of SCADA messages, data injection, jamming, and insider attacks [87, 122, 123].

For instance, injecting false data into the SCADA system can endanger the station,

or jamming messages can cause security events. Because SCADA is accessible and

the impact of a successful attack can cause devastating results, its risk is measured

as high. The summary table shows more information about the risk assessment.

A.1.1.3. Station-to-Grid Power Communication

One more type of communication to the grid is for power demand and response. As

a part of the smart grid, charging stations must participate in demand response. It

means stations should demand energy from the grid in case of need, and the grid

should respond to stations with power [126]. OpenADR [133] is the protocol most

charging stations use for demand response communication to the grid. This unique

communication type can be targeted by attackers, which can be a hazard for the

grid [187]. An attack targeting demand response can have devastating consequences,

such as disturbing the grid, information theft, or remote communication attacks [277].

For instance, by blocking messages to the grid in response, charging stations will

demand more and more power from the grid, which causes the grid to enter an

unstable phase. This case can have a low impact on a few charging stations but have

a ruinous effect if more stations are compromised. Because compromising multiple

stations requires skill and resources, its likelihood is medium instead of high. Thus,
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medium impact and medium likelihood result in medium risk. The summary table

shows more information about the risk analysis.

Table 4.3: Electric Vehicle Charging Stations Security Profiling and Risk Assessment

Aspect Surface of
Threat

Sub-
Surface

Vulnerability Challenges and Attacks Threats Criteria Possible Countermeasures L I R

Charging
Station
Security

Communication
Threats

Station to
Grid

Station
to Vehi-
cles, ISO
15118 [30,
96,97]

• EVSE Charging Sessions
Tampering,

• EVSE Communication
and Session Eavesdrop-
ping,

• Charging Session Infor-
mation Theft,

• Side-channel Attacks.

•
Tampering,

•
Repudiation,

• Info. dis-
closure.

Charging stations communicate with vehicles af-
ter handshaking, according to ISO 15118. They
exchange vital information, which may lead to
information disclosure, and vehicles are subject
to tampering while charging. Threat source is
motivated, but adversaries require direct physi-
cal access while the vehicle charges. A successful
attack can cause delay or failure in noncritical
services or minor harm to individuals

• To detect and prevent EVSE charging sessions tam-
pering: Session verification Anomaly detection, En-
cryption, Authentication [166],

• To prevent EVSE communication and session eaves-
dropping: Identity verification and authentication
(Encryption), Intrusion detection system, Physical
layer security [116],

• To avoid charging session information theft: Privacy
policies, Differential privacy, Encryption, Intrusion
detection system [68,166],

• To prevent side-channel attacks: Masking commu-
nication pattern, Randomized delay elements [108].

R L L

Station
to Grid,
SCADA [87,
122,123]

• SCADA Information
Theft,

• Grid False Data Injec-
tion,

• SCADA Privilege Esca-
lation.

•
Tampering,

• Info. dis-
closure,

• Elevation
of Privi-
leges.

Stations are monitored in SCADA as part of the
smart grid. SCADA contains sensitive informa-
tion regarding users, payments, and station sta-
tus, making it a good target for information dis-
closure. Also, attackers with high privileges can
erase track of attacks in monitoring systems or
impersonate valid assets to exercise further at-
tacks. Threat source is highly motivated and
requires a certain skill level to perform an at-
tack. The adverse impact of a successful attack
targeting SCADA can lead to catastrophic con-
sequences causing damage to the smart grid, de-
stroying critical information, or even causing a
widespread power outage.

• To prevent SCADA information theft: Privacy Poli-
cies, Differential privacy, Intrusion detection sys-
tem [161],

• To detect grid false data injection: Authentication,
Message integrity check, Intrusion detection sys-
tem [23,196],

• To prevent SCADA privilege escalation: Identity
verification and authentication (Encryption), Fire-
walls, Intrusion detection system [12,171].

M H H

Station to
Grid, Ope-
nADR [246,
354]

• Brute Force Attack,
• Demand Response Infor-

mation Theft,
• Demand Response DoS.

• Spoofing,
• Info. dis-

closure,
• DoS.

Stations as part of the smart grid contribute
to demand response. This participation makes
them vulnerable to the disclosure of grid in-
formation and attackers who impersonate valid
endpoints within the grid to attack stations.
There are known vulnerabilities in OpenADR,
but specific mitigations are placed to impede
the attacks. Adverse effects of attacks targeting
demand-response can cause failure in real-time
operation or disclosure of network connectivity
or power network information.

• To prevent brute force attack: Identity verifica-
tion and authentication (Encryption), Rate limit-
ing [318],

• To detect and prevent demand response informa-
tion theft: Authentication, Encryption, Digital sig-
nature [19,338],

• To prevent Demand Response DoS: Intrusion
detection system, Load balancing, Blockchain,
Software-defined networking [311].

M M M

Station to
Station,
Schedul-
ing [81, 116,
219]

• EVSE or Cloud Server
Spoofing or Imperson-
ation,

• EVSE and Cloud Com-
munication DDoS,

• Botnet Attack.

• Spoofing,
• DoS.

Stations communicate with other stations for
price and status exchange. Spoofing as a valid
station or denying communication of a station
are common attacks. This communication can
be remotely accessed and is highly exposed to
the Internet. Mitigation techniques are usually
not in place to impede such attacks. Adverse
effects of a successful attack can cause delay or
failure in station services, and while adversaries
seek to disturb station services, they are not con-
cerned with being detected.

• To prevent EVSE or cloud server spoofing or im-
personation: Authentication, Secure connection
(TLS), Intrusion detection system, Redundant ver-
ification [22],

• To prevent EVSE and cloud communication DDoS:
Rate limiting, Intrusion detection system, Firewalls,
Traffic scrubbing and DDoS prevention services [92,
116],

• To prevent Botnet Attack: Network segmenta-
tion, Intrusion detection system, Antivirus and anti-
malware software, Behavioral analysis and anomaly
detection [8].

H L M

Station to
Cloud Station

to Server,
OCPP [14,
22]

• OCPP Packet Sniffing or
Device Spoofing,

• Management Building
Spoofing,

• OCPP Eavesdropping,
• OCPP DoS.

• Spoofing,
•

Repudiation,
• DoS.

Similar to scheduling, stations constantly ex-
change information with manufacturers’ servers
using the OCPP protocol. Common attacks are
impersonating a valid station to obtain informa-
tion from a server or denying one station’s con-
nection to the server. This communication is
highly exposed to the Internet and external sys-
tems, and also limited mitigations are in place
to impede the attack. The adverse impact of ex-
ercising attacks toward OCPP can cause station
availability violations, network connectivity dis-
closure, or medium fines for stations.

• To prevent OCPP Packet Sniffing or Device Spoof-
ing: Authentication, Physical layer security, Intru-
sion detection system, Redundant verification [109],

• To avoid management building spoofing: Identity
verification and authentication (Encryption), Digi-
tal Signatures [116],

• To prevent OCPP Eavesdropping: Authentication,
Intrusion detection system, Redundant verification,
Encryption [109,218],

• To evade OCPP DoS: Secure connections (TLS),
Network segmentation, Intrusion detection system,
DoS prevention systems [218].

H M H

Physical
Threats

Power
Systems

Power,
Transform-
ers, Power
Cable, etc.

• Vandalizing,
• Power Replay Interfer-

ence.

•
Tampering,

• DoS.

Tampering with the power system of stations is a
common attack and requires skill and resources
to access the components physically. Adver-
saries are unlikely to initiate the threat event,
and in case of a successful attack, impacts can
have medium fines for the station or failure in
real-time operation of the system

• To prevent vandalizing: Tamper-proof hardware,
Physical layer authentication [259],

• To avoid power replay interference: Hardware-
based Security including Geo-Fencing and Distance
bounding, Redundancy and Fingerprinting [41].

R M L

Controllers

ECUs,
TCUs,
Embedded
Systems,
Measure-
ments, etc

• Measurement Tamper-
ing,

• Injecting Malware,
• Charging Station Hi-

jacking.

•
Tampering,

• Elevation
of Privi-
leges.

Tampering with controllers in stations using
malware or code injection, which later can erase
the tracks of the attacks, is a common attack.
Like power systems, controllers need physical ac-
cess, and adversaries require resources to exer-
cise attacks. The adverse impact of the attacks
can cause a loss of events occurring within the
system. Adversaries seek to disturb the normal
operation of the stations.

• To block measurement tampering: Tamper-proof
hardware, Data verification, Intrusion detection sys-
tem, physical layer security [153],

• To avoid and detect Injecting Malware: Malware
detection, Firmware updates, Physical layer secu-
rity [243],

• To prevent charging station hijacking: Identity
verification and authentication (Encryption), In-
trusion detection system [121].

R M L

A.1.2. Station-to-Cloud Communication

Charging stations communicate with cloud servers and other stations for scheduling,

authentication, payment, and user interactions. Both types of communication need

extra attention as known vulnerabilities exist and are exposed to third-party appli-
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cations. Here, we will demonstrate them along with their potential vulnerabilities.

A.1.2.1. Station-to-Station Communication

Charging stations communicate with other stations via a cloud server mainly for

scheduling and pricing [355]. Charging stations can implement pricing strategies

with other stations to maximize their profit [355]. Charging stations also communi-

cate with each other to establish ground rules or dynamic pricing regarding the cost

of electricity [323]. This pricing communication type is also necessary for demand

response. Attackers can compromise charging stations by communicating with other

charging stations to gain advantages for pricing information or even compromise the

grid, forcing it to enter an unstable status. Studies such as [81, 116, 219] provide

further details of various attacks towards charging station communication. Compro-

mising charging station scheduling can damage the system or cause fraud and client

dissatisfaction for companies. The risk associated with this vulnerability in our frame-

work is low as the impact of the damage is mostly limited and predictable, and many

mitigation techniques exist to impede these attacks. The summary table shows more

information about the risk assessment.

A.1.2.2. Station-to-Server Communication

Another type of communication with the cloud in charging stations is between a sta-

tion and a cloud server. Stations need to stay in discussion with servers for security

and updates, such as authentication of the user, user payments, and other user ac-

tivities, such as a user asking for vehicle information [155]. Cloud communication

security has always been a hot topic among researchers because of its known vul-

nerabilities [16]. Studies inform these vulnerabilities such as [275, 356]. OCPP is

the protocol that works as a standard for charging stations to communicate to any

cloud server or manufacturer [278]. OCPP and any cloud communication are tar-

gets for attackers to compromise a charging station. Examples of attacks targeting

such communications include DoS attacks, Data disruption, information blocking,
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and modifications. More information regarding such attacks is presented in [14, 22].

Affecting cloud communication can result in fraudulent payments or vehicle theft,

which causes severe damage to users. Because of known vulnerabilities, researchers

proposed many mitigations to limit the attacks to cloud servers, but a successful at-

tack can cause severe results. Thus, the risk associated with cloud communication

vulnerability is medium. The summary table shows more information about the risk

analysis.

A.2. Physical Threats

One major challenge differentiating charging stations from most IoT devices is the

physical accessibility [15]. Public physical access to stations for interface and billing

purposes increases vulnerabilities [116]. In this thesis, we divide the physical access

attack surface into two types: vulnerabilities that threaten the power system of a

station and the controller part.

A.2.1. Power Systems

All charging stations have power systems to demand power from the grid and gener-

ate or transfer it to the vehicle [75]. Reviewing the load demand of charging stations

is a must for countries before placing them in local areas since it may cause load

errors for the grid. Authors in [76] review strategies for placement of the stations.

Because charging stations are physically accessible, vandalizing and damaging the

power system are critical issues. An example of an important physical attack is phys-

ical side-channel attacks in charging stations [22,116] that may result in information

disclosure or fraud. Although the probability of physical vandalism or connecting a

USB to the stations for side-channel attacks is low, the impact of successful physical

attacks can be severe, leading to fire hazards or station malfunctioning. Thus, the

risk associated is low. The summary table shows more information about the risk

analysis.
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A.2.2. Controllers

Charging stations are controlled by embedded controllers, ranging from a single board

controller to more advanced PLC controllers like those in Siemens’ stations [291].

These controllers need to be physically accessible for technicians to address any issues,

which creates a physical attack surface for attackers to inject malicious code, malware,

or vandalize the ECU [91]. Similar to the power system part, although the probability

of physical tampering is low, the impacts can be severe as they can destroy a whole

charging station. Therefore, the risk associated with physical access to controllers is

medium. The summary table provides more information about the risk analysis.

4.4.2 Electric Vehicle Information Privacy Profiling

Table 4.4: Electric Vehicle Information Privacy Profiling and Risk Assessment

Aspect Surface of
Threat

Sub-
Surface

Vulnerability Challenges and Attacks Threats Criteria Possible Countermeasures L I R

Information
Privacy

Vehicle
Driven Pri-
vacy

Vehicles
Data

Sensors
Data [141,
272]

• EV Sensors Spoofing,
• EV Sensors Data Tam-

pering,
• Relay and Tracking At-

tacks,
• Sensors Eavesdropping,
• EV Telemetry Data

Theft.

• Spoofing,
• Tampering,
•

Repudiation,
• Info. disclo-

sure.

Sensors and actuators in EV systems contain
sensitive information, that disclosure of those
data can cause disastrous consequences. Threat
source is highly motivated, but accessing these
data requires specific skills. Data threats can
cause the loss of sensitive consumer data, re-
sulting in vehicle theft or significant financial
damage to the asset.

• To avoid EV Sensors Spoofing: Data correlation and
validation, Encryption, Anomaly Detection [72],

• To prevent EV Sensors Data Tampering: Data vali-
dation checks, Secure communication, Anomaly de-
tection, Blockchains [194],

• To block Relay and Tracking Attacks: Finger-
printing, Distance bounding, Frequency hopping,
Blockchain [61,258],

• To avoid sensors eavesdropping: Access controls,
Physical layer security, Encryption [102],

• To stop EV Telemetry Data Theft: Privacy
policies, Encryption, Authentication, Differential
privacy [191,209].

M H H

In-Vehicle
Informa-
tion [107,
141,319]

• In-vehicle Bus Eaves-
dropping

• Vehicle Identity Theft,
• Side-channel Attacks in-

cluding Cache Attacks,
• Vehicle Communication

DoS.

•
Repudiation,

• Info. disclo-
sure,

• DoS.

Each vehicle stores sensitive data that are de-
rived from vehicle events. Adversaries with high
privilege can access information, erase vehicle
security events, or steal vehicle information for
further attacks. The threat source is motivated,
and the adversary requires a certain skill level.
Performing such an attack often requires adver-
saries to have physical access with high privi-
leges. The adverse impact of exercising the at-
tack is loss of events or logs and loss of informa-
tion.

• To avoid in-vehicle bus eavesdropping: Access con-
trols, Physical layer security, Encryption, Authen-
tication, Moving target defense [42,172],

• To prevent vehicle identity theft: Privacy policies,
Access controls and Physical layer security [114],

• To block side-channel attacks, including cache at-
tacks: Masking, Redundant execution, Machine
learning [310,324],

• To prevent vehicle communication DoS: Rate limit-
ing, Flow control, DoS prevention services [88,120].

R M L

User Driven
Privacy

Users Data

Personal
Data [228,
319]

• User Data Spoofing,
• User Identity Theft,
• Communication Eaves-

dropping,
• EV or User Information

Theft,
• User Profiling Attack,
• EV or EVSE Unautho-

rized Data Access.

• Spoofing,
• Info. disclo-

sure,
•

Repudiation,
• Elevation of

Privileges.

Personal data stored within clouds, software, or
vehicles are considered sensitive to users. In-
formation such as payments and addresses can
cause dangerous outcomes. Threat source is mo-
tivated to exercise attack. Adversaries require
skills, and known vulnerabilities exist within the
software, but mitigation techniques are placed
to limit the attacks. The adverse impact of suc-
cessful information loss can cause slight dissat-
isfaction among users.

• To prevent user data spoofing: Data validation
checks, Anomaly and fraud detection [102],

• To avoid user identity theft: Privacy policies, Dif-
ferential privacy, Access control [114,129],

• To prevent communication eavesdropping: Se-
cure connections (TLS), Intrusion detection system,
Channel hopping [102,253],

• To block EV or user information theft: Privacy poli-
cies, Encryption,

• To avoid user profiling attacks: Privacy policies,
Encryption, Data minimization and privacy by de-
sign [60,343],

• To prevent EV or EVSE unauthorized data access:
Access controls and physical layer security, Intru-
sion detection system [22].

M L M

Grid
Related
Data [290]

• Demand Response Data
Tampering,

• EV or EVSE Energy
Trading Inference At-
tack,

• EVSE Unauthorized
Data Access.

• Tampering,
• Info. disclo-

sure,
• Elevation of

Privileges.

Vehicles constantly communicate with smart
grids, especially during charging, and often
exchange energy-related information. Drivers
should be aware of devices connected to the ve-
hicle and their information exchange. This in-
formation is subject to adversaries’ attacks to
compromise users’ privacy. Adversaries often
require physical access, and successful attacks
can result in the loss of non-critical information.
Threat source is slightly motivated and is often
in pursuit of personal gains, but mitigations are
in place to control the attacks.

• To prevent demand response data tamper-
ing: Encryption, Intrusion detection system,
Blockchain [65,129],

• EV or EVSE Energy Trading Inference Attack: Dif-
ferential privacy, Encryption, Intrusion detection
system [32,285],

• EV or EVSE Unauthorized Data Access: Access
controls and physical layer security, Intrusion
detection system [22].

R L L

Different types of information must be kept private to ensure privacy in EVs. The first
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type is driver information stored in the vehicle’s internal memory. This information

includes personal details such as the driver’s name, addresses, phone numbers, and

preferences such as driving habits and routes. The second type of information is sensor

data that can potentially reveal users’ locations or other sensitive details, such as a

camera. Third parties can use this data to track users’ movements and habits, which

can severely breach privacy. To mitigate these risks, manufacturers must implement

measures to protect user data and establish data handling and storage regulations.

Studies such as [141, 272] provide additional details. The likelihood of an attack on

information privacy is considered high, and its impact can also be severe. Therefore,

its risk is evaluated to be high. The summary table provides more information on the

risk analysis.

The data within communication with the cloud server, other vehicles, or charging sta-

tions are also vital. This information varies from sensitive information for users, such

as passwords and payments, to information usually used in software, such as authenti-

cation tokens and vehicle status [25]. Another type of private information that needs

protecting is the information that users are unaware of, but vehicle uses. One example

of this type is vehicle grid communication when the vehicle is charging. Information

such as connected devices and visited charging stations are transmitted to the grid

for authentication and power demand. Other confidential information is information

related to the vehicle, for example, Vehicle Identification Number (VIN) can be used

for transmision [290, 319]. This information is vital to users, and companies must

ensure their privacy. A summary of this information, its related vulnerabilities, chal-

lenges and attacks, STRIDE mapping, possible countermeasures, and the associated

risk can be found in Table 4.4.
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4.4.3 Electric Vehicle Software Security Profiling

This section of the thesis discusses the importance of software security in EVs. There

are two types of software systems in the EV ecosystem: software that connects to the

EV (manufactured by EV manufacturers or third-party software providers) and soft-

ware or firmware of embedded systems that make the EV functional [85,284]. Software

vulnerabilities can cause EV failures, which can propagate a malicious event to the

grid or users. Software vulnerabilities are divided into two categories: application-

level security and cloud-level security. Failure of security countermeasures in each

category can impact the entire EV system. This section provides a detailed discus-

sion of software security categories, their risks, vulnerabilities, challenges and attacks,

STRIDE mapping, and possible countermeasures, which can be found in Table 4.5.

C.1. Application Threats

Almost every modern product comes with a software application that interacts with

users, monitors a device, or is part of the product’s functionality. EVs often come

with software for various purposes, such as monitoring the vehicle’s status and his-

tory of travel routes or providing access to autonomous driving, as seen in Tesla [93].

Moreover, embedded systems code is vulnerable, and attackers can inject malicious

malware if physically accessed. In this section, we define each application’s vulnera-

bilities and associated risks.

C.1.1. Software Applications

Vehicles have mobile and desktop applications that allow users to interact with them.

These applications vary from iOS, Android, and desktop applications to other third-

party monitoring applications such as [85, 284]. If an attacker compromises such

applications, users can be affected. For instance, an attacker can show false data

about the status of the battery and make the user believe the vehicle is in good con-

dition, causing future failures. An example of a software attack that can have severe
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outcomes is directed against an autonomous driver application. AV software usually

waits for commands, and if an attacker injects a malicious command, it can cause

devastating consequences such as vehicle theft or brake failure [268]. Because known

vulnerabilities exist and can sometimes be compromised by limited resources, the

likelihood of such attacks is high, but their associated risk is medium. Vulnerabilities

and their associated risks can be found in the summary table.

C.1.2. Embedded Systems

Each EV has embedded systems that perform various functions to enable the vehicle

to operate. These embedded systems include controller ECUs, infotainment systems,

telemetry services, and management systems such as battery management systems.

While most embedded systems are only accessible to manufacturers, some are vulner-

able due to their physical accessibility. Anyone capable of opening the car’s front hood

can introduce vulnerabilities such as malware injection or physical tampering [165].

Additionally, EVs have an interface that allows users to access critical in-vehicle infor-

mation and diagnostics called OBD, which is vulnerable to unauthorized access and

needs to be secured [333]. Compromising a vehicle’s embedded systems requires skill

and resources, so the probability of such an attack is medium. Also, attacking these

components may cause failure in certain vehicle parts, and manufacturers often design

backup systems for their ECUs to reduce the impact of an attack. Therefore, the im-

pact of compromising embedded systems is classified as medium, and the associated

risk is medium. Please refer to the table for more information about vulnerabilities

and their associated risks.

C.2. Cloud Threats

EVs require continuous communication with backend servers to exchange information

regarding the vehicle’s status, obtain user information and queries from the server,

and perform firmware updates or patches. Cloud threats can be categorized into
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Table 4.5: Electric Vehicle Software Security Profiling and Risk Assessment

Aspect Surface of
Threat

Sub-
Surface

Vulnerability Challenges and Attacks Threats Criteria Possible Countermeasures L I R

Vehicles
Software
Security

Application
Threats

Software
Application

Mobile and
Desktop
Applica-
tion [47,
165]

• Brute Force Attack,
• Spoofing Identity Au-

thentication,
• EV or EVSE Software

Tampering,
• EV or EVSE Software

MitM Eavesdropping,
• EV and EVSE Software

DDoS,
• Software Data Theft,
• Side-channel Attacks,

including Timing At-
tacks.

• Spoofing,
•

Tampering,
•

Reputation.
• Info. dis-

closure,
• DoS,

Information theft from applications and bypass-
ing authentication to log in as valid users are
common attacks. Such systems are highly ex-
posed to the Internet, and often vulnerabilities
exist. Attackers may obtain information about
clients or attempt to modify them later.

• To prevent brute force attack: Identity verification and
authentication (Encryption), Rate limiting [223],

• To avoid spoofing identity authentication: Authentica-
tion, Captcha or similar mechanisms, Anomaly detec-
tion [80],

• To block EV or EVSE software tampering: Code sign-
ing, Regular software updates, Two-factor authentica-
tion [27,127],

• To evade EV or EVSE software MitM eavesdropping:
Secure connections (TLS), Intrusion detection system,
Channel hopping [257,271],

• To prevent EV and EVSE software DDoS: Intrusion
detection system, Behavioral analysis and anomaly de-
tection, DoS-prevention services [220],

• To avoid software data theft: Privacy policies, Regular
security testing, Encryption [114],

• To evade side-channel attacks, including timing
attacks: Delay execution, Redundant execu-
tion [116,162].

H M H

Embedded
Systems

Hardware
Vulnerabil-
ities [165,
295]

• Injecting Command,
Malware or Insecure
Code,

• Embedded System Tam-
pering

• Firmware/OS Kernel
Tampering.

• Over The Air Updates
Tampering,

• Side-channel Attacks,
• Configuration and Relay

Attack,

•
Tampering,

• Info. dis-
closure,

• Elevation
of Privi-
lege

Onboard diagnostic issued for troubleshooting
and tampering with it can cause erasing tracks
of an attack. This vulnerability exists, and some
mitigations are placed to limit the damage. The
system is exposed only to adversaries with a par-
ticular skill level. The impact of a successful at-
tack can vary from malfunctioning of the vehicle
in real-time or loss of events and security logs.

• To prevent injecting commands, malware, or insecure
code: Malware detection, Firmware updates, Access
control and physical layer authentication [11,308],

• To avoid embedded system tampering: Tamper-proof
hardware, Hardware-based Security including Geo-
Fencing and Distance bounding [345],

• To evade firmware/OS kernel tampering: Tamper-
proof hardware, Intrusion detection system, Secure
boot [317,345],

• To block over-the-air updates tampering: Code signing
and secure boot, Intrusion detection system, Redun-
dant verification [127],

• To detect and prevent side-channel attacks: Re-
dundant Execution, Masking, Randomized delay ele-
ments [116,310],

• To block configuration and relay Attack: Intrusion
detection system, Encryption, Tamper-proof hard-
ware [61,130].

M M M

Cloud
Threats

Firmware
Security
Threats

Firmware
Vulnerabil-
ities [231,
341]

• Firmware Spoofing,
• Updates and Over The

Air Updates DoS,
• Software-initiated Fault

Attacks for Embedded
Systems,

• Firmware/OS Kernel
Exploitation.

• Spoofing,
• DoS,
• Elevation

of Privi-
lege

Tampering and injecting codes or malware into
firmware while updating is a typical attack, as
the firmware is core to the system. Threat
sources are highly motivated, and OTA updates
are often exposed to the Internet. Attacks can
cause a violation of the availability of the system
and medium fines to the asset. The dissatisfac-
tion of the client is also another possible impact.

• To prevent firmware spoofing: Code signing, Firmware
encryption, Physical security [134],

• To evade updates and over-the-air updates DoS: In-
trusion detection system, Behavioral analysis and
anomaly detection, Software-defined networking [127,
270],

• To avoid software-initiated fault attacks for embedded
systems: Code and data integrity checks, Intrusion de-
tection system, Tamper-proof software [181],

• To block firmware/OS kernel exploitation: Runtime
verification and memory protection, Firmware signing
and Encryption [50,345].

H M H

Server-Side
Security
Threats

Server
Vulnerabili-
ties [138]

• Server or Software Im-
personation,

• SQL Injection,
• Injecting Command,

Malware or Insecure
Code,

• Charging fraud and
Transaction Manipula-
tion,

• Cloud Information
Theft,

• Software Cloud Service
DDoS,

• Firmware Exploitation
and Unauthorized Ac-
cess.

• Spoofing,
•

Tampering,
• Info. dis-

closure,
• DoS
• Elevation

of Privi-
lege

Cloud security and attacks against it are in De-
nial of service and elevation of privileged areas
of focus in STRIDE. Clouds are highly exposed
to the Internet and external systems. Threat
sources are highly motivated. Known vulnera-
bilities exist within the cloud, but mitigations
are placed to impede the attacks. There is a
possibility of information disclosure, and if ad-
versaries manage to get high-privilege access to
the server, loss of critical information is possible

• To prevent server or software impersonation: Authen-
tication, Secure connection (TLS), Intrusion detection
system, Redundant verification, Blockchain [27,140],

• To avoid SQL injection: Access control, Parameterized
queries, Encryption, Authentication [225,277],

• To evade injecting commands, malware, or insecure
code: Malware detection, Firmware updates, Intrusion
detection system [11,308],

• To block charging fraud and transaction manipula-
tion: Authentication, Encryption, Payment gateways,
Blockchain [164,303],

• To prevent cloud information theft: Differential pri-
vacy, Privacy policies, Encryption [13],

• To resist software cloud service DDoS: Intrusion detec-
tion system, Behavioral analysis and anomaly detec-
tion, Content delivery networks [220].

• to prevent firmware exploitation and unauthorized
access: Secure boot, Firmware signing, Encryption,
Access control [69,317].

H L M
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two main security concerns: vehicle firmware and server-side security. Firmware pro-

vides low-level control for specific hardware, such as ECUs and management systems.

However, the firmware is a vulnerable point for attackers to exploit as it may contain

bugs or vulnerabilities [64]. On the other hand, server-side or backend codes are also

vulnerable to attacks due to the millions of lines of code included in their applica-

tion. Securing servers is a crucial topic among researchers, and several mitigation

and defense strategies have been proposed [156]. In an EV ecosystem, compromised

servers can send malicious information to vehicles, making them susceptible to further

attacks.

C.2.1. Firmware Security Threats

The firmware on ECUs and embedded systems enable various functionalities in EVs.

As attackers continuously use new tools and software to compromise systems, it is

necessary to provide new patches and updates to ensure the complete security of

systems. Vehicle manufacturers need to send updates, but it is not feasible to access

vehicles physically one by one, so updates are done Over The Air (OTA). OTA up-

dates open new doors for adversaries to compromise EVs [64]. ECUs firmware and

direct updates are also susceptible to attacks, but a successful attack against them is

much less likely. Another type of vulnerability that needs attention is EVSEs firmware

as they are more likely to be targeted as they are physically available compared to

built-in vehicle ECUs [231, 341]. The impact of compromising an EV firmware can

be severe because if a malicious code injects into the EV’s firmware, it can go unde-

tected for weeks or months. The risk associated with firmware security is medium.

Vulnerabilities and their associated risks can be found in the table.

C.2.2. Server-side Security Threats

Much information is exchanged during server communication, making it easier for

attackers to eavesdrop on or modify messages. EVs are also constantly exchanging

53



information with backend servers, vulnerable to threats such as database attacks,

cloud services attacks, and REST-API vulnerabilities [138]. Energy management mi-

croservices are a component of the EV ecosystem vulnerable to server-side attacks.

Manufacturers have various APIs for vehicles to communicate and set management

policies. If an attacker compromises the energy management system and sends mod-

ified messages, it can cause an unstable phase resulting in dangerous consequences

such as a battery explosion. Attacking servers and clouds requires high skill and can

happen remotely, so the likelihood of such an attack is high. However, developers

continuously develop backend codes with security in mind and try to design resilient,

resistant, and tolerant servers, minimizing the threats and results caused by vulner-

abilities. Thus, the impact of these kinds of attacks is low. The risk associated with

server-side security is medium.

4.4.4 Connected Electric Vehicles Security Profiling

As IoT emerged, ICVs became a growing area of study. Studies examined the impact

of ICVs on routine tasks, such as [234]. While this new type of transportation can

make road travel safer and more comfortable, it also opens doors for attackers, mak-

ing them vulnerable and extremely dangerous if security fails [199]. ICV security is

vital because the whole platoon becomes insecure if an attacker manages to compro-

mise one. A major issue that makes such a system vulnerable is the cyber-physical

nature of ICVs [236]. Thus, security requirements in ICVs include communication

and component threats security. This section categorizes attack surfaces, subsur-

faces, vulnerabilities, challenges and attacks, STRIDE mapping, risk assessment, and

possible countermeasures in ICVs. Table 4.6 summarizes this information.

D.1. Component Threats

Component-level security or physical security of ICVs includes physical and controller

parts security. According to a newly published book on ICVs [103], an EV has fifteen
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Table 4.6: Connected Electric Vehicle Security Profiling and Risk Assessment

Aspect Surface of
Threat

Sub-
Surface

Vulnerability Challenges and Attacks Threats Criteria Possible Countermeasures L I R

Connected
Vehicles
Security

Component
Threats

Physical
Threats

Vehicle
Power Sys-
tem [300,
341]

• Embedded System Tam-
pering,

• Power System Vandaliz-
ing,

• Battery Tampering,
• Vehicle Energy Manage-

ment System and Elec-
trical Drive System Data
Theft.

• Battery Management
Communication Net-
work DoS

• Tampering,
• Info. disclo-

sure,
• DoS.

Physical tampering with the power system and
information theft of the energy management sys-
tem (often physical connection) are common
STRIDE attacks. Because the physical body of
the vehicle and power system are safeguarded, it
is not exposed to external systems. The impact
of such attacks can cause failure in the real-time
functionality of the vehicle and slight financial
damage to the asset.

• To prevent embedded system tampering: Tamper-
proof hardware, Tamper-proof firmware, Physical
security [345],

• To avoid power system vandalizing: Tamper-
proof hardware, Tamper-proof firmware, Redun-
dant transformers, Physical security [116,347],

• To evade battery tampering: Secondary bat-
tery, Tamper-proof hardware, Physical security,
Blockchain [6, 139],

• To resist vehicle energy management and electrical
drive system data theft: Encryption, Code obfusca-
tion, Intrusion detection system [78,213],

• To prevent battery management communi-
cation network DoS: Network segmentation,
Access control, Encryption, Secondary Battery,
Blockchain [124].

R M L

Controllers
Threats

Main Con-
troller [101,
261]

• Connected Vehicle Im-
personation,

• Brute Force Attack,
• Connected Entity Spoof-

ing,
• Connected Vehicle Pro-

filing Attack,
• Message Repudiation

including Implemen-
tation/Masquerade
Attack,

• Connected Vehicles Hi-
jacking.

• Spoofing,
• Tampering,
• Info. disclo-

sure,
•

Repudiation,
• Elevation of

Privileges.

Physical tampering with control systems and
ECUs are common STRIDE attacks. Because
the physical body of the vehicle and power sys-
tem are safeguarded, it is not exposed to exter-
nal systems. The impact of such attacks can
cause failure in real-time functionality of the
vehicle, or in case of malware injection, it can
slightly damage vehicles ECUs.

• To prevent connected vehicle impersonation :
Redundant authentication, Secure communication
(TLS), Intrusion detection system, Physical layer
security, Blockchain [78],

• To avoid brute force attack: Identity verifica-
tion and authentication (Encryption), Rate limit-
ing [302],

• To evade connected entity spoofing: Encryption and
digital certificates, Redundancy, Intrusion detection
system, Blockchain [305],

• To resist connected vehicle profiling attack: Encryp-
tion and anonymization, Privacy policies, Authen-
tication [104],

• to prevent message repudiation, including imple-
mentation/masquerade attack: Timestamps, Dig-
ital signatures and message authentication, Intru-
sion detection system, Forensic detection system [3,
137],

• to block connected vehicles hijacking: Intrusion
detection and prevention system, Physical layer
security, Redundant authentication and identity
verification, machine learning [78,226].

M M M

Embedded
Sys-
tems [59,89]

• Brute Force Attack,
• Injecting Malware,
• Injecting Insecure Code,
• Event Logging Repudi-

ation and Forensic At-
tack,

• Botnet Attack,
• Rootkit attack,

• Tampering,
•

Repudiation,
• DoS,
• Elevation of

Privileges.

Tampering with embedded systems and electric
boards in the vehicle is another type of STRIDE
area focus. Electric parts of the vehicle are safe-
guarded within the body and are not exposed
to external systems. The threat source is not
motivated, and such attacks can cause a delay
in functionality or minor adverse effects.

• To avoid brute force attack: Identity verifica-
tion and authentication (Encryption), Rate limit-
ing [302],

• To prevent injecting malware: Malware detection,
Firmware updates, Physical layer security [11],

• To evade injecting insecure code: Code obfuscation,
Firmware updates, Intrusion detection system [83,
308],

• To resist event logging repudiation and forensic at-
tack: Tamper-evident logging, Secure time synchro-
nization, Encryption [137],

• to prevent botnet attack: Network segmentation,
Intrusion detection system, Antivirus and anti-
malware, Machine learning [146,260],

• to block rootkit attack: Intrusion and malware
detection system (rootkit detection software),
Network segmentation, Machine learning [125,260].

R L L

Communication
Threats

DSRC
Commu-
nication
Threats

DSRC
Com. and
Network
Vulnerabili-
ties [18, 21,
111, 149,
160,357]

• Packet Sniffing,
• Network Discovery At-

tacks,
• Radio Frequency Inter-

ference Attack,
• DSRC DDoS.

• Info. disclo-
sure,

• DoS.

DSRC is mainly used for V2V and V2I com-
munications. Spoofing and impersonating a
valid vehicle in the platoon or road infrastruc-
ture can cause dangerous effects for an EV. An-
other attack is denying safety-critical messages
from valid vehicles, causing malfunctioning in
the compromised EV. Known vulnerabilities ex-
ist for this technology. However, DSRC was de-
signed with security in mind to impede many of
these attacks. DSRC communication is exposed
to anyone within its range of communication,
and threat sources are motivated. Attackers can
cause loss of events and dissatisfaction among
clients.

• To avoid packet sniffing: Secure connections (TLS),
Network segmentation, Intrusion detection sys-
tem [201],

• To prevent network discovery attacks: Intrusion de-
tection and prevention system, Network Segmenta-
tion [352],

• To evade radio frequency interference attack: RF
shielding, Frequency hopping, Signal filtering [239,
302],

• To resist DSRC DDoS: Intrusion detection system,
Anomaly detection, Traffic scrubbing and DDoS
prevention services [34,167].

H M H

C-V2X
Commu-
nication
Threats

C-V2X
Com. and
Network
Vulnerabil-
ities [21,
131], [18,
111, 149,
357]

• Replay Interference At-
tack,

• Cooperative Interference
Attack,

• V2X DDoS,
• Connected Entity

DDoS.

• Spoofing,
• DoS.

Impersonating as other valid entities to compro-
mise C-V2X enabled vehicles or denying commu-
nication services of those vehicles are common
attacks. Various known attacks are identified.
Hacking through V2X can result in total vehicle
failure, but carmakers often provide methods to
limit the attack and turn the vehicle into manual
mode in case of danger. C-V2X communication
is highly exposed to external systems, and threat
sources are motivated. Attackers can cause loss
of events and dissatisfaction among clients.

• To avoid replay interference attack: Flow control,
Timestamp, Intrusion detection system [210],

• To prevent cooperative interference attack: Chan-
nel hopping, Cooperative intrusion detection sys-
tem [70],

• To resist V2X DDoS: Intrusion detection system,
Anomaly detection, Traffic scrubbing, and DDoS
prevention services [34,167].,

• To block connected entity DDoS: Rate limiting,
Flow control [3, 21].

H M H

hackable parts. In [203], the authors demonstrate how different physical layer security

measures can address these issues. Controllers and embedded systems within an EV

are also prone to malware and physical side-channel attacks. Failure to meet security

requirements can have dangerous consequences, as discussed in this subsection.

D.1.1. Physical Threats

55



The physical components of EVs vary from the body to replaceable parts. Here, we

categorize the physical component as the power system because almost every attack

targets the power system, which can have a severe impact, as opposed to any other

physical component with almost no impact.

D.1.1.1. Vehicle Power System

Examples of power systems in EVs include the vehicle body, Energy Management

System (EMS), and Electrical Drive System (EDS) [300, 341]. Attacks on these sys-

tems can severely impact the power grid or the vehicle. For instance, compromising

the EMS and forcing it to demand more power from the grid than it should cause an

energy outbreak. Physical attacks can also cause accidents if undetected, but they

typically require significant resources and physical access. Therefore, the likelihood

of such attacks is rare. However, the risk associated with power system security is

medium because of the impacts.

D.1.2. Controllers Threats

EV controllers include main controllers and several embedded systems. Manufacturers

try to physically protect controllers by hiding most embedded systems from being

visible [261]. However, these hardware devices are accessible and can be points of

interest for attackers looking to inject malware or tamper. This section discusses

which parts of the vehicle controller systems are vulnerable to compromise.

D.1.2.1. Main Controller

One vital part of an EV is the main controller. Some examples of controllers are

TCU, ECU, and the computation units that work with different ECUs and TPUs

using trusted computations [101, 261]. Another type of controller is the battery con-

troller [314]. Unlike other physical parts in EVSEs and EV power systems, the proba-

bility of someone getting physical access to controllers is medium as it requires almost

no resources. Also, if an attacker successfully tampers with a controller, it can spread

the malicious code to other connected vehicles or EVSEs, causing a botnet attack.
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Thus, the magnitude of this vulnerability is also medium, which results in medium

risk. The summary table shows more information about these attacks and their as-

sociated risks.

D.1.2.2. Embedded Systems

Failure in an embedded system can cause ECU failures, such as failure in actuators

and autonomous driver assistants [207]. Although most embedded systems are hidden,

some are vulnerable points to target, such as vehicle sensors, ultrasonics, and cam-

eras. Two critical embedded systems are primary and secondary controllers [59, 89].

Another part that needs security attention is the vehicle battery charging system [322]

and braking system [242], which are also physically embedded systems at risk of being

tampered with by an attacker. The likelihood of physical attacks is low because the

attacker requires direct physical access to the vehicle and enough knowledge about

the vehicle’s architecture. The impact is a real-time failure and dissatisfaction of

clients. Thus, the risk associated with firmware security is low. The summary table

shows more information about these attacks and their risks.

D.2. Communication Threats

There are four main types of communication in ICVs: V2V, V2I, V2N, and V2P [105].

With the growth of IoT technologies and new communication types, V2X communi-

cation has been introduced [57]. V2X uses two communication technologies: DSRC,

a one or two-way wireless communication channel designed specifically for vehicular

networks, especially in V2V, and C-V2X or LTE-V2X. LTE (Long-Term Evolution) is

a standard for wireless broadband communication that enables high-speed data trans-

fer, and C-V2X is a more comprehensive communication technology that encompasses

LTE-V2X and expands upon it by incorporating 5G capabilities [160, 312]. Relying

solely on DSRC is not viable since features such as low communication latency, rapid

network connectivity, and security can differ [111]. Through V2X, compatible ve-
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hicles can receive alerts regarding hazardous road conditions, traffic light statuses,

changing work zones, platoon formation, lane changing, and more [73]. However,

an ICV network can also create a highly vulnerable surface for attackers. Although

the numerous security solutions proposed for V2X communication, such as [40], more

detailed risk analysis is required to ensure its security.

D.2.1. DSRC Communication Threats

DSRC communication technology, developed from the IEEE802.11 standard, is widely

used in EV communication, primarily for V2V and V2I communication [160]. How-

ever, DSRC faces several limitations, including unbounded delays, scalability issues,

and lack of deterministic Quality of Service (QoS) support, which makes it challeng-

ing to use in V2X communication [111]. As a result, researchers have evolved cellular

technologies for V2X communication [2]. RSUs and DSRC-enabled vehicles can send

safety messages to an ICV, but this communication also creates a vulnerable attack

surface. Therefore, researchers have looked into security issues in DSRC, such as jam-

ming and DoS attacks. This section describes some of these issues and the associated

risks with DSRC.

D.2.1.1. DSRC Communication and Network Vulnerabilities

DSRC has primarily developed for V2V and V2I communication but has also cre-

ated a vulnerable surface for compromising DSRC-enabled vehicles. Some known

attacks include message reply attacks, session hijacking, and DDoS [111]. Since at-

tacks targeting ICV communication often target one of these two types of communi-

cation, researchers have developed mitigation and detection techniques, such as those

in [293, 339], to prevent false safety messages from being sent throughout a platoon

and causing dangerous decisions. Due to the known vulnerabilities and exposure of

DSRC to the external network, its risk is considered high. More information about

these attacks and their associated risks can be found in the summary table.
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D.2.2. C-V2X Communication Threats

Cellular V2X (C-V2X) is a communication technology used in ICVs. It was introduced

as 3GPP C-V2X in Release 14 of the LTE standard [1] and is enabled with LTE and

5G. C-V2X enhances communication over the previous DSRC technology due to its

lower latency. In [283], the authors present a comprehensive study on the architecture

and security of LTE-V2X and 5G-V2X. Since V2X refers to the communication of

vehicles with anything, such as devices, pedestrians, other vehicles, infrastructures,

networks, and sensors, C-V2X can gather more information about its surroundings,

resulting in better decision-making and a higher level of autonomy. However, this also

creates a vulnerable surface for attackers to compromise EVs or users’ privacy. This

type of communication requires extra security attention, and this section describes

some security issues.

D.2.2.1. C-V2X Communication and Network Vulnerabilities

V2X is a vehicle’s communication with any other entity that may be affected. V2X

communication often includes V2V, V2I, V2N, and V2. Communications with de-

vices and sensors can also be categorized as V2X [204]. V2V communication is for

exchanging information within a platoon of vehicles, such as road traffic, lane chang-

ing, and platoon control messages [71, 188]. V2I is the vehicle for infrastructure

communication, such as with road infrastructures, traffic lights, and road conditions.

V2N is the communication of vehicles with the cloud server [106], and V2P is com-

munication with pedestrians [143]. More information on the security and challenges

of V2X communication can be found in [2, 83]. Many papers studied the security of

these communication technologies, such as [111,149,357]. Adversaries can target the

cellular architecture of the C-V2X, such as attacks targeting 5G or LTE core net-

works [283], or target the messages and responses within the communication. Since

V2X is highly exposed to the Internet and third-party networks, it is vital to maintain

C-V2X communication security. Although manufacturers design their enabled C-V2X
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vehicles with security in mind, they must deliver OTA updates and patches as new

attacks appear. The risk associated with C-V2X is similar to DSRC communication

as they share common features, except that more mitigations are in place to impede

a successful attack. Thus, it has a medium impact. The summary table shows more

information about these attacks and their associated risks.

4.4.5 Autonomous Driving Security Profiling

Table 4.7: Autonomous Driver Electric Vehicle Security Profiling and Risk Assess-
ment

Aspect Surface of
Threat

Sub-
Surface

Vulnerability Challenges and Attacks Threats Criteria Possible Countermeasures L I R

Autonomous
Driver Secu-
rity

Driver
Threats

Autonomous
Assistant

Learning
Models [48,
56,274]

• Spoofing Traffic or Map
Information,

• Vehicle Configuration
Settings Tampering,

• Injecting Malware,
• Adversarial Machine

Learning,
• Poisoning Attack in Ma-

chine Learning,
• Message and Event Log

Repudiation,
• Autonomous Driving

System Data Theft.

• Spoofing,
• Tampering,
• Info. disclo-

sure.

Machine learning model’s adversarial attacks by
tampering with learning/testing data and DoS
attack against decision-making assistants and
actuators. It can cause catastrophic damages
such as loss of control or loss of human lives.
This system is impossible, and the threat source
is motivated to initiate the attack.

• To avoid spoofing traffic or map information:
GPS and map verification, Intrusion detection sys-
tem [202],

• To prevent vehicle configuration settings tampering:
Intrusion detection system, Configuration verifica-
tion, Physical security [128],

• To evade injecting malware: Malware detection,
Encryption, Firmware updates, Machine learning,
Physical layer authentication [11,151],

• To resist adversarial machine learning: Intrusion
detection system, Data augmentation and verifi-
cation, Adversarial training and model verifica-
tion [145,245],

• To block poisoning attack in machine learning:
Data augmentation and verification, Secure data
sharing [67,282],

• To prevent message and event log repudia-
tion: Secure logging, Timestamp, Redundancy,
Blockchain [217,233],

• To avoid autonomous driving system data theft:
Physical security, Privacy policies and data reten-
tion policies, Intrusion detection system [135,174].

M H H

In-Vehicle
Bus Com-
munication

Vehicle
Buses
Vulnerabili-
ties [39, 62,
94, 136, 144,
221, 230,
244, 304,
330]

• Spoofing Vehicle Bus
Messages or OBD Port,

• Vehicle Bus Messages
Tampering,

• Monitoring OBD or
CAN Bus Messages,

• In-Vehicle Bus Commu-
nication DoS.

• Tampering,
•

Repudiation,
• DoS.

Tampering in-vehicle busses data to vandalize
the functionality of certain ECUs or trying to
erase security logs (repudiation attack) are typ-
ical for in-vehicle communication. Tampering
the buses can cause malfunction of certain ECUs
and loss of events. Although the vulnerability
exists, the attack requires experience, and miti-
gations are in place. The system is slightly ex-
posed to external systems.

• To avoid spoofing vehicle bus messages or OBD
port: Intrusion detection system, CAN message au-
thentication, Finger printing Encryption [29,337],

• To prevent vehicle bus messages tampering: Intru-
sion detection system, CAN message authentica-
tion, Redundancy [148,252],

• To block monitoring OBD or CAN bus messages:
Intrusion detection system, Access control and
physical security, Encryption [157,299],

• To resist in-vehicle bus communication DoS: Rate
limiting, Intrusion detection and prevention sys-
tem [38,159].

M M M

Actuator
Threats

Sensors

Sensors
Vulnerabili-
ties [48,202]

• Spoofing Sensor Data,
• Vehicle Sensors Sybil At-

tack,
• Vehicle Sensor Tamper-

ing,
• Sensor and Network

Jamming Attack,
• Autonomous System

DoS.

• Spoofing,
• Tampering,
• DoS.

Physical tampering with sensors or denying
their functionalities by vandalizing can cause
disastrous effects such as loss of human lives.
Threat sources are highly motivated, and sys-
tems are highly exposed to external systems.
Adversaries can destroy critical functions of the
vehicle.

• To avoid spoofing sensor data: Intrusion detection
system, Encryption, Physical layer security, Multi-
sensor correlation [54,306],

• To prevent vehicle sensors Sybil attack: Digital sig-
natures, Multi-sensor data correlation, Intrusion de-
tection system [192],

• To block vehicle sensor tampering: Intrusion de-
tection system, Redundant sensors, Sensor data en-
cryption [53,128],

• To resist sensor and network jamming attack: Fre-
quency hopping, Redundancy, Signal attenuation
and anti-jamming technology [163,335],

• To resist autonomous system DoS: Network seg-
mentation, Rate limiting, Intrusion detection
system [301].

H H H

Telemetry
Services

Telemetry
Services
Vulnerabil-
ities [88,
107,309]

• Spoofing GPS Signals,
• Vehicle Navigation / Di-

agnostic Systems Tam-
pering,

• Data Privacy and Data
Sharing Attacks,

• Autonomous Driving
System Reverse Engi-
neering.

• Spoofing,
• Tampering,
• Info. disclo-

sure.
• Elevation of

Privilege

Denying telemetry services (DoS, DDoS attacks)
is common and in conjunction with spoofing as
adversaries can impersonate themselves as other
valid vehicles or trusted third parties. Such
attacks can destroy the functionality of vehi-
cles in real-time, but although vulnerabilities
exist, mitigations are in place to limit the at-
tacks. Threat sources are highly motivated, and
telemetry services are highly exposed to exter-
nal systems and the Internet.

• To avoid spoofing GPS signals: Intrusion detection
system, Encryption, Secure communication [306,
346],

• To prevent vehicle navigation / diagnostic systems
tampering: Intrusion detection system, Enhanced
and resilient OBD system, Reputation-detection
systems, Blockchain [128,216],

• To block data privacy and data sharing attacks:
Secure data sharing, Privacy policies and data re-
tention policies, Data encryption and anonymiza-
tion [185],

• To resist autonomous driving system reverse engi-
neering: Firmware protection, Code obfuscation,
Physical security [280].

H M H

The popularity of smart devices and IoT led to an increase in the use of intelligent

vehicles, including Autonomous Vehicles (AVs). AVs can provide safety, comfort,
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and economic benefits, but security is crucial for their adoption [95]. Although se-

curity flaws and solutions are studied [308], comprehensive security analysis and risk

assessment are missing. AV vulnerabilities can be categorized as those threatening

the driver system, and those threatening the AV system, including AV assistant, in-

vehicle buses, sensors, and telemetry sensors and vehicle services [46, 74]. Currently,

five levels of vehicle autonomy exist, and this section assumes a general AV [66]. A

summary of AV vulnerabilities, challenges and attacks, STRIDE mapping, risk as-

sessment, and possible countermeasures can be found in Table 4.7, and this section

will provide detailed information on AV vulnerabilities.

E.1. Driver Threats One attack surface that threatens the AV system is driver threats.

Here, the driver means both the person and the driver assistant model. Two critical

issues that threaten the driver are autonomous assistant driver and in-vehicle busses

threats [263]. A driver assistant is an AI software that runs on EV embedded system

as an ECU. In-vehicle buses are often in charge of information exchange [325]. More

information on these vulnerabilities is in the following sections.

E.1.1. Autonomous Assistant

The decision-making process in AVs presents a significant security challenge. Au-

tonomous driving requires vast amounts of information from inside and outside the

vehicle. Communication between ICVs and the sensors and services in an AV system

allows machine learning models to make decisions while driving [325]. These AI mod-

els are trained on extensive data to make hundreds or thousands of decisions during a

road trip. In [281], the authors demonstrate a simulation of an AV system, including

the ECU and the AI firmware. This section will discuss how machine learning models

can be vulnerable to AV systems.

E.1.1.1. Learning Models

Researchers developed machine learning and deep learning models to create intelligent
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AVs with different autonomy levels [66]. State-of-the-art learning models are accurate

in making correct decisions. However, in real-world scenarios, attackers try to disturb

the models and force them into dangerous choices. For instance, attackers can tamper

with the object detector in an AV system using a laser [56]. Adversarial machine

learning attacks are highly effective against these models [198]. Such attacks are

life-threatening as passengers may not be aware of the presence of an attack before

it happens. Other examples of attacks toward AV systems include attacking vehicle

lane change, navigation, and adversarial object detection [48, 274]. Since attackers

require skills to attack the models, their likelihood is medium, but their impact is high.

The summary table shows more information regarding attacks, countermeasures, and

associated risks.

E.1.2. In-Vehicle Communication and Busses

Four types of physically wired buses exist in AV systems: CAN, LIN, FlexRay, and

MOST [330]. These buses allow different components in the system to communicate

with each other through wire bus communication. However, this type of communica-

tion creates new avenues for attackers to compromise AV systems [54]. This section

will describe each bus, its vulnerabilities, and countermeasures. An attack on any of

these buses can cause moderate to severe damage to the vehicle and passengers, as

these attacks often go undetected until they happen.

E.1.2.1. In-Vehicle Bus Communication

Four buses existing in EVs are Controller Area Network (CAN), Local Interconnect

Network (LIN), FlexRay, and Media Oriented Systems Transport (MOST). These

buses exchange information between different vehicle ECUs [39]. CAN bus has two

forms: high-speed, used in telemetry services, engine control, and airbag control, and

low-speed is used in wiper control and lighting control [342]. The LIN bus is often in

charge of assembly units such as seats, steering wheels, and doors in vehicles [304],

and it is slower than the CAN bus. FlexRay is a time-trigger bus invented after the
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CAN bus. FlexRay is becoming more popular for companies to use in AV systems.

The MOST bus [62] is less common among researchers and is in charge of vehicle

media transfer. Academics investigated different attacks and mitigations. For in-

stance, authors in [144] study spoofing attacks on the CAN bus, and authors in [94]

study LIN bus security. For FlexRay, authors in [244] simulated attacks to show its

security. In [94], authors worked on the security of MOST. Furthermore, researchers

proposed different mitigation and detection techniques for the cyber security of in-

vehicle busses, such as works in [263, 342]. The likelihood of these buses becoming a

target is medium since attackers require skills and often physical or limited-range ac-

cess to the bus. The impact, however, can be catastrophic as a compromised bus can

go undetected until exercised. The summary table shows more information regarding

the in-vehicle bus risks.

E.2. Actuator Threats

In the growth of sensor technology, sensors, and services have become integral features

of Autonomous Vehicle (AV) systems, enabling them to gather information from

their surroundings and make accurate decisions [168]. AV systems utilize ultrasonic,

camera, lidar, and GPS sensors to obtain information about their environment [46].

Additionally, telemetry services in AV systems, such as Bluetooth, Wi-Fi, and RFID,

facilitate communication with other vehicles and infrastructures and are sometimes

employed for intra-vehicle communication between components like Bluetooth [169].

These sensors and services represent vulnerable points that attackers can exploit to

compromise AVs, as sensors are typically located on the outer layer of the vehicle,

making them physically visible. Also, telemetry services can act as gateways that

readily accept modified packets in the network [10]. Analyzing the security of sensors

and telemetry services in AVs is crucial to ensure attackers cannot compromise them.

This section describes attacks on sensors and telemetry services.
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E.2.1. Sensors

Sensors are essential for AVs, gathering information from their external surround-

ings [168]. Various attacks specifically target sensors to disrupt the decision-making

process of AVs. For instance, some attacks aim to compromise AV cameras and lidar

systems to blind the AV system [274]. Other attacks may exploit location and GPS

sensors to track a vehicle, potentially leading to vehicle theft [202]. Lidar and cam-

era systems in AVs detect objects and obstacles, and attackers can render the AVs

blind, increasing the likelihood of accidents [48]. Consequently, physical and software

security of sensors is crucial, which often necessitates regular inspections and secure

firmware updates [54]. These sensors are particularly vulnerable targets, as attackers

need more skills or resources to disrupt the vehicle. The impact can be catastrophic,

as a vehicle with a compromised sensor can make dangerous decisions. The summary

table shows more information on the challenges, risks, and countermeasures.

E.2.2. Telemetry Services

Telemetry services serve as the means of communication in ICVs and AVs. AVs

collect information from other vehicles and their surroundings to make informed de-

cisions [238]. Attackers target telemetry services directly to gain unauthorized access

or compromise vehicle components, resulting in malfunctions. For instance, the RFID

sensor represents a vulnerable point of attack, with researchers having already out-

lined its vulnerabilities [107]. Moreover, attacks on cellular network communication

can render vehicles incapable of communication, leading them to transmit erroneous

messages [309]. Many known vulnerabilities exist in telemetry services, such as Wi-Fi

or RFID, and they typically do not require significant skill to exploit. Conversely, se-

curity teams implement various mitigation measures to thwart such attacks, making a

successful attack’s magnitude moderate. The summary table shows more information

on the challenges, risks, and countermeasures.
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4.5 Case study: Real World Cyber Attack Scenar-

ios

To illustrate the application of the proposed framework for risk assessment, security

categorization, and STRIDE domain analysis, this section presents an analysis of real-

world cyberattacks on EVs. Attack scenarios from various references, organized by

the date of occurrence, are compiled in Table 4.8. Cyber analysts can follow the same

structure to determine risk and security categories for emerging threats. This section

aims to assist organizations in identifying related attack surfaces and managing their

resources based on risk levels classified using the framework.

4.6 Concluding Remarks

As the modern world transitions to connected cities and becomes more conscious of

environmental issues such as climate change, eco-friendly technologies like EVs are

gaining attention. Despite significant investments in EV development, obstacles and

drawbacks to mass adoption persist, with cybersecurity being a critical concern. This

thesis identified a need for comprehensive security analysis and risk assessment in the

EV domain. We explored five major security categories: charging station security,

information privacy, software security, connected vehicle security, and autonomous

driving security. We identified challenges and attacks from previous studies, mapped

them to a threat model STRIDE, and analyzed each category’s attack surfaces, sub-

surfaces, vulnerabilities, challenges and attacks, and potential countermeasures. We

proposed a risk assessment framework using custom criteria and the STRIDE threat

model to understand better and address the five security aspects. Our framework

helps security researchers and analysts identify threats and risks in the EV ecosystem

and develop mitigation strategies to tackle the issues discussed in this thesis.
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Table 4.8: Risk Assessment of Real World Cyber Attack Scenarios on EVs

Year Target Ve-
hicle

Attack Scenario Security
Aspect

Threat VulnerabilitiesL I R

2012
Toyota
Prius
2010, Ford
Escape
2010 [215]

Two cyber security white hatters named Miller and Valasek published a white paper on hacking two
automobiles, including a Toyota Prius 2010 with a parking assistant and a Ford Escape 2010 with
an intelligent parking assistant. Authors managed to hack into the automobile and take control of
the steering, braking, acceleration, and display by injecting malicious code and hacking CAN bus
communication through the vehicles’ On-Board Diagnostic (OBD). Their paper fully demonstrated
how they managed to do so, and detailed analysis of CAN protocol within the vehicle and the tools
used to perform the attack. The only limitation of this attack was that attackers had to access the
vehicle to inject CAN commands physically.

Connected
Vehicles
Security

Controllers Embedded
Systems

R L L

Autonomous
Vehicles
Security

In-Vehicle
Communi-
cation

In-Vehicle
Bus Com-
munica-
tion

M M M

2015 Jeep
Cherokee
2014 [118,
214]

The same duo of white hatters, Miller and Valasek, performed another attack and published a white
paper. The previous attack needed physical access, and companies like Toyota did not take the
vulnerability seriously. This time the same duo performed a remote attack on Jeep Cherokee with
Cyber-Physical Features, including 10 Adaptive Cruise Control (ACC), Forward Collision Warning-
Plus (FCW+), Lane Departure Warning (LDW+), Park Assist System (PAM). The attack exercised
over 15 kilometers from the vehicle while driving on the highway through its Internet connection.
The authors exploited the Uconnect feature within the vehicle, which let attackers access the vehicle
IP address. The authors accessed speed, brake, display, heating system, and GPS. Also, they have
mentioned that this attack applies to many other automobiles. Companies forced 1.4 million vehicles
to recall that were vulnerable to this attack. The wired magazine, a famous technological magazine,
later narrated this attack.

Autonomous
Vehicles
Security

Actuators
Threats

Telemetry
Service

H M H

2016 Mitsubishi
Outlander
2016 [197]

Another real-world attack occurred by PenTestPartners to hack a 2016 Mitsubishi Outlander PHEV.
Unlike most vehicles, Mitsubishi Outlander used Wi-Fi instead of GSM to allow users to interact
with the vehicle while they were out, probably to reduce the cost of the GSM module and the
total vehicle cost. This module exchange put the vehicle at great risk of being compromised. Pen-
TestPartners exploit this vulnerability by hacking Wi-Fi Pre-Shared Key (PSK) and cracking the
SSID of the vehicle. They found the geolocation of all the Mitsubishi Outlanders. Furthermore,
as an authorized mobile device connected to the vehicle, attackers managed to take control of the
communication using a man-in-the-middle (MitM) attack to crack the messages and send malicious
commands. PenTestPartners managed to lock/unlock the doors and then set the security alarm off
in the vehicle, making it extremely vulnerable to further attacks. They also determined some fixes
to the vulnerabilities and published the exploit afterward.

Software
Security

Applications
Threats

mobile and
desktop
application

H M H

2016 Nissan Leaf
and Nissan
eNV200 [142]

Another real-world attack occurred in the same year as Mitsubishi Outlander that affected Nissan
software for its electric vehicles, including Nissan Leaf and Nissan eNV200. In the “NissanConnect”
application, users were only asked to provide the Vehicle Identification Number (VIN) to connect
to the vehicles, control the air conditioning, and see the location of their vehicles. With the initial
characters of the VIN referring to the manufacturer, model of car, and country of the carmaker, at-
tackers need to guess only the five last digits of the VIN to access the vehicle through the application.
Hackers could turn the heating and cooling system on to drain the vehicle’s battery or observe its
geolocation. Nissan turned the app off after the vulnerability was discovered.

Software
Security

Applications
Threats

mobile and
desktop
application

H M H

2017
Tesla
Model
S P85,
P75 [229]

Keen Security Lab of Tencent remotely hacked Tesla Model S P85 and P75 from wireless to CAN
bus communication. They proved that it is possible to hack into a Tesla Model S vehicle through
Wi-Fi/Cellular and inject CAN bus commands. Detail of the attack is provided in their white paper,
and they also introduce three different mitigation for browser security enhancement, kernel security
improvements, and code signing protection.

Autonomous
Driver Se-
curity

Actuators
Threats

Sensors H H H

Actuators
Threats

Telemetry
Services

H M H

2017 Tesla
Fleet [176]

A hacker found a bug in the Tesla fleet’s central server. Where every command or diagnostics is
sent to, which is called “Mothership”. The attacker impersonates a valid Tesla vehicle in the fleet
and could get any information about the vehicles or send commands to them. The attacker later
sent the Tesla fleet a “summon feature” command. The Tesla vehicle could remotely start traveling
forward without anyone in it, and all the adversary needed was the VIN of one vehicle in the fleet.
Tesla responded to the vulnerability within ten days and rewarded the attacker with a huge amount
of 50,000$, which was the highest income from a bug.

Software
Security

Cloud’s
Threats

Back-end
Server

R M L

2018

Multiple
BMW Ve-
hicles [175]

Keen Security Lab did a security analysis on multiple BMW models. In their experiments, they
implemented different attack chains, including local and remote attack chains. They found fourteen
different physical and remote vulnerabilities, and later, in 2019, they released details of these attacks.
These vulnerabilities include physical connection to execute an arbitrary command in diagnostic
service through the OBD (physical), arbitrary code execution in navigation update service through
USB port (physical), exploiting and intercepting vehicle browser (remote), injecting CAN messages
(remote), compromising telemetry services (remote), and compromising gateway (physical). More
detail can be found in the references. All the vulnerabilities are telemetry services, OBD physical
ports, or vehicle communications.

Connected
Vehicles
Security

Controllers
Threat

Embedded
Systems

R L L

Controllers
Threat

Main Con-
trollers

M M M

Comm.
Threat

Vehicle to
infrastruc-
ture

H M H

Autonomous
Driver Se-
curity

In-Vehicle
Communi-
cation

In-Vehicle
Bus Com-
munica-
tion

M M M

Actuators
Threats
Threat

Telemetry
Services

H M H

2020
Ford Focus,
Volkswagen
Polo

Volkswagen Polo had been found to have a vulnerability in the infotainment system, which allowed
attackers to gain access to traction control and review the driver’s data. The same method was
used as a Man-in-the-Middle (MitM) attack in Ford Focus to intercept the tire pressure monitoring
system to obtain personal data. Later, the Volkswagen “We Connect” app has found to request
many permissions from users before use. The Ford “Pass” app allows sharing of travel routes and
vehicle locations at any time needed, which may endanger users’ privacy. After publishing the report
to Ford and Volkswagen companies, Ford ignored it because they thought the attack required too
much effort, whereas Volkswagen started implementing countermeasures. Although vulnerabilities
were found only for two vehicles, others were susceptible to the same attack.

User Pri-
vacy

Vehicle
Driven In-
formation

In-Vehicle
Informa-
tion

R M L

User
Driven In-
formation

Personal
Data
Services

M L L
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Chapter 5

Intelligent Electric Vehicle

Charging Session Monitoring:

Combining Proposed EV-EVSE

Architecture and the Risk

Assessment

5.1 Motivation

So far, we have examined the architecture of the EV-EVSE, including all the compo-

nents that play roles, using a DFD. This architecture helps the academic community

understand the building blocks related to EV-EVSE. Using this architecture, we ex-

tracted all possible attacks and challenges in this system, categorized them, and

proposed a risk assessment framework. In this section, our goal is to present a use

case of the previous architecture and risk assessment by proposing an AI-enabled so-

lution for security. Researchers often focus on specific elements, layers, or regions of
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this ecosystem for further analysis. this thesis continues with an analysis of charging

session security, which is a crucial aspect of EV security.

To provide trustworthy EVSEs, physical security, security of charging sessions, and

security of communications in EVSEs are crucial. this thesis aims to analyze the

application layer of EV-EVSE charging, specifically the EV charging sessions (EVCS).

To achieve this, we present an intelligent monitoring framework (adopted from the

SIEM monitoring solution in Section 2.4.1) for EV charging sessions in this section.

To the best of our knowledge, we are the first to suggest a security mechanism for EV

charging sessions to detect malicious sessions, EVSEs, and charging sites. Although

the proposed framework evaluation is based on a single publicly available dataset of

real-world charging sessions, charging sites can follow the same steps to build their

specific intelligent monitoring system. The following section discusses the proposed

framework.

5.2 Monitoring Framework

The proposed framework consists of five stages. It begins with a behavior analysis of

the charging sites, EVSEs, and sessions. Each available charging site’s and EVSE’s

characteristics and energy usage habits are determined through this stage. The second

stage is Rule-Based detection, where the framework uses the first stage, behavior

analysis, to establish rules, thresholds, or signatures to detect unusual, malicious,

or misuse sessions. Rules can target a single session, EVSE, or charging site. The

third stage is complementary to stage two, using Supervised Machine Learning Based

detection to detect sessions close to malicious sessions from stage two in real-time. The

results of the best-supervised model predict malicious sessions by comparing a couple

of models as the final results. Stage four is Unsupervised Machine Learning detection.

Like stage three, various anomaly detection algorithms are tested to find the best
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model that detects all malicious sessions. Also, tuning and measuring the efficiency

and robustness of stages three and four are in the following sections. The last step is

to determine the cause of abnormal sessions. While the reasons for malicious sessions

in the supervised and rule-based detection stages are known from the rule-based stage

results, predicting the root cause for anomaly sessions in the unsupervised stage is

yet to be specified. To this end, we develop two approaches: clustering and semi-

supervised machine learning techniques to detect causes for all anomalous sessions.

Figure 5.1 shows the steps of this framework.

Even though this thesis uses Adaptive Charging Network (ACN) data [180] to test and

verify the proposed framework, the framework is data independent, and any charging

session dataset or charging site can adapt it with slight differences in algorithms and

rules. More information on the ACN dataset characteristics is in the next section.
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Figure 5.1: Intelligent EV charging sessions monitoring framework steps

5.2.1 Dataset and Characteristics

The proposed framework uses a publicly available dataset for EV charging sessions

named ACN-Data. Authors in [180] have demonstrated the dataset’s interesting

characteristics of three available charging sites. They have also modeled the user

behaviors using a Gaussian mixture model. For the sake of this thesis, since the

behavior of the EVSEs, charging sites, and users are essential to the framework, we
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briefly discuss some of the characteristics. ACN-Data contains three charging sites,

all of which are located in Los Angeles. The Caltech site, often used by non-Caltech

drivers, has 54 EVSEs and is open to the public. The JPL site includes 52 EVSEs,

and only employees can access the site. The Office site consists of 8 EVSEs that

only an office’s employees can use. ACN data includes many features, including time

series, date time, categorical, and numerical data [180]. However, in this thesis, only

a proportion of features are used. Due to many null values, the time series features

for energy delivery, user IDs, and user inputs are dropped. Table 5.1 shows this

thesis dataset’s features, descriptions, and types. In the following sections, these

features will be used to demonstrate the behavior of the sites, place rules, and detect

anomalies.

Table 5.1: Features of ACN-Data Used In this thesis

Feature Description type

connectionTime Date and Time of which session started DateTime

disconnectTime Date and Time of which session ended DateTime

doneChargingTime Date and Time of which session stopped charging DateTime

deltaConnectionDisconnet Duration between connection and disconnection Numeric

deltaConnectionDone Duration between connection and charging Numeric

deltaDisconnetDone Duration between disconnection and charging Numeric

t arrivel Hour and minute of connection time Numeric

t departure Hour and minute of disconnection time Numeric

DayOfTheMonth Day of month for connection time Categorical

DayOfTheWeek Day of week for connection time Categorical

Weekday 0 indicate weekend while 1 indicates weekday Categorical

daylight 0 indicate night while 1 indicates daytime Categorical

Month Month of the year for connection time Categorical

Year Year of connection time Categorical

kWh delivered Total energy delivered throughout charging Numeric

siteID Identification of charging site Categorical

spaceID Identification of EVSEs Categorical
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5.3 Electric Vehicle Charging Sessions Behavior

Analysis

The first stage in differentiating malicious charging sessions from benign ones is to

analyze the system’s behavior. Behavior analysis involves identifying characteristics,

habits, critical times, and any possible information about the entities using charts

and figures. Figure 3.1 shows the internal components in EVs and EVSEs. How-

ever, in real charging scenarios, charging site owners and third-party applications

may not have access to all the communication within EVSEs or EVs without com-

promising users’ privacy. Therefore, behavior analysis in this step targets higher-level

components in a typical charging scenario, including charging sites, EVSEs, energy

transfers, user habits, and other information about the session, such as location, start

time, and departure time. We must profile each charging site, EVSE, its usage, users,

and vehicles to determine these characteristics. Although not all information from

charging sessions may be available to a charging site, more data result in better de-

tection. Figure 5.2 shows a simple overview of the relations between endpoints in a

charging scenario. Access to in-vehicle data, such as CAN bus data while charging

or the links between users and their cars, can provide valuable behavior information

but may not be practical with current technologies. For instance, the status of the

battery, automatic charging, vehicle or battery health, and users’ habits are a few

benefits of having more informative data.

this thesis analyzes ACN data and its endpoint characteristics without considering

user data because many users are unknown, and a typical charging site may not store

users’ information. A simple analysis of the number of sessions, EVSEs, and sites

is presented in Table 5.2. Also, due to the lack of data for two charging stations,

the analysis is performed for all the sites and EVSEs together, even though each

charging site or station requires behavior analysis separately and collectively. These
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Figure 5.2: Overview of Relationships in Charging Scenario

behaviors can help us determine anomaly signatures in the next stage of the algorithm

to detect unusual sessions. For behavior analysis, we categorize the behaviors into

two: general behaviors and energy behaviors. The subsections below describe each

category separately using charts and figures.

Table 5.2: ACN-Data Information for Available Charging Sites

Charging Site # of EVSE # of Sessions # of Session after Drop

Caltech Site 55 8600 7096

JPL Site 52 17252 16491

Office Site 8 1284 1268

Total 114 27136 24855
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5.3.1 General Behavior Analysis

The general behavior category includes the behavior in terms of habits and time for

each day, month, and year of each charging site or station. This section consists of

five figures, each providing valuable information that will be used in the next stage

of the framework. The items below discuss the figures separately.

(a) Charging Sites Monthly Session Counts: Figure 5.3 bar chart shows the

total number of sessions throughout the ACN dataset divided by months per

charging site. The pie chart in the figure shows the percentage of total sessions

in each charging site. We can observe that the JPL site has the most sessions,

followed by the Caltech site and Office site, respectively, and the share of their

sessions in total. It is critical to monitor the total number of sessions in each

charging site, as an unusual number of sessions may indicate an attack, for

example, someone trying to fill up the charging spaces by continuously charging

and disconnecting a vehicle. Power BI Desktop
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Figure 5.3: General Behavior Analysis: Number of Sessions per Charging Site

(b) EVSE Monthly Session Counts: Figure 5.4 demonstrates the same thing as

figure 1 but per EVSE per charging site. Here we should monitor the number of

sessions locally for each EVSE. An unusual number of sessions occurring on only
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a few EVSEs while other EVSEs are empty may be a sign of anomaly behavior.

For instance, in the Caltech bar chart, one EVSE in 2021 had the most sessions

running while other EVSEs were not occupied. The same happened with the

Office site in the second, third, and fourth quarters of 2020 and can signify

anomalous activity. To speak more accurately, more specific information about

the site, such as maintenance time or closed EVSEs, can help to find anomalies.

The pie chart in the same figure shows the number of EVSEs in each charging

site and the total percentage of EVSEs in that site.
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Figure 5.4: General Behavior Analysis: Number of Sessions per EVSE per Charging
Site

(c) Sessions Connection Time Category: Figure 5.5 shows the number of ses-

sions divided into four categories based on their connection time: weekday

daylight, weekday night, weekend daylight, and weekend night. Also, the pie

chart in the same figure shows the percentage of sessions that occurred in each

category. Here we can observe that nearly 85% of all sessions started during

weekday daylight, while a tiny portion of only 2% occurred during the weekend
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night. Since all three charging sites are public, the result from this figure was

predictable. Nevertheless, it is crucial to monitor the sites in off-peak times,

primarily since most anomalies occur during this period, and this figure can

point to such times.
Power BI Desktop
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Figure 5.5: General Behavior Analysis: Number of Sessions per Charging Site at
Weekdays/Weekends and Daylights/Nights

(d) Sessions Connection and Disconnection Time Comparison: Figure 5.6

demonstrates two distribution area charts for session connection and disconnec-

tion hours. According to this figure, 5 am to 10 am is the off-peak time for all

three charging sites. Charging sites in ACN data behave nearly the same since

they share some common characteristics, such as being public, located in Los

Angeles, and near Caltech University. The peak of starting a session is near 3

pm (1 pm - 4 pm), while hours near 8 pm (7 pm - 10 pm) is the disconnection

peak hour. Accordingly, users of these sites tend to charge their vehicles around

noon and take off at night. However, vehicles starting their session in off-peak

hours introduce more danger, as fewer people are at the site, and the attacker

will have plenty of time to execute an attack. The off-peak duration should be

continuously monitored for security.
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Figure 5.6: General Behavior Analysis: Distribution of Sessions Arrival and Departure
Hours in a Day

(e) Sessions Duration Types Comparison: Figure 5.7 describes three critical

durations in a charging session. DeltaConnectionDone for each session describes

the duration between connections until the vehicle finishes charging. DeltaCon-

nectionDisconnect shows the session’s total duration, and deltaDisconnectDone

is the duration after the vehicle is fully charged but still connected to the station.

DeltaDisconnectDone is unsuitable for charging sites, as a vehicle may occupy

an EVSE while not charging. The pie chart shows the average time of these

three durations. Furthermore, constant x lines in each chart show a threshold

for these sites that can be dangerous, considered waste, or need attention.

5.3.2 Energy Behavior Analysis

The energy behavior category consists of all energy transfers in a charging site, EVSE,

and a session. This section consists of three figures and the items below discuss the

figures separately.

(a) Charging Sites and EVSEs Monthly Energy Deliver: Figure 5.8 shows

the total kWh energy delivered per month per charging site and EVSE. Ac-

cording to the first chart, the JPL site delivered the most kWh, followed by

the Caltech site and Office site. Except for the third and fourth quarters of
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Figure 5.7: General Behavior Analysis: Distribution of Sessions Critical Times per
Charging Site

the year 2020, which was also mentioned in the general behavior category, all

other months seem normal. Even though there is no malicious data in this

chart, energy delivered in charging sites is crucial for the smart grid and de-

mand response [126]. The second chart shows the kWh delivered for EVSEs.

Likewise, except for the fourth quarter of 2020, in which one EVSE delivered

kWh unusually, the rest seems normal.

(b) Charging Sites Energy Deliver Distribution: Figure 5.9 shows total en-

ergy delivered distributions divided by daylight and weekday. As expected from

general behavior analysis, energy transfers in all categories are below average,

except for weekday daylight. As discussed in the previous part, only a few ses-

sions occurred on weekends compared to weekdays due to charging sites being

used as public charging sites. Monitoring this behavior allows efficient load

balancing and charging scheduling for charging sites and smart grids [186].

(c) Sessions Energy Deliver Distribution: Figure 5.10 indicates the distri-
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Figure 5.8: Energy Behavior Analysis: Total Daily Energy Delivered per Charging
Site and per EVSE
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Figure 5.9: Energy Behavior Analysis: Energy Delivered Distribution per Charging
Site at Weekdays/Weekends and Daylights/Nights

78



bution of energy delivered instead of the total energy delivered as was in the

previous figure. It is critical to monitor energy delivered for scheduling and

smart grid usage. ACN papers [179, 180] discussed the scheduling related to

the energy delivered. The charts show that the energy delivered is mostly less

than 60 kWh, and most sessions delivered around 0-20 kWh. Also, it would be

valuable to profile users’ energy delivered individually so that an anomaly can

occur if a user exceeds their habit. However, user profiling is not part of this

thesis due to the lack of user data.
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Figure 5.10: Energy Behavior Analysis: Distribution of Sessions Energy Delivered at
Weekdays/Weekends and Daylights/Nights

5.4 Rule Based Detection

This step aims to identify as many signatures or rules as possible that apply correctly

to the dataset and potentially detect anomalies. Rules should be established based

on the behavior analysis in the previous step. Although rules are data-dependent

and, in this thesis, are only based on the ACN data and available information, the
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framework’s steps of identifying rules are data-independent, which means the exact

behavior analysis figures can help determine new rules and improve analysis for any

charging site.

In this thesis, we identified five signatures for ACN data, detecting sessions as unusual,

misused, or malicious. Rules are defined as follows:

1. Waste Rule: Any session with its deltaDisconnectDone (duration after charg-

ing until the vehicle is disconnected) exceeding 12 hours is considered an anomaly.

We called this rule a waste of time as vehicles occupy a charging space while

staying idle.

deltaDisconnetDone >= 12

2. Duration Rule: The second rule is to identify any session with a charging

duration over 12 hours. Meaning any session with deltaConnectionDisconnect

longer than 12 hours is detected as unusual. This rule targets vehicles that may

block the charging done signal which can also result in excessive energy delivery.

deltaConnectionDisconnet >= 12

3. Arrival Rule: This rule intends to detect any session that occurs at unusual

hours in a charging site. For ACN data, identified in the previous section, the

unusual hours for all three charging sites are 5 am to 10 am. Therefore, this

rule detects any session from 5 am-10 am. Likewise, this rule is for ACN data

and may vary depending on charging sites.

5 <= t− arrival <= 10

4. Behavior Rule: This rule identifies any session during unusual working days/hours

at a charging site. For ACN data and from the previous section, we identified
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that sessions on weekend nights are rare and unusual. There are only a few ses-

sions in comparison to other weekdays day or night and weekend days. Thus,

this rule detects any session on weekend nights as an anomaly. Like other rules,

this rule applies to ACN data and may vary for other charging sites.

WeekDay == 0 ∩DayLight == 0

5. Energy Rule: This rule aims to detect any session that delivers an unusual

amount of energy/kWh. It is always better to profile users for energy transfer,

EVSEs, and charging sites separately. However, ACN data does not provide

enough information. Therefore, we only detect energy transfer based on the

session. Like other rules, the threshold may vary based on the charging site’s

users, purpose, and location. The threshold for ACN data is 60 kWh.

kWhDelivered >= 60

It is important to know that rules are not unique to sessions, meaning multiple rules

can be triggered by a session. Therefore, we label each session by all the rules that

detect that session. With the rules established, we can identify anomalies in ACN

data. In total, there are 1191 anomalies found out of 24855 sessions (after dropping

sessions with no done charging time), around 0.06% anomalies. Table 5.3 shows the

summary of the detected sessions and their corresponding rules.

5.5 Supervised Machine Learning Based Detection

So far, we have detected anomalous sessions based on several signatures derived from

behavior analysis. The next step of the framework aims to develop a supervised

machine-learning technique to detect anomalies based on rule-based detection (pre-
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Table 5.3: Different classes in rule-based detection and number of sessions detected
by those rules

Waste Duration Waste Duration Arrival Waste Duration Arrival Behaviour

78 2 1

Waste Duration Behaviour Waste Duration Energy Duration

14 2 312

Duration Arrival Duration Arrival Behaviour Duration Behaviour

14 5 22

Duration Energy Arrival Arrival Behaviour

11 238 25

Behaviour Energy Total

445 22 1191

vious step). The main intention of adding supervised machine learning on top of

rule-based detection is to detect similar anomalies that have a low distance to rules’

anomalies but are not triggered by them. This model also helps in real-time detection,

which is crucial in real-world scenarios. Here, since rules are simple and computa-

tionally cheap, the machine learning model is expected to achieve high accuracy with

some level of recall. The model needs to be robust, detect anomalies already detected

by rules, and possibly give us some extra anomalies. In measurement, the ML model

needs to have a good F2 score, as we value recall more than precision (detecting some

sessions as anomalies that are not triggered by rules). To this end, we developed

several machine-learning models after data preprocessing. Since our work is the first

to detect anomalies in charging sessions, there are no other baselines to compare our

model. However, we tried to apply multiple models as a comparison.

5.5.1 Pre Processing

Before developing models, preprocessing is required. Here, the target column is a label

that indicates whether the session is an anomaly or not. Categorical values are one

hot encoded first (except for spaceID, which was labeled due to its high cardinality).

Then z-score normalization and the Yeo-Johnson transformation are applied to all
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columns. For the last step, collinear features with high correlation and low variance

features are removed from the dataset to make the model more robust. PCA is also

used for better robustness. 50% of the dataset is used for testing, and we evaluate

the final model in a 10-fold cross-validation technique for the best model. In this

thesis, the authors decided on values and techniques such as grid search for hyper

parameters in each model and by performing the same experiment multiple times,

and choosing the best results. Table 5.4 shows a summary of the best preprocessing

steps and properties.

Table 5.4: Preprocessing Summary for Supervised Machine Learning Table

Description Value
1 Target label
2 Target Type Binary
3 Label Encoded SpaceID
4 Original Data (24855, 16)
5 Missing Values False
6 Numeric Features 7
7 Categorical Features 7
8 Transformed Train Set (12427, 35)
9 Transformed Test Set (12428, 35)
10 Shuffle Train-Test True
11 Stratify Train-Test True
12 Fold Generator StratifiedKFold
13 Fold Number 10
14 Normalize True
15 Normalize Method Z-score
16 Transformation True
17 Transformation Method yeo-johnson
18 PCA True
19 PCA Method Linear
20 PCA Components 0.99
21 Ignore Low Variance True
22 Remove Multicollinearity True
23 Multicollinearity Threshold 0.9
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5.5.2 Supervised Models

After preprocessing data based on Table 5.4, we developed supervised ML models

to detect signature-based anomalies. Since no other studies with the same goals are

available, different models are compared to each other to find the best model. Mea-

surement metrics to find the most valid model are Accuracy, AUC, Recall, Precision,

F1, Cohen’s Kappa (Kappa) [147], Matthew’s correlation coefficient (MCC) [287],

F2, and TrainTime (Sec). However, models are ordered based on their F2 score, as

discussed in the first paragraph of this section. Table 5.5 summarizes the results after

applying models.

Table 5.5: Results of comparing different classifiers with rule-based detected sessions

Model Accuracy AUC Recall Prec. F1 Kappa MCC F2 TT (Sec)

Gradient Boosting Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 2.560

Decision Tree Classifier 0.9999 1.0000 1.0000 0.9984 0.9992 0.9992 0.9992 0.9997 0.059

Ada Boost Classifier 0.9998 0.9999 1.0000 0.9969 0.9984 0.9983 0.9983 0.9994 0.573

Random Forest Classifier 0.9991 1.0000 0.9824 1.0000 0.9910 0.9906 0.9906 0.9858 1.165

Light Gradient Boosting Machine 0.9964 0.9998 0.9583 0.9700 0.9638 0.9619 0.9621 0.9604 0.237

Extra Trees Classifier 0.9864 0.9986 0.7354 0.9920 0.8430 0.8361 0.8472 0.7747 0.944

SVM - Linear Kernel 0.9724 0.0000 0.5274 0.8784 0.6549 0.6416 0.6664 0.5715 0.073

Linear Discriminant Analysis 0.9535 0.8993 0.5338 0.5389 0.5343 0.5099 0.5110 0.5335 0.091

K Neighbors Classifier 0.9722 0.9099 0.4694 0.9584 0.6257 0.6132 0.6577 0.5212 0.964

Logistic Regression 0.9695 0.9165 0.4761 0.8543 0.6076 0.5932 0.6226 0.5208 0.148

Naive Bayes 0.9328 0.8523 0.5033 0.3739 0.4279 0.3931 0.3986 0.4697 0.039

Ridge Classifier 0.9648 0.0000 0.3015 0.9962 0.4592 0.4466 0.5351 0.3493 0.036

Quadratic Discriminant Analysis 0.4779 0.5527 0.6357 0.0644 0.1154 0.0270 0.0512 0.2218 0.053

By observing the results in Table 5.5, Gradient Boosting Classifier (GBC) has the

highest evaluation parameters. However, since Decision Tree Classifier (DT) also has

a noticeably high F2 score and its training time is almost 100 times less than GBC,

DT is selected as the most efficient algorithm for this thesis. To further improve

the robustness of the model, an ensemble stacking classifier of the best model is also

compared to the previous ones. This ensemble model stacks the three best classifiers

(GBC, DT, Ada Boost), and then a single DT classifier decides on the final output.

Stacking allows the use of each estimator’s strength and thus makes the algorithm

more robust. However, the ensemble model has a lower train/test time than a single
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DT classifier and uses more resources. Table 5.6 shows the results of the stacked

classifier with three estimators and DT as the final classifier.

Table 5.6: 10 fold cross validation results of stacked classifier with DT as final classifier

Fold Accuracy AUC Recall Prec. F1 Kappa MCC F2

0 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

1 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

2 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

3 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

4 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

5 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

6 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

7 0.9992 0.9996 1.0 0.9841 0.9920 0.9916 0.9916 0.9968

8 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

9 1.0000 1.0000 1.0 1.0000 1.0000 1.0000 1.0000 1.0000

Mean 0.9999 1.0000 1.0 0.9984 0.9992 0.9992 0.9992 0.9997

Std 0.0002 0.0001 0.0 0.0048 0.0024 0.0025 0.0025 0.0010

The confusion matrix of the final stacking classifier for testing and total (train and

test), respectively, are:
(
11860 1

0 567

)
and

(
23663 1

0 1191

)
. As seen in these two, only one

session was found near signatures but not detected by them. Also, the accuracy is

almost 100%. These results are reasonable as signatures in this thesis are simple

and computationally cheap. However, in real-world charging sites, more complex

signatures should be determined; thus, the supervised machine-learning technique will

detect more sessions. So far, we have only detected signature-based anomalies using

rules and machine learning models. However, many malicious or anomaly sessions

may not be detected using rules. To this end, in the next section, unsupervised

machine learning or anomaly detection techniques are developed and discussed.
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5.6 Unsupervised Anomaly Based Detection

In real-world scenarios and charging sites, adversaries are challenging to detect with

only rules. Thus, an unsupervised anomaly detector is required. To this end, in this

section, we will study and apply anomaly detectors and find the best model for our

current framework with ACN data. Like supervised learning, unsupervised learning

also depends on the dataset and behaviors of the charging site. Hence, the best model

for ACN data may be less accurate for other datasets, but the steps remain the same.

5.6.1 Pre Processing

Preprocessing for anomaly detection is similar to preprocessing for supervised detec-

tion, except for two new tricks. Here first, we omitted the column label and rule

(targets of supervised learning), so our model learns the feature space without the

actual output. Second, we have grouped three duration columns, including deltaCon-

nectionDisconnet, deltaConnectionDone, and deltaDisconnetDone, and two columns

of t-arrival and t-departure. Grouping means that in addition to the columns, we

have added a few columns by calculating the statistical relations of the group, such

as group minimum, maximum, mean, mode, and standard deviation. Grouping du-

ration features can help the model learn more about these critical features because

they have the most impact on finding an anomaly. Other preprocessing steps are the

same as Table 5.4.

5.6.2 Unsupervised Models or Anomaly Detectors

The main difference between supervised and unsupervised techniques is that in su-

pervised, we had the label column to evaluate the models’ performance. In anomaly

detectors, we cannot use the label column. Thus, it is more challenging to evalu-

ate models and compare them. However, we can use the labels we had to tune our
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anomaly detectors for better predictions.

Each model learns to detect anomalies in ACN data. The training starts with Ran-

dom Grid Search to find the most efficient model’s parameters. Then, using the best

parameters, the model detects all the anomalies. So, each model detects some anoma-

lies, but a measurement of which model did the best needs to be made more explicit.

Since we already know some anomalies using rule-based and supervised models, we

will use them as a measurement unit. The model that detects most of the already

detected sessions is probably the best. This trick can narrow the model choice to only

a few good models. However, there are better solutions than this measurement be-

cause anomaly detectors’ main goal is to detect unknown sessions, not ones already

malicious. Therefore, we use this trick for the first improvement to find the best

model. Table 5.7 shows various models and their detection performance when results

are compared to rule-based malicious sessions.

Table 5.7: Results of comparing anomaly detectors with rule-based detected sessions
results

Name precision recall f1-score f2-score accuracy Kappa MCC

Angle-base Outlier Detection 0.52 0.59 0.26 0.269 0.29 0.022 0.086

Clustering-Based Local Outlier 0.59 0.77 0.61 0.670 0.86 0.252 0.310

Connectivity-Based Local Outlier 0.57 0.59 0.58 0.585 0.91 0.156 0.158

Isolation Forest 0.54 0.71 0.43 0.449 0.55 0.076 0.175

Histogram-based Outlier Detection 0.58 0.85 0.57 0.642 0.77 0.217 0.336

K-Nearest Neighbors Detector 0.52 0.56 0.20 0.215 0.21 0.014 0.072

Local Outlier Factor 0.52 0.52 0.11 0.146 0.11 0.004 0.040

One-class SVM detector 0.55 0.74 0.51 0.553 0.70 0.130 0.223

The second step of fine-tuning is to decrease the distance of anomalies found in

anomaly detectors to those detected in rule-based detection to find the best anomaly

detector. In this step, models learn to detect malicious sessions that are more similar

to the rule-based detection ones. So far, we have found a couple of good models, but

tuning them in an extra step can determine the best one. We developed two leading

solutions for this extra step as follows:

• The first method is to use a supervised model such as the Decision Tree Classifier
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on top of the anomaly detector to tune the anomaly score of the anomalies

so that the anomaly detector optimizes a certain parameter such as Kappa.

Cohen’s kappa evaluation metric is used here for optimization as it assesses the

agreement of two values, and it is a perfect metric for unbalanced data such as

anomaly detection [147]. Hence, a higher Kappa value means a higher number

of correct anomalies, while the number of correct non-anomaly sessions is also

high. This optimization can lead the model to detect only those previously

detected anomalies in rule-based detection. Even though this optimization can

be helpful, it may increase the total number of anomalies not detected in the

rule-based, and the model will have bad precision, thus a bad F2 score. This

solution may not be helpful in real-world charging sites as it detects rule-based

anomalies rather than unknown ones.

• The second method is to tune the anomaly score factor of the models so that

models detect most of the true anomalies while preserving other critical un-

known anomalies. In other mathematical words, we want to optimize our model

to have a good number of true positives (correct anomalies) while preserving a

value for false positives. In this method, our models detect rule-based anoma-

lies and some unknown anomalies that could not be detected using thresholds.

Plotting the number of detected anomaly sessions based on an anomaly score

threshold can provide valuable information for this approach.

Figure 5.11 shows the results of applying both techniques to tune the four anomaly

detectors selected from Table 5.7. To better demonstrate the difference, below is the

confusion matrix of the same anomaly detector for both solutions:

• Isolation Forest: Confusion matrix of method 1:
(
6150 17514
56 1135

)
and Confusion

matrix of method 2:
(
22361 1303
555 636

)
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Figure 5.11: Column one shows the tuning results of method 1, and column two
shows the tuning results of method 2 for four models Isolation Forest, Histogram-
based Outlier Detection, Clustering-Based Local Outlier Detection, and One-class
SVM Detector

• Histogram-based Outlier Detection: Confusion matrix of method 1:
(
18002 5662
69 1122

)
and Confusion matrix of method 2:

(
22258 1406
327 864

)
• Clustering-Based Local Outlier Detection: Confusion matrix of method 1:

(
10162 13502
76 1115

)
and Confusion matrix of method 2:

(
22079 1585
611 580

)
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• One-class SVM Detector: Confusion matrix of method 1:
(
20573 3091
537 654

)
and Con-

fusion matrix of method 2:
(
22057 1607
712 479

)
By looking at the confusion matrices, the second method has better anomalies. Even

though the first method detects more known anomalies from the rule-based step, the

number of false positives is so high that it may not be as practical and efficient in

real-world charging sites. Also, detecting known anomalies is not a concern here, but

detecting good unknown anomalies is essential. With method 2 set as the leading

solution and comparing all four models’ results, Histogram-based Outlier Detection

outperforms other models. It was expected as the rules for this dataset are simple and

threshold-based, so histograms can detect more of those rules and, therefore, better

anomalies.

Using this information, we took Histogram-based Outlier Detection as our best-

unsupervised model and Decision Tree as our best-supervised model. So far, we

have detected threshold anomalies and unknown anomalies using machine learning.

However, detecting a session as an anomaly may not be as valuable as detecting the

type of anomaly. Thus, we have to detect the anomaly or malicious feature of the

anomalous session. Finding the cause of anomalies is the primary goal of the final

step.

5.7 Anomaly Sessions Root Cause Analysis

This section aims to detect the types of anomalies for each detected unknown (anomaly)

session. Although several factors may cause a session anomaly, the rule-based detec-

tion section established some general rules and factors. Here, we classify each anomaly

session based on the five rules we had before, as in Table 5.3. Each malicious session

can correspond to more than one rule. We consider all possible classes based on Table

5.3 to find the cause of the detected session.
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The benefit of this section is extracting the main factors that make a session anoma-

lous. However, we only know the rules for sessions detected in rule-based/supervised

machine learning sections. Therefore, we present two new solutions to detect the

causes of unknown anomalies: semi-supervised learning and clustering. Each method

requires tuning and testing, and like other sections, we compare various models to

find the best one after discussing the preprocessing steps.

5.7.1 Pre Processing

Before developing the approaches, first, we have to combine the results from the

anomaly detector and the supervised detector. All sessions, whether detected by rules,

by the stacking supervised classifier, or by the Histogram-Based Outlier Detector, are

combined. Some anomalies detected by the anomaly detector were already present

in malicious sessions detected by rule-based methods. After combining the data

(hereafter, we call it malicious sessions), there are 2733 anomaly sessions, 1192 sessions

detected by rule-based methods, and 2270 sessions detected by the anomaly detector.

Then, all preprocessing methods, the same as in the anomaly detection section, are

applied to the combined data 5.6.1.

5.7.2 Anomaly Cause Detection

This section aims to develop two approaches, clustering and semi-supervised to detect

a cause for each malicious session. We want to find the causes of unknown sessions

while the causes of rule-based detections are known. The two approaches are as

follows:

(a) Clustering Approach: This method aims to cluster all malicious sessions

into groups. Each group clusters the known causes and labels the cluster with

the same cause that appears most frequently. Three metrics are used to tune
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the clustering and compare different methods, including Silhouette, Calinski-

Harabasz (CH) [288], and Davies-Bouldin (DB) [28]. The silhouette shows how

coherent the clusters are, the CH index shows cluster cohesion and separa-

tion, and the DB index shows the ratio of within-cluster and between-cluster

distances. Also, the ”least mistake” approach helps to fine-tune the best pa-

rameter in a model. While the CH and DB indexes help to find the optimum

number of clusters, the number of false predictions helps to have more accurate

labels for clusters. According to Table 5.3, there are classes with rare data

that make clustering inaccurate and difficult to find a cluster containing only

a single cause. In real-world charging sites, however, there will be more data

and more classes as new rules apply, thus indicating better and more robust re-

sults through clustering. We compare four different clustering algorithms with

different numbers of clusters for ACN data using the mentioned metrics. The

results of the algorithms are shown in Table 5.8. According to this table, K-

means with six clusters outperformed other methods. Also, by increasing the

number of clusters, our metrics drop significantly. Therefore, six clusters would

be an optimum value for our current anomalies. It is important to note that

even though K-means with five clusters have better metrics than six clusters,

mapping each cluster to a single cause was impossible, meaning many of the

clusters grouped many known anomalies and the group could not be assigned

only to one cause. Then, the unknown anomalies are clustered using the fine-

tuned K-means, and Table 5.9 shows the number of anomalies in each cluster

and the cause that occurred most frequently in the cluster.

(b) Semisupervised Approach: This approach uses a semi-supervised technique

to predict the causes of anomalies using the known ones. First, we split the data

into sessions with known causes (rule-based detection anomalies) and sessions

with unknown causes (anomaly detection). Second, we divide the unknown
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Table 5.8: Results of comparing clustering algorithms in clustering approach

Model # False Predict # Correct Predict Silhouette Calinski-Harabasz Davies-Bouldin

Kmeans 4 Cluster 655 536 0.2249 267.9087 1.6063

Kmeans 5 Cluster 293 898 0.212 245.2776 1.7284

Kmeans 6 Cluster 282 909 0.2198 230.6596 1.7141

KModes 4 Cluster 240 951 0.104 115.7549 2.8671

KModes 5 Cluster 258 933 0.067 83.3724 3.6326

KModes 6 Cluster 252 939 0.0331 72.189 4.0891

Affinity Propagation 4 Cluster 1131 60 0.1045 48.1669 2.0096

Affinity Propagation 5 Cluster 1111 80 0.1045 48.1669 2.0096

Affinity Propagation 6 Cluster 1088 103 0.1045 48.1669 2.0096

Birch Clustering 4 Cluster 281 910 0.2068 251.5421 1.5611

Birch Clustering 5 Cluster 269 922 0.1975 223.4931 1.9244

Birch Clustering 6 Cluster 269 922 0.2026 214.8367 1.7804

Table 5.9: Final root causes results for anomaly-based detection sessions step in
clustering approach

Cluster Number Cluster 0 Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5

Related Class (Most Occurring) behaviour Arrival Duration behaviour Energy duration arrival waste duration

# of Anomalies in Predicted in Cluster 234 220 319 125 532 112

sessions into three equal-sized folds and the known sessions into a 50%-50%

split as train and validation data. The goal is to use the train data to train a

classifier and predict one fold at a time of unknown sessions. Then, by combining

the results of the predicted fold with train data, new train data emerges. The

model predicts each fold and adds it to the last train data until the last fold.

Models are then evaluated using the test data, which was 50% of the known

sessions, with the same metrics as the supervised machine learning step. After

training the final best model, it predicts all unknown sessions to determine

the cause of individual anomaly sessions. This approach is more robust than

clustering because our rules and sessions are limited. To improve the model’s

performance, and before predicting the folds using the initial train and test

dataset, each model is trained using a random grid search method to find the

best set of parameters. Likewise, the model is trained using the same grid search

algorithm with five cross-validation folds before predicting each fold. Table 5.10

shows the comparison of models according to the above techniques. The table
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shows that the decision tree classifier is the most efficient model for determining

causes. Using a decision tree trained by a random grid search algorithm, the

final causes for each unknown session are determined, as shown in Table 5.11.

Table 5.10: Results of comparing models in semisupervised approach

Model Accuracy Recall Prec. F1 Kappa MCC F2 TT (Sec)

Decision Tree Classsifier 0.969748 0.810662 0.823005 0.812048 0.959400 0.959452 0.810034 0.113578

K Nearest Neighbors 0.850420 0.386704 0.500873 0.416947 0.793998 0.796120 0.396002 0.773318

Random Forest Classifier 0.927731 0.548422 0.730960 0.587103 0.902268 0.903061 0.559140 1.578444

Gradient Boosting Classifier 0.939496 0.644615 0.659692 0.644404 0.918532 0.918795 0.643345 34.074160

Ada Boosting Classifier 0.662185 0.474389 0.430948 0.438101 0.548035 0.606733 0.455346 1.147373

Ridge Classifier 0.818487 0.245015 0.265390 0.242386 0.742810 0.750839 0.242487 0.135272

Logistic Regression 0.894118 0.465787 0.497115 0.473801 0.856324 0.857021 0.467611 0.754193

Support Vector Classifier 0.867227 0.327590 0.412537 0.341078 0.814921 0.822255 0.330540 0.445055

Gaussian Naive Bayes 0.393277 0.320400 0.298596 0.250337 0.295463 0.324865 0.268514 0.062385

Table 5.11: Final root causes results for anomaly-based detection sessions step in
semisupervised approach

Class Name arrival arrival behaviour behaviour duration duration arrival

Anomalies in Class 832 22 472 164 51

Although both methods can be effective, the semi-supervised approach is more robust

in real-time cases where new rules and, thus, new anomalies are detected every day.

Additionally, even though there are more rule-based detection classes, the models

predicted fewer classes due to limited data. However, more data can result in more

accurate causes in real-world scenarios. This SIEM-like framework which provides

anomalous sessions with a possible cause of the anomaly can be critical for charging

site owners to provide trustworthy EVSEs and will help the mass adoption of EVs

by maintaining secure charging for users. However, this framework only considers

features related to sessions and ignores individual users, habits, charging site loads,

etc.
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5.8 Concluding Remarks

The mass adoption of EVs requires secure EVSEs in various locations and safe EVs.

Due to the rapid growth of EV usage and the cyber-physical nature of EVs and

EVSEs, security and privacy issues have emerged. Previous research has identified

gaps and vulnerabilities in EVs and EVSEs, highlighting the need for a more secure

ecosystem. this thesis utilized the generic structure for EVs and EVSEs, as well as

an EV-EVSE ecosystem architecture proposed in previous chapters, to address an

ongoing security challenge: charging session monitoring. The ecosystem provided

insights into the security gaps in the system, and in this chapter, we focus on filling

one of these gaps.

Therefore, an intelligent monitoring framework is proposed to demonstrate the usage

and importance of the proposed ecosystem architecture and risk assessment. The

framework includes charging site and session behavior profiling, rule-based detection,

supervised model development, anomaly detection, and anomaly root cause detection

to enhance the security of charging sessions. The framework is evaluated using ACN

charging session data, highlighting its significance in providing a more secure charging

environment. The proposed ecosystem architecture can be utilized to develop more

specific solutions for each component or be adopted for other use cases. Meanwhile,

the monitoring framework, as a security solution for charging, can assist charge site

owners in providing a secure environment for their users. Researchers can adopt

the proposed framework to secure charging sites or explore the idea of combining

the previous architecture and risk assessment to address other security gaps in this

system. In the next chapter and future work, we will discuss additional possibilities

for studies that can be conducted using this combination.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

EVs and EVSEs are two crucial components in the revolutionary shift toward a more

sustainable future in transportation. EVs, powered by rechargeable batteries instead

of conventional fuels, provide a significant solution to reduce carbon emissions, noise

pollution, and dependence on non-renewable resources. On the other hand, EVSEs,

the charging infrastructure, act as the critical enablers of this sustainable transition

by providing the necessary power supply. They range from home charging units to

public charging stations and fast charging networks, ensuring the smooth operation of

EVs and offering flexibility and convenience to users. As the use of EVs increases daily

and the economic benefits become more apparent, countries are investing heavily in

this technology to make it widely available, safe, and secure. Some nations are even

banning the manufacturing of conventional vehicles to address the scarcity and rising

costs of fossil fuels.

Among the various challenges facing the mass adoption of EVs, one of the most

critical is the issue of cybersecurity, an area receiving increasingly more attention. As

we continue to witness the advancement of hacking techniques and the proliferation
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of cybercriminals, the cybersecurity vulnerabilities inherent in EVs and EVSEs pose

substantial risks. The potential compromise of these cyber-physical systems could

endanger not only the passengers within the EVs but also pedestrians and other road

users, with possible consequences extending to disrupting traffic systems or causing

wide-ranging power outages. Recognizing these significant threats, researchers and

industry professionals have started to delve deeper into the vulnerabilities of EVs and

EVSEs, launching investigations into possible solutions to secure them.

Moreover, the advancement in the IoT has given birth to the IoV. EVs are now

equipped to communicate with a multitude of entities on the road, including other

vehicles, pedestrians, road sensors, and networks. This comprehensive network of

interactions has spurred the rise of V2X-enabled ICVs. While the emergence of IoVs

can address many previous vehicle challenges, it simultaneously introduces new ones,

particularly an increase in potential cybersecurity threats. Further complicating the

landscape is the rapid rise of AI and ML models, which are paving the way for au-

tonomous vehicles. These vehicles are designed to operate without human drivers

and are capable of sophisticated perception, planning, and control. The introduction

of newly manufactured connected autonomous vehicles introduces a host of technical

and security challenges to nations. These range from threats to smart grid infrastruc-

ture and breaches of privacy to a plethora of other security concerns. Moreover, as

software becomes increasingly integrated into EVs and EVSEs to enhance customer

service and improve operational efficiency, new vulnerabilities emerge. These include

potential software vulnerabilities that could be exploited through hacking.

As a result, the need for comprehensive security analysis and robust cybersecurity

measures for EVs and EVSEs has grown increasingly urgent. This thesis undertakes

an extensive survey of the existing literature to extract the threats, challenges, and

vulnerabilities inherent in the EV-EVSE ecosystem. Our objective is to address the

gaps in the comprehensive security analysis present in earlier works by introducing

97



a new architecture, a risk framework, and an implementation use case—intelligent

charging session monitoring. In the subsequent sections, we summarize our findings

from each chapter and provide insights for future reference. Our overarching aim

is to enrich the understanding of cybersecurity in the context of the EV infrastruc-

ture, thereby contributing to the development of a safer and more secure system for

what promises to be the future of transportation. In future works of this thesis, we

identify some security gaps and challenges that can be analyzed using the ideas and

frameworks in this thesis.

In Chapter 2, we extensively explored prior research to uncover the key challenges, vul-

nerabilities, and components of EVs and EVSEs. We identified five primary security

aspects: charging station security, information privacy, software security, connected

vehicle security, and autonomous vehicle security. Our deep dive into the literature

revealed a critical gap—the absence of comprehensive risk assessments that fully cat-

alog and rank vulnerabilities based on their likelihood and impact. Using previous

works, we identified generic EVs and EVSEs designs, and we discovered a significant

security issue—the need for effective monitoring of charging sessions. Our proposed

risk framework and architecture for EVs and EVSEs helped to identify this and var-

ious other overlooked security issues. This literature review forms the foundational

bedrock upon which we developed our security solutions in subsequent chapters of

this thesis.

Chapter 3 introduces a Data Flow Diagram of the EV-EVSE ecosystem. In this

chapter, we analyze the major entities in this system, including the EV, EV service

provider, EVSE, EVSE service provider, cloud, and smart grid. We meticulously

detail all data flows, protocols, and data types that can be communicated within this

system, and identify power flows and internal communications of EVs and EVSEs,

building on NIST studies and our literature review. This architecture allows us to

identify numerous security gaps that have often been overlooked in other studies. Pre-
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vious research typically focuses on a single component or player within this ecosystem.

However, our proposed architecture facilitates the identification of security require-

ments and gaps for future reference. One such gap is the need for intelligent charging

session monitoring, which is a focal point of this thesis. We also discuss several of

these gaps as potential areas for future study.

Upon proposing an architecture for the ecosystem, we recognized the necessity for

a comprehensive security assessment of this system, with the goal of identifying all

possible attacks and challenges. Chapter 4 discusses our proposed risk assessment

framework for EVs and EVSEs. We developed criteria for evaluating the impact

and likelihood of attacks and categorized EVs into five security aspects: charging

station security, information privacy, software security, connected vehicle security,

and autonomous vehicle security. Within each aspect, we pinpointed several attack

surfaces where intruders could target. For each of these, we identified specific attack

subsurfaces that attackers could exploit, vulnerabilities they could leverage, potential

challenges and attacks posed to the system, and countermeasures for each of these

attacks. We also identified STRIDE threats in each subsurface, alongside our criteria

for evaluating impact, likelihood, and risk. We demonstrated the efficacy of our

framework by applying it to eight different real-world attack scenarios where EVs were

targeted and compromised by researchers or adversaries. This framework underscores

the importance of exploring all possible attacks and challenges in this system for future

studies.

Chapter 5 serves as a practical use case of the interplay between Chapters 3 and 4.

Leveraging our proposed ecosystem architecture, we identified a security gap, moni-

toring charging sessions, and used our risk framework to extract possible challenges

and attacks targeting EVSEs and charging sites. As a result, we proposed an intelli-

gent charging session monitoring framework that employs machine learning techniques

and a well-known security mechanism, SIEM. In this chapter, we introduced a five-
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step framework comprising behavior analysis, rule-based detection, supervised-based

detection, anomaly-based detection, and root cause analysis. This monitoring scheme

enables the identification of fraudulent or malicious charging sessions at any charging

site and potentially elucidates the reason for their malicious classification. Charg-

ing site owners and EVSE service providers can adopt this technique to significantly

enhance the security of their charging stations.

6.2 Future Works

In this section, we discuss two main future directions of this work and how other re-

searchers can continue studying the security of EV-EVSE systems using the proposed

architecture and risk framework. We also address a critical aspect of the system that

was not discussed earlier and will be a future point for this thesis.

6.2.1 EV-EVSE Universal Monitoring Framework:

In this thesis, we proposed an EV-EVSE ecosystem architecture showing all the data

flows and protocols based on surveying other papers. Based on that, we proposed

a charging session monitoring framework that monitors only one of the data flows,

number 32 in Figure 3.1. However, it is not the only data flow that requires mon-

itoring. For instance, monitoring any of the EV CAN bus data (number 8), EV

communication data (numbers 21 and 22), EV assistant driver (number 10), EVSE

telematics, and EVSE-EV charging and battery part can provide much valuable se-

curity information and prevent or mitigate attacks such as EV malfunction, charging

malfunction, and EV or EVSE remote and network attacks. The authors aim to adopt

the monitoring framework for other parts of the ecosystem to achieve a comprehensive

universal monitoring framework for the EV-EVSE system. Although some of these

parts are covered in other studies, such as intrusion detection systems for CAN bus
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or security mechanisms [58,265,297], a universal monitoring framework can cover all

the sections and can be the future of EV-EVSE security. Researchers can adopt and

use the proposed EV-EVSE architecture to fill the security gaps in this ecosystem.

6.2.2 Public Key Infrastructure:

The system’s privacy is one part of the EV-EVSE architecture we did not discuss

enough. EVs establish handshakes with EVSEs when charging, and almost all cur-

rent protocols use TLS for secure communication, which means it requires mutual

key exchange and authentication. However, privacy is not limited to charging. EVs

communicate with the cloud, EV vendor, other vehicles, drivers, and EVSEs commu-

nicate with the smart grid, EVSE vendor, other EVSEs, and management buildings.

These extensive data exchanges require privacy analysis to maintain and separate

personal and sensitive information from insensitive ones. Therefore, both EVs and

EVSEs require authentication, encryption, and private message-sharing mechanisms.

Even the charging session monitoring framework proposed in this thesis can use users’

data and habits, which indicates that protecting users’ privacy should also be part of

the framework. All these points highlight the need for a standard and comprehensive

PKI. Although some studies are working on privacy mechanisms and information-

sharing solutions for EVs and EVSEs, such as [22, 190, 237], and some others have

started to work on a general PKI, such as [132, 316], a standard general PKI solu-

tion that supports all communications, such as V2X, V2G, EV charging, and EVSE

communications, is still missing. A crucial future work of this thesis is to determine

the parts where privacy is required and add privacy solutions to the proposed frame-

work. This extended monitoring framework can then be adopted to use users’ data

or applied to other EV-EVSE ecosystem sections.
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Appendix A

Electric Vehicle and Charging

Station Attacks and Challenges

Descriptions

Here we demonstrate each of the attack definitions in Chapter 4’s taxonomy. These

definitions helped us determine the correct levels of impact, likelihood, and risks of

each of the attacks.
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Table A.1: Electric Vehicle Supply Equipment Attacks Vectors Threaten Different
Aspects of Security

Aspects Threat Vulnerability Description

Charging
Station
Security

Spoofing

EVSE Spoofing or Imper-
sonation

Masquerading as an EVSE in order to gain unauthorized access
to sensitive data, introduce malicious software, or manipulate the
charging process

Management Building
Spoofing

Spoofing message transmissions to EVSE and the management
building to gain unauthorized access

Brute Force Attack Bypassing EVSE authentication by repeatedly trying different au-
thentication credentials

Packet Sniffing/Spoofing Intercepting and analyzing data packets exchanged between the EV
and the EVSE to extract sensitive information

Tampering

EVSE Charging Sessions
Tampering

Manipulating charging session data, which results in incorrect
billing, damage to the battery, or even a fire hazard

Vandalizing EVSE Physical tampering or damage to the EVSE, resulting in malfunc-
tioning or unusability

Measurement Tampering Manipulating measurements of electricity consumed during charging,
which leads to inaccurate billing or battery damage

Injecting Malware Inserting malicious code or malware to compromise an EVSE

Repudiation
EVSE Communication
and Session Eavesdrop-
ping

Intercepting and listening to the communication in order to modify
messages, potentially leading to false accusations and disputes

Side-channel Attacks, in-
cluding Power-analysis

Monitoring or manipulating power consumption, electromagnetic ra-
diation, or timing, leading to false accusations or repudiation

Information
Disclosure

Software Exploitation
and Data Breach

Exploiting EVSE software to gain unauthorized access to sensitive
data, including personal information

Grid and SCADA Infor-
mation Theft

Unauthorized access to the SCADA system or the smart grid that
EVSE is connected to, and stealing sensitive information

Charging Session Infor-
mation Theft

Stealing sensitive information related to the charging session, such
as the locations and payments

Side-channel Attacks in-
cluding Timing, Electro-
magnetic, and Fault In-
jection

Stealing sensitive information by analyzing electromagnetic signals,
utilizing the time it takes to operate, and introducing faults into a
system

DoS

EVSE and Cloud Com-
munication DDoS

Overwhelming the communication channel between the EVSEs and
the cloud servers

Botnet Attack Taking over a large number of EVSE and uses them to generate
massive amounts of traffic to overwhelm the server

Demand Response DoS Overloading DR feature of the system and prevent users from charg-
ing their EVs

Power Replay Interfer-
ence

Capturing and replaying power signals transmitted between EV and
EVSE, which results in unauthorized charging or DoS

Elevation of
Privilege

Unauthorized Access to
EVSE

Unauthorized physical or remote access to EVSE, which leads to
manipulation or control of EVSE

EVSE Hijacking Taking control of EVSE and preventing users from accessing it by
changing the authentication credentials

SCADA Privilege Escala-
tion

Gaining high levels of access or control over the EVSE and SCADA,
leading to a compromised smart grid
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Table A.2: Electric Vehicle Information Privacy Attacks Vectors Threaten Different
Aspects of Security

Aspects Threat Vulnerability Description

Information
Privacy

Spoofing

User Data Spoofing Altering or forging information about EV or EVSE users to deceive
the system or other users for fraudulent activities

EV Sensors Spoofing Modifying the sensors data to provide false information to the EVSE,
EVSE, and users

User or Vehicle Identity
Theft

Impersonating the identity of a user or a vehicle to gain access or
conduct malicious activities such as fraud or theft

Tampering

EV Sensors Data Tam-
pering

Altering sensors data that the EV or EVSE rely on which results in
incorrect decisions

EV Embedded Systems
Tampering

Compromising control systems within an EV, which results in unau-
thorized access, modification or deletion of data

EV Blackbox Tampering Modifying or manipulating data recorded by an EV’s black box
which affects accident investigation, insurance claims

Demand Response Data
Tampering

Altering data exchanged between EV and charging infrastructure to
manipulate demand response signals or change billing information

Repudiation
EV Communication
Eavesdropping

Intercepting EV communication to capture sensitive data, including
location, driving behaviour, or charging activity

EV OBD Port Eaves-
dropping Attack

Intercepting sensitive data transmitted through the CAN bus and
OBD port, such as ECU communications

Information
Disclosure

Relay and Tracking At-
tacks

Intercepting EV signals and relaying them to a different endpoint or
tracking the vehicle’s movements

EV or User Information
Theft

Stealing sensitive information about EVs or their users, such as sen-
sor data, Vehicle Identification (VID), and other personally identifi-
able information (PII)

Side-channel Attacks, in-
cluding Cache Attacks

Stealing sensitive user data by exploiting vulnerabilities in the hard-
ware or software of the EV’s cache memory

User Profiling Attack Using data collected from various sources to create a detailed profile
of the user for malicious purposes such as identity theft, targeted
advertising

EV Telemetry Data Theft Stealing data transmitted in telemetry services such as GPS, Blue-
tooth, and Wi-Fi to get EV usage, driving behaviour, or personal
data

DoS
EV or EVSE Energy
Trading Inference Attack

Inferring sensitive information related to the energy trading by ana-
lyzing the energy consumption patterns, revealing location or driving
behaviour

EV Communication Re-
play or Flooding Attack

Repeatedly sending messages to EV, overwhelming it with data and
denying legitimate requests

Elevation of
Privilege

EV or EVSE Unautho-
rized Data Access

Gaining unauthorized entry into an EV or EVSE to steal or manipu-
late sensitive data, which may include personal information, location
data, and energy management information
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Table A.3: Electric Vehicle Software Security Attacks Vectors Threaten Different
Aspects of Security

Aspects Threat Vulnerability Description

Software
Security

Spoofing

Brute Force Attack Bypassing software authentication, leading to unauthorized access
to EV software and system

Firmware Spoofing Gaining unauthorized access to the EV’s firmware, replacing it with
malicious firmware, and taking control of the vehicle

EV Server or Software
Impersonation

Impersonating EV server or software to gain access to sensitive data
or perform malicious actions

Spoofing Identity Au-
thentication

Tricking EV or EVSE, bypassing authentication and gaining access
to protected resources and performing actions on behalf of users

Tampering

EV or EVSE Software
Tampering

Maliciously altering the EV or EVSE software to exploit vulnerabil-
ities and gain unauthorized access to sensitive data or systems

Injecting Command,
Malware or Insecure
Code

Injecting malicious code, malware, or commands into the EV soft-
ware leading to unauthorized access, data exfiltration, or denial of
service

Embedded System Tam-
pering

Physical tampering of the embedded systems causing a malfunction
or stealing data

Firmware/OS Kernel Ex-
ploitation

Manipulating ECU firmware or kernel of EV, leading to unautho-
rized access and executing arbitrary code

Over The Air Updates
Tampering

Altering the firmware or software update process, resulting in unau-
thorized access or injection of malicious code

Repudiation
Charging fraud and
Transaction Manipula-
tion

Manipulating charging sessions, payment transactions, or the EVSEs
leading to financial losses for users and businesses

EV or EVSE Software
MitM Eavesdropping

Intercepting and listening in on the communication between the
EVSE software and EV during the charging process, potentially
gaining access to sensitive information such as user credentials or
other private data

Information
Disclosure

Software Data Theft Gaining access to EV software and stealing information such as lo-
cation, driving patterns, and other personal data

Side-channel Attacks, in-
cluding Timing Attacks

Sensitive information stealing by exploiting vulnerabilities in the EV
software or by analyzing execution times and reverse engineering the
application

Cloud Information Theft Gaining access to the cloud services and stealing sensitive informa-
tion such as user data, EV location, and billing information

DoS

Updates and Over The
Air Update DoS

Disrupting or overwhelming the update or over-the-air update pro-
cess of EV

EV and EVSE Software
DDoS

Overwhelming or disrupting the normal functioning of the software,
causing unavailability and resource depletion.

Software Cloud Service
DDoS

Overwhelming the cloud service infrastructure with a large number
of requests, causing the service to become unavailable

Software-initiated Fault
Attacks for Embedded
Systems

Exploiting vulnerabilities in the software running on an embedded
to generate incorrect results or take incorrect actions

Elevation of
Privilege

Configuration and Relay
Attacks

Manipulating the configuration or communication of software to gain
unauthorized access or control

Shrink Wrap Code At-
tacks

Exploiting known vulnerabilities in third-party code libraries or
modules to elevate their privileges

Firmware Exploitation Exploiting vulnerabilities in the firmware of an EV to gain higher
privileges and access to sensitive information
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Table A.4: Connected Electric Vehicle Attacks Vectors Threaten Different Aspects of
Security

Aspects Threat Vulnerability Description

Connected
Vehicles
Security

Spoofing

Connected Vehicle Im-
personation Attack

Posing as a legitimate vehicle to manipulate data or send false mes-
sages with the intention of compromising the platoon

Replay Interference At-
tack

Intercepting and replaying legitimate messages in an attempt to ma-
nipulate the behavior of connected EVs

Cooperative Interference
Attack

Malicious entity’s cooperation with a legitimate entity to send forged
messages or disrupt communication

Brute Force Attack Gaining access to a vehicle’s systems or data by systematically trying
a large number of possible combinations

Connected Entity Spoof-
ing

Impersonating a connected entity, such as a vehicle or a roadside
unit, to gain access or execute malicious actions

Tampering

Botnet Attack Using a network of compromised devices to launch a coordinated
attack on the vehicles’ systems

Wi-fi Wardriving Using tools to scan for wireless networks, identify vulnerabilities, or
intercept data traffic for data tampering

Physical (ECU or TCU)
Tampering Attacks

Physically accessing ECUs or TCU and modifying their firmware,
sensors, or hardware to gain unauthorized access or steal data

Injecting Malware Injecting malicious software into the system of the connected vehicle
to gain access or steal data

Injecting Insecure Code Injecting malicious code into the connected vehicle to take control
of the vehicle or steal sensitive information

Repudiation
Message Repudiation, in-
cluding Reply Attack and
Data-Driven Attack

Manipulating data being transmitted to and from a vehicle to con-
ceal or misrepresent their actions

Event Logging Repudia-
tion and Forensic Attack

Altering time stamps, deleting or adding entries, or modifying the
logs to conceal or modify the evidence

Information
Disclosure

Packet Sniffing Intercepting and analyzing network traffic to extract sensitive infor-
mation

Network Discovery At-
tacks

Discovering and probing network that connected vehicles use to com-
municate

Vehicle Energy Manage-
ment System and Elec-
trical Drive System Data
Theft

Intercepting and Stealing sensitive data related to the vehicle’s en-
ergy management system and electrical drive system

Connected Vehicle Profil-
ing Attack

Monitoring communication of the network to gather information
about vehicles and their drivers

DoS

Radio Frequency Interfer-
ence Attack

Transmitting a powerful radio frequency signal in the same frequency
range as the EVs, causing interference

Connected Entity DDoS Flooding communication channel of connected entities with traffic
or requests to overload and disrupt the communication

Software Cloud Service
DDoS

Overwhelming cloud-based service with a flood of traffic or requests,
which makes it unavailable to users and EVs

DSRC/V2X DDoS Flooding the communication channel between vehicles and other en-
tities in DSRC/V2X ecosystem.

Elevation of
Privilege

Rootkit attack Gaining access to a higher level of privilege in the system through
the use of a malicious rootkit software

Connected Vehicles Hi-
jacking

Taking control of a vehicle, allowing the attacker to manipulate the
vehicle, such as steering, acceleration, and braking
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Table A.5: Autonomous Electric Vehicle Attacks Vectors Threaten Different Aspects
of Security

Aspects Threat Vulnerability Description

Autonomous
Vehicles
Security

Spoofing

Spoofing Vehicle Bus
Messages or OBD Port

Impersonating control messages to send fake commands and com-
promise ECUs functionality

Spoofing Sensor Data Manipulating or sending false data to the sensors to deceive the
autonomous vehicle’s perception

Spoofing Traffic or Map
Information

Manipulating or providing false traffic or map information, leading
the vehicle to make incorrect decisions or routes

Tampering

Injecting Malware Unauthorized access to the vehicle’s system and installs malicious
software, compromising the vehicle or autonomous driver

Vehicle Sensors Sybil At-
tack

Forging multiple fake identities (i.e., spoofing) to manipulate the
sensor data of the vehicle, leading to tampering

Tampering Vehicle Bus
Messages

Manipulating the messages transmitted on the CAN bus to disrupt
or modify the normal behaviour

Vehicle Configuration
Settings Tampering

Modifying vehicle parameters such as autonomous system, braking
performance, and steering sensitivity

Vehicle Navigation / Di-
agnostic Systems Tam-
pering

Altering or falsifying important information or data, leading to in-
correct decisions made by the vehicle

Vehicle Sensor Tamper-
ing

Manipulation of the data collected by sensors on the vehicle, mis-
leading the autonomous driving making incorrect decisions

Adversarial Machine
Learning Attacks

Manipulating or adding adversarial inputs to the machine learn-
ing algorithm to cause misclassification or malfunction in the au-
tonomous vehicle’s decision-making process

Poisoning Attack in Ma-
chine Learning

Modifying the training data or input of a machine learning algorithm
to degrade the accuracy of the model

Repudiation
Message and Event Log
Repudiation

Manipulating the message and event logs, which makes it difficult
to verify the authenticity and accuracy of the logs

Monitoring OBD or CAN
Bus Message

Modifying CAN messages by attackers to cover their tracks and mak-
ing them harder to investigate/detect their activities

Information
Disclosure

Data Privacy and Data
Sharing Attack

Exploiting vulnerabilities in the data privacy and sharing mecha-
nisms of vehicles to steal sensitive information

Autonomous Driving
System, Data Theft

Stealing data, transmitted between assistant system and compo-
nents, such as driver behaviour or sensor data

Autonomous Driving
System Reverse Engi-
neering

Reverse engineering the assistant system to learn its operations and
potentially uncover sensitive information

DoS

Sensor and Network Jam-
ming Attack

Flooding the sensors and network communication with noise or in-
terference causing them to malfunction

Autonomous System DoS Flooding the autonomous system requests, exploits vulnerabilities,
or overloads with excessive computation

In-Vehicle Bus Communi-
cation DoS

Sending a high volume of traffic or manipulates bus communication
signals to disrupt ECUs communication

Elevation of
Privilege

Autonomous System Hi-
jacking

Exerting control over a system to induce unintended actions, such
as altering the route, accelerating or decelerating the vehicle, or
abruptly bringing it to a stop
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