Difficulty Adjustment Algorithms
for Preventing Proof-of-Work Mining Attacks

by
Hamid Azimy

Master of Computer Science, University of Tehran, 2015

A DISSERTATION SUBMITTED IN PARTIAL FULFILLMENT OF
THE REQUIREMENTS FOR THE DEGREE OF

Doctor of Philosophy

In the Graduate Academic Unit of Computer Science

Supervisor(s): Ali A. Ghorbani, Ph.D., Faculty of Computer Science
Ebrahim Bagheri, Ph.D., Electrical & Computer Engineering
Department, Ryerson University
Examining Board: ~ Rongxing Lu, Ph.D., Faculty of Computer Science
Scott Buffett, Ph.D., National Research Council and Faculty
of Computer Science
Donglei Du, Ph.D., Faculty of Management
External Examiner: Xiaodong Lin, Ph.D., School of Computer Science,
University of Guelph, Canada

This dissertation is accepted by the
Dean of Graduate Studies

THE UNIVERSITY OF NEW BRUNSWICK
August, 2022
© Hamid Azimy, 2022



Abstract

Bitcoin mining is the process of generating new blocks in the blockchain. This process
is vulnerable to different types of attacks. One of the most famous attacks in this
category is selfish mining, introduced by Eyal and Sirer [21] in 2014. Selfish mining
is a very well-known attack and many studies tried to analyze, mitigate, or extend
it. This attack is essentially a strategy that a sufficiently powerful miner can follow
to obtain more revenue than its fair share. To put it simply, it works by slowing
down the network and wasting the hash power of both attackers and honest miners
but wasting honest miners’ hash power more. This attack is not exclusive to Bitcoin
and can be performed on many proof-of-work blockchains and cryptocurrencies (e.g.
Ethereum) and it is observed in a few cases on other altcoins (Monacoin).

The reason that selfish mining is effective in Bitcoin is the difficulty adjustment al-
gorithm in Bitcoin. Because after the difficulty adjustment, the selfish miner will
benefit from higher relative revenue. This is the point that is not well-studied in the
literature and we try to address it in this thesis. However, the difficulty adjustment
algorithm is an essential part of the Bitcoin protocol and cannot be removed. In
this thesis, we analyze the profitability of selfish mining concerning time and also
the presence of other selfish miners. We also propose a family of alternative diffi-
culty adjustment algorithms including Zeno’s DAA, Zeno’s Max DAA, and Zeno’s
Parametric DAA, that discourage selfish mining, while allowing the Bitcoin network

to remain scalable (by adjusting the difficulty of the network).
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We analyze our proposed solutions, using two methods: mathematical analysis and
simulation analysis. Then, we present the results and discuss the effectiveness of
our proposed solutions. Based on our analysis, our proposed algorithms effectively
increase the profitability waiting time for the attackers to almost double its original
value. For example, for a miner with 40% of the network’s hash power, it extends
the waiting time from four weeks to more than eleven weeks. This will discourage
attackers from performing their malicious activities. We also show that our proposed

algorithm allows the network to scale while it increases the waiting time.
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Chapter 1

Introduction

In this chapter, first, we briefly introduce and review the background necessary to
understand the problem that we are trying to address in this thesis. Then, we discuss
our motivations and contributions. In the end, we will present the structure of this

thesis and talk about every chapter.

1.1 Problem Background

This section discusses key elements of the problem from bitcoin and how it works,

to the difficulty adjustment process and the main focus of this thesis, selfish mining.

1.1.1 Overview of Bitcoin

Bitcoin, introduced in 2008 by Satoshi Nakamoto [54], is a digital currency, or in
other words, as the author says, a distributed cash system. It is designed to remove
the need for a trusted third party (e.g. Banks or Financial Institutions) for verifying
the validity of financial transactions between two parties. In traditional models, a
third party is needed to verify the validity of transactions. Instead, Bitcoin uses a
distributed network of nodes (Bitcoin network), that helps to maintain the system.

In fact, trust is not an issue here, and the integrity of the whole financial ecosystem



is guaranteed by design. Although it is not the first attempt to create such a system
[T6], it is the first complete and working solution to this problem.

For keeping track of transactions, Bitcoin uses a public ledger called blockchain,
which is a well-designed tamper-proof data structure. Every node in the network has
its copy of this ledger and tries to validate it and add new transactions to it. The
blockchain is a chain of blocks of data (in this case, Bitcoin transactions). Every
block contains its parent (previous) block’s hash. This makes them a chain and also
gives the chain a sense of chronology. Because a hash of a block of data could not
be computed before the block itself, every parent block is created before its child
block. Moreover, with this structure, a block cannot be modified without altering
all of its descendants (following blocks). When a block changes, its hash will change,
so its child block (which contains the first block’s hash) will change, so the hash
of the child block will change, and this continues to the end. Having in mind that
in Bitcoin, blocks keep transactions, it turns out that the transactions cannot be
changed without changing its block’s descendants.

To make the whole system secure, we need to have a method to make the block
creation process hard, so that no one can generate many blocks easily in a short
period of time. As it is called in Bitcoin, every node has to provide a Proof-of-
Work (PoW) to show that it put a significant effort to create the block. So every
newly generated block should meet a criterion. The criterion is that the hash of
the newly created block should start with at least some (known number of) zeros.
In other words, it should be lower than a particular number, usually referred to as
target (note that every hash is, in essence, a number, often represented in binary or
hexadecimal format). To do so, every node adds a random number, called nonce, to
the end of the block’s header and calculates its hash. If it fails to meet the criterion,
the node will try with another nonce. But if it succeeds, the new block will be added

to the blockchain, and the process starts over. Provided that the hash function is



a one-way function and cannot be reversed, the process of finding a valid nonce (or
in other words, finding a Proof-of-Work) is a trial and error process, and there is no
shortcut for it. In Bitcoin, Proof-of-Work is a puzzle that has no significance on its
own other than proving that the miner put a notable amount of work into creating it.
However, in some other blockchains like Primecoin [43], the proof-of-work actually
solves a problem, in this case finding a pair of prime numbers. Note that not all
blockchains use proof-of-work. Although proof-of-work is the most well-known and
widely used type of consensus mechanism, there are other types of proofs e.g. proof
of stake, delegated proof of stake, proof of capacity, etc. that are used in other types
of blockchains.

The incentive for participating in this process is that every node who could success-
fully create a new block will receive some bitcoins as a reward. That is why this
process is also called ‘Bitcoin mining’ as it resembles mining new bitcoins with one’s
computational power. This way, every node participating in the process of mining,

in addition to helping to keep the integrity of the system, earns some bitcoins.

1.1.2 Difficulty Adjustment

Bitcoin started in 2009 with a few personal computers as its network. Those PCs
used their CPUs for calculating the hashes (mining process). Nowadays, there are
millions of devices, mostly ASICs®, each significantly stronger than those PCs. The
number of hashes that the early Bitcoin network could generate in ten minutes could
probably be generated by today’s network in a matter of nanoseconds. This makes
the blockchain unstable because one can generate many consecutive blocks in a very
short period of time, even before the other miners receive its first block.

To solve this problem, Satoshi Nakamoto introduced a mechanism called ‘difficulty’.

Before, we discussed that the criterion for a block to be accepted by other miners

! Application Specific Integrated Circuit



is that the resulting hash of the block should start with a known number of zeros.
Roughly speaking, this number is the difficulty of generating a new block (or in other
words, calculating the PoW?). If this number is higher, it is more difficult to generate
a PoW and vice versa. Because for example if the number of trailing zeros is n, on
average it takes % hash computations for the whole network to find one that begins
with n zeros. So, we have a parameter that can be changed to make block generation
easier or harder.

In Bitcoin, the goal is to keep the block generation rate constant. It means that
we want the whole network to be able to generate a block every ten minutes on
average. So, if the network grows, we have to increase the difficulty, and vice versa.
In Bitcoin, this happens every 2016 block, which is roughly equivalent to two weeks.
This process is called difficulty adjustment.

Bitcoin’s Difficulty Adjustment Algorithm (DAA) is very simple: At the end of ev-
ery 2016 blocks period, every node calculates the ratio of expected block generation
time to the actual block generation time, then multiplies this ratio by the current
difficulty value to get the next difficulty value. By doing so, they set the difficulty
value of the next period to the actual difficulty value of the previous period®.
tion (1.T) shows Bitcoin’t default difficulty adjustment algorithm. In this equation,
D,,_1 shows the difficulty value of the previous period, and D,, is the difficulty value
for the next preiod. Because every node has the same blocks in their local version
of the blockchain, even though they are calculating the next difficulty value sepa-
rately, the results of their calculation would be exactly the same. shows
the difficulty value for the Bitcoin network since the beginning, both in linear and
logarithmic scale. We extracted the actual difficulty values for each period from

Bitcoin’s blockchain itself, which is publicly available.

2In the real world, it is a bit more complex and has more technical details, But the concept is
the same.

3Tt is reasonable to assume that the difficulty value for the next period is equal to the actual
difficulty value of the network that is calculated based on the data from the previous period.
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Figure 1.1: Bitcoin network difficulty from the beginning

1.1.3 Selfish Mining

Selfish Mining is an attack from a mining pool toward other miners or mining pools.
Selfish miners do not follow the protocol when providing the proof-of-work. Instead,
they follow a set of rules that help them waste honest miners’ efforts, and therefore,
increase their proportional reward. Briefly, when a selfish miner/pool finds a block,
she will not propagate it immediately, but rather keep it for herself, so other miners
cannot mine on the top of her block. Then she publishes the block whenever it is
needed, to invalidate honest miners’ blocks.

The set of rules that a selfish pool follows depends on the event of finding a block.
Thus, it is divided into two subsets: 1) if the selfish miner found a block, and 2) if
the honest miners found a block. In the case of each of those events and also based
on the state of the network at the time of that event, the selfish mining strategy
indicates what action the attacker should take. This action is different from the

default behaviour that is expected from a miner. We will talk about this strategy



later in more detail. By following this set of rules, the attacker will waste a lot of
resources from honest miners.

Eyal and Sirer analyzed this strategy, presented this process as a state machine, and
computed the reward in every state and the final reward according to the probability
of each state [21]. In their model, they have two parameters: The first one is v, which
is the selfish pool mining power, relative to the computational power of the whole
network. Thus, the honest miners’ computational power would be 1 —«. The second
one is v which denotes the ratio of honest miners who choose to mine over selfish

mining branch.

1.1.4 Importance of Selfish Mining

Selfish mining is introduced in an academic paper by Eyal and Sirer [21]. Since
its introduction in 2013 until the present day, their paper has been cited over two
thousand times, including papers that analyzed it in different situations, papers that
extend it and combine it with other attacks, papers trying to detect and prevent it,
etc. So, It is a very well-known problem in the blockchain world.

Note that because of the pseudonymity of the Bitcoin, an attacker could easily create
a new identity (wallet address) for generating each block and avoid being detected.
Because of this, selfish mining is a sneaky attack and is not easily detectable. There
have been a few studies that attempt to detect selfish mining, for example, ForkDec
[75]. Based on their analysis, no instances of the attack have been observed in
Bitcoin’s network yes. There might be a few reasons for that, one of them being
since the introduction of selfish mining, there were rarely instances that a mining
pool was strong enough to be able to perform selfish mining. However, this doesn’t
mean that in the future there will not be a strong pool tempted to try it [25].
Although selfish mining is dominantly addressed in the context of Bitcoin and our

focus is also on Bitcoin itself, its impact is not limited to Bitcoin and it can be applied



to any other proof-of-work blockchain and cryptocurrency, e.g. Ethereum [57]. At
the time, even with the recent drop in the price of cryptocurrencies, there are around
fifty cryptocurrencies with a market capitalization of at least a billion dollars, many
of which are proof-of-work blockchains and potentially susceptible to the attack. One
of the instances in which selfish mining is observed in the real world was in 2018 on
the first Japanese cryptocurrency called MonaCoin, where the attackers were able to
create a private branch of nine blocks using selfish mining and cause around $90,000
in damage [34]. This means that smaller altcoins are more vulnerable to this attack

because it is easier to control a larger portion of hash power in them.

1.1.5 Blockchain Trilemma

Researchers have already discussed that the blockchain or essentially any distributed

system can face a trilemma often known as the scalability trilemma [87,72]. The three

components of this trilemma are:

e Decentralization: 1t is the main focus of the blockchain that makes it pos-
sible to be controlled by a network of peers rather than an individual. It is

arguably the easiest component to achieve.

e Scalability: This refers to how well the network can be scaled to be able
to process higher transaction throughput. This component one is the most
challenging of the three components and is still considered one of the main

issues in the blockchain that needs to be addressed.

e Security: Without proper assurance of security, no one will trust to partici-
pate and use a distributed system. As such, the Blockchain should be resilient

to external attacks and be able to defend its users.

Retaining all three of these components simultaneously is a challenging task, and

improving one of them often comes at the cost of partially losing another. Our work

7



is also not an exception to this rule. In this work, we try to improve the security
of the blockchain, especially against selfish mining attacks. This may lead to minor

decline in scalability. We discuss this in more detail in the following sections.

1.2 Motivations and Contributions

Bitcoin and blockchains in general gained a lot of popularity over the last few years.
With a price in the range of $30K to $65K from the start of 2021, the total market
capitalization of Bitcoin varied between 600 billion dollars to more than one trillion
dollars. Also, there are hundreds of cryptocurrencies other than bitcoin, many of
which (fifty to a hundred of them) have a market capitalization of more than a
billion dollars. In such an environment, the security of these systems and their
mechanisms will be of great importance.

The scope of this research is to address one of the security issues of Bitcoin and
other similar cryptocurrencies in the mining process. There are several attacks on
the mining process of Bitcoin which will cover in the next chapter. The one that
is the main focus of this research, as mentioned before, is Selfish Mining, which we

investigate and try to find a solution for it.

o As our first contribution, we investigate the effectiveness of selfish mining
and show that time is an essential factor in the profitability of selfish min-
ing, and those attackers who are powerful enough can potentially benefit from

selfish mining after a certain waiting period.

e For our second contribution we analyze cases with multiple selfish miners
to show what would happen if there are multiple non-cooperative agents per-

forming selfish mining in the system.

o We further argue that the difficulty adjustment algorithm in the Bitcoin net-

work is a major factor for allowing selfish mining to work. Therefore, as our

8



third contribution, we propose an alternative difficulty adjustment algo-
rithm, Zeno’s DAA, that discourages selfish mining by making it less profitable
and riskier for the attackers. To the best of our knowledge, our work is among
the first to propose to adaptively adjust the difficulty. We show that it is possi-
ble to extend the waiting period needed for selfish mining to become profitable
to more than double by using our proposed difficulty adjustment algorithm,

which will discourage miners from performing the selfish mining attack.

Our forth contribution would be extending Zeno’s DAA to a family of diffi-
culty adjustment algorithms that includes Zeno’s Max DAA and Zeno’s Para-
metric DAA, each of which has its unique characteristics and can improve

Zeno’s DAA it its own way.

For our fifth contribution, we perform a mathematical analysis on our pro-
posed family of difficulty adjustment algorithms to compare them with Bit-

coin’s default DAA and show theis effectiveness.

Finally, as our sixth contribution, we developed a Bitcoin network simu-
lator. This simulator, which will be discussed in more detail in Becfion 47,
is a discrete-event simulator that can be used to run arbitrary episodes of
the Bitcoin network with different configurations of miners. It can simulate
different mining strategies, in particular, default (honest) mining and selfish
mining. Also, the simulator can be used to study the effect of various difficulty
adjustment algorithms, namely default DAA and Zeno’s DAA. The simulator
could also be easily expanded to include more mining strategies and difficulty
adjustment algorithms. So, we used this simulator to study and analyze selfish

mining and the effectiveness of our proposed DAA.



1.3 Thesis Organization

The rest of the thesis is organised as follows:

o [Chapfer 2: [Backqround and Literature Revieu) provides an overview of Bitcoin

system and some of its technical aspects. It also talks about Bitcoin threats
including security and privacy issues, and previous works that has been done
in this area. Then it talks about the main focus of the thesis, selfish mining,

and present it with details.

o [Chapfer 3: [Methodology and Proposed Solutiond first, digs deep to answer a

question: is selfish mining profitable or not? We talk about opposing views
and the debate that exist around the topic. Then, we provide an answer and
the big picture that help us better understand this attack and its profitability.
We continue by explaining why there is a need for better difficulty adjustment
algorithms and how it can help. Then we propose our solution to the problem,
which is an alternative difficulty adjustment algorithm called Zeno’s DAA,
and we extend this algorithm to a family of DAAs by introducing two more
DAAs, Zeno’s Max DAA and Zeno’s Parametric DAA, that improve Zeno’s
DAA in two different ways. After that, we provide a mathamatical analysis of
the solutions, and then conclude the chapter by discussing various point about
alternative DAAs, from their properties and whether or not they have those
properties, to applicability of them and what it takes to use them in the real

world.

o [Chapfer 4: [Eualuafion _and Resulfd first talks about our evaluation methods:

mathematical analysis and simulation method. After that it presents the math-
ematical analysis for Bitcoins’s default DAA and also our proposed algorithms.
Then, for the simulation method, we start with a case without selfish miner to

check the simulator. Then we analyze cases with one and more selfish miners

10



to study their effect on each other and the network. And finally, we present
the result of our simulations for our family of alternative DAAs and show their

effectiveness.

Chapter 3: [Conclusion and Fulure Work concludes our work by presenting our
findings, discussing our contributions and limitations, and suggesting future

line of works for this research.
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Chapter 2

Background and Literature Review

In this chapter, we review the literature and provide background information related
to the goal of this thesis. We start with the principles of Bitcoin and how it works.
Then we proceed with Blockchain and Bitcoin threats and discuss various threats
and attacks to the privacy and security of the blockchain, with a focus on mining
attacks and more specifically, selfish mining. Then we talk about a few mitigation

techniques and their shortcomings.

2.1 Bitcoin Preliminaries

In this section, we are going to briefly explain how Bitcoin works. There are different
aspects of the Bitcoin mechanism that needs to be explained in order to understand

how the system actually works.

2.1.1 Identities

Identities in Bitcoin are associated with Bitcoin addresses, which are linked to a pair
of ECDSA" public and private keys. Anyone can generate any number of Bitcoin

addresses and use them. In the blockchain (which is the public ledger shared between

IElliptic Curve Digital Signature Algorithm
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all nodes in the Bitcoin network), the only transaction will be stored. A transaction
can have multiple inputs and multiple outputs. The input of a transaction is actually
the output of a previous transaction. Whenever someone wants to transfer some
money to another person, she will create a transaction with inputs that are unspent
outputs of some previous transactions, and output that is the Bitcoin address of the
second party, then sign it with her own private key linked with her Bitcoin address.
Then broadcasts it to the Bitcoin network, so that nodes that act as miners can put
it on the blockchain. The term “blockchain” comes from the fact that it is actually
a series of blocks of data (in this case transactions) that are chained together using
the hash. It means every block, in addition to the list of transactions, contains the
hash of its previous block. This way, changing a block, even a single bit, makes every

subsequent block invalid because the hash of the block will change.

2.1.2 Transactions

As we expect, in their simplest form, transactions represent sending a particular
amount of money from one identity to another one. In the blockchain, there is
no record of one’s account balance because it is too hard, or even impossible to
keep account balances in sync, among multiple instances of the blockchain, which
is a distributed ledger. Instead, there are just transactions that are stored on the
blockchain. So, if you want to see the balance of an account, you should search for
the transactions that send money to this account balance, and are not spent yet.
Then you can compute their summation to get the account balance.

So everyone’s bitcoins come from previous transactions. Therefore, when someone
wants to send some bitcoins to someone else, she should spend some previous trans-
actions, and use them as inputs to the new transaction. Suppose Alice wants to send
3 bitcoins to Bob, and suppose Alice previously received 2 bitcoins from Charlie (in

transaction TX1), and 2 other bitcoins from Dave (in transaction TX2). Then Alice

13
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Figure 2.1: Transactions in Bitcoin (Source: Nakamoto, 2008 [54])

has to create a new transaction whose inputs are TX1 and TX2. As the output of
the transaction, she should put Bob’s Bitcoin address to transfer 3 bitcoins to it,
and one of her own Bitcoin addresses to collect the change, which is in this case
1 Bitcoin. This example is one of the simplest, yet most common transactions in
Bitcoin.

When someone wants to send some bitcoins to another user, she will create a trans-
action and broadcast it to the network. Nodes also send these transactions to each
other so that every node could know about all new transactions. But these new
transactions are not in the blockchain yet, so they are not confirmed yet. Whenever
a node receives a transaction, it first checks it to see if it is valid or not. If not,
it will simply drop it. But if it was, the node will put the new transaction inside
its unconfirmed transactions pool. The next step is to create a block out of these

unconfirmed transactions. We will later explain it in detail.

Scripting

In you can see a transaction with only one input and one output. But
these examples are not the only possible ways to create a transaction. Of course,

Bitcoin transactions can have as many inputs and outputs as needed. But for creating
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transactions in Bitcoin, there is a simple stack-based scripting language that could
be used for creating more complex transactions. This scripting language is called
Bitcoin Secript or simple Script. Every transaction in Bitcoin (including previous
examples) should also be written in Script, which is intentionally designed not to
be Turing-complete, most importantly without loops. The reason for this is that
every transaction should be validated by the miners, and having loops that open the
possibility of having infinite loops, causes serious problems. Because if someone sends
a transaction with an infinite loop, all the miners should validate it, but by doing
so, they will get stuck in a loop and will never be able to validate the transaction.

In its essence, a transaction is like a list of instructions that describes how the next
owner of the coin can gain access to it and spend it. In the example above, we have
a Bitcoin transferred to a destination address, say address D. If in the future, the
user who owns the address D wants to spend her Bitcoin, she should provide two

things:

1. A public key that is associated with the address D (It means when you hash
the public key, you should get destination address D embedded in the script),

and

2. A signature that proves she owns the private key corresponding to the public

key.

By using this scripting capability, you can achieve the flexibility of defining how
a particular amount of Bitcoin should be spent. In our typical examples, it just
needs a set of public and private keys. But there are many more possibilities, for
example, one can define a transaction that needs two sets of public keys to be spent,
or even more sets of keys, or a password instead of keys, or even no keys at all. One
interesting example is a particular transaction in Bitcoin that has been created in

2013, and whoever finds a hash collision in SHA1, can spend the output which was
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worth 2.48 Bitcoin. In February 2017 someone found a hash collision and claimed

the reward.

2.1.3 Bitcoin Mining

As discussed before, Bitcoin needs a group of distributed peers to keep its network
running. These nodes are responsible for validating transactions and providing a
Proof-of-Work to add the transactions as a new block to the blockchain. Providing
the Proof-of-Work is a trial and error process and requires a lot of computational
power. Therefore, there has to be an incentive for the peers to participate in this
process.

To create motivation for people to join the Bitcoin network, the first transaction of
a block is designed as a special transaction that creates new coins that are owned
by the creator of the block. This is usually called block reward. This also provides
a way to distribute coins into circulation. At the beginning of the Bitcoin network
in 2009, the block reward was B50, but after every 210,000 blocks, the block reward
is cut in half to create a total amount of B21M in the end. This process is called
halving. The amount of block reward is B6.25 as of May 2020.

Another part of the reward is transaction fees. For every transaction that Bitcoin
users create and send to the nodes to be included in the blockchain, the amount of
output should be less than (or equal) to the amount of input. The difference between
the amount of output and input is considered as the transaction fee. Nodes collect
these transaction fees from the transactions that they include in a block by adding
them to the block reward in the first transaction.

Since creating new blocks requires a lot of computational power and the result is
receiving a reward in form of Bitcoins, this process resembles mining. Thus, it is
called Bitcoin mining, and the nodes participating in it are called Bitcoin miners.

Although finding a new block is completely random and determined by chance,
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the amount of reward that each miner receives in a long run would naturally be
proportional to its computational power.

The mining process itself has some vulnerabilities that people can use to attack
it. The difference between an attack on the Bitcoin network and an attack on the
mining process is that in the former, attackers try to manipulate transactions and
steal bitcoins. So the target is Bitcoin users (meaning the people who own some
bitcoins and try to make transactions with them). But in the latter, the target
of the attack is miners themselves. Basically, in these types of attacks, miners try
to perform the attack against other miners to increase their mining revenue with
other miners losing some parts of their revenue. We will discuss these attacks in the

following sections.

2.1.4 Pooled Mining

As the size of the Bitcoin network grows, its total computational power also increases
and it becomes more difficult for individual miners to mine a new block. Finding
a block has a significant reward, but the computational power of an individual is
very limited in comparison to the computational power of the network, so an indi-
vidual has a small chance of finding a block. Although, in other areas such as Edge
Computing, the issue of resource-limited devices has been addressed by developing
optimization algorithms to reduce the energy and delay cost [84,85].

Because of the limited hashrate of a user, the variance of the reward is very high,
because most of the time, a solo miner will receive no reward, but on a very rare
occasion, she will receive a significant reward. To reduce income fluctuation, miners
usually join forces and create pools to mine together and share the reward. With
their computational powers combined, they will find blocks more often and divide the
reward among themselves. By doing so, they will reduce the fluctuation of the reward

significantly, because they will receive smaller rewards but frequently. Obviously, the
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expected value of the reward for a single miner will not change, and she will receive

the same reward in the long run.

2.2 Blockchain and Bitcoin Threats

There are different categories of threats and attacks against blockchains from dif-
ferent aspects, e.g. blockchain structure, peer-to-peer system, mining process, and
applications [B5] [66]. In a broader look, we can categories Bitcoin threats into two
major categories: privacy issues and security issue. There are multiple studies that
survey these issues [14] [82] [53] [d0] [33]. We will review these categories and a few

examples of attacks related to them in the next sections.

2.2.1 Privacy and Anonymity Issues in Bitcoin

In traditional payment systems, the trusted third parties (e.g., banks) who are re-
sponsible for validating transactions, are also responsible for the privacy of the users.
They achieve this goal by limiting access to transaction information. This informa-
tion is only accessible by the parties involved and the trusted third party. However,
the Bitcoin approach is totally different. The sole purpose of Bitcoin is to remove
the need for a trusted third party and to achieve this goal, all the transactions are
public and every node in the network has access to all the transactions. Transaction
validation is done collectively by all the nodes. But this does not mean that there is
no privacy in Bitcoin.

Identities of the users in Bitcoin are associated with Bitcoin addresses, which are
linked to a pair of ECDSA? public and private keys. Anyone can generate any
number of Bitcoin addresses and use them. This means every node in the network

can see that someone (with a public address) is sending some bitcoins to someone

2Elliptic Curve Digital Signature Algorithm
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else (also with a public address), but these addresses cannot be linked to anyone
easily. Also, to further improve privacy, it is suggested strongly that users should
use each address only once.

However, this is an ideal case and in the real world, linking public addresses to
individuals is still possible to some extent [8]. Adversaries can perform blockchain
analysis to follow the flow of the money in the Bitcoin network using some simple
rules. For example, in multi-input transactions, all of the input addresses are almost
certainly belong to a single individual [60], or the address that is provided to collect
the change (after sending the specified amount to the receiver) is also belong to the
sender. By using these rules, adversaries can link addresses together, and using other
off-chain information (for example public addresses that a Bitcoin user publishes in
their website or forums or even in emails) they can link this group of addresses
to a single individual or IP address [44] [24] [60]. Androulaki et al. performed
an experiment to deanonymize users in such networks [2] and it showed promising
results.

Therefore it is often stated that Bitcoin does not offer anonymity. Instead, it offer

pseudonymity. This problem is not limited to Bitcoin. Many other blockchains and

cryptocurrency systems suffer from the same problem [42].

Privacy Improvement Proposals

There have been various efforts to mitigate privacy issues in Bitcoin [9] [7] [23].
They can be categorised as three major categories: Peer-to-peer miring protocols,

Distributed mizing networks, and Altcoins [I4].

o Peer-to-peer mixing protocols: Mixing is a technique that can be used to
confuse the trail of transactions to remove linkability in Bitcoin and preserve
privacy. In peer-to-peer mixing, mixers who are anonymous service providers

receive Bitcoins that are divided into small parts from different users, mix them
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into a transaction and send them back to the users but with different public
addresses. This helps break links between public addresses and ensures the
privacy of the users. There are many examples of these mixing protocols, e.g.

CoinJoin [49], CoinShuffle [63], Xim [10], etc.

Distributed mixing networks: MixCoin [[1] is one of the examples in
this category. Users share some bitcoins with MixCoin, which is a third party
and receives back the same amount of coins. So it provides strong anonymity.
However, there is the issue of trusting the third party, who could steal the
coins or reveal sensitive information. To solve this problem, other mixing
networks have been proposed. For example, BlindCoin [[71] which uses blind
signatures to create user inputs and cryptographically blinded outputs called
blinded tokens. Another example is TumbleBit [35] which helps users to make
fast, off-blockchain payments anonymously through an untrusted intermediary

called Tumbler.

Altcoins: Bitcoin is the first and most famous cryptocurrency in the world.
But there are tens of other coins that are inspired by Bitcoins. These coins are
called altcoins. Some of these altcoins try to tackle privacy issues in Bitcoin
and offer different mechanisms to ensure the anonymity of their users. One of
these altcoins is ZeroCoin [62] that uses cryptographic techniques such as zero-
knowledge proof to and can validate encrypted transactions. Two extensions
of ZeroCoin are ZeroCash [68] and Zcash [38|, which try to further develop
ZeroCoin and overcome some of its limitations, using advanced cryptographic
techniques such as zk-SNARK. Other examples include Monero which is based
on CryptoNote protocol and uses ring signatures to improve the privacy of its
users, and Dash [19] which mixes transactions using master nodes to achieve

higher privacy.
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2.2.2 Security of Bitcoin

In this thesis, our focus is on attacks against the mining process or in other words,
the peer-to-peer structure of the blockchain. Many of these attacks are related to
the pooled mining process that we discussed before.

There are several categories of attacks against Bitcoin and other PoW blockchains
in general [29] [15] [69]. One of these categories is mining attacks. Attacks in this
category target the mining process in Bitcoin. These attacks are usually not related
to the security of the Bitcoin and Bitcoin network, meaning they are not trying to
compromise the validity of the blockchain (the distributed ledger) or steal bitcoins.
Instead, they target the miners and pools. In a scenario where all miners are working
honestly (loyal to Bitcoin’s protocol), in the long run, any miner will receive a reward
proportional to her computational power®. For example, let’s suppose that the total
computational power of the entire Bitcoin network is one. Then suppose one miner or
a pool of miners has a fraction of it, say a. So, the ratio of the reward for this miner
should also be a. We call it the miner’s ‘fair share’ of the rewards. In mining attacks,
attackers try to increase their revenue beyond their fair share and/or decrease other
miners’ (or pools) revenues. We discuss some of these attacks here.

Block withholding attack, introduced by Rosenfeld [62] is an attack against a mining
pool, in which, the attacker joins a pool and pretends to contribute to the pool
without any actual contribution, and receives her share from the pool, without any
benefit for the pool [@] [5].

Another network-level attack, called the Eclipse attack, is a well-known attack that
tries to isolate some parts of the network from the rest of it to be able to deceive
them with an unreal picture of the network. Heilman et al. [36] introduced this
attack in 2015.

One of the most famous attacks in this category is ‘Selfish Mining’, introduced by

3Terms ‘computational power’ and ‘hashrate’ both refer to the number of hashes that a miner
generated per unit of time. We use these two terms interchangeably throughout this thesis.
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Eyal and Sirer [20] in 2013. In selfish mining, the attacker intentionally creates forks.
What it means is that in this attack, the attacker (also known as the selfish miner)
starts to mine, and if she finds a new block, unlike what the protocol states, she does
not publish its block to other miners. Instead, she keeps it for herself and tries to
find the next block on top of it. However, if another miner finds a block, she will
publish her block to invalidate the other miner’s block. By doing so, she can waste
the computational power of other miners in the network, so she will relatively gain
more revenue than her fair share.

The importance of selfish mining is that it is not limited to Bitcoin, and it can be
applied in other blockchains, e.g. Ethereum [22] [32] [61]. Based on [73] [46], until
now pools in the Bitcoin network have not been large enough for selfish mining to be
profitable, and the only case of selfish mining in the real world has been observed in
Monacoin [64]. Although it does not guarantee that this will not happen in the future.
There has been a few studies that analyze this attack [27] [56] [41]. We will discuss
this attack in detail later on. Many other attacks in this category try to expand or
generalize selfish mining attack [48] or combine it with other attacks [B] [IR]. Here

is a list of the most famous variants of selfish mining:

1. Stubborn Mining: Presented by Nayak et al. [65] in 2015, this attack tries to
improve selfish mining by using a new strategy. As the name suggests, in this
strategy the attacker acts more stubbornly and keeps mining on her private
branch even though it is not the longest branch. They also combine it with

the Eclipse attacks, introduced before, to make it even more profitable.

2. Optimal Selfish Mining: In this attack, Sapirshtein et al. (2016) [67]
provide an algorithm to find an optimal selfish mining policy that guarantees

a lower bound for the revenue.

3. Fork After Withholding Attack: Introduced by Kwon et al. [45] in 2017,
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this attack in some ways combines Selfish Mining and Block Withholding at-

tacks to overcome their limitations and create a stronger attack.

Finding a solution to prevent selfish mining, which is the ultimate goal of this work,

can potentially mitigate other similar attacks that use a similar mechanism.

2.3 Selfish Mining

Selfish Mining, introduced by Eyal and Sirer in 2013 [21], as discussed before, is
an attack from a mining pool toward other miners or mining pools. This attack
is designed specifically for Proof-of~-Work blockchains and takes advantage of the
characteristics of this type of consensus: generating a new block using the trial
and error process, and sharing the newly generated block with the other miners.
Therefore, it is not applicable in other consensus mechanisms like proof of stake.
Selfish miners do not follow the protocol. Instead, they follow another set of rules,
and by doing so, they waste honest miners’ hashpower and increase their proportional
reward. The main idea is that when a selfish miner generates a block, she will keep
it private rather than propagating it to the network. So, other miners do not have
access to her block (which is the last block in the blockchain) and therefore cannot
mine on its top. Then the selfish miner will publish the block whenever necessary
(according to a specific set of rules) and invalidate honest miners’ blocks.

The set of rules that a selfish pool follows depends on the event of finding a block.
Thus, it is divided into two subsets: 1) if the selfish miner found a block, and 2) if
the honest miners found a block. This is the set of rules that one should follow if

she wants to perform selfish mining:

o If she (the selfish miner) finds a block:

1. If before finding this block, there was a tie (length of the public branch
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and the private branch were equal), she is now ahead of honest/other

miners. So, she publishes the entire private branch and will win the race.

2. Otherwise (meaning that she is way ahead®), she continues mining on her

private branch.
o If others (honest miners) find a block:

1. If they are ahead, it means they win the race. In such a case, the attacker

switches to their branch immediately.

2. In the case of a tie, she reveals her private branch immediately, hoping

she will win the race.

3. If she is one block ahead, she reveals her entire branch and will win

because she is ahead of them.

4. Otherwise (meaning she is way ahead of them), she reveals her first un-

published block and continues mining on her private branch.

By following this set of rules, the attacker will waste a lot of resources from honest
miners. Eyal and Sirer analyzed this strategy and presented it as a state machine
(See [Figure 2.2). This diagram also shows the transition probabilities between the

different states. Using this diagram, they computed the state probabilities as follows

71, Eq. (2)-(5)]:

a — 20
__ ez 2.1
P 208 — 402 + 1 (2.1)
LN (2.2)
Po—a y4i .
po=(1-a)xp (2.3)
(6%
Vk:zz:pk:(l_oé)’“*l><p1 (2.4)

4Note that because of this strategy, the selfish miner is never behind the honest miners. Because
if it happens, the selfish miner immediately switches to honest miners’ branch
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Figure 2.2: Selfish mining state machine with transition frequencies [21, Fig. 1]

in which, « is the selfish pool’s hashrate, relative to the hashrate of the whole
network. Consequently, the hashrate of all the other miners combined is 1 — a.
In the equations above, p; shows the probability of being in state ‘1’ Likewise,
Po, po and py show the state probabilities for states ‘0’7, ‘0", and ‘K’ (for k& > 2)
respectively.

In their model, they also use another parameter, v, which denotes the ratio of honest
miners who choose to mine over selfish mining branches. This parameter does not
affect the state probabilities, but it will show its effect on the revenue calculations.
The next step is to calculate the revenues of the selfish pool and honest miners. If
the selfish pool would have been honest, the ratio of its share from the total revenue
would be proportional to its hashrate, a. However, in this scenario, we should
calculate its revenue and also the revenue of honest miners when the pool performs
selfish mining. The revenue of a miner is the sum of products of state probabilities
and state revenue, over all the states. Based on different cases that might happen
in every state, Eyal and Sirer calculated the two equations below (Equations 6 and

7 from [21]) that show revenues of the pool and others as:

Tothers = pO/’Y(l - 04)1 —|—p0/<1 - 7)(1 - Oé)2 +p0(1 - 04)1 (25)

Tpool = Dor-.2 + py.y(1 —a). 14+ po.(1 —).2 4+ Pli > 2](1 — a).1 (2.6)

As noted before, a,, which is the hashrate of the selfish pool, also shows the ratio of
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the pool’s revenue in the case of honest mining.
To calculate the relative revenue of the selfish miner, they simply divided the value of

Tpool DY the sum of 7,0 and ropers to get what they call ‘revenue rate ratio’ [21, Eq. 8]:

R - T'pool _ a(l —a)?(4a+~(1 - 2a)) — a? 2.7)
pee T'pool + Ttotal 1— CY(l + (2 — CY)O&)

Then they plotted the value of R,y for 0 < a < 1/2 and different values of v [21,
Fig. 2], and also backed it up with a simulation analysis (also showed in the plot).

You can see this plot in [Figure 2.3.
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S gL =2 Z
= 6 _ . / —
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Figure 2.3: Relative pool revenue for a selfish miner [21, Fig. 2]

This figure shows that there are many cases that the pool revenue is more than
alpha, which means the pool gains a revenue more that its fair share, using selfish
strategy.

The point of profitability of selfish strategy is the point that R,., becomes more
than o. It means that if R, is more than «, then the selfish strategy is profitable

for the pool. That is because in the honest case, the relative revenue of the pool
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Figure 2.4: The minimum hashrate required for performing a profitable selfish mining
attack as a function of v [21, Fig. 3]

would be equal to its relative mining power, which is a. Therefore, by solving the

inequation form [Equation (2.8), Eyal and Sirer came up with a threshold for a with

respect to 7.

Tpool 11— Y
Ryo=—22 —>a= <« 2.8
poot T'pool + Ttotal 3 — 2/7 ( )

This inequation is a threshold for a. If a is more than this threshold, the selfish
mining will be profitable for the pool, and its revenue will increase if they follow
the selfish mining strategy. As can be seen here, it is dependent on ~, and it makes
sense because v plays a role in the profitability of selfish mining for a pool. Because
if more honest miners accept selfish pool blocks, it would be more profitable for the
selfish pool to mine selfishly than the case that honest miners do not accept their
block. shows this threshold which is the minimum hashrate that a miner
needs so that she can gain more revenue than her fair share if she perform the selfish

mining attack.
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2.3.1 Detection and Mitigation

Because of the decentralized nature and anonymity (pseudonymity) of Bitcoin and
blockchain, detecting selfish mining is not so straightforward. However, there have
been some attempts to detect this attack [I3] [I76]. For instance, one method of
detecting selfish mining proposed by Saad et al. [64]. They leveraged the expected
transaction confirmation height and the block publishing height to detect selfish
mining behaviour in PoW-based Blockchains. Using the relationship between the two
features, they created a “truth state” for each published block in order to distinguish
between a legitimate block and a selfishly mined block.

There are some mitigation methods proposed to prevent selfish mining [66]. The
first mitigation strategy was proposed by Eyal and Sirer [21], which suggests a slight
change in the Bitcoin protocol. Bitcoin protocol requires that if you receive two
blocks with the same heights, you as a node should accept the first one, broadcast
it to others, and ignore the second block completely. In this mitigation, Eyal and
Sirer suggest that in this situation, you should broadcast both of those blocks, and
choose one of them randomly. They prove that by using this technique, you will
set the minimum hash power required by a selfish miner to 25%. So, it is called a
25% defence against selfish mining, because by using this technique, the selfish miner
should have at least 25% of the network hash power to benefit from selfish mining.
Another mitigation technique is called Freshness Preferred, proposed by Heilman
[B5]. In this method, every block should have a timestamp. These timestamps
are unforgeable (meaning you cannot set a timestamp in the future) because every
minute one timestamp will be generated and broadcasted to the network. Every
miner should include this timestamp in their block, and whenever a miner receives
a block with the same height, it will compare the timestamps of the newly received
block and the previous block with the same height together and it (as the method

name suggests) prefers the fresher one. Because, if a selfish pool withholds a block
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it has been found, its timestamp will not be fresh. Heilman analyzed this method
and proved that this method is actually a 32% defence mechanism, meaning every
pool that wants to perform selfish mining profitably, should possess at least 32% of
the computational power of the whole network.

There is also another mitigation technique proposed by Solat and Potop-Butucaru,
called Zeroblock [[70]. This method also suggests some changes to the Bitcoin pro-
tocol and introduces a new type of block besides regular transaction blocks, called
Zeroblock. Zeroblock is essentially a dummy block with no significance in terms of
data. The technique is as follows: Every miner is trying to mine a block, and also is
listening to other blocks if there was a new block generated by other miners. If none
of those happen in a fixed time window (for example 10 minutes, which is average
block generation time), she generates a Zeroblock (which does not need a PoW, is
easy to generate and can be created by all nodes independently), and appends it
to its local version of blockchain. From now on, this block is the new head of the
blockchain and all miners should mine on the top of this block, instead of the pre-
vious block. So if in the future, she receives a withheld block, she will know that
this is withheld because it is not mined on the top of the Zeroblock. This defence is
demonstrated in [Figure 2.5. The authors analyzed this method and proved that it
is a 50%+ defence mechanism. It means that selfish mining is not profitable unless
the selfish pool has the majority of computational power, and of course, if it has, the
original 50%+ attack will happen on the Bitcoin network and it will devaluate the
whole network.

There are a few problems with these mitigation techniques. More specifically, in
freshness preferred we need an unforgeable timestamp, and so an entity that gen-
erates these timestamps. First, having such an entity challenged the distributed
nature of the blockchain. Second, achieving such an entity is extremely difficult,

and maintaining its security is another issue. Regarding the method Zeroblock, by
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adding a dummy block to the blockchain, because this dummy block cannot include
any transactions, we have periods that no transaction can be confirmed. This means
transaction confirmation time for those transactions will increase by at least the time
of the zeroblock. One other problem with these mitigation techniques is that they are
fairly complicated and need significant changes to be made to the Bitcoin protocol.
Because of this, the Bitcoin community has not adopted any of them as a solution
to be added to the Bitcoin protocol. Also, these solutions do not pay attention to
the difficulty adjustment algorithm, which is the reason that selfish mining becomes
profitable. 'We will discuss this in the following sections. Our proposed solutions

should overcome these issues and be practical to be used in the Bitcoin protocol.

2.4 Summary

In this chapter, we explained the principles of Bitcoin and how it works. Then
we reviewed the privacy and security threats related to Bitcoin and blockchain in

general. Then we discussed selfish mining which is the main focus of this thesis. After
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that, we reviewed a few mitigation techniques and discussed their shortcomings. In
the following chapters, we talk about our approach to the problem and our proposed

methods.
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Chapter 3

Methodology and Proposed

Solutions

In this chapter, first, we investigate the debate around the profitability of selfish
mining, settle the debate and depict a big picture to better understand the situation.
Then, we argue why we need alternative difficulty adjustment algorithms and why
they help. After that, we talk about the properties that a good alternative DAA
should have. Then we proceed with proposing our proposed DAA, Zeno’s DAA, and
extending it to a family of DAAs with two more members: Zeno’s Max DAA and
Zeno’s Parametric DAA that improve Zeno’s DAA in two different ways. Then, we
provide a mathematical analysis of the solutions. In the end, we discuss a few points

about various aspects of the solution from satisfying the properties to applicability.

3.1 Profitability of Selfish Mining

In this section, we review countering arguments on the profitability of selfish mining
and discuss their points. Then we introduce profitability metrics that will help us
analyze the attack and compare the results. After that, we provide the big picture

to show how both sides of the argument are partially right but inconclusive. Then
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we talk about the effect of difficulty adjustment and also time on the revenue of the

selfish miner and profitability of the attack.

3.1.1 Empirical Evidence

There has been several studies that analyze selfish mining from different perspectives,
e.g. selfish mining with presence of propagation delay in the network [30] [74] [47] [83],
multiple selfish miners [3] [80], selfish mining in imperfect networks [81] [39] As
discussed in the previous chapter, Eyal and Sirer who first discovered and introduces
selfish mining attack, analyzed selfish mining and presented it as a state machine

with the transition probabilities between the different states in [Figure 2.4. Using

this state machine, they computed the state probabilities in [Equations (2.1) to [2.4)

as functions of the hash rate a. Based on different cases that might happen in every

state, Eyal and Sirer calculated the revenues in [Equations (2.5) and [2.6) and called

them 7¢pers and 100, Which show the revenues of honest miners and the selfish pool,
respectively.

The next step in Eyal and Sirer’s calculation was simply calculating the relative
revenue of the pool by dividing rpee to sum of 7,00 and repers in [21, Eq.8] to get
Ryooi- Then, they demonstrated this value in [21, Fig.2] and showed that in many
cases, the value of R, exceeds o, which means selfish mining is profitable for the
selfish miner.

However, there is another side to this argument. Craig Wright is one of the most
famous and influential people in Bitcoin community. He openly claims that he is
Satoshi Nakmaoto [77], the creator of Bitcoin, and of course many people believe
him. He published two papers in 2017 to critique the selfish mining [79] [78]. In these
papers, he claims that selfish mining is a fallacy and it is not profitable under any
circumstances. He presents an analysis and demonstrate the results in [78, Fig.8].

This figure can be seen in [Figure 3.1. In this figure, it is shown that the revenue
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of a selfish miner (the red curve) never exceeds the value of o from honest mining

(the black line). This contradicts the analysis of Eyal and Sirer which was presented

in [210, Fig.2].
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Figure 3.1: “Sketch of expected pool revenue for selfish-mine strategy.” [78, Fig. §]

This is the debate that exist around the subject of profitability of selfish mining.
Now, the question is that which side of this argument is correct? In the following

sections, we take a deeper look at the profitability analyses and settle the argument.

3.1.2 Profitability Metrics

To be able to analyze the profitability, we need some evaluation metrics. The sim-
plest, yet most important, evaluation metric is total net revenue. Because it is the
most important, and very likely the sole factor for miners to participate in Bitcoin
mining. The reason for emphasizing the term total net revenue is that, as discussed
before, there are some cases in which, the relative revenue of the miners will increase.
But that is not desired, because a miner does not want her total net revenue decrease,

even if her relative revenue increases.
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As an example, suppose Alice and Bob both make five bitcoins per day. Also,
assume there is a strategy (e.g. selfish mining) that Alice can adopt. If she does
this, Bob’s revenue will be decreased to two bitcoins per day, but her revenue will
also be reduced to four bitcoins per day. In this example, Alice’s relative revenue
increased in comparison to Bob’s, and now she makes twice as Bob. But her total
net revenue decreased by one bitcoin per day which is not desirable for a rational
agent. Note that the total revenue of all miners (Alice and Bob) in this example
is reduced from ten to six. This example shows that the total net revenue is an
important evaluation metric, and in fact it is more important that relative revenue.
Since the number of bitcoins mined is directly related to the number of blocks gen-
erated (currently 6.25 bitcoins per block), we only consider the number of blocks
generated by a miner as her total net revenue and denote it as R. Suppose t is the

time (in hours) since a particular miner P; started to mine.

Rp.(t):  Number of blocks generated by the pool P; in time ¢ (3.1)
(Total net revenue of the pool F;)

The scenario where all miners are honest is our baseline, which defines our expected
value of the revenue. Because in this scenario, every miner will receive its fair share
of the total revenue, and any deviation from this amount shows either loss or profit.

We denote the revenue in the all-honest scenario as R as below.

Rp,

7

(1) = a; x t X 6 (3.2)

The number six in the equation above refers to the fact that on average, six blocks
should be generated by the whole network every hour. In other words, the block
generation rate for Bitcoin is one block every ten minutes.

For every miner, if all miners are loyal to the protocol (mine honestly), their expected

total net revenues are the same as R and proportional to their hashrate, o;.
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Rp.(t) ~ Rp,(t), if all miners are honest (3.3)

By comparing Rp, and Rp, in the presence of selfish miners, we can see if the config-
uration of miners has any profit or loss for every miner or not. Therefore we define
another metric to see this comparison. It is a normalized gain or loss metric which

we call it ‘gain’ for short, denote it by G'p, and define it as follows:

Gp (t) _ RPz‘ (t) - Epi (t)

3.4
; v (3.4)

In the case of all miners being honest, Gp, should be zero. Because the numerator

of the equation above equals zero (as Rp,(t) ~ Rp,(t)).

3.1.3 Findings

An important point that is not mentioned in either analysis is difficulty adjustment
and how it affects profitability. In this section, we revisit the analyses by taking the
difficulty adjustment and time into account.

As noted before, «, which is the hashrate of the selfish pool, also shows the ratio
of the pool’s revenue in the case of honest mining. In Eyal and Sirer’s calculations,
Tpool |21, Eq. 7] shows the new ratio of the pool’s revenue in the case of selfish
mining. Therefore, we can interpret this ratio as ‘effective hashrate’ (or ‘apparent
hashrate’ [31]) of the pool in this scenario. Note that before the difficulty adjustment,

the effective hashrate of the pool is lower than a.
Voo Vy i Tpoer < @
shows the amount of r,,, which is the total net revenue (not relative
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revenue) of the selfish pool with respect to « for different values of . As it is shown
in this figure, the value of r,,, is always below the black line, which corresponds to
the revenue of the pool if it chooses the honest mining strategy. This is also the case
for other honest miners in the network, meaning they also lose some of their revenue

and their effective hashrate is lower than 1 - a.

Ya VY Tothers < 1 — «

As a result, the total revenue in the network is lower than one. This indicates
that with the presence of selfish miners, there will be many discarded blocks in the
network, which leads to a lot of waste in computational power. Because of this, the
total revenue that is generated in the network will decrease. As it is shown below,

Ttotar Which is the sum of revenues of the pool and other honest miners, is always
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Figure 3.2: 1, for different o and ~y (after difficulty adjustment)
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lower than one. It means that from the perspective of the total net revenue, selfish

mining is never profitable.

Ttotal = Tpool + Tothers < 1 (35>

If there is no difficulty adjustment in the system, this is the case. When a miner
starts to use the selfish mining strategy, all the nodes in the network will suffer a
loss. However, the loss may be less for the selfish miner in some cases. The analysis
above was in the case in which there are no difficulty adjustments (like the period
between two difficulty adjustments). This is what Wright and Savanah referred to
in their paper [78].

They argue that this scenario will always hold. However, in practice, the Bitcoin
network operates using a difficulty adjustment algorithm. What will happen in the
long term with the presence of difficulty adjustments? To calculate the relative

revenue of the selfish pool, Eyal and Sirer simply divided the selfish pool revenue

(Equation (2.6)) by 7w (Equation (3.5]), the sum of the revenues of both honest

miners (Equation (2.5)) and selfish pool, and called it R,,,;. As noted before, «,

which is the hashrate of the selfish pool, also shows the ratio of the pool’s revenue in
the case of honest mining. However, ,,, shows the new ratio of the pool’s revenue in
the case of selfish mining. Therefore, we can interpret this ratio (R,..1) as ‘effective

hashrate’ after difficulty adjustment. The result is [21, Eq. 8]:

Tpool T"pool
poo poo
Rpoor = = (3.6)
Tpool + Tothers Ttotal

shows the value of R,,, with the same configuration as [Figure 3.2. It
shows that in many cases the revenue of the pool exceeds its revenue in case it stays
honest. This is a strong motivation to perform this attack against other miners in the

network. The fact that the difficulty adjustment makes the selfish mining profitable,
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is the most important point in this thesis and we will get back to it in the following
sections.

An important factor that neither Eyal and Sirer [21] nor Wright and Savanah [8]
considered in their analyses is time. In the next section we discuss the effect of time

on profitability of selfish mining.

3.1.4 Profitability of Selfish Mining in Time

As we discussed before, Eyal and Sirer considered the final value of the revenue
many periods from the start of the attack, while Wright considered just the first
period of the attack and before any difficulty adjustment. In a sense, they are both
right. However, to better understand the revenue and its changes, the important
time factor has to be considered.

Based on the analysis in the previous section, regardless of the selfish miner’s hash
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Figure 3.3: Ry, for different o and v (after difficulty adjustment)
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power, selfish mining is not profitable at the beginning. However, after difficulty
adjustment, the revenue of the selfish miner starts to increase. If the selfish miner is
powerful enough, it will eventually exceed the honest mining strategy’s revenue.

Here we want to analyze the effect on time on the revenue of a selfish miner with
the presence of difficulty adjustment. For the sake of simplicity, we assume that the
time begins from the moment that a pool starts to adapt the selfish mining strategy
right after a difficulty adjustment (beginning of a new period). Also, we mentioned
that in Bitcoin, the difficulty adjustment takes place every 2016 blocks, and the
block generation rate is one block every ten minutes or % hours. So the length of a

difficulty adjustment periods should be as follow:
1
T = 2016 x 6= 336 hours (3.7)

Suppose that at the beginning, the value of difficulty equals one. When a pool starts
to perform the selfish mining strategy, for the first period, the value of difficulty stays
equal to one. Meanwhile, selfish mining leads to a lot of discarded blocks, which leads
to lower block generation rate in the first period, before the difficulty adjustment
tries to bring it back to its intended value of six blocks per hour. Therefore, the
block generation rate in the first period will drop by a factor of 7,4, Which is the
effective hashrate of the entire network in the first period. As a result, the length of
the first difficulty period, 77, will be longer than 7" and it has a reverse relationship

with Ttotal -

>T (3.8)

Ttotal

After 2016 blocks, the difficulty adjustment happens. We assume that after 77,

nothing will change, meaning that no miner will change its strategy, no miner will
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leave the network, and no new miner will join the network.

Dy =1 (initial difficulty)
Dy = Dy X Tiotal

‘Dblzl%

By converting the difficulty to a function of time, we will have:

1, t<Ty
D(t) = (3.9)

Ttotal t > Tl

shows the value of difficulty with respect to time.

Dy deeeeeennieeeeennn

Dif ficulty

0 r t t t t
T +T Ty + 2T Ty + 3T Ty +4T
Time (h)

Figure 3.4: Difficulty value by time in a selfish mining scenario

Now, we calculate [Equation (3.6), but this time we consider the time and this means
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we have to consider the effect of the difficulty adjustment:

Rooor(t) = /0 (gpz;l) X 6) dt

ift>1T —

n Tpool ! Tpool
Rpool(t) :/ ( pl X 6) dt +/ (= % 6) dt
0 Ty

Ttotal

T'pool Ty Tpool !
:[p—th} +{p—><6t}
0

1 Ttotal il

Tpoo
= Tpool X 6T1 + pool X G(t—Tl)
Ttotal

T'pool T'pool
L L T L P R
Ttotal Ttotal

- Rpool X 6t - (Rpool - Tpool) X 6,-Tl (310)

In Equation (3.10), as seen previously, 7pos and Rp., show the effective hashrates

of the pool before and after the difficulty adjustment, respectively. Moreover, from

Equation (3.10), we can conclude that when ¢ — oo, the value of R, (t) would

converge to R, from [Equation (3.6], which confirms the analysis of Eyal and Sirer

of the selfish mining strategy in the long run. On the other hand, when ¢t < 77, the
value of R, would be 7,0, X 6t, which confirms the analysis of Wright and Savanah
of selfish mining in the short term [78].

We also have:

Rpgol(t) =a X 6t
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Therefore:

Rpoot(t) — Rpooi (1)

Groo(t) =
2 l() 6
_ Rpool(t) —a X 6t
B 6t
Gpool (t) — (RPOOI X 6t - (RPOOI — Tpool) X 6T1> —a X 6t

6t

T

- (RPOOI - Oé) + (Rpool - Tpool) X T (311)

shows an example of G,,0(t) for a selfish miner with hashrate of 0.35 (or
%35). As can be seen in this figure, in the first period, G is negative, meaning that
the pool is losing a portion of its revenue, as Wright and Savanah [[/8 mentioned
in their paper. However, after the first difficulty adjustment, the value of G begins
to increase. Somewhere around time 2,000, it reaches zero, meaning that at this
point (which is roughly equal to 12 weeks after the beginning of selfish mining),
the selfish strategy evens out. We call this point a break-even point. After that,

it continues increasing slowly until eventually, it converges to the point that Eyal

and Sirer predicted in [Equation (3.6). This figure clearly shows that time plays an

important role in the profitability of selfish mining.

3.2 Desirable Properties of a DAA

As discussed in Becfion T T2, difficulty adjustment is a crucial mechanism to ensure
the scalability of the Bitcoin network. Without difficulty adjustment, as the size of
the network grows, it becomes easier to generate a new block, which imposes serious

security risks on the blockchain. Because by definition, generating a Proof-of-Work

43



15

Ghpool, @ =0.35

10 A

—10 4

—15 T T T T T T T T
0 1000 2000 3000 4000 5000 6000 7000
t

Figure 3.5: Gain for a selfish miner by time

should be hard and require a lot of effort. Otherwise, everyone could generate many
consecutive blocks, which will lead to multiple branches in the blockchain and make
it unstable.

On the other hand, as we discussed in Bection 3 T3, an important factor that makes
selfish mining profitable is the difficulty adjustment algorithm. Bitcoin’s current
difficulty adjustment algorithm is what makes the selfish mining attack (and some
other types of mining attacks) possible because these kinds of attacks are based
on wasting the computational power of other miners. In selfish mining, instead of
increasing the pool’s revenue, will decrease everyone’s revenue, but decrease honest
miners’ revenues more. So, from a relative perspective, it is profitable. But after
the difficulty adjustment, it is going to be profitable in terms of total net revenue.
So, when the DAA lowers the difficulty, the attackers are going to benefit from it.
Hence, we need to change the difficulty adjustment algorithm, but we cannot remove
it [26] [68].

We need an alternative difficulty adjustment algorithm that can maintain the scal-
ability of the network while discouraging dishonest mining behaviour.

As mentioned before, one of our goals in this research is to find alternative difficulty
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adjustment algorithms, that discourages selfish mining (and similar attacks) while
allowing the network to scale.
The potential solution requires to have certain characteristics. For example Meshkov

et al. describe the properties of an ideal difficulty adjustment algorithm as follows
(61

1. “It should be resistant to known types of attacks based on difficulty manipu-

lation.”

2. “It should lead to an almost constant desired block rate for random fluctuations

in the network hashrate.”

However, the attack that Meshkov et al. had in mind was the coin-hopping attack
which is different than the selfish mining attack. In the coin-hopping attack, the
attacker’s focus is to alternate the difficulty between a higher value and a lower
value. Then she will mine on lower difficulty periods and switches the network on
higher difficulty periods. Therefore, a simple moving average DAA could achieve the
goals that Meshkov et al. mentioned.

But in selfish mining, the attacker’s focus is to lower the difficulty of the whole
network and gain profit from higher relative revenue. However, as discussed before,
the selfish miner has to wait for a while (until the break-even point) before selfish
mining becomes profitable for her. What we are trying to achieve here is to propose
an alternative DAA that could extend this waiting period, to discourage miners from
performing selfish mining attack. This results in a lower block generation rate and
we cannot guarantee a constant block generation rate. However, there will always
be a trade-off between letting miners perform selfish mining attack and tolerating
a small decrease in block generation rate. Our solution aims for the latter while
keeping the block generation rate as close to the desired value as possible. The

reason that the block generation rate is important is that it has a direct relation
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with the transaction confirmation time. Therefore, in other words, we need to keep
transaction confirmation time as low as possible. Also, in addition to these two
important characteristics, there are more characteristics that a difficulty adjustment
algorithm should have. For example, the current difficulty adjustment algorithm is
easy to understand, implement, and compute. Any proposed DAA should inherit
these properties because it is highly unlikely that the Bitcoin community accepts
to add a very complicated module to the Bitcoin system just for the difficulty ad-
justment. Also, it should not add a computationally expensive task to the system,
because the mining process is a very resource-intensive task. Another important
characteristic is that it should be computable by every miner in the network without
a need to interact with other miners, and by just using the blockchain history and
public data. Because the nature of Bitcoin is distributed and this is the core of its
strength.

To summarize, based on the discussion above, a good DAA:

1. should be resistant to selfish mining and ideally other types of attacks

based on difficulty manipulation.

2. should lead to an almost constant block generation rate as close to the

desired value as possible.
3. should be able to maintain the scalability of the network.
4. should be easy to understand, implement, and calculate.

5. should be independently computable by peers.

3.3 Alternative Difficulty Adjustment Algorithms

Now that we discussed the properties of a good DAA, we propose a solution and

analyze it. A solution could be a difficulty adjustment algorithm that keeps history
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in the record with something like a moving average and tries to be smoother than
the current algorithm.
We mentioned Bitcoin’s default DAA in [Chapter 1. The equation for Bitcoin’s

current DAA is basically as follows:

last period’s expected time
D, =D,_; x P — *P _ (T revisited.)
last period’s actual time

in which, D, is the difficulty from the n’th period. Based on this equation, to
calculate the difficulty value of the next period, we simply calculate the ratio of
expected time for the last period to the actual time of the last period, and then
multiply this ratio by the difficulty value of last period. For example, we expect that
a period to take 14 days. Now, assume that the last period took 13 days instead of
14 days. This means that the network difficulty is less than it should be and we have
to increase it. To do so, we multiply the network difficulty by 4/13 to get the new
difficulty which is a higher value than before. This way, assuming that we do not
have any change in the network’s total hashrate (and of course every miner follows
the protocol) the next period should take 14 days as expected.

So, we have this formula for the difficulty:

D D, x 2016600 (312)

baorexn — tbzow x(n—1)

in which, b; is the ¢’th block, and ¢, is the time that block 7 is generated. Therefore,
the denominator of the equation above shows the time difference between the last
block from the last period and the last block from the period before that (2016 blocks
difference). Also, the numerator is the expected time for generating 2016 blocks for
an average of 600 seconds (10 minutes).

Note that all the information needed to calculate the new difficulty value is public

and every peer has access to them: D,,_; is the current difficulty stored in the block
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header?, t; is timestamp of a block also stored in the block header, and the numerator

is a constant value of 2016 x 600 seconds.

3.3.1 Zeno’s DAA

Let’s look at the Bitcoin’s DAA from another perspective. Essentially, what we
calculate in Bitcoin is the expected value of difficulty for the last period. It means,
for the last period, if we had used D,, as the difficulty value of period n — 1 instead
of D,,_1, the period would have taken exactly 2016 x 600 seconds. So, in a sense,
we actually calculating the expected difficulty of the last period, and hope that the
next period’s expected difficulty would be the same. Therefore, we call this value

expected difficulty of period n — 1 and we denote it by F,,_1:

2016 x 600
Eyy = Dy % . (3.13)

boorexn — tbzolﬁx(n—l)

Now, a simple modification could make the difficulties sensitive to history and not

just the current period:

1 1
D,=-FE,_ - D, . 3.14
5 1+ 5 1 ( )

Unlike Bitcoin’s default DAA, here we do not set the difficulty of the next period
to the expected difficulty of the last period. Instead, we add half of the expected
difficulty and add it to half of the actual difficulty of the last period and use it for
the next period. What it does is that it slows down the change in the difficulty value.
Therefore, this formulation considers a history of difficulties and therefore changes

more smoothly than the original one. To better show how this considers the history,

IThe actual value that is store in the block header is called Target and the value of difficulty
can be calculated from it. [
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we can expand [Equation (3.14) as below:

D, = 5 fn- + B D,y
_% n1+%x(; En2+%Dnl)
= % 1 + i E,_o+ éll D,y
= % 1 + i E, »+ é E, 3+ % Dy

En—i
~ Z 5

We call this new difficulty adjustment algorithm “Zeno’s DAA”, because it re-
sembles Zeno’s Paradox in which the hare travels half of the distance between itself
and the tortoise in each step, similar to our difficulty that gets adjusted to a point
halfway through its final goal. Because of this property, it will take longer for the
difficulty to be set to the desired amount by the selfish miners, thus it will take more
time for selfish mining to become profitable. This is the type of effect we want from
an alternative difficulty adjustment algorithm.

However, every alternative solution should be carefully investigated so that we can
make sure it has the desired effect and also does not have any other side effect which
may cause further problems. Later on, we will analyze our proposed DAA, Zeno’s

DAA and present the results.

3.3.2 Zeno’s Max DAA

One of the possible downsides of Zeno’s DAA is that it gradually changes the dif-
ficulty, whether it is decreasing or increasing it. This might be good for the case

that we want to extend the waiting period of the selfish mining attack, but in case
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of scaling the network, it is not desirable.
So, we propose a new difficulty adjustment algorithm by making a simple change in
Zeno’s DAA to make it somehow asymmetric and more sensitive to increasing the

difficulty than decreasing it. Here is the new DAA, called Zeno’s Max DAA:

2016 x 600
En 1 =Dy 1 X .
bboorexn — tb2016x(n—1)
1 1
Dn = max(En,l, 5 En,1 + 5 anl)- (315)

As you can see in this formula, it chooses the difficulty value of the next period as the
maximum value of E,_;, and an average of F,,_; and D,,_;. In other words, we can
say that Zeno’s Max DAA behaves like Zeno’s DAA in decreasing the difficulty and
behaves like the default DAA in increasing the difficulty. Because in selfish mining,
we are only concerned about the difficulty decrease, therefore in regards to selfish
mining, it behaves just like Zeno’s DAA. However, because it increases the difficulty
all the way in one step, it scales the network as fast as the default DAA, which is

much faster than Zeno’s DAA.

3.3.3 Zeno’s Parametric DAA

Another possible downside of Zeno’s DAA is that it only calculates a simple average
between F,, 1 and D, _;. We discussed that Zeno’s DAA is trying to make smaller
changes than the default DAA to the difficulty value to delay the profitability of
selfish mining. The cost of this would be a slightly higher value for block generation
time. So, there is a trade-off. In Zeno’s DAA, there is no way to tune how much we
can tolerate the increase in block generation time to delay the profitability of selfish

mining and discourage it. By making Zeno’s DAA parametric, we can overcome this
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issue. Here is the formula for Zeno’s Parametric DAA:

201
E_ =D, x 016 x 600
Ubyorexn — tb2016><(n—1)
Dn = (1 — T) X En—l + 7 X Dn—l (316)
T€[0,1)

The parameter here is 7. The acceptable range for this parameter is [0,1). If 7 is
0.5, Zeno’s Parametric would be equivalent to Zeno’s DAA. On the other hand, if
7 is 0, it would be equivalent to the default DAA, as it only includes F,_; and not
D, ;.

The parameter 7 could be selected based on the specific needs of a blockchain. For
example, a particular type of blockchain might be able to tolerate longer periods of
higher block generation time but wants to discourage selfish behaviour more. For

this blockchain, a higher value of 7 might be better, and vice versa.

3.4 Mathematical Analysis of the Solutions

The mathematical analysis, as its name suggests, uses formulas and equations to
understand the effect of a proposed solution on the network. In Becfion 3T, we

analyzed the effect of Bitcoin’s default difficulty adjustment algorithm. The equation

for this DAA is introduced in [Equation (3.12). Similar to what we presented there,

we analyze and evaluate our new proposed solutions by replacing the new formulas

in the calculations and calculate the final outcomes. We introduces our proposed

methods in Beclion 33 in [Equations (3.14) to [3.16).

The first step to analyze any DAA is to analyze the outcome of these equations in case

of selfish mining. By doing so, we will have an equation similar to [Equation (3.9).

The next step is to replace the result in R, (t) and Gpe(t) equations (similar to
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[Equations (3.10)] and [3.11]). After simplifying these equations, we will have an

equation for G (t) with the presence of an alternative DAA, and then we can plot
the outcome (similar to [Figure 3.9). Then we will have the means to compare the
revenue of the selfish miner in case of the alternative DAA to its revenue in the

default settings, and then we can analyze the effectiveness of the proposed DAA.

3.4.1 Bitcoin’s Default DAA

We analyzed the profitability of selfish mining in section Secfion=3 T4 to settle the
debate. Here, we just recall it so that we can proceed to analyze our proposed
methods. Suppose that the time starts at the beginning of a difficulty adjustment
period when a miner with hash power « begins performing selfish mining. We also
assume that no other change will happen in the network after that. Recall that when

we have a selfish miner in the network, the effective hashrate of the network drop to

the value of ryy, from [Equation (3.5)]. To shorten the formulas, we call this value p.

P = Ttotal = Tpool + Tothers < 1 (B:E revisited)

Therefore, the final goal for the difficulty value would also be p. To recall, here is

the Bitcoin’s default DAA formula:

201
D,=E, =D, X 016 x 600 (B2 revisited)

Ubaor6xn — tb2016><(n—1)

As a result, after one difficulty adjustment, we will reach to the final difficulty value

which is p:

1 , t<T
D(t) = ' (B revisited)
Ttotal = P , 2 T
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With difficulty values calculated, now we can calculate the lengths of each period.
While using Bitcoin’s default DAA, only the lenght of the first period changes, be-

cause after that, the DAA will adjust the difficulty to its final value. Therefore:

Period Length: (3.17)

Just for convenience in showing the difficulty adjustment periods, we define a nota-

tion S; to indicate the start time of period i.

Period Start Time: Sy =0
T
Sl = T() - —
p
T
So=To+ T, = ;+T:T(1+1/p)

n—1 n—1
T
Sn:ZTi:TO%—ZTZ-:;—F(n—l)T
1=0 =1

— T(n—1+1/,)

—>Tn = Sn—i—l _Sn
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The next step would be to calculate the revenue of the selfish pool:

Rooor(t) = /0 (;PEZZ) % 6) dt

ift>1T —

i Tpool
Rpoalt) = [ (%
0

t
x6)dt+/(Mx6)dt
Ty

Ttotal

o |: T'pool

Ty T'pool !
X Gt] + {p— X Gt}
1 0

Ttotal vkl

T'pool

= Tpool X 6T1 + X 6(t — Tl)
Ttotal
T'pool T'pool
= Ipool g (Dol ) % 6T
Ttotal Ttotal

Rpool X 6t — (Rpool - Tpool) X 6T1

Now that we have the value of R,..(t), we could calculate Gppu(1):

Ryoot (t) - R ool(t)
00 t — p 14
G oot (t) -
_ Rpool(t> —a X 6t
6t
Gpoat (1) = (Rpoot X 6t — (Rpoot = Tpoot) X 6T1) — o X 61

6t

T}
= (RPOOI - Oé) + (Rpool - Tpool) X Tl
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3.4.2 Zeno’s DAA

Before analyzing the network in presence of a selfish miner, let us take a look at the
effect of Zeno’s DAA on a network when all miners are honest. In most cases, the
change in the Bitcoin network is small and gradual. Also, there is always a certain
amount of randomness and uncertainty in the network that causes small changes in
the network and the difficulty even without any change in the network’s hashpower.
Assume that the value of difficulty for the current period is 1. However, at the
beginning of the period, the total hashpower of the network changes by a factor of
X. For example, if 20% of the miners leave the network, the value of X would be 0.8,
and if 20% more hashpower is added to the network, it would be 1.2. In this case,
Bitcoin’s default DAA would change the difficulty also with a factor of X. However,

Zeno’s DAA changes the difficulty gradually:

Dy =1
Di=BgE  =BI g
14X
Dy :—le_X = 22+X :X—F%
Network Difficulty: HXex (3.18)
- _
Doo=mr =TIy

We know that even though by using Zeno’s DAA, we decided to change the difficulty
gradually, the goal for the value of the difficulty is also X. Given the randomness of
the mining process, even by using the default DAA, we will not hit the exact value
of X, we define a margin, 9, such that if the value of difficulty is in that margin of
X, we consider it has hit the goal. Now let us calculate how many period it take for

the difficulty of Zeno’s DAA hits the goal:

5]



X—-0X<D,<X+6X

= |D,—X| <X

1-X
1-X
= | 5 | <0X
1-X|
= @ —— < 2"
0X
= log, ( e ) < log, 2
1 1-X
= log2(5>< e ) <n (3.19)

To analyze the solution in presence of a selfish miner, similar to the previous section,
we assume that the time starts at the beginning of a difficulty adjustment period
when a miner with hash power « begins performing selfish mining and no other
change will happen in the network after that. Also, with a selfish miner in the
network, the effective hashrate of the network drop to the value of p (a.k.a. 71a1)-
Therefore, the final goal for the difficulty value would also be p. However, our
proposed algorithms adjust the difficulty in multiple steps instead of just one step.

To recall, here is the Zeno’s DAA formula:

2016 x 600
By 1= Dy % ~ (BI3 revisited)
Ubaorexn — tb2016><(n—1)
1 1
D, = 5 En-1 + 3 D, _;. (B revisited)

As a result, we will have different difficulty values for each period after the first
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period as follows:

Dy =1
R I s
D2 = —£D11+ = 1%;+P = p 1—22
Network Difficulty: Er (3.20)
Dy =85t = =3 = pt B
1—
| Dn =p+ 5

With difficulty values calculated, now we can calculate the lengths of each period.
The length of each period has a direct relation with its difficulty: the higher the value
of the difficulty is, the longer the period will be. Also, it has an inverse relation with

effective hashrate of the network, which is p. Therefore we have:

D,
Period Length: 7T, =T x — =T x

1
=T x (1
X +2”><p
1

=T+Tx " (3.21)

Just for convenience in showing the difficulty adjustment periods, we define a nota-
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tion S; to indicate the start time of period .

Period Start Time: Sy =0

Sl = TO

Sy =Ty + Ty
n—1

Sn = ,—Tz
=0

— Tn = Sn+1 - Sn

shows the value of difficulty for Zeno’s and the default DAA. Note that
the lengths of the periods for the default DAA (as discussed in Secfion 3 T4 and
show in [Figure 3.4) are also different from Zeno’s and are shorter.

— =~ Default DAA
—— Zeno’s DAA

Do

P T Trrr"r""T 1

Difficulty Value

T
5, 1
Ss
541
S6 -
S7

T, + 1T
T, + 2T
T, + 3T
T, + 4T
Ty + 5T
Ty + 6T

S

Time

Figure 3.6: Difficulty value in time for Zeno’s DAA in compare to the default DAA
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The next step would be to calculate the revenue of the selfish pool, R, (t), similar

to [tiquation (3.10).

Rypoo(t)

—/t(rpool < 6)dt
o D(t)
n—1 S, l t ool
_ (P""><6)dt+/(”"" X 6)dt
>/ .oy <Y
n—1 Sz+1 1 p .
= 6700, / dt+/ 9% % 6)dt
P l; s, (p—l— 12—ip) n( Dn )
n—1 Sit+1 2Z d ool
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in which, n is the number of full DA? periods before ¢. Although it might not be

straightforward to calculate n, we could try to simply it as far as we can:

n:?
n—1
>3
=0
n—1 1=p
t > T+Tx L2
;<+ o)

n—1
1-— 1
t>nT+—LT% ()
P =0 '

1 1
t>nT+—LTx(@— —)
p

2n—1
1-— 1-— T
t——p2T>TLT+—pX
p p 2n—1
t 1-— 1-— 1

Now that we have the value of R, (t), we could calculate Gy (t) similar to
tion (3.11).

Rpool (t) — Rpool (t)

GPOOl(t) = 6t

B Rpogl(t) —a X 06t

- 6t

B Ryoot X 6T x n+ (t — S,) X (% X 6) —a x 6t
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Tpool x 2" Sn Tpool x 2"

n
=R XT x — — X —= _
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(.

w w
variable part constant part

(3.24)

2Difficulty Adjustment
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3.4.3 Zeno’s Max DAA

In Becfion 332, we introduced Zeno’s Max DAA to resolve an issue of Zeno’s DAA.
The issue is that Zeno’s DAA treats the increment and decrements of the difficulty
value the same way. However, in case we want to increase the difficulty, it is better
to do it in one step instead of gradually. So, we came up with Zeno’s Max DAA like

this:

2016 x 600
En1=Dp 1 X .
tb2016><n - tb2016x(n—1)
1 1 ..
D, = mazx(E,_1,= En_1+ = Dy_1). (BT revisited)

2 2

So, as discussed before, Zeno’s Max DAA increases the difficulty similar to the default
DAA and decreases it similar to Zeno’s DAA.

On the other hand, the mathematical analysis that we performed for Zeno’s DAA is
for the case that we have one selfish miner in the network without any other change
in the future. It means in this case, we only have the difficulty decreases. Therefore,
in this scenario and with regard to the profitability of selfish mining in presence of a
single selfish miner, Zeno’s Max DAA behaves identically to Zeno’s DAA. Therefore,
everything that we calculated for Zeno’s DAA in the previous section also applies to

Zeno’s Max DAA. So, we will not repeat the calculations here.

3.4.4 Zeno’s Parametric DAA

We proposed Zeno’s Parametric as an extension of Zeno’s DAA to be able to create

a balance between scalability and security by tuning the parameter 7. To recall from
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Secfion 3733, the equation for Zeno’s Parametric DAA is:

201
B | =D, x 016 x 600
Ubyor6xn — tb2016><(n—1)
D,=(1—-7)xE, 14+7xD, (BIM revisited)
€[0,1)

So, we repeat the calculations that we did for Zeno’s DAA, this time using Zeno’s

Parametric DAA equation:

Dy =1
l—T)p+7xDy=(1—-7)p+7x1
1—7)p+7x Dy
l—7)p+7x((1=7)p+71)
Il—7)p+(1—=T7)px7+72

Network Difficulty: Dy 1—7)p+7 x Dy

=(1-7)
=(1-7)
=1 =7)p
=(1-7)
=(1-7)
=(1-7)p+(1-Tpx7+(1-T)px712+7°

D, =7"+(1—1)px )7

=7"+(1—7)p x —II_TT

=7"+(1—=7")p
(3.25)

Now, we can also calculate the DA period length according to parameter 7:
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(A =T"p

D,
Period Length: T, =T x — =T X

p p
nl
=Tx(1+71 (p 1))
_T 4T x Tn(% Y (3.26)

Now that we have the difficulty value and length for every period, we can create
a plot similar to for Zeno’s Parametric. show the difficulty
value for Zeno’s Parametric DAA with three different values for 7. As this figure
shows, in all the cases, the value of difficulty approaches the final value in multiple
steps. However, different values of 7 affect the heights (decrease in difficulty value)
and widths (lengths of the periods) of the steps. For higher values of 7, the steps
are shorter in height, meaning that the difficulty value decreases by a lower amount.
Also, the steps are wider for higher values of 7, meaning that the lengths of the
periods are more. Therefore, it takes more and more for the difficulty value to reach

its final value, which is p in this case.
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Figure 3.7: Difficulty value in time for Zeno’s DAA in compare to the default DAA

The next step is to calculate the value of R, (t) based in the previous calculations:
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Similar to before, the parameter n shows the number of full DA periods before ¢.

n= 7
n—1
-y
i=0
n—1 1
t>> (T+T x7"(=—1))
i=0 P
1_p n—1 .
t>nl + XTXZT
P i=0
—p 1—7"
t>nl + x T x
p 1—7

The final step is to calculate Gpoo(t) based on R0 (t):

Rpoot (1) — Rpoot (1)
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3.5 Discussion

In the previous sections, we discussed the properties of a good DAA, introduced
our proposed methods, and analyzed and evaluated them mathematically. In this

section, we go through various points that have to be addressed and were not covered
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previously. First, we discuss the properties of Zeno’s family and whether or not they
cover these properties. Also, we discuss a few other points like minimum hashrate

requirement, real-world applications, etc.

3.5.1 Properties of Zeno’s Family

In Becfion =3, we introduced and discussed a set of properties that a good difficulty
adjustment algorithm must possess to be a good candidate to be used in Bitcoin
or other similar Proof-of~-Work cryptocurrencies. In this section, we want to review
those properties and discuss if our proposed DAA family has those properties or not.
We covered the first two properties in form of two research questions, @); and Qs.

Here we just review the first two and then discuss the rest of the properties.

3.5.1.1 Discussion on P;

To recall, the first property of a good DAA that we listed in Secfion—32 was that
it should be resistant to selfish mining which was the whole point of our proposed
methods. In the previous section, we provided a mathematical analysis of the per-
formance of Zeno’s DAA family. Our analysis showed that substituting Zeno’s algo-
rithms with Bitcoin’s default difficulty adjustment algorithm can successfully extend
the profitability waiting period for selfish miners. This means even with enough hash
power, a selfish miner should endure an extended period of time with a loss of rev-
enue until selfish mining becomes profitable, and this is far from ideal for a specially
powerful miner. Therefore we argue that Zeno’s family satisfies this property. We

will also provide an evaluation by simulation for Zeno’s DAA family in [Chapter 4.

3.5.1.2 Discussion on P,

The second property of a good DAA and in fact, its main purpose is to allow the

network to grow, while keeping the block generation rate fairly constant. As discussed
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before, this brings up the blockchain trilemma and the trade-off between security and
scalability. By using our proposed methods to increase the security (P), it takes
a while for the average block generation time to reach its desired value. However,
this will be in a tolerable range and will not have a severe effect on the network.
Also, Zeno’s Max improves this by responding faster to an increase in difficulty, and
Zeno’s Parametric could be tuned to keep this at a tolerable range. We will provide

a detailed analysis of this property in Chapter 4.

3.5.1.3 Discussion on P;

The third property, Ps, is about maintaining the scalability of the network. The
proposed DAA, similar to the default DAA, is designed to change the difficulty of the
network based on the average block generation rate in the last period. Therefore, if
the network scales, which will result in a lower average block generation time, Zeno’s
DAA will increase the network’s difficulty to make up for that, just like how the
default DAA does it. The only difference is that instead of doing it in one step, it
does the job in multiple steps. Thus it can maintain the scalability of the network

just fine.

3.5.1.4 Discussion on P,

Our next Property is Py, which is about the alternative DAA being easy to under-
stand, implement, and calculate, similar to the default Bitcoin DAA. As we discussed
before, instead of setting the difficulty value to the expected difficulty value of the
previous period (E,_1), Zeno’s DAA simply assigns it to the mid-point between the
current difficulty value for the last period (D,,_1) and F,_;. Therefore it is reason-

ably easy to understand. Regarding implementation and calculation of Zeno’s DAA,

it just adds a very simple equation ([Equation (3.14)) to the computations. This

equation is trivial to implement and adds an extremely insignificant and negligible
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computational load to the network.

3.5.1.5 Discussion on P;

The last property, Ps, asks whether the alternative DAA is independently computable
by peers or not? We know that Bitcoin’s default DAA has this property, and peers
do not need any more information from each other than what they already have.

The only information that is needed to calculate the difficulty value in this case are

bosoroxn AN Toygyg ) (from [Equation (3.12]), which are already known to all the

nodes in the network. Besides these two values, Zeno’s DAA needs only one more

value, D,,_; (from [Equation (3.14)), which is the difficulty value for the previous

period. Because this value is also known to all the peers, we conclude that Zeno’s
DAA, similar to the default DAA, is independently computable by peers and does

not need any further communication between them.

3.5.2 Zeno’s DAA vs. Zeno’s Max DAA

Zeno’s DAA is designed to change the difficulty gradually instead of in one step. But
it does this regardless of the type of change (increase or decrease). However, only
one of these helps us in stopping selfish miners. We want to decrease the difficulty
gradually to prevent selfish behaviour. But in the case of increasing the difficulty,
gradual change is not necessary. On the contrary, we can let the difficulty increase
suddenly to achieve better scalability. This is the reason we introduced Zeno’s Max
DAA. This DAA basically behaves similar to Zeno’s DAA in decrement of difficulty
and similar to Bitcoin’s default DAA in case of increment. Therefore, we can say
that it is Zeno’s DAA with better scalability. In an event of sudden growth in the
network’s hash power (for example for a new blockchain that is becoming popular),
we can argue that Zeno’s Max can better keep up with the growth than Zeno’s can.

However, in cases of fairly slow and gradual growth or for more stable networks (in
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terms of total hash rate), the difference would not be noticeable.

3.5.3 Zeno’s DAA vs. Zeno’s Parametric DAA

As mentioned before, Zeno’s DAA is named after Zeno’s dichotomy paradox. In this
paradox, the traveller (e.g. Atalanta) walks halfway to its goal in each step, pretty

much what Zeno’s DAA does with the difficulty value. In each adjustment, it adjusts

the difficulty halfway towards the expected value (as formulated in Equation (3.14])).

But why halfway? Why not third or fourth or even two-thirds of the way? This is
the reason we created Zeno’s Parametric, so we can choose how much to approach
the goal which is the expected value of the difficulty. In a sense, the value of our
parameter 7 shows the remaining portion of the way towards the expected difficulty.
Therefore, by setting it to zero, we go all the way to the goal, exactly the same
as Bitcoin’s default DAA. However, by changing its value, we can achieve different
effects. Of course, as discussed before, it is still a trade-off between security and
scalability. By increasing the value of 7, we increase the security (by extending the
waiting for the attack) with the cost of decreasing the scalability of the network.
Based on the characteristics and requirements of a particular blockchain, it can be
decided which value of 7 might be optimal to use. For a blockchain that values
security very much and can handle a higher average block generation time, a higher
value of 7 works better and vice versa.

One pretty interesting point that we did not study in this research and might be
worth considering is a variable parameter, meaning that we allow the value of 7 to
change during the lifetime of the blockchain. However, it is very important to define
a set of rules or an algorithm, pretty much like the difficulty adjustment algorithm
but for 27, that can be easily and independently calculated by every peer. This sure
needs its own research to study the criteria for change and come up with such an

algorithm.
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3.5.4 Combining Zeno’s Max and Zeno’s Parametric

We discussed why Zeno’s Max and Zeno’s Parametric are good ideas and how they
can improve Zeno’s DAA in their own way. But what about combining them to get a
better DAA? Is it possible? The answer is most certainly yes. These two algorithms
make modifications to Zeno’s DAA in two different and non-conflicting ways, and
they can be easily combined to create another DAA. Let’s call it Zeno’s Parametric
Max. This DAA could have the best of both worlds: It could be quicker in response
to difficulty increase as a characteristic inherited from Zeno’s Max, and also could
be tuned to achieve the best balance between security and scalability based on the
requirements of the blockchain as a characteristic inherited from Zeno’s Parametric.
For such an algorithm, all the analysis that we have done for Zeno’s Max and Zeno’s

Parametric still applies.

3.5.5 Zeno’s DAA and Selfish Mining Minimum Profitability

Hashrate

Unlike some of the other proposed defences against selfish mining, our algorithm is
not designed to change the minimum required hashrate for performing selfish mining.
It is designed to extend the waiting time for every attacker regardless of hashrate.
However, for weaker attackers like the ones closer to the minimum required hashrate
(e.g. a < 0.33) it will extend the waiting time more drastically, which means it will

be a stronger force to discourage this behaviour.

3.5.6 Implementing Zeno’s DAA on Existing Blockchains

Implementing a new feature or changing an algorithm in the bitcoin protocol requires
forks in the blockchain. There are two types of forks: hard forks and soft forks. Soft

forks are backward compatible, meaning that if some nodes do not upgrade their
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software version, they can still see the blockchain as valid. Therefore, soft forks
do not require the whole network to upgrade their application. In contrast, hard
forks are permanent divergences from the previous versions and are not backward
compatible. Therefore, they need all the nodes to upgrade to the newer version
simultaneously.

Implementing Zeno’d DAA is a change that requires a hard fork. Even though the
implementation is straightforward, this change is not backward compatible because,
in case of an increase in difficulty, the acceptable difficulty value in Zeno’s DAA is
lower than Bitcoin’s default DAA. This means the newer blocks would not be valid
for nodes with the previous version of the application that will calculate a higher
difficulty value. This is not necessarily a negative point because many security
patches (including other proposed defences against selfish mining) also require hard
forks. But like any other hard fork, this certainly requires more effort to unite the

community in favour of the change.

3.5.7 Impact of Zeno’s DAA Family on Honest Miners

As discussed earlier, Zeno’s DAA Family is designed to discourage miners from per-
forming the attack and becoming selfish miners. However, what is the impact of
Zeno’s DAA family on honest miners? Are we punishing the whole network, includ-
ing honest miners, when using Zeno’s DAA family? The answer is no. In a case
where we only have honest miners in the network, because of the stochastic nature
of block generation in the network, there are natural fluctuations in block generation
time, and it is not firmly constant. Moreover, in the normal flow of the network,
the amount of change in the total hash power of the network (when miners join or
leave the network) in each period is not drastic and is usually in the 1-2% range. In
such cases, if we use Zeno’s DAA, the difference between Zeno’s DAA and default

DAA is 0.5-1% which is negligible and might not even get noticed by the miners

71



because of said random fluctuations of block generation time. But when there is an
attacker in the network, the network difficulty has to change in larger amounts e.g.
10% or even more. Here is where Zeno’s DAA shows its impact. This means in a
normal situation when every miner is honest, using Zeno’s DAA does not have any
noticeable and significant impact on the, while it still has its effect on discouraging
the selfish behaviour. We will talk about this again when presenting our evaluation

results.

3.6 Summary

In this chapter, we reviewed the profitability of selfish mining and showed that this
attack is not profitable at first, but if the attacker is powerful enough, after a while
it reaches a break-even point and starts to benefit from the attack. So, time is an
important factor when it comes to analyzing the profitability of selfish mining. We
showed that Bitcoin’s DAA is what makes selfish mining possible. Therefore, we
studied the properties of a good alternative DAA and came up with a family of
solutions called Zeno’s DAA family.

After introducing our proposed solutions, we provided a mathematical analysis of the
solutions. To do so, similar to the profitability analysis of Bitcoin’s DAA, we used
the formulations for the solutions and showed their effect on the value of difficulty
and extending the break-even time. Finally, in the discussion section, we discussed
the properties of the solutions, how they compare, their applicability, and more. In
the following section, we will use a simulation approach to evaluate our solutions

and compare the results.
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Chapter 4

Evaluation and Results

In the previous chapters, we talked about the problem of selfish mining and how it
affects the network and harms the revenues of honest nodes in the network. Then,
discussed how difficulty adjustment allows such attacks to be successful. To mit-
igate this problem, we proposed alternative difficulty adjustment algorithms that
discourage selfish miners by extending the waiting time for selfish mining to become
profitable and analysed them mathematically. In this chapter, we evaluate our pro-
posed algorithms using a simulation approach, present the results, and discuss their

effectiveness.

4.1 Research Questions

In this work, we have introduced a family of alternative difficulty adjustment algo-
rithms that discourage selfish behaviour among miners and mining pools. In Becd
Eion 32, we discussed the properties of a sound alternative for Bitcoin’s default DAA
and introduced our proposed DAA. We discussed that regardless of their computa-
tional power, selfish miners start with a loss of revenue and have to wait for a certain
period to profit from selfish mining. We proposed our alternative DAAs in such a

way that they extend this waiting period so that selfish miners get discouraged from
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performing the attack. On the other hand, the goal of having a DAA is to keep the
block generation rate constant and as close as possible to the desired block generation
rate.

Below are the research questions that we address in this work. These research ques-

tions are based on one of the first two properties of a good DAA discussed previously.

(Q1) How successful is Zeno’s DAA in extending the waiting period and discouraging

miners from performing selfish mining?

(Q2) Does it keep the block generation rate constant and as close as possible to the

desired rate?

4.2 Simulation Approach

In Becfion 34, we provided a mathematical analysis of the proposed solutions. An-
other type of analysis is to use a simulator to simulate different scenarios and analyze
their outcome [59]. At the time we started to study Bitcoin and selfish mining back
in 2017, there were a few Bitcoin network simulators available [28] [1Z]. But they
were unable to serve our specific needs and/or they were very difficult to customize.
So, we decided to develop our own simulator tailored to our needs.

Our simulator, which is written in Python programming language version 3, is a
discrete-event simulator. Unlike continuous simulators, it is based on events. In this
type of simulation, it is assumed that no changes occur between two consecutive
events. So the simulator can jump to the next event and process it. These kinds of
simulators are typically faster because they are not required to simulate every time
slice. 'We used this simulator for our previous work on selfish mining, which was
studying the effect of multiple selfish miners on the Bitcoin network [3]. The result
of this study is published in proceedings of 2019 17th International Conference on

Privacy, Security and Trust (PST).
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The simulator we designed and developed here uses an event queue. This event queue
is basically a priority queue, in which, the priority of every event is its occurrence
time. Each step of simulation in this simulator is like this: pop the first event from
the event queue, process it, and if needed, add future events that this current event
may cause. Note that because we use a priority queue based on time of the events,
the first event in the event queue is the first event in the future. Obviously, it is not
allowed to add an event from the past. So for every event that you add to the queue,
it should have a time greater than the current event time.

In our Bitcoin simulator, we have two kinds of events: 1) the event of finding/gener-
ating a new block by a miner (mining event), 2) the event of receiving a new block by
a miner that is found/generated by another miner (receiving event). Bitcoin protocol
clearly states the action that should be taken in the case of each event.

For the first one, when a node finds a new block, it should broadcast it to the rest
of the nodes. Therefore, upon processing this event, we will add a receive event for
all other nodes in the network, considering a propagation delay that comes from a
gamma distribution. Details of this part of implementation are derived from the
work of Decker and Wattenhofer [I7] in 2013, in which they analyzed information
propagation in the Bitcoin network. Also, we will schedule another mine event for
the current node, x seconds into the future in which, x comes from an exponential
distribution. Note that the scale parameter of this exponential distribution has an
inverse relationship with the node’s hashrate, a.

The second type of event is receiving a newly generated block from another miner.
In this case, the same as what protocol says, the miner will accept the new block (of
course, if it is valid) and starts to mine on top of that. It means we will schedule a
new mine event for the node in the future.

For implementing other mining strategies, we just have to define different types of

miners and implement the policy of the miner on each event under different cir-
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cumstances. For the selfish mining attack, we implemented the strategy described in
Section 273 and used this new miner for our analysis. We also extended this simulator
to simulate our proposed difficulty adjustment algorithms and study their effect.

An overview of the workflow of the simulator is shown in [Figure 4.1. For each sce-
nario that we need to simulate, a simulation configuration has to be created. This
configuration consists of the number of miners, their hash power, difficulty adjust-
ment algorithm, episode length, and any other variables that define this scenario.
Based on this configuration, we create multiple instances of the simulator class.
Then we assign these simulator instances to different processors (using Python’s
multiprocessing capabilities) to run them in parallel and increase efficiency. After
running the simulator instances for the desired amount of time, we will get one sim-
ulation result object per simulation instance. The next step is to aggregate them
(e.g. calculating the average, etc.). Then the simulator will provide a report from
the aggregated results in the form of figures or text. This will lead to the final step
which is interpreting the results and analyzing the effect of our proposed algorithms
on the profitability of selfish mining. This can be further proof of our mathematical

analysis. For more technical details about our simulator, check Appendix Al.

4.3 Simulation Results

In this section, we use our simulator to evalute the results of our proposed methods.
We start with the effect of selfish mining on the network with the default DAA.
Then we evaluate our proposed methods and comparing them to the default DAA

in terms of profitability of selfish mining.
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4.3.1 Selfish Mining

In this section, we use our simulator to analyze the Bitcoin’s network, first to observe
the effect of selfish mining on the network, and second to study the effect of our
proposed DAA to see how it performs and whether it is a suitable alternative for
the default DAA or not. So, besides the default DAA, we also implemented our
proposed DAA, and we will compare the results later on.

For the case that all the miners are honest and loyal to the protocol,

show the outputs of Equation (3.2) and also the results of the simulation®, which

demonstrates Rp,(t) from [Equation (3.3], for different values of cr. As shown in these

figures, the two curves in both figures match perfectly.

Rp(t)~a; xtx6 (B82)

Rp,(t) = Rp,(t), if all miners are honest (B33)

The desired value for Gp,(t) from [Equation (3.4)] when all miners are honest is zero.

shows this value for honest miners with different hashrates.

RPi (t) — RPi (t)
tx6

Gr(t) = (=)

The next result of the simulator is related to the [Equation (3.7) from Becfion 3 T4:

1
T = 2016 x 6= 336 hours (B revisited)

In an all-honest scenario, we expect the value of T" to be very close to 336 hours. We

LAll the simulation results here are average between 35 independent simulations.
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Real and expected reward for a = 0.4

Real and expected reward for a = 0.3
10000 10000
—— R(t) (Formula) —— R(t) (Formula)
=== R(t) (Simulation) === R(t) (Simulation)
8000 A 8000
6000 6000 4
T T
3 g
L L
4000 4 4000 4
2000 2000
0 T T T T T T 0 T T T T T T
0 500 1000 1500 2000 2500 3000 0 500 1000 1500 2000 2500 3000
time time
Real and expected reward for o = 0.2 Real and expected reward for a = 0.1
10000 10000
—— R(t) (Formula) —— R(t) (Formula)
——- R(t) (Simulation) -—- R(t) (Simulation)
8000 8000
6000 6000
3 3
= H
L L
4000 A 4000 A
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0 500 1000 1500 2000 2500 3000 0 500 1000 1500 2000 2500 3000
time time

Figure 4.2: Real and expected rewards for honest miners with different hashrates
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Real and expected gain for v = 0.4 Real and expected gain for a = 0.3
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=== G(t) (Simulation === G(t) (Simulation
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0.05 4 0.05 4
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Figure 4.3: Real and expected gain for honest miners with different hashrates
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ran the simulator 350 times and shows the histogram of different values of

T from these simulations. Also, the mean and variance of the samples are as follows:

1= E[T] = 336.22 (4.1)

o? =Var(T) = 63.76 (4.2)

Histogram of the value T" for multiple simulations

——— Fitted Normal Distribution

0.05 4 M Histogram

0.04

0.03 A

0.02 A

0.01 ~

000 T T T T

0 100 200 300 400 500

Figure 4.4: Histogram of value T'

The next equation in Becfion 3 T4 is T, which is the length of the first difficulty
adjustment period in the presence of a selfish miner. shows the value of T}
for different network configurations with selfish miners who have hashrates between

0.25 and 0.50. As you can see, the two curves match perfectly.
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T, = >T (BR revisited)
Ttotal
1000
—— T (Formula)
=== T (Simulation)
004 e T
600
=
-
400 A
200
0 T T T T T T
0.25 0.30 0.35 0.40 0.45 0.50
«

Figure 4.5: Value of T} for different values of «

In [Equation (3.9) we have the value of the difficulty, in the case that the selfish miner

starts at time zero with no other change in the network.

1 , t<Ty
D(t) = (89)
Ttotal t 2 Tl

Figures 4.6a and B6H show D(t) for two different network configurations with a =
0.30 and a = 0.45 respectively. Again in this figure, the two curves match perfectly.

It is important to note that because of the different values of «, both T} and the
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final value of D are different in the two figures (7} has the direct relationship with

a and the final value of D has an inverse relationship with it).

Difficulty value in time for a = 0.3

=== Simulation
----- Formula
1.0000 === === 4
1
i
;
0.7882 U S SR SR S S VU AP S
>
3
S
S|
426 762 1098 1434 1770 2106 2442 2778 3114
time
(a) @ =0.30
Difficulty value in time for a = 0.45
=== Simulation
""" Formula
1.0000 === <
t
t
t
i
i
. .a
S 0.6343 | B e
£
<

529 865 1201 1537 1873 2209 2545 2881 3217
time

(b) o =0.45

Figure 4.6: D for different values of «

The next equation is [Equation (3.10) which is defined as follows:

Rpool (t) = Rpool X 6t — (Rpool - Tpool) X 6T1 (B:III revisited)
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and B8 show the values of R(t) (from simulation and formula) and R(t)

(expected value of reward in all honest scenario) for two network configurations of

a = 0.40 and o = 0.33 respectively.

Real and expected reward for selfish miner

Real and expected reward for honest miner
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(b) Honest miner reward

Figure 4.7: Rewards for miners when o = 0.40
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(a) Selfish miner reward
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Figure 4.8: Rewards for miners when a = 0.33

The last equation, which is the most important for us, is [Equation (3.11):

Gpool(t> - (Rpool - Oé) + (Rpool - Tpool) X —

h (&)

Similar to the previous figures, and @10 show the values of G(t) from

simulation and formula for two network configurations of @ = 0.40 and o = 0.33

respectively. The black dotted line shows the line G(t) = 0 which is the expected



value of gain in all-honest scenario.

Real and expected gain for selfish miner

Real and expected gain for honest miner
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Figure 4.9: Gain for miners when o = 0.40
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Figure 4.10: Gain for miners when a = 0.33

4.3.2 Profitability of Selfish Mining with Multiple Attackers

In their paper [21], Eyal and Sirer supposed that there is a pool of selfish miners
who work together, and on the other hand, there are the rest of the nodes who mine

honestly and follow the Bitcoin protocol faithfully. They formulated their problem
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as follows:

Total mining power of the whole network : 1
Total mining power of the selfish miner : «
Total mining power of all honest miners combined : 1 — «

The ratio of honest miners accepting selfish branch : ~y

But what if there are two (or even more) competitive selfish pools in the network that
are not willing to cooperate? How can this affect the revenue of those pools and other
honest miners in the network? Can this conflict neutralize their effort to increase
their revenue? What if one of those pools is bigger than the other? Can the bigger
pool defeat the smaller pool? Does knowing about each other affect their strategy
of mining? These are some interesting question about having multiple competitive
selfish pools and we think it is worth working on them and finding the answers. So

we are formulating the problem as follows:

T : Total number of pools
N : Number of selfish pools
P={P,|i=0,...,T—1} =HUS : Set of all miners
H = {H; = P, | P; is honest} : Set of honest miners
S={S;= P, | P, is selfish} : Set of selfish miners

a; for e =0,..., T — 1 : Hashrate of P,

Also, in general, we denote every miner as P (for peer), instead of using S or H. So
a miner P; can either refer to a selfish miner or honest miner.
In the particular case of having just two selfish pools and one honest pool in play,

based on the definition above, we define two parameters. The first parameter is oy
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which is the total mining power of two selfish pools combined, and another parameter
0 that reflects the difference between their mining power. The formal definition is as

follows:

P= {H07 Sla 52}

N =2 (Two selfish miners, S; & S3)

o = a1 + Qg where
alz%x(l—i—&, QQZ%xa—a)

and of course for the honest pool we have:

|H| =1 (One honest miner, Hy)

ag=1—a;=1— (g + )

So in this case, we want to study the effect of different values for «a; (the total
mining power of two selfish pools) and ¢ (the difference in their mining power) in an
environment with two selfish pools.

First, we start with two selfish miners, and then expand it to more selfish miners.

4.3.2.1 Two competitive selfish miners

For the first scenario, we are going to take a look at a very simple network hash
power configuration. For the sake of simplicity, from now on, we suppose that the
number of honest pools is one. It means that we treat all individual honest miners

or honest pools as one big pool of honest miners.
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Let’s take a look at a simple example with one honest miner and two selfish miners:

P= {H07Slas2}
HO L0 = 049, Sl L0 = 017, SQ L0 = 0.34

=a, =051 and 6=13

— Hy (ag =0.49)

— Sl (Oq = 017)
10 4 — 03

— 52 (Oég = 0.34)

710 -

T T T T T T T
0 1000 2000 3000 4000 5000 6000 7000
t

Figure 4.11: Two selfish miners’ gains, when one is twice stronger than the other.

This is an interesting example. As can be seen in the figure [Figure 4.11], the gain
is above zero (around +5%) for the more powerful selfish miner, Sy, but for other
miners, S, and Hj it is harmful and they lose revenue, and the weaker selfish miner
even loses more.

It gets more interesting when one compares the result with the same configuration,
except the weaker selfish miner decides to stay honest instead. shows the
results of this configuration. From the perspective of the second selfish miner (which
is an honest miner now), it is clear that in presence of a more powerful selfish miner,
the selfish strategy not only decreases his revenue but also helps the stronger selfish
miner to increase her revenue. Another point worth mentioning is that even in the

first scenario with two selfish miners, based on it takes approximately
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Figure 4.12: The gains when the weaker selfish miner in turns honest.

1150 hours (or more than 48 days) for the stronger selfish miner to recover her lost
revenue. So again, it is not profitable in the short term.

For further analysis of the case with two selfish miners (with the rest of the network
as an honest miner), we used the same scenario and changed the values of oy and §
in ranges of [0.05,0.95] and [0.0, 0.4] respectively. In this scenario, we have S and
Sy, and their hash powers are a; = § X (1 — ) and ay = 5 x (14 0), respectively.
Provided that S is always the more powerful than S;, we call it stronger selfish
maner. Likewise, we call S; weaker selfish miner. depicts the result of
this simulation. Sub-figure (a) shows G for the stronger selfish miner, and sub-figure
(b) shows it for the weaker one. Also, positive values of G has been shown in green
and negative values has been shown by red.

As it is shown in these figures, for the weaker selfish miner, the green area is very
small. It means that there are very limited situations that can result in the prof-
itability of selfish mining in case there is a stronger selfish miner in the network. To
be more specific, only when the total power of two selfish miners is around 55% and
more (a; > 55%), and the difference factor is very small (6 < 0.04), selfish mining

is profitable for the weaker selfish miner. In every other condition, selfish mining is
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(a)

Figure 4.13: Results of simulation for two selfish miners and one honest miner with
the values of o; and § in ranges of [0.05,0.95] and [0.0,0.4] respectively. Sub-figure
(a) shows the results for the stronger one (S3) and sub-figure (b) shows them for the
weaker one (S7). Green and red colors show positive and negative values for the G,
respectively.

harmful to her revenue. One other interesting point is that in case 6 > 0.5, when
the two selfish miners become more powerful (o > 0.5), the loss for the weaker one
increases.

On the other hand, for the stronger selfish miner, the profitability limit for a; is
around 0.5. It means that if a miner wants to start mining selfishly, first, there
should be another weaker selfish miner in the play, and second, the total hash power
of them together should be around half of the hash power of the network. Also, the
line which divides green color and red color in [Figure 4.T3(a) is a little oblique. It
means for the low values of d, a; ~ 0.55, and for the higher values of §, a; =~ 0.4.
This makes sense because when we have higher values for 4, it means that S; is

actually more powerful.

4.3.2.2 Three selfish pools

For the case with three selfish miners, we analyze the problem from the perspective
of one of them, namely S;. Assume that there are three selfish miners, Sy, Sy, and
Ss3, and also an honest miner, Hy. Let’s assume that ap and «; (hash powers of Hy

and Sp) are constant. Having two competitors, the best case scenario for S; is when
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the two competitors share the rest of hash power evenly. On the other hand, the
worst case scenario for S is when one of the competitors is dominant, meaning she
possesses the rest of the network hash power, while the other possesses nothing. This
is equivalent to the case that there is just two selfish miners, S; and S5. Because
there are limitations in visualization of three selfish miner’s case, we focus on the

worst case and best case scenarios for the Sj.

IED = {H07517525S3}
H[) :0.3 S Qp S 06, Sl :0.2 S (o5} S 0.3
Worst case: a3 =0, ay=1—ayg— o

Best case: g = (3

Mables 41 to B4 show the results of this configuration. In these tables, the top row
is the ap and the left column in the a4, and every number in the table is the amount
of Gg, which is the gain for selfish miner S;. Negative numbers (loss) are shown in
shades of red and positive numbers (gains) are shown in shades of green. Mabhles T
and B2 show the results for the worst cases scenario. The first one shows the Gg, in
the short term (approximately one month) and the second one shows it in the long
term (approximately ten months). Similar to the previous scenarios with one or two
selfish miners, in short term, S; will not profit from selfish mining. However, in long
term, when S; has nearly 30% and the H, has between 40% and 55%, selfish mining
becomes slightly profitable for S;. In this situation, Hj is neither strong enough to
overpower selfish miners, nor weak enough to let the Si’s competitor, S, become
too strong.

In Mables 23 and B4, the best case scenario has been shown. As these tables show
when S; becomes stronger and also Hy becomes weaker (which implies that Sy and

Sz are growing stronger but not stronger than Sj) the selfish strategy is profitable
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Table 4.1: Worst case of S}’s gain in the short term. The numbers in the first column
show «; and the numbers in the first row show ay + o3. Numbers in the table shows
the change in S;’s revenue in this scenario. In this case, all of the cells show a loss.

030 | 035 | 040 | 045 | 050 | 055 | 060
020 [1997 1976 -1286 -882 743 663 -6.45
021 | 2096 2062 -1240 885 712 645 -6.23
022 | 2196 -2080 -1165 -820 678 -624 -6.13
023 | 2296 1987 -1115 782 603 -570 -567
024 | 2392 -1950 -1018 715 -577 -533 -5.23
025 | 2480 -1861 -1000 -663 527 -480 -5.11
026 | 2589 -17.62 -8.67 589 -496 -470 -4.63
027 | 2686 -1674 -748 -475 391 -417 -458
028 | 2781 1577 -615 -438 344 350 -4.33
029 | 2865 -1321 -486 327 285 -327 -3.83
030 | 2965 -11.85 -398 238 200 -267 -3.48

Table 4.2: Worst case of S7’s gain in the long term. The numbers in the first column
show «; and the numbers in the first row show a9 + 3. Numbers in the table shows
the change in S;’s revenue in this scenario. In this case, most of the cells show a loss
except a few with oy >= 0.29.

030 | 035 | 040 | 045 | 050 | 055 | 0.0
020 |-19.99 -19.95 -1129 -729 -581 -525 -5.21
021 |-2099 -2092 -10.56 -6.75 -540 -477 -4.94
022 | 2199 2120 -974 -6.09 -468 -434 -4.61
0.23 | 2299 -19.55 -882 -532 -400 -3.92 -4.22
0.24 |-2398 -1838 -7.79 -453 -341 -342 -3.67
0.25 | 2498 -16.71 -6.66 -3.67 -2.88 -283 -3.55
0.26 | 2598 -1514 -551 -273 -195 -221 -2.86
0.27 [2697 -13.68 -399 -1.47 -115 -1.60 -2.45
0.28 |27.96 -11.49 -229 -0.50 -0.37 -091 -1.86
0.29 | 2893 -956 -074 070 054 -028 -1.35
030 |[2993 719 096 | 187 144 033 -1.00

for S;. This is similar to the case with two selfish miners when the weaker selfish
miner increases the stronger one’s revenue while losing some part of her revenue. It
seems that in cases that selfish miners, regardless of how many they are, have the

majority of the mining power, the strongest selfish miner will profit, in the expense
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Table 4.3: Best case of S7’s gain in the short term. The numbers in the first column
show «a; and the numbers in the first row show ag + 3. Numbers in the table shows
the change in S;’s revenue in this scenario. In this scenario, in cases of a; >= 0.29
and ag + ag <= 0.45, 57 could gain a profit.

030 | 035 | 040 | 045 | 050 | 055 | 0.60
020 | 769 593 -545 521 -494 528 -545
021 | 704 -564 -494 -438 -473 -479 -5.44
022 | 623 -491 -430 -410 -417 -473 -533
023 | 553 -420 -372 325 -375 -417 -488
024 | 503 -366 -316 326 -340 -403 -466
025 | 356 271 237 296 -316 371 -425
026 | 277 187 -189 167 244 -346 -3.93
027 | 177 095 -091 -134 208 -273 -397
028 | 007 -022 -041 -050 ~-116 -224 -3.79
029 | 083 100 099 016 -055 -206 -3.26
030 | 248 211 121 056 052 -175 -3.09

of the weaker ones lose some of theirs. Also, by comparing Tahles 3 and B, it can
be seen that in the long term, the number of configurations that are profitable for
S1 increases, because similar to previous examples, it takes a long time for the S;’s
revenue to converge to its final value.

also shows the results of the Mable 473 in the form of a graph. Every
curve corresponds to a row in the table. This figure depicts how different values of
ap and oy affect the profitability of selfish mining for S;. Note that this figure is

based on the best case scenario in which as = ag.

4.3.2.3 Final Remarks on Selfish Mining with Multiple Attackers

In this section, we addressed a problem regarding competitive selfish mining in Bit-
coin. First, we start to explain the main problem of this work and define it formally,
similar to what Eyal and Sirer did in their own work introducing selfish mining. The
main question is rather simple: “What if there are two or even more selfish pools in

the network, who are not willing to join/cooperate?”
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Table 4.4: Best case of Si’s gain in the long term. The numbers in the first column
show «a; and the numbers in the first row show ag + 3. Numbers in the table shows
the change in S;’s revenue in this scenario. In this scenario, in cases S; being more
powerful and Sy and S5, who have equal hashrates are not as powerful as Sy, it will
be profitable for S;.

030 | 035 | 040 | 045 | 050 | 055 | 0.60
020 | 420 299 260 -262 -286 -344 412
021 | 831 213 -183 -1.88 242 -303  -3.84
022 | 230 123 096 141 -176 255 -3.57
023 | 099 -017 -013 048 -120 -205 -3.14
024 | 036 08 079 014 072 -170 -281
025 | 200 210 177 092 000 -125 -233
026 | 359 333 269 199 065 -062 -203
027 | 544 470 38 268 129 008 -1.64
028 | 722 606 494 374 235 060 -1.21
029 | 902 777 633 467 307 115 076
030 [1130 933 746 572 388 176 -037

First, we start with two selfish miners in the network. We start from a simple
scenario, then expand it to more complex scenarios, and discuss the results. For
the case of two selfish miners, we present simulation results for a wide range of

parameters, oy and 6. With analyzing these results, we find some interesting points.

—_— ;= 30

ap =29
—_— ] = 28
—_— =27
— ] = 20
—_— o = 25

ap =24
— ] = 23

oy =22
—_— =21
— = 20

30 35 40 45 50 55 60
Qp

Figure 4.14: The gain for different values of ay, with respect to ag
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First, the weaker selfish miner will suffer from a loss in almost every scenario. There
are just a few scenarios in which she will gain more revenue than her fair share, and
those are the scenarios that she is pretty powerful and the difference between her
power and her opponent’s power is very low. Second, the stronger selfish miner is
not going to gain more revenue in every situation. Instead, she will only benefit from
selfish mining if a; is approximately greater than 0.5 (50%). This means, when the
combined power of two selfish miners is at least half of the network’s hash power, it
is profitable for the stronger selfish miner to continue mining selfishly. The results
of the case with three selfish miners show that this conclusion is also valid for the
three selfish miners, meaning that when selfish miners have the majority of the hash
rate combined, selfish mining is going to be profitable, but just for the strongest one,
not all of them. It means the wiser choice for the weaker selfish miners is to join the
honest miners to be able to neutralize the effect of selfish mining for the strongest

selfish miner.

4.3.3 Zeno’s DAA

Now we can take a look at the results using our proposed DAA, Zeno’s DAA. We
implemented our proposed Zeno’s DAA within the simulator to see its impact on
the gain of selfish miners. Our difficulty adjustment algorithm’s final goal is to
postpone the break-even point, which will extend the period that selfish mining is

non-profitable for the selfish miner.

4.3.3.1 Discussion on )

To answer the the first research question, ), we analyze the gain for selfish mining
in different configurations. [Figures 4.19, B16 and B—17 show the gain and also the
difficulty for networks configurations of o = 0.35, @ = 0.40, and o« = 0.45, respec-

tively. In each figure, subfigure (a) shows the amount of gain and subfigure (b) shows
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the amount of difficulty with respect to time.
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As seen in [Figures 4.15a, B16a and ET7a, the new algorithm decreases the slopes

of the gain curves for the selfish miner, and also the break-even times (which is the
point where the curves cross the black line) goes further in time, which makes the
non-profitable period of selfish mining longer.

To be able to better understand the effect of Zeno’s DAA over a larger range of
« values, we summarize the results in [Figure 4.18. This figure shows the average
break-even time for a range of a. In this figure, v = 0; Therefore, based on our
simulations, selfish mining only becomes profitable when 0.36 < «, and that is the
range we included in this figure. As seen in this figure, for all values of «, Zeno’s
DAA increases the break-even time, and in many cases doubles it. This is desirable
for us because our goal is to discourage selfish miners by extending the period that
selfish mining is non-profitable for the selfish miners so that they avoid this strategy.
Although, with « increasing (meaning when the selfish miner becomes so strong that
it almost has the majority), the effect of Zeno’s DAA diminishes and the amount of
increase in break-even time is less.

Comparison of break-even time
between default DAA and Zeno's DAA

—— Default DAA
-+ 2x Default DAA
: Zeno's DAA
14000 1 B —— Difference

12000 1

10000 1

8000 4

Time (h)

6000 4

4000 4

2000 4

0.36 0.38 0.40 0.42 0.44 0.46 0.48

Figure 4.18: Comparison of break-even times between default DAA and Zeno’s DAA
over a range of «
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In [Figures 4.150, E16H and ET7H, one can see that in the new difficulty adjustment

algorithm, the amount of difficulty decreases gradually in steps, despite the original
algorithm that changes the difficulty suddenly and in one step.
The analysis above covers (); from our research questions in Secfion 41 which is

related to P; from the list of properties of an alternative DAA that is mentioned in

Secfion 32 (Page £D).

4.3.3.2 Discussion on (),

To answer the second question, (), we have to analyze the block generation rate of
the network. As discussed before, a selfish miner slows the whole network down by
performing the attack and waits for the difficulty adjustment to adjust the difficulty
so that the block generation time goes back to the desired value. The default DAA
does this suddenly, and the block generation time goes back to normal at the earliest
possible. However, the whole idea of our proposed DAA is based on a gradual
alteration of difficulty so that selfish miners’ profitability waiting time becomes longer
and longer and thus, selfish miners get discouraged from performing the attack.
Therefore, increasing the break-even point contradicts constant block generation
time. This is because of the trilemma that we discuss in Becfion TTH. This means
by using Zeno’s DAA, we improve the security of the network, but it decreases the
scalability of the network. So, with our proposed DAA, we cannot achieve the best
block generation time, but we try to keep it as close as possible to the desired value.
depicts a comparison between the two algorithms: Default DAA and our
proposed Zeno’s DAA. To understand the situation before any selfish mining attack,
in this scenario, selfish mining starts the attack not from the beginning but right
after the first difficulty adjustment (showed in the green vertical line). [Fig 1.27a

shows the comparison of the difficulty values for the two DAAs. This figure is

similar to [Figure 4.150. [Figure 4.240 shows the average block generation time for
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Figure 4.19: Comparison between two DAAs

the same scenario. Before the selfish mining attack, the average block generation
times for both algorithms are at the desired value of ten minutes. After the first
difficulty adjustment, the attacker starts its attack and suddenly, block generation
time for both algorithms increase as expected. However, after the second difficulty
adjustment, the default algorithm suddenly changes the average block generation
time to ten minutes by lowering the difficulty. But our proposed Zeno’s DAA does
this gradually in multiple steps. Although the average block generation time for
Zeno’s DAA is not as ideal as the default DAA, we argue that its effect on the
average block generation time is not severe and can be tolerated. At the same time,
it tries to achieve its ultimate goal, which is preventing selfish mining.

This analysis shows that our new proposed method (Zeno’s DAA) could satisfy the
first characteristic of a suitable DAA and keep the second characteristic within a

tolerable range. So, Zeno’s DAA is in the right direction toward the ultimate goal.

4.3.3.3 The Effect Zeno’s DAA on a Network without an Attacker

Zeno’s DAA, just like any other DAA, adjusts the difficulty value in case of a change
(either increase or decrease) in the average block generation time. The cause of this
change is irrelevant to the DAA whether it is because of an attack or it is just the

usual fluctuations in the total hashpower of the network. Usually, when there are
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no attackers in the network, the changes in the total hashpower of the network are
minor and not drastic. But what happens if we have a drastic change in the network?
Assume that at one point, a group of miners with 20% of the network’s hashpower
leave the network. How long does it take for the difficulty value to reach the goal

(and consequently, the block generation rate to get back to the desired value)? We

calculated [Equation (3.19) to answer this question.

In this case, with a 20% decrease in the hashpower, X would be 0.8. For the value of
0, one standard deviation would be a rational and conservative value. Based on our

experiments, the standard deviation for the length of a period is about 2-3% of its

length. For example, in [Equation (4.2), o ~ 8, which is roughly 2.38% of the length

of a period. So, let’s choose the value of 0.025 (or 2.5%) for §. Then we will have:

1 1-X
oz, (1 x |22 <

L o (L 08
O n
5280025 0.8

= 332<n = n=4

It means in this case it takes four periods for the difficulty value to reach the goal
value. If we choose a less conservative value for the 9, e.g. the three standard

deviations instead of one, we would have:

1 " |1 - 0.8
3 x 0.025 0.8

= 1.73<n = n=2

) <mn

log, (

Therefore, in just two periods, the difficulty would be within the +30 range. [Fig]
shows the simulation results for the same scenario. As shown in this figure,
the simulation results match the mathematical analysis: after two periods, the diffi-

culty value is within the +30 range and after four periods, it is within the +¢ range.
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Difficulty Value in an All-honest Scenario with a drastic change in the network
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Figure 4.20: Zeno’s DAA decrease in difficulty value when there is a 20% decrease
in the network’s hashpower.

4.3.3.4 Zeno’s DAA in Real World

In this section, we will explore the question of what would happen to the network
if Zenos DAA was used instead of the default Bitcoins DAA. This is not an easy
question to answer because there are many parameters involved, such as the effect
of the DAA on block generation rate and the response of the network to the DAA.
Given the history of the difficulty in Bitcoin that we showed in [Figure 1.1], we try to
simulate the outcome of using Zeno’s instead of Bitcoin’s DAA. shows
a block-by-block comparison of Zeno’s DAA and Bitcoin’s default DAA. As shown
in this figure, the changes in Zeno’s DAA are smaller and more moderate than the
ones from the default DAA. However, this is not a realistic comparison, especially
regarding the time. Because the value of difficulty directly affects the time. For

example, in case of an increase in the network’s hashpower, the difficulty should also
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increase. But as stated before, Zeno’s DAA increases the difficulty gradually. So,
the next period’s difficulty will be lower than the expected value, which results in a

shorter period.
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Figure 4.21: Block-by-block comparison of Bitcoin’s DAA vs. Zeno’s DAA

If we take the effect of difficulty on the lengths of the periods into consideration, the
outcome will look similar to what is shown in [Figure 4.22. In the history of Bitcoin,
there are by far more instances of increasing the difficulty rather than decreasing it.
Because of this, in Zeno’s DAA| the lengths of the periods would have been usually
shorter than the default DAA. Therefore, as shown in this figure, the changes in the
difficulty happen sooner. However, this is also not a realistic comparison, because it
does not consider the historical changes of the network’s hashpower. For example,
the huge drop in the difficulty value from the figure happened in the middle of 2021.
But the results of Zeno’s DAA show that it happened earlier and in late 2020, which
contradicts the historical changes in the network.

To overcome this problem, we use a simple linear interpolation to estimate the net-
work’s hash power at every moment. Then used this value to calculate the values
of the difficulty and also the length of each period using Zeno’s DAA.
shows the comparison of Zeno’s DAA and the default DAA in this scenario. This is

a more realistic result because we considered both the changes in the period length
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vs. Zeno’s DAA concerning changes in

and also the network’s historical changes. As shown in this figure, there is a slight
shift to the right for Zeno’s which means that Zeno’s is a little less responsive to the
changes, as expected, because we try to adjust the difficulty gradually and in smaller
steps. By looking at this figure, it can be concluded that even if we have used Zeno’s
DAA instead of the default DAA, the network would have scaled virtually the same

and it would have had no negative effect on the network.
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Figure 4.23: Comparison of Bitcoin’s DAA vs Zeno’s DAA by using an estimation
for network’s hash power.
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4.3.4 Zeno’s Max DAA

Zeno’s Max DAA is only different to Zeno’s DAA in increasing the difficulty. There-
fore, we have to define several scenarios in which the difficulty have to be increases.
For our first scenario, imagine a situation that after one period (right at the begin-
ning of the second period), the network grows by 50%. This means that the network
difficulty has to be increased by the DAA. shows the difficulty value
of the network for the default DAA, Zeno’s DAA and Zeno’s Max DAA. As can be
seen there, at the beginning of the episode (left side of the figure), default DAA and
Zeno’s Max behave precisely the same and do this increase in one step. However,
Zeno’s DAA does this in multiple phases, and it takes a lot longer to reach the desired
value.

The second event in this scenario is that one miner changes its strategy from honest
mining to selfish mining at the beginning of the seventh period. Because of this,
the value of difficulty has to decrease to compensate for all those discarded blocks.
However, as we discussed before, we want this process to be gradual to extend the
waiting time of the selfish mining attackers. Therefore, as it can be seen on the right
side of [Figure 4.244, this time Zeno’s Max behaves similar to Zeno’s instead and
does this in multiple steps.

shows the average block generation time, and as it can also be seen here,
for increasing the block generation time, Zeno’s Max acts like the default DAA, and
for decreasing it, Zeno’s Max act like Zeno’s DAA. This make scaling the network
faster while extending the waiting time for the selfish miners.

Now let’s take a look at four different scenarios and compare the performance of

these three DAAs.
(S1) Starts with honest miners; Another honest miner joins after five periods.

(S;) Starts with honest miners; A selfish miner joins after five periods.
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Figure 4.24: Comparison between three DA As

(S3) Starts with a selfish miner in the network; An honest miner joins after five

periods.

(S4) Starts with a selfish miner in the network; Another selfish miner joins after

five periods.

[Figure 4.254 and [Figure 4.250 show the difficulty value and block generation time

for the S respectively. It is clear in this scenario that when we need an increase in

the value of the difficulty (which directly leads to an increase to the average block

generation rate), Zeno’s Max and the default DAA behave similarly and do this in

one step, in contrast with the Zeno’s DAA that does it step by step.
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In Bection=3577 we talked about the impact of Zeno’s DAA family on honest mining




and its average block generation time. Notice that in the first five periods that
there are only honest miners and no changes in the network, even with averaging
between multiple simulations, all three DAA’s show random fluctuations in average
block generation time, and it is totally natural. This is also the case after all three
DAA’s bring average block generation time back to the desired value, and after
that, we again have those fluctuations. This shows that in an all-honest case with
small changes in the network’s hash power, Zeno’s DAA family does not show any
noticeable difference with the default DAA. Note that here we only talk about before
and long after the drastic change that we introduced in this scenario (network growth
by 50%).

The second scenario is similar to the first one, but the miner who joins at the fifth
period is selfish. Because we have a new miner at period five, the difficulty value
has to increase, but because the new is a selfish miner, we will also have a lot of
discarded blocks. Therefore, the increase in the difficulty value would not be as
much as the first scenario. This can be clearly seen on in comparison
to [Figure 4.25d. Also, for the average block generation rate, this argument is still
valid and can be seen on [Figure 4.260. Again it is apparent that in increasing the

difficulty value, Zeno’s Max is similar to the default DAA rather than Zeno’s DAA.
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Figure 4.26: Comparison between three DAAs in Sy

The following two scenarios, S3 and Sy, are a bit different from the first two. In
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these scenarios, we start with a selfish miner. Therefore, in the beginning, the block

generation time increases (Figure 4.27H and [Figure 4.28H), and we have to decrease

the difficulty to take the block generation time back to its desired value. As shown at

the beginning of [Figure 4.274 and [Figure 4.284d, the difficulty value will decrease after

the first period. However, while reducing the difficulty value, Zeno’s Max behaves
similarly to Zeno’s DAA and gradually reduces the difficulty value. But when the
new miner joins the network after period five, it again acts as the default DAA. The
difference between S3 and Sy is that in Sy, the new miner is also selfish. Because of

that, the increment in the difficulty value after period five is not as much as Sj.
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4.3.5 Zeno’s Parametric DAA

For evaluating this method, we take a look at the behaviour of different values for
7 in the same scenario. shows the results of G(t) (gain for the selfish
miner) when o = 0.5 for different values of 7. It is evident in this figure that for the
larger values of 7, the break-even point (the point where the G curve reaches the

value of zero) will be delayed more and more.
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Figure 4.29: Gain for a selfish miner with o = 0.4 for different values of 7 (71 =0 :
Default DAA, 7 = 0.5 : Zeno’s DAA)

shows the average block generation time for different values of 7 in the
same scenario as above. It shows that for larger values of 7, the average block
generation time will take longer to return to its intended value (ten minutes). This
is the trade-off that we discuss in the previous section. If a blockchain can tolerate
more prolonged periods of higher block generation time, it can use a higher value for
T to discourage selfish behaviour more intensively.

In the values for difficulties with different values of 7 are depicted. As

it can be seen here, difficulty values decrease step by step. However, by increasing
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Figure 4.30: Block generation time (o = 0.4) for different values of 7 (7 = 0 : Default
DAA, 7 =0.5: Zeno’s DAA)

the value of 7, the heights of the steps decrease, and the lengths of them increase.
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Figure 4.31: Difficulty value (o = 0.4) for different values of 7 (7 = 0 : Default DAA,
7 =0.5: Zeno’s DAA)
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4.4 Summary

In this chapter, we evaluated our three proposed methods Zeno’s DAA, Zeno’s Max
DAA, and Zeno’s Parametric DAA. We used a simulation approaches for evaluation
to back up the mathematical aanalysis we provided in B4. We presented the results of
evaluations for various scenarios like having multiple attackers and using alternative
DAAs. We showed that our proposed methods could effectively extend the break-

even time for selfish miners to discourage them from performing the attack.
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Chapter 5

Conclusion and Future Work

In this thesis, we focused on one of the most famous attacks on the mining process of
Proof-of-Work blockchains, Bitcoin, in particular, called selfish mining. As discussed
before, selfish mining works by not publishing discovered blocks right away and
keeping them private as long as possible. By using such a strategy in publishing
blocks, the hash power of other miners in the network would go to waste as they do
not have access to the latest block that is generated by the selfish miner. Of course,
as a result, a part of the hash power of the selfish miner would also go to waste.
However, assuming that the selfish miner is strong enough, the amount of waste for
the selfish miner would be proportionally less than the amount of waste for other
miners.

Here is where difficulty adjustment comes to help the selfish miner. This consid-
erable amount of waste in hash power will result in a lower block generation rate.
Therefore, the difficulty adjustment algorithm lowers the difficulty to bring it back
to the desired value. As a result, the selfish miner will get more revenue than its fair
share. However, it takes some time for the selfish miner to go from an initial drop
in revenue (due to the initial hash rate waste) to benefiting from selfish mining.

In this research, first, we extensively analyzed the profitability of selfish mining for
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different scenarios to reach a conclusion and determine under what circumstances the
selfish mining becomes profitable. We showed that time plays an important factor in
the profitability of selfish mining and even the strongest selfish miners have to wait
for a certain period of time before they can benefit from selfish mining and gain a
revenue more than their fair share. This was the first contribution that we addressed
in Becfion 3T4.

We also conducted a series of analyses on the minimum hash-power required for
selfish mining, the waiting time required for selfish mining to become profitable,
and more. Another analysis that we performed was about the profitability of self-
ish mining with multiple attackers in the networks. Imagine a case where two or
more miners or mining pools decide to perform selfish mining separately without
collaborating with each other. We showed that in this case, the weaker selfish miner
(meaning the one with less hash power) will suffer from a loss almost all the time,
and instead helps the stronger selfish miner to gain more revenue. So, for the weaker
miner, performing selfish mining is not only harmful in terms of revenue but also
helps the competitor and encourages it to continue the attack. This was the second
contribution that we discussed in Section 4°37.

After defining the problem with the current difficulty adjustment algorithm that
makes selfish mining profitable, we proposed an alternative difficulty adjustment
algorithm, Zeno’s DAA, to mitigate the issue. The main idea behind our proposed
algorithm is to adjust the difficulty value gradually by considering the history of
difficulty values. Zeno’s DAA sets the difficulty value halfway between the current
value and the goal value (which is the expected value of difficulty). The motivation
behind this idea is that this will extend the waiting time for selfish miners to profit
from the attack. Given the dynamicity and ever-changing nature of the Bitcoin
network especially concerning its price, this extended waiting period is a strong

discouraging factor. We defined our proposed algorithm in detail in Secfion 33 as
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our third contribution.

We discussed that Zeno’s DAA could be improved. One of the improvements that
can be done to Zeno’s DAA is to make it asymmetric. It means we modify it to treat
increasing and decreasing the difficulty differently. That is because in increasing the
difficulty, we don’t need a gradual change. After all, we are not trying to extend
the waiting time. Instead, we can increase the difficulty value in just one step. This
created Zeno’s Max, which offers better overall block generation time. Also, another
improvement was to create a way that Zeno’s DAA could be tuned. Because Zeno’s
DAA offers security with a cost of a slight increase in average block generation time.
It would be a good idea to be able to tune this security and scalability trade-off. So,
we introduced Zeno’s Parametric DAA to implement this idea. In Zeno’s Parametric
DAA we have a parameter, 7. By increasing the value of 7, we increase the security,
but we have to endure longer periods of higher average block generation time and
vice versa. So, its value can be decided based on the needs of the blockchain. These
two new algorithms extend our proposed method to a family of alternative difficulty
adjustment algorithms as our fourth contribution that we covered in Chapfer 3.

To show the effectiveness of our algorithms, we had to analyse and evaluate them.
To do so, we used two methods of evaluation: mathematical analysis and simulation
analysis. For mathematical analysis, similar to what we did to analyse the profitabil-
ity of selfish mining, we used mathematical formulations of the proposed algorithms
and performed the similar analysis. This was our fifth contribution and we covered
it in Secfion 3.

The second evaluation method was simulation analysis. For this, we designed and
developed a Bitcoin mining simulator capable of simulating different difficulty adjust-
ment algorithms. We talked about this simulator in Bection 49 and also [Appendix Al.

We used it to simulate different scenarios and compare them to each other. This

was our sixth contribution that we covered in Bections 433 to B=375. By comparing
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the waiting time of the selfish miner for two scenarios, one using Bitcoin’s default
DAA and the other one using Zeno’s DAA, we showed that we could effectively
increase the waiting time to almost double in many configurations and discourage

selfish behaviour.

5.1 Future Works

There are a few line of research that could be considered to continue and complement

this work. Here is a list of them:

e Our proposed method is designed to take the history of difficulty value into
consideration instead of only using the expected difficulty of the last period.
It would be a good idea to explore other ways to implement this idea. For
example using the real and expected difficulty values of multiple periods might

provide interesting results.

o As we mentioned in Becfion=3573, one interesting line of research could be ex-
tending Zeno’s Parametric to be a dynamic DAA. Zeno’s Parametric is designed
to work with a constant value of 7 for the entire lifetime of the blockchain.
However, this value could be a dynamic value that can be changed based on
some criteria or an algorithm. However, it need careful consideration, because

for all the peer should be able to calculate the new value independently.

e There are a few other types of difficulty adjustment algorithms used in other
blockchains and altcoins like BSV. However, these DA As focus more on scala-
bility (keeping block generation rate constant and making difficulty adjustment
more responsive). Therefore, based on our argument about trade-off between
scalability, they should by definition be weaker against selfish mining attack.
A comparative analysis on these alternative DAA would be another future line

of research for this thesis.
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o In gchapfer 2, we discussed a few variant of selfish mining and other attacks
that are similar. Also, we discussed that a proper alternative DAA is ideally
resistant to other types of attacks based on difficulty manipulation. So, there
is a potential line of research to analyze the effectiveness of the proposed DAAs

against those attacks.

e Another line of potential works could be about the implementation of our
simulator. There are studies that combine selfish mining and other types of
attacks like eclipse attacks that we discussed in Chapfer 3. Our simulator is
currently unable to simulate eclipse attack. Because this attack works based
on the peer-to-peer structure of the network. So, it would be a good idea to

develop the simulator to be able to simulate this attack.
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Appendix A

The Bitcoin Simulator

We designed and developed our Bitcoin Simulator to be able to simulate Bitcoin
network and Bitcoin mining process under arbitrary circumstances and analyze the
results. We used this simulator to analyze the profitability of selfish mining, the effect
of multiple selfish mining on the network and each other, the effect of alternative
difficulty adjustment algorithms, etc. Here we want to introduce our simulator in
detail and review its technical aspects.

Our simulator is a discrete-event simulator written in Python programming language
(version 3) and uses a few general-purpose libraries like numpy and matplotlib, mostly
for analyzing and illustrating purposes.

To be able to utilize the multi-core capabilities of modern processors and run multiple
instances of the simulator to run different episode and then aggregate the results, we
used Python’s multiprocessing library®. This way we can create multiple processes,
each of which can be run on a different CPU core and simulate multiple episodes
and analyze the episode. At the end, we aggregate the results for all of them to get

the final results for a certain configuration.

INot to be confused with multi-threading. Multi-threading runs all its threads on a single
process, thus all of them will run on the same CPU core, whereas multiprocessing uses different
processes that can be be assigned to different cores for real parallelization and better performance.
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A.1 The simulator components

A simplified class diagram of the simulator is illustrated in [Figure A.l. As shown
in this figure, the simulator the simulator consists of several components or classes.

We will talk about each of these classes in more details.

A.1.1 The Block Class

This class represents a block in the blockchain. Similar to a real block in the
blockchain, it contains its height in the blockchain, the difficulty value of the net-
work, the time it has been created, the miner who created it, and finally its parent
(previous) block as prev. This class is a container (data type) class and does not

have any notable functions.

class Block:
"""Represents a block in the blockchain."""
def __init__(self, height=0, difficulty=1, time=0, miner=None, prev=None):
self.height = height
self.difficulty = difficulty
self.time = time
self.miner = miner

self.prev = prev

Listing A.1: A glimpse of the Block class code

A.1.2 The Event Class

As mentioned before, this simulator is a discrete-event simulator. This type of simu-
lation, models a system as a discrete sequence of events. Each event occurs at a point
in time and make changes to the state of the system. It also could create further
event in the future. In this type of simulation, no changes take place in between two

events. So, the simulator could jump from one event to the next event in time.
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Figure A.1: Simplified Class Diagram of the Simulator
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We have two types of events in the system: generate events and receive event. Gen-
erate event is when a miner provides a Proof-of-Work which means it creates a block
on top of the latest block that it had. Receive event is when a miner receives a block
that is generated by another miner.

As shown in [Cisfing_ A2, each event has a time, a type, a miner who generates or
receives the block, and a head which is the block that has just been generated and
will be the head of the blockchain. In addition, every event has a function called
occur which is responsible for processing the event. This function simply calls the
function perform of its miner to process the event based on its strategy and also the

type of event.

class EventType(Enum):
NotDefined = 0@
NewBlockFound = 1

NewBlockReceived = 2

class Event:
"""Represents an events (generate/receive) in Bitcoin's networks."""

def __init__(self, time=0, type_=EventType.NotDefined, miner=None, head=None):

self.time = time

self._type = type_
self.miner = miner

self.head = head

@property
def is_generate(self):

return self._type == EventType.NewBlockFound

@property
def is_receive(self):

return self._type == EventType.NewBlockReceived
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def occur(self):

return self.miner.perform(self)

Listing A.2: A glimpse of the Event class code

A.1.3 The Miner Class

This class models a miner in the network. Every miner has an id, a power (or
hashrate), and a head which is the last block in the blockchain that the miner is
working on top of it.

As mentioned before, there is a perform function in this class that is called by occur
function in the event class. Based on the type of the event, this function calls one
of two other functions: generate or receive. These two functions, as their names
suggest, process the corresponding events. There are two other functions in this
class. The first one is generation_time which generate a random generation time for
the next block. The second one is propagation_delay which generates a random time

for propagation of the block between miners.

1 import numpy

N

1 class Miner:

5 """Represents a miner in Bitcoin's network.

6 def __init__(self, id_, power, head):

7 self.id_ = id

8 self.power = power

9 self.head = head

10

perform(self,

event):

if event.is_generate:

if event.head

1= self.head:

130



14

16

19

30

1

# Miner is no longer mining on top of this block.
return [J, None
return self.generate(event)
elif event.is_receive:

return self.receive(event)

def generate(self, event):

def receive(self, event):

def generation_time(self):

return numpy.random.exponential (600 / self.power * simulator.difficulty)

def propagation_delay(self):

return numpy.random.gamma(1.26, 10)

Listing A.3: A glimpse of the Miner class code

The selfish Miner Class This class inherits from the Miner class. As discussed
before, selfish miners diverge from the Bitcoin mining policy and adapt another
strategy to increase their revenue. So, they behave differently from honest miners in
the case of generating a block or receiving a block. In this class, we implemented this
behaviour by overriding generate and receive functions from its parent class, Miner.
Also, a selfish miner has a few more attributes. For example, it stores the public
head of the blockchain (last block in the public blockchain that it has access to),
the last_common_block between its private branch and the public branch, maximum

height of the blockchain in the simulation MAX_HEIGHT, etc.

class Selfish(Miner):

"""Selfish Miner!"""
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def __init__(self, id_, power, head, simulator, xxkwargs):
super().__init__(id_, power, head, simulator, *xkwargs)
self.public = head

self.last_common_block = head

def generate(self, event):

def receive(self, event):

Listing A.4: A glimpse of the Selfish class code

A.1.4 The config Class

The config class is responsible for storing configuration variables for the simulator.
These variables define the scenario that we want to simulate using the Simulator
class, for instance, number of miners and selfish miners and their hashrate, the type
of difficulty adjustment algorithms, etc. Then an object of this class will be passed

to the Simulator class so that it will perform the simulation.

A.1.5 The Simulator Class

This class is where most of the magic happens. For each episode of a scenario, we
will create an instance of the Simulator object and feed it its configuration object.
Then, we run this instance by calling its run function. This function starts simulating
the mining process with given parameters, and continue until it reaches the desired
height (or other predefined exit conditions). Then, we analyze this episode by calling
the analyze function. This function gives us a result object that can be aggregated

by the result of other episodes of this scenario. So, by running multiple scenarios
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30

(for example one with a selfish miner and one without a selfish miner) for multiple

episodes, we can compare the aggregated results and illustrate them.

class Simulator:

"""The Simulator itself."""

instance_count = 0

def

def

def

__init__(self, config=Config(), verbose=False):
Simulator.instance_count += 1

self.id = f"{Simulator.instance_count:03d}"
self.verbose = verbose

self.config = config

self.miners = []

self.time = 0
self.difficulty_value = 1
self.head = None

self.event_queue = None

initialize(self):

run(self):
self.initialize()
breakeven = False

while self.head.height < self.config.MAX_HEIGHT:

next_event = self.event_queue.get()
self.time = next_event.time
consequences, new_head = next_event.occur()

# Adapt the new head if neccessary
# Adjust the difficulty if needed
# etc.

for ¢ in consequences:
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self.event_queue.put(c)

def adjust_difficulty(self):

def zeno_daa(self):

def zeno_max_daa(self):

def zeno_parametric_daa(self, tau=.5):

Listing A.5: A glimpse of the Simulator class code

A.1.6 Other components

There are several other components in the project that are not shown in
for the purpose of simplifying this section. For example there is a component that
is responsible for multi-processing, assigning simulators to different processes and
gathering the results. Also there are two other components, one responsible for
aggregating the results of simulation episodes and the other one illustrating the
results in different plots and figures. These components are also very important in
performance and usability of our simulator. However, as they are not related to core
functionality of the simulator, we skip discussing them further to keep this appendix

brief and relevant.
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