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Abstract

Fog-based IoT (Internet of Things) is a fast-growing technology in which many firms
and industries are currently investing to develop their own real-time and low latency
decentralized data processing and analysis applications. It narrows down the gap
between cloud and IoT end-devices as cloud computing is not a consistently perfect
solution for many IoT applications. Compared with the traditional IoT solutions,
fog-enabled IoT can offer a high level of compliance, better efficiency, and stronger se-
curity by providing local data pre-processing, filtering, and forwarding mechanisms.
These benefits make the fog-enhanced IoT an appropriate paradigm for many IoT
services in different applications varying from health monitoring systems to smart
grids and even food manufacturing. However, fog-enhanced IoT arises many security
and privacy concerns since fog nodes are deployed at the network edge and may not
be fully trustable. Furthermore, fog is considered as a non-trivial extension of the
cloud, and thus some security and privacy challenges will continue to persist. These
challenges might affect the adaptation of fog computing into the IoT. At the same
time, fog improves the IoT end-devices’ security and privacy by offering an ideal
platform to employ homomorphic encryption schemes. Homomorphic encryption
schemes allow performing mathematical operations on ciphertexts without violating
the IoT devices” privacy. This means that instead of separately delivering each IoT
device’s data to the control center, the fog nodes can forward the encrypted aggre-

gated results. This alternative approach significantly reduces the communication
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overhead and greatly strengthens the security robustness. Thus, system developers
can design data aggregation algorithms that yield more bandwidth-efficient, secure,
and private schemes than traditional cloud deployment. In this thesis, we emphasize
on range aggregate queries in fog-enhanced IoT. In particular, we carry on research
on communication and computational efficient privacy-preserving range query pro-
cessing schemes in which the querying user can efficiently execute range queries on
[oT end-devices in the fog computing environment. The main contributions of this
thesis can be summarized as 1) Taking the computational burden into consideration,
we devise an efficient Symmetric Homomorphic Encryption (SHE) scheme. The
proposed scheme maintains data privacy and security as well as supports homomor-
phic calculation in arithmetic circuits including both multiplication and addition
operations. 2) To achieve higher communication performance, we develop some
range decomposition/composition techniques to transfomr the range queries. These
techniques transform a given range query [L, U] into corresponding data structures
that realize privacy-preserving communication-efficient range aggregate query proto-
cols. We develop three different decomposition/composition schemes and investigate
their computational and communication performance. 3) Analysing the security of
these developed schemes to ensure that proposed schemes are privacy-preserving, i.e.
querying user’s query and IoT end-devices’ data can not be identified or profiled by
not only fraudulent/dishonest but also honest-but-curious entities. 4) Conducting
extensive performance evaluations to demonstrate the effectiveness of the proposed

schemes in terms of communication outcomes and computational effort reduction.
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Chapter 1

Introduction

1.1 Internet of Things (IoT)

The Internet of Things (IoT) is an emerging technology that has recently attracted
considerable attentions from both academia and industry. It can make a significant
impact on every aspect of our daily lives, e.g., offering a wide range of services from
smart home [159, 12, 70, 65, 7], smart grid [102, 33], and smart city [61, 55, 158], to
smart health care [95, 115, 105, 28]. An IoT system is comprised of several functional
blocks to facilitate various utilities to the system, such as sensing mechanism, com-
munication, authentication and identification, control, and management [123, 108,

40, 94]. These functional blocks, as shown in Fig. 1.1, can be described as follows:

e Device: IoT devices are developed to provide sensing, actuation, control, and
monitoring activities. They collect data from the operating environment and
computing tasks on these devices can either executed locally or securely of-
floaded to the edge devices, fog nodes, or cloud servers. An IoT device may
consist of several interfaces to capture and store the data, interact with other
devices, and emit data over the network. These interfaces include I/O con-

nectors for sensors, interfaces for Internet connectivity, memory and storage



interfaces, and audio/video interfaces.

Communication: The communication block performs communication between
devices and remote computing platforms. Although both wired and wireless
components are connectivity protocols in IoT devices, they are different in
capabilities, communication range, data transfer rates, power, and memory.
Wireless solutions have become increasingly popular and the commonly used
[oT wireless communication protocols are Bluetooth, WiFi, and Near Field
Communication (NFC), while wired communication modules are mostly based

on USB and Ethernet.

Services: [oT devices can offer two classes of services, i.e., sensing and con-
trolling, according to their function and the interaction between the sensors
and the environment. In a sensing category, an IoT device can only sense and
report an event to the other devices or control center. For example, air pol-
lution sensors are deployed in the surrounding area to detect the presence of
air pollution and measure its level. On the other hand, for the controlling 0T
devices, not only their surrounding can be sensed, but also their parameters
can be changed by feeding or triggering control signals. Thus the IoT node,
in the controlling category, can change the state of a system by changing its

attribute values.

Management: Nowadays, there are numerous loT devices with different func-
tionalities from various vendors, which will cause interoperability issues. Due
to the heterogeneous nature of IoT and its massive deployment, achieving co-
operation and interoperability impose a significant burden on the developers of
[oT solutions. Management block improves scalability, productivity, and effi-
ciency in an IoT system in which numerous IoT devices with various underlying

communication protocols, data formats, and technologies come together.



e Security: Although the IoT brought numerous benefits, it creates several chal-
lenges, especially in security and privacy. Addressing these challenges depends
on ensuring privacy and security as a fundamental priority to guarantee IoT
deployment success. Thus, the security functional block aims to secure the IoT
ecosystem against cybercrimes by providing authentication, authorization, pri-

vacy, data integrity, and data security.

e Application: The application layer is the topmost layer, which interacts directly
with other entities or end-users. This layer acts as an interface that provides
necessary modules to control and monitor various aspects of the IoT ecosystem.
It consists of smart applications from different domains in which applications
allow the users to visualize and analyze the current system status or predict

the upcoming events.

Application Application Layer

{ 1/0 Interfaces (Sensors/Actuators) ] [ Audio/Video Interfaces ]
UART, 12C, SPI, CAN TRS, DVI, DP, RCA, HDMI

Security | |Management Services Service Layer

[Authentication] [Cooperation ] [ Sensing

Controlling ]

Authorization

Interoperability]

||
Memory ] { Storage  Memory/Storage Layer

[ oons moescaors
Pri .
Graphlcs Processor | Data Processing Layer
o I ¢

SD, MMC, SDIO ]

e "
Communication Network Layer
[ Wireless ] [ Wired }
| h, WiFi, NFC USB, Ethernet
Device Physical and Sensing Layer

1/0 Interfaces (Sensors/Actuators) ] [ Audio/Video Interfaces ]
UART, 12C, SPI, CAN TRS, DVI, DP, RCA, HDMI

Figure 1.1: ToT functional blocks and layers



1.2 Fog computing and Fog-enhanced IoT

Despite the benefits and applications of IoT in real-world scenarios, IoT still suffers
from some security, privacy, and efficiency-related shortcomings [9, 96, 107, 57]. For
instance, as the number of [oT devices grows, more data are needed to be transmitted
to a third party with higher frequency. Consequently, the underlying infrastructure
would face big data issues in communication bandwidth and latency. Moreover,
detecting innovative attacks launched by cybercriminals due to the volume, velocity,
variety, and veracity of IoT big data is more difficult and the impact of the attack
can be maximized. Furthermore, when huge amounts of data are being handled by
the network, the security analytic report on a weekly or monthly basis would not
be sufficient enough to detect and mitigate the attacks [56, 10]. To address this
challenge, we can enhance 10T infrastructure with fog computing to substantially
decrease the processing delay, provide real-time computation, reduce the volume of
the reported data, develop privacy-preserving solutions, and offer secure networking
services.

The fog computing paradigm, coined by Cisco, refers to a decentralized computing
infrastructure that brings the advantages and power of cloud servers closer to where
the data are being generated [36]. Fig. 1.2 illustrates the hierarchical fog computing
architecture, including things layer, fog layer, and cloud/end user layer. Utilizing
fog computing can bring increased security and efficiency by combining fog and
I0T to form a fog-enhanced IoT platform [44, 48]. Fog-enhanced IoT is a rapidly
growing technology in which many firms and industries are currently investing to
develop their own real-time and low latency scenarios. Compared with the traditional
[oT, fog-enhanced IoT can offer a higher level of efficiency, security features, and
privacy protection thanks to the local data pre-processing, filtering, and forwarding
mechanisms.

Privacy-preserving techniques are essential and challenging in fog-enhanced 10T sce-



i 000

I 00
(1 €00

Cloud / End User Layer

Fog Layer

Things Layer

Figure 1.2: Typical fog computing architecture

narios and they have been studied in various research studies [153, 96, 98, 4, 54, 135].
The prime reason behind this is the IoT end-devices in the vicinity of the fog node.
Due to this neighborhood model, fog nodes can collect sensitive data, including lo-
cation, identity, and temporal information during the data transmission cycle or
aggregation phase. Furthermore, since fog nodes are deployed in large areas, central-
ized control is becoming complex. The compromise of a poorly protected fog node
can be the entry point to the network for an intruder. The intruder can violate the

privacy of end-users and data.

1.3 Problem Statement

As listed in Fig. 1.3, privacy requirements in fog-enhanced IoT environments can be
categorized into two main subgroups: context-based and content-based privacy [99,
121, 106, 148]. While context-based privacy focuses on the protection of the context
information such as the location of the IoT devices or the time when an event is
generated, content-based privacy focuses on the ability of an adversary to examine

the content of the transmitted data.



[ Privacy-oriented concerns j

( Context-based privacy j ( Content-based privacy j

—(Identity privacy ) —(Private data aggregation )
—( Location-oriented privacy) —( Private data query )

Figure 1.3: Privacy requirements in fog-enhanced IoT network

e Context-based privacy: Context-based privacy is related to hiding the rel-
evant contextual information, including identity, location, and timing data re-
ferring to contextual information of the IoT devices and querying user(s) [13,
53, 103, 82]. Any leakage in the communication features, including the length
and number of messages as well as the time, rate, and frequency of transmitted

messages can certainly raise privacy issues.

— Identity privacy: Managing the identity of entities in IoT environments
for both IoT devices and querying users is challenging. Querying users
and IoT devices want their identities to remain anonymous. Periodically
updating certificates and pseudonyms to satisfy privacy concerns will lead
to computational and communication overheads. Conversely, persistent
identifiers ensure that a service can be offered in all steps, resulting in

significant privacy concerns.

— Location-oriented privacy: Location privacy is related to the right of IoT
users to control the collection, use, and communication of personal data
about their location and movements. The explosive growth of location-
detection devices, e.g., GPS-enabled cell phones, have threatened the pri-
vacy of users as they require users to share private location information

with the service providers. It is one of the major concerns for location-



oriented services and should be protected to avoid violating the location

privacy of IoT devices and their users.

— Temporal privacy: Temporal privacy refers to preventing an attacker from
inferring the time of occurrence of an event, either the correct time or

relative one.

e Content-based privacy: Content-based privacy aims to hide IoT sensed
data such that no adversary can compromise the data value by eavesdrop-
ping or decrypting the communication between the IoT device and querying
user [24, 50, 37, 161, 110, 59]. Listed as follows, we examine two main content-
based privacy-preserving issues, i.e., private data query and aggregation in IoT

environments.

— Private data query: Data query privacy is related to the privacy of the
queries posted to an IoT network by the querying user. It protects the loT
network and querying user from interest leakage. The leaks are not only
in the querying user’s interest but also in the querying user’s access pat-
terns. Therefore attaining data query privacy is becoming an increasingly

important task in content-oriented privacy.

— Private data aggregation: Data-aggregation is the process of combin-
ing information from different IoT devices as responses flow towards the
querying user. Data-aggregation operators are the count, sum, average,
maximum, and minimum and should be performed to reduce the com-
munication overhead and computational cost. Privacy-preserving data
aggregation allows IoT devices to simply submit their encrypted sensed
data to the fog node. Then, the fog node homomorphically aggregates
the encrypted data stream to preserve the privacy of the collected in-

formation, and at the same time to achieve both bandwidth and energy



efficiency.

Addressing the above challenges to achieve privacy-preserving range-aggregate queries
in fog-enhanced IoT environments is attainable by encrypting the data using homo-
morphic cryptosystems such as the BGN [21] and Paillier [104]. Although simply
encrypting the IoT end-devices’ data is a straightforward solution, it incurs huge
communication and computational overhead on resource-constrained IoT end-devices
with highly limited storage capacity, network bandwidth, and computing power. To
tackle the recent issues, fog-enhanced IoT has been proposed as an effective solu-
tion to reduce latency in responding to the queries on these resource-constrained
[oT nodes. Fog-enhanced IoT, by offering a layered structure between the IoT end-
devices and cloud/end-users, delivers real-time or near real-time responses and de-
sired quality of service (QoS) level in IoT applications. Both privacy and efficiency
requirements in loT solutions lead us to consider the following scenarios of the range
query scheme in fog-enhanced IoT environment in which not only the privacy of
involved entities should be satisfied, but also the communication efficiency should be

achieved:

1. Honest-but-curious fog node and IoT end-devices may run a profiling operation
to learn as much as possible about the querying user and his/her interests,
namely lower (L) and upper (U) bound values in range query [L, U], where
0<L<U<n-—1andn is the maximum possible value that can be sensed

by IoT devices.

2. The fog-node may be more focused and monitor the [oT end-devices to know

about the prepared value (0 < z; < n — 1) in each IoT-device I;.

3. The querying user may attempt to capture an individual IoT device’s sensed

and prepared value x;.



4. Each IoT device I; may track and monitor the other IoT end-devices to capture

their sensed values or states.

Motivations and our major contributions for proposing an efficient privacy-preserving

range-aggregate query in fog-enhanced IoT are summarized in the next sections.

1.4 Motivation

Since the fog-enhanced IoT ecosystem provides a platform that creates opportunities
to query the IoT end-devices and access real-time sensed data, it is a significant
driver for big data analytic and smart infrastructures. However, if poorly treated,
it could disclose querying user’s and IoT end-devices’ privacy and their sensitive
information. Therefore, the fog-enhanced IoT ecosystem and their users’ privacy are
ones that need to be protected from exposure. Consequently, the primary goal of the
thesis is to develop a privacy-preserving range-aggregate query in this environment
by maintaining control over particularly sensitive data and limit as much as possible
the consequences on privacy. Moreover, at the same time, the minimum number
of encrypted data packets are expected to be transferred in the query processing

scheme to achieve lower latency and higher network throughput.

1.5 Major Contributions

Our thesis focuses on designing schemes to deal with the privacy-preserving issues
and communication and computational challenges for range-aggregate queries in fog-
enhanced IoT environments. Our major contributions can be summarized in the

following points:

1. Designing decomposition/composition techniques to transform the plaintext

range query [L, U] into an encrypted forms that yield higher communication



and computational efficiencies. The proposed schemes accept various form of
the range queries, namely, continuous([L,U]) and non-continuous ([L,U] =
U;_,[L.,U,]) range queries and translate them into encrypted queries to pri-

vately and securely execute queries.

. Proposing light-weight Symmetric Homomorphic Encryption (SHE) scheme
that can handle computational circuits to aggregate the loT devices’ encrypted
responses in the fog node. The proposed SHE scheme performs an arbitrary
number of arithmetic operations. i.e., homomorphic additions and multipli-
cations on encrypted data. It outperforms partially homomorphic encryption
schemes, allowing only one type of operation, e.g., Paillier [104], RSA [112],
and El-Gamal [45]. And it also outdoes somewhat homomorphic encryption
schemes, supporting an arbitrary number of additions and one multiplication,
e.g., BGN [21]. Besides, it is more efficient than public-key fully homomor-
phic encryption schemes, such as BGV [52], BFV [47], and YASHE [23], since
they are using time-consuming techniques like re-linearization and bootstrap-
ping. Re-linearization and bootstrapping are two commonly used techniques
to support more homomorphic operations and reduce the ciphertext’s size, re-

spectively.

. Preserving the privacy of both querying user and IoT end-devices. First, no
one other than the querying user can access the plaintext lower (L) and upper
(U) bound values. Second, plaintext sensed data in each IoT end-device I; (x;)

would be protected from being accessed by the fog node and the querying user.

. Performing experiments to verify our proposed schemes’ effectiveness regarding
communication and computational overhead, compared to a recently published

study with O(y/n) communication complexity [85].
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1.6 Outline of the Thesis

The remainder of this thesis is structured as follows. The background and litera-
ture review by recalling some related studies are presented in Chapter 2. Our Bloom
filter-based scheme with (n+|E|) log n-bit communication efficiency, where | E| is the
ciphertext length of Paillier cryptosystem is introduced in Chapter 3. Bloom filter
data structure and Paillier homomorphic encryption are employed in the proposed
decomposition/composition technique to achieve our first communication and com-
putational efficient range-aggregate query scheme. Chapter 4 contains the detail dis-
cussion of a more efficient privacy-preserving range query scheme with O(log3 n) com-
munication cost. The proposed decomposition/composition technique transforms a
given range query [L, U] into several space-efficient semi-triangular structures, and
then converts them into sparse matrices. Moreover, instead of applying existing ho-
momorphic schemes, we devise our Symmetric Homomorphic Scheme (SHE) and the
detailed analysis and homomorphic properties of SHE scheme are also presented in
this chapter. Then, Chapter 5 contains our last novel decomposition/composition
algorithm based on introduced reduced paths idea to achieve O(log*n) communi-
cation cost. This chapter is followed by communication cost discussions, security
and privacy analysis, and performance evaluation. Finally, conclusions and future

research work are described in Chapter 6.
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Chapter 2

Literature Review

2.1 Background

Cryptography is undoubtedly the most effective technique to securely and privately
transfer data between communicating parties. Encryption, decryption, and key(s)
are underlying terms in cryptographic algorithms. Encryption is a process to turn
the sensitive plaintext data into ciphertext that is unrecognizable and unidentifiable
by an intruder when compared with original plaintext. Conversely, the decryption
method allows an intended receiver to convert encrypted data back into its original
form so it can be recognized. Lastly, the cryptographic key, like a password, is
a secretly held string of numbers, letters, and special characters that is employed
during encrypt and decrypt method call. The key can be the same for encryption
and decryption methods depending on the type of encryption process. Regarding the
type of key used in cryptographic schemes, cryptography techniques can be divided

into two different groups - symmetric and asymmetric key encryption.
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2.1.1 Symmetric Encryption

Symmetric key cryptography (or symmetric encryption) is a class of encryption
schemes in which the same key is applied to encrypt and decrypt the messages
(as shown in Fig. 2.1). Symmetric encryption algorithms in turn are divided into
two main groups - block cipher and stream cipher schemes. Examples of popular
block cipher schemes include DES, AES, Serpent, and Blowfish, and common stream

cipher schemes are RC4, ChaCha, and TKIP [119, 126, 3, 3, 120].

Plaintext Ciphertext Plaintext

1@#gH6&1
8pwn6=1gH D ecryption
hH1~)-(OM

R+tr+l

Secret Key

Figure 2.1: Symmetric encryption with the same key for encryption and decryption
methods

2.1.2 Asymmetric Encryption

Asymmetric encryption, also known as public-key encryption, points to the crypto-
graphic schemes that incorporate two separate keys, the public key and the private
key, each of which has a specific function. As shown in Fig. 2.2, the public key is
used for encryption and it can be freely published and available to anyone. In con-
trast, the private key should be closely protected and only viewable and accessible
by the decryption function. Asymmetric encryption cryptosystems are mathemat-
ically more complex than symmetric schemes. Asymmetric schemes require more
processing power for computation, and as a result, they are considerably slower

than symmetric cryptosystems [3]. RSA, Diffie-Hellman, digital signature algorithm
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(DSA), and elliptic curve cryptography (ECC) are examples of asymmetric cryp-
tosystems [112, 133, 149].

Plaintext Ciphertext Plaintext

25&fK7@0

Encryption 9qWy&9!2 D ecryption
Mgt78#41;
0(+28

Public Key Private Key

Figure 2.2: Asymmetric encryption with the public key for encryption method and
private key for the decryption method

2.1.3 Homomorphic Encryption

Homomorphic encryption (HE) is a class of cryptographic schemes that allows spe-
cific types of computations to be carried out on ciphertext and obtain an encrypted
result which when decrypted gives the same result as doing that computation on
the original plaintext data. HE will effectively encourage the data owners to offload
their storage and computation requirements to third-party infrastructures to reduce
capital/operational costs. At the same time, it can ensure data privacy protection
by stoping service providers from learning about users and their data. Homomorphic
encryption, therefore, adequately provides the opportunity to both store and process
encrypted data. HE schemes can be broadly categorized into partially, somewhat,
and fully forms with respect to the number of acceptable and supported operations.
Partially homomorphic encryption schemes support only either addition or multi-
plication function, whereas somewhat homomorphic schemes accept limited number
of both operations, and finally, fully homomorphic encryption schemes will tolerate
arbitrary number of operations (i.e. both multiplication and addition). For exam-

ple, RSA [113] and El-Gamal [45] are multiplicative, and Paillier [104] is an additive
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partially homomorphic schemes. However, BGN [21] is a somewhat homomorphic
encryption that supports both addition and multiplication with subtle difference,
where it accepts arbitrary number of additions and only one multiplication. During
the recent decade, HE has received intense attention after the emerging of fully homo-
morphic encryption (FHE). It led to a major breakthrough in practical computation
offloading, where the proposed FHE schemes will be able to carry out any desirable
operations on ciphertexts. After almost 10 years from Gentry’s proposed idea [51],
the follow-up studies can be broken down into four main approaches: Ideal Lattice-
based [51, 128], over Integers [132], ring learning with errors (RLWE-based) [25], and
NTRU-like [83]. Although the recently suggested schemes have improved the effi-
ciency and performance of the implementations, the overhead of the FHE schemes is
still highly debatable. Thus, they cannot precisely be applied in various application
scenarios and particularly in IoT solutions.

Each HE scheme will be identified by four operations: KeyGen, Enc, Dec, and
Eval function which performs the function f over ciphertext arguments. Moreover,
they can utilize similar symmetric or different asymmetric keys for data encryption
and ciphertext decryption. In symmetric mode, both data owner and computational
server are initiated by same keys whereas in asymmetric mode the private key must be
kept private by data owner, and conversely the public key can be safely disseminated
to cloud servers. For example, it can be seen from Fig. 2.3, homomorphic operation
“o” carries out on two encrypted data E(z) and E(y) by only accessing public key
pk, i.e., E(my omsy) = E(m; @ my). Then the encrypted result £(m; @ ms) will be
decrypted by private key sk, which matches the result of operations performed on
the plaintext. In most homomorphic schemes “o” and “e” are respectively referred
to the common multiplication “x” and addition “+” operations.

In the remaining part of this subsection, we will review Paillier and BGN homo-

morphic encryptions since these cryptosystems are extensively utilized in privacy-
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plaintext ciphertext plaintext

!

my Enc ¥ E(m,) » Dec my

?| E(my) o E(my) I_’ E(m;®m;) —» Dec mye m,

ms, Enc —» E(m,) » Dec ms,

;

vk vk pk,sk

Figure 2.3: Diagram of public key homomorphic encryption (asymmetric homomor-
phic encryption)
preserving aggregation schemes. We summarize their descriptions and homomorphic

properties.

2.1.3.1 Paillier Homomorphic Encryption

Paillier encryption is an additive homomorphic cryptosystem and is widely used in
privacy-preserving applications. It has three parts, namely key generation KeyGen(k),
encryption E(pk, m) and decryption D(sk, ¢). Table 2.1 summarizes the symbols used

in Paillier scheme.

e KeyGen(r) : Given a security parameter x € Z*, large prime numbers p, q,p’,
and ¢’ are selected such that p = 2p’ + 1, q = 2¢' + 1 and |p| = |q] = k.
Let N =pgand A =lem(p — 1,9 — 1) = 2p’q’. In addition, define a function
L(x) = £+ and randomly choose a generator g € Z},. Then, let 1 = £(g* mod
N?)"L mod NV to generate the public key pk = (N, g) and the private key
sk = (A, ) by calling KeyGen(k).

e FEnc(pk,m) : Given the public key pk and a message m € Zy, the message m
can be encrypted as ¢ = E(m) = g™ - ¢V mod N?, where t € Z} is a random

number.

e Dec(sk,c) : Given the private key sk and a ciphertext ¢ = E(m), the message
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Table 2.1: Symbols in Paillier scheme

‘ Symbol ‘ Description

Ly A set of integers mod N, Zy = {0,1,2,--- N — 1}

L The multiplicative group of invertible elements in Z,,
Ly =i € Zy, it € Zy} = {i € Zy, ged(i,n) = 1},
e.g., 2ty = {1,5,7,11}, 2%, = {1,2,3,4,--- , 11,12}

K Security parameter

P, q Two large prime numbers, |[p|=|q| =k, p=2p"+1,9q=2q"+1

N N =pq

A A is the lowest common multiple of p—1 and q—1,
A=lem(p—1,q—1)=2p"q

g A random integer from Z}. such that ged(N, £(g* mod N?)) =1,
where ged means greatest common divisor.

m, ¢ A plaintext message and its corresponding ciphertext in Paillier,
0<m<N

pk Public key, pk = (N, g)

sk Private key, sk = (A, i), p = £(g”* mod N'?)~t mod N

m can be recovered as m = £(¢* mod N?) -  mod NV.

This partially homomorphic encryption scheme has the following homomorphic prop-

erties.

e Homomorphic Addition: Given two ciphertexts F(m;) and E(my), we have

E(my) -

e Homomorphic Multiplication: Given a ciphertext £(m;) and a plaintext my €

E(my) — E(my + my).

Zyr, we have E(my)™ — E(my - my).

e Self-Blindness: Given ciphertext F(m) and random value v € Z},, we have
E(m)-tV — E(m). This means that the Paillier Encryption can convert a valid

ciphertext into another indistinguishable yet valid one for privacy-preserving

purposes.
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2.1.3.2 Boneh-Goh-Nissim (BGN) Homomorphic Encryption

Unlike Paillier that is a partial homomorphic cryptosystem with supporting only
one type of operations, BGN is from somewhat homomorphic encryption family. It
supports an arbitrary number of additions and one multiplication by keeping the
ciphertext size constant [5]. In this subsection, we briefly review this cryptosystem
and its homomorphic properties. Before going into the detail of BGN, we first briefly
review the bilinear pairing technique, which serve as the basis of this cryptosystem.

The symbols used in BGN scheme are listed in Table 2.2.

Table 2.2: Symbols in BGN scheme

] Symbol \ Description
K Security parameter
P, q Two large prime numbers; |p| = |q| = &
N N =pq
G, Gy | Two multiplicative cyclic groups of finite order N
g A generator of G
g g € G is a generator of order N'
e A bilinear map e : G x G — Gr
b h = g% € G, is a random generator of subgroup of G of order p
m, ¢ A plaintext message and its corresponding ciphertext in BGN scheme,
meS={0,1,---,A}
pk Public key, pk = (N, G, Gr, ¢, g,b)
sk Private key, sk = p

Bilinear Pairing with Composite Order Let p,q be two large primes of the
same length, i.e., the bit-length |p| = |q|, and N/ = pg. Two groups (G, Gr) of the
composite order N are called bilinear map with composite order if there is a com-
putable mapping ¢ : G x G — G with the following three properties: i) Bilinearity:
(g% h®) = e(g,h)® for any (g,h) € G? and a,b € Zys; ii) Non-degeneracy: there
exists g € G such that ¢(g, g) is with the order A/ in Gp; and iii) Computability:

there exists an efficient algorithm to compute e(g, h) € Gr for all (g,h) € G.

Definition 2.1.1. (Composite Bilinear Parameter Generator) A composite bilinear
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parameter generator CGen is a probabilistic algorithm that takes a security parameter
K as input, and outputs a 5-tuple (N, 9,G,Gr,¢), where N' = pq and p,q are two
k-bit prime numbers, G, Gy are two groups with order N', g € G is a generator, and

¢: G xG — Gr is a non-degenerated and efficiently computable bilinear map.

Let g be a generator of G, then g = g? € G can generate the subgroup G, =
{g%g',--- ,g77'} of order p, and g’ = g? € G can generate the subgroup G, =
{g”,¢", ---, g '} of order q in G. The SubGroup Decision (SGD) Problem in G
is stated as follows: given a tuple (e, G,Gr, N, b), where the element f§ is drawn
randomly from either G or subgroup G, decide whether h in G4 or not. When
we assume that the SGD problem is hard, the security of the BGN homomorphic

encryption can be ensured.

BGN Homomorphic Encryption BGN with more homomorphic properties con-
sists of the following algorithms and homomorphic properties.

e Key Generation: Given the security parameter x, composite bilinear parameters
(N, 9,G,Gr,¢) are generated by CGen(k), where N' = pq and p,q are two k-bit
prime numbers, and g € G is a generator of order N. Set h = g9, then b is a random
generator of the subgroup of G of order p. The public key is pk = (N, G, Gr, ¢, g, bh),
and the corresponding private key is sk = p.

e FEncryption: We assume the message space consists of integers in the set S =
{0,1,---, A}, the size of set S = {0,1,---, A} is application-oriented and much
smaller than ¢, i.e., A < q. To encrypt a message m € S, we choose a random
number t € Zyr, and compute the ciphertext ¢ = E(m,t) = g™h* € G.

e Decryption: Given the ciphertext ¢ = F(m,t) = g™h* € G, the corresponding
message can be recovered by the private key p. Observe that ¢® = (g™h*)* = (g°)™,
we can set g = g°. Then, to recover m, it suffices to compute the discrete log of

¢® base §. Since 0 < m < A, the expected time is around O(v/A) when using the
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Pollard’s lambda method [93] (p.128).
The famous BGN encryption has the property of self-blindness, i.e., given E(m,t) €
G, we have E(m,r +1') < E(m,r) - k" is also a valid ciphertext of m. In addition,

BGN also enjoys the following homomorphic properties:

e Addition in G: Given E(my,r) € G and E(mag, ) € G, we have E(mq,r;) -

E(mag,re) = E(my + mo,r; +13) € G. For simplicity, we omit the random

items, and we have E(my) - E(my) = E(my + ma).

e Multiplication in G: Given E(mq,7) € G and my € S, we have E(mq,r)" =

E(my - mao,r; - msg) € G. For simplicity, we have E(m4)™ = E(mq - ms).

e Multiplication from G to Gr: Given E(m;y), E(ms) € G, we have e(E(my), E(ms)) =

Er(my - mg) € G, where Er(-) denotes a ciphertext in Gr.

e Addition in Gp: Given Ep(my), Ep(mg) € G, we have Ep(my) - Ep(ms) =

ET(m1 + m2>.

e Multiplication in Gr: Given Er(m;) € Gy and my € S, we have Ep(mq)™2 =

ET(m1 . mg).

2.1.4 Cryptographic Hash Function

A cryptographic hash function is a one-way mathematical algorithm applied to com-
press a large block of data into a much smaller fixed-length fingerprint of that data,
referred to as a message digest or a hash value [62]. It can be formally expressed as
F :{0,1}* — {0,1}*, which accepts an arbitrary input and generates a deterministic
and fixed-size (i.e., £) output. This class of cryptographic functions is extensively
used in a variety of security applications and network protocols, including, but not
limited to, integrity verification process, digital signature generation, password veri-

fication, and proof-of-work protocol. The most common ones can be listed as MD5,
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SHA-1,2,3, BLAKE2,3, and RIPEMD-160 [6].

2.1.5 Digital Signature

Digital Signature, as an authentication mechanism, is a mathematical algorithm
that ensures the privacy of conversation, the integrity of data, the authenticity of
digital message/sender, and non-repudiation of the sender [64]. It is based on the
asymmetric encryption scheme (public-key infrastructure) and enables the sender to
generate a unique code that acts as a signature for the message. To digitally sign
the message, m, the sender generates the hashed version of the message. Then, this
short digest, d, is encrypted by the sender’s private key. Later, when the original
message (m) and encrypted hash (E(d)) are delivered to the receiver (verifier), the
receiver will generate the hash of the message m and then decrypt the encrypted
hash (E(d)) by sender’s public key to obtain d. Now, the receiver can verify the
sender’s signature by comparing the hash of the message and the recently decrypted
hash which was generated on the sender’s side. Signature is valid when hash values

are equal.

2.2 Related Work

Data owners become increasingly motivated to offload their complex data collection
and query processing requirements to the cloud and fog-based environments. In this
section, we review the related research studies on privacy-preserving query processing

schemes.

2.2.1 Naive Approach and the State-of-the-art Solution

Recently, some studies have emerged on privacy-preserving range queries in the fog-

based IoT, which are closely related to our proposed schemes. In order to incorporate
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the desired privacy-preserving requirements, discussed in Chapter 1, the straightfor-
ward range query scheme has an O(n) communication cost. We need to first generate
an encrypted array with n encrypted elements in which the entries are E(1) or E(0).
E(1) means an entry belongs to the range query, and F(0) indicates an entry does
not belong to the range. For example, when n = 8 and range query is [L, U] = [3, 5],
A can be formulated as A = {0,0,0,1,1,1,0,0} and the encrypted query can be
considered as E(A) = {E(0), £(0), E(0), E(1), E(1), E(1), E(0), E(0)}. Then, an
encrypted array E(A) is sent to all IoT end-devices via the fog node. Thereupon,
each IoT end-device, according to its sensed and prepared data, picks a correspond-
ing entry from F(A) and returns back its encrypted response to the fog node. After
receiving the encrypted responses, the fog node homomorphically aggregates the en-
crypted responses to generate the final encrypted results and reports them to query-
ing user. Finally, the querying user decrypts the ciphertexts to obtain the plaintext
results. Although feasible for small n, when n becomes large, the efficiency of the pro-
posed solution, especially communication efficiency, rapidly deteriorates. To improve
this trivial solution, Lu [85] proposed a new privacy-preserving range query scheme
based on a novel range query expression, decomposition, and composition technique
and BGN homomorphic encryption with O(y/n) communication cost. Therefore,
when n becomes larger, Lu’s scheme is much more efficient than the naive solution
in terms of communication overhead. However, when n becomes even larger, it is
more expensive in terms of both computational and communication costs. Aiming to
improve the communication and computational efficiency, in this thesis, we propose
three different novel decomposition/composition algorithms to build more efficient
privacy-preserving range query schemes in the fog-based IoT. Our first novel range
aggregate query is based on Bloom filter and Paillier homomorphic encryption. The
two other schemes are on our different range decomposition/composition techniques

and proposed efficient symmetric homomorphic scheme (SHE).
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2.2.2 Cloud and Fog-enhanced Environments

When the privacy-preserving range query on “the number of IoT devices whose data
x; is within the range [L,U]” is considered as a special privacy-preserving data aggre-
gation scheme in fog-based 10T, there are other related works close to our proposed
scheme. In [86], Lu et al. addressed heterogeneous and complex data aggregation
in practical IoT applications by proposing a light-weight privacy-preserving data ag-
gregation (LPDA) for the fog-enhanced IoT environment. Their proposed scheme
has been designed based on Paillier cryptosystem, the Chinese Remainder Theorem,
and a one-way hash chain function to aggregate hybrid IoT end-devices’ data and to
early filter the injected false data at the network edge.

In [60], Huang et al. examined the fog-assisted selective aggregation operation. Pre-
cisely, they constructed a new threat model to formalize the non-collusive and col-
lusive attacks of compromised fog nodes, and their proposed privacy-preserving and
reliable selective multi-source aggregation scheme, which is comprised of BCP cryp-
tosystem, randomized message-lock encryption, homomorphic proxy-authenticators,
and multi-dimensional aggregation, can well tackle the data privacy and reliability
challenges. Most recently, Mahdikhani et al. [90] proposed a privacy-preserving sub-
set aggregation scheme in fog-enhanced IoT scenarios, which enables a querying user
to gain the sum of the prepared data from a subset of [oT end-devices. The inner
product similarity of the normalized vectors is securely computed to identify the
subset in the querying user side and each IoT device. Only when the inner prod-
uct is greater than the user’s specified threshold an IoT device’s data is privately
aggregated to generate the final response. The dot product is one of the widely
used algebraic operations that is done by multiplying the corresponding element of
two vectors. However, to achieve privacy as well as efficiency multi-dot product in
fog-enhanced 10T, Privacy-preserving Multi dot-product Query scheme (PMQ) was

proposed by Mahdikhani and Lu [88]. PMQ utilizes BGN homomorphic encryption
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to encrypt query requests and responses to satisfy privacy-preserving k dot-product
query in the IoT domain, where k£ indicates the subset of IoT nodes that should
respond to the control center. Although, due to the proposed preprocessing algo-
rithm, the query response from the fog node to the user is communication efficient,
the query request from user to the fog node can still be improved. To query spe-
cific IoT devices’ data at a specific time slot in fog-based environment, PQuery [151]
and XRQuery [152] proposed by Yekta and Lu. PQuery is O({/n) communication
overhead privacy-preserving query scheme that is formed by combining two distinc-
tive privacy enhancing techniques, namely, private information retrieval (PIR) and
oblivious transfer, to preserve the privacy in both sides, for end-user and the ser-
vice provider. Unlike a prior study, XRQuery is characterized by employing a new
communication-efficient PIR protocol to achieve the same privacy level as PQuery,
but with more efficient communication cost, i.e., O(logn).

Privacy-preserving location-based services (LBS) queries in the cloud environment
have also been widely investigated [2, 125, 163, 114, 101, 18, 164]. When a mo-
bile user wants to query the specific entity within a range, the cloud server returns
the LBS data to meet the spatial privacy-preserving range query. This privacy
awareness for LBS has also been extended in fog computing platforms. Yang et
al. [146] proposed a fine-grained and privacy-preserving query scheme (FGPQ) for
fog computing-enhanced location-based services (LBS). Their proposed scheme em-
ploys the bilinear pairing and the asymmetric scalar-product preserving encryption
algorithm (ASPE) to realize the LBS searching. In [141], Wang et al. introduced
a fog sever between the mobile users and the LBS server, whereby the fog server
was used instead of a traditional trusted third party to store partial information to
ensure physical control. Certification, anonymity, and encryption were implemented
in the fog server. Moreover, a dummy rotation algorithm has been proposed to hide

the real trajectory among dummy trajectories. Based on the proposed fog comput-
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ing enabled LBS framework, Liu et al. [80] suggested two low-latency LBS query
schemes, i.e., kNN and T'— ENN to support mobile queries on the Internet of Ve-
hicles. To achieve mutual privacy preservation in both LBS provider and vehicles,
oblivious transfer (OT) and ciphertext-policy attribute-based encryption (CP-ABE)
have been employed. The proposed scheme minimized the latency by decreasing the
required number of keys from O(n) to O(logn).

Range queries are also an extensively investigated problem in database community
and data structure literature. With the advent of cloud computing, secure and
privacy-preserving range and range-aggregate queries, such as sum, min/max, count,
average, have also become more and more popular in these years. Therefore, we will
take a look at some of the recently published studies. But before doing so, we sum-
marize them in three main categories, including tiered wireless sensor network (tiered
WSN), outsourced cloud computing, and participatory sensing, to briefly review each

one.

2.2.3 Tiered WSN

Privacy-preserving range query in tiered WSNs has also been broadly discussed in
diverse research works as follows:

ESRQ was proposed by Zhang et al. [157] to construct an efficient and secure one-
dimensional range query in two-tiered WSNs rather than range-aggregation. ESRQ
utilizes the Bloom filter probabilistic data structure to encode sensed data items and
queries and processes range queries according to the Bloom filter membership test.
Since basic ESRQ suffers from a high false-positive ratio, they employed multiple
Bloom filters technique to decrease the false-positive ratio; however, it leads to an-
other issue (results in another problem), i.e. the higher communication cost between

the sink node and master nodes.
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Since ESRQ and other related studies, such as proposed BBP in [73], utilize the
Bloom filter technique, they would be unsuccessful in providing precise range query
results. On that account, Dong et al. [41] proposed accurate secR(Q) that is a se-
cure multi-dimensional range query processing scheme in tiered WSNs. They have
improved the communication cost and achieved high accuracy compared with their
prior ESRQ solution in [157]. Moreover, secRQ can resist against potential security
attacks in WSNs such as plaintext attacks, collusion attacks, and probability attacks.
Meanwhile, in order to encode and decode the communicated data, secRQ employs
the 128-bit DES symmetric-key encryption algorithm.

Chen et al. [32] proposed SQPF as a privacy and integrity preserving range query
in two-tiered WSNs. They employed data hidden and verification chain techniques
to, respectively, a) preserve both queries and sensory data privacy and b) ensure
query result integrality. Particularly, SQPF is more efficient than its closely related
design, i.e., SafeQ proposed in [30] in terms of communication cost, storage overhead
and power consumption; however, its computation cost is higher than SafeQ. In
November of the same year, VP?RQ proposed by Dai et al. [38] is an efficient verifiable
privacy-preserving range query based on the bucket partition in two-tiered WSNs.
Based on the experiment results that they have provided, communication cost in
VP2RQ has been improved compared with existing similar protocols.

PERQ), based on data and distance comparison rules, proposed by Zeng et al.. [155]
as an energy-efficient and privacy-preserving range query for multi-dimensional range
query protocol in two-tiered WSNs. PERQ utilizes a stronger symmetric key algo-
rithm, i.e. 256-bit AES, compared with their previous proposed secRQ protocol [41].
They have also addressed plaintext attacks, collusion attacks, probability attacks,
and differential attacks instead of triple risky attacks in seqRQ.

Zhou et al. [162] proposed a scheme for preserving privacy query processing in cluster-

based WSNs. They have applied previously proposed anonymity method and the
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prefix membership verification scheme to protect the sensitive data against adver-
saries. Sensed data is encrypted by sensors’ secret keys using a symmetric encryption
algorithm, e.g., 256-bit AES, and protected by computing hash-based MAC before
handing them over to the cluster-heads as an intermediate element between sensors

and sink node.

2.2.4 Outsourced Cloud Computing

Computation outsourcing has become a popular alternative to hand over traditional
computing tasks to cloud infrastructures; at the same time, it introduces security
and privacy concerns that received extensive research attention. Here, we will review
some related secure range query schemes over the cloud, including:

Samanthula et al. proposed PPRQ [117] and PRQED [118] to securely accomplish
query processing tasks on outsourced Paillier-encrypted values. They employed se-
cure comparison on encrypted integers (SEC protocol) as a basic building block to
perform range queries over encrypted outsourced data in the cloud platform. The
proposed SEC protocol in PRQED requires a constant number of communication
rounds, in addition to being independent of the input domain size. Therefore, it
demonstrates better performance than PPRQ in terms of communication and round
complexities.

Rectangular range search over encrypted cloud data has been studied by P. Wang et
al. [138] and B. Wang et al. [136]. The first one proposed a hierarchical encrypted
index, namely R-tree, to protect data privacy and employed it to achieve secure and
efficient encrypted halfspace range queries in R?. The second one proposed a tree-
based public-key multi-dimensional range searchable encryption to attain an efficient
and scalable solution on large encrypted datasets in cloud settings compared with

linear search complexity.
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B. Wang et al. [137] proposed two novel symmetric-key searchable encryption schemes
supporting circular range queries on outsourced encrypted spatial data without re-
vealing data privacy or query privacy to the cloud. Except knowing boolean search
result and radius pattern, the cloud is not able to disclose additional privacy about
data or query. Nevertheless, their solution is improved by Ren et al. [109] in terms of
the efficiency of token generation, data encryption, and search processing. It lever-
ages R-tree searchable encryption technique proposed in [138] to achieve a circular
range search on outsourced spatial data. Moreover, it ensures single-dimensional
privacy by disordering the elements of the query vector. In order to check the in-
termediate results and filter the false point, a trusted third party has also been
embedded in the proposed system.

Maseedu et al. [92] proposed attribute-based range search over encrypted data in
a cloud environment. They have used ciphertext-policy attribute-based encryption
to satisfy both privacy and access control requirements. Moreover, their proposed
scheme employed Bt-tree to create indexes and provide search efficiency and dy-

namic operations.

2.2.5 Participatory Sensing

Privacy concerns are becoming a major impediment in the participatory sensing
(PS), where the users’ sensing devices are contributing sensory information. Some
related studies conducted in the PS field that focused privacy-preserving range query,
including:

As participatory sensing approaches are suffering from excessive communication
costs, long delays or reliance on trusted third parties, Erfani et al. in [46] proposed a
data aggregation scheme for the participatory sensing system. The proposed scheme

addressed user privacy and data integrity while keeping communication overhead
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as low as possible. Their proposed scheme has employed an additive homomorphic
stream cipher [29] to provide effective encrypted data aggregation.

Li et al. [74] proposed query and report privacy-preserving protocol (QueRe) with
considering service quality to protect query privacy and report privacy in partici-
patory sensing applications. They invented a matching process over ciphertexts to
preserve privacy and guarantee service quality. Symmetric encryption, i.e., AES
has been used to match queries’ needs with participants’ supply and asymmetric
encryption, i.e., RSA to protect query privacy and report privacy.

Zeng et al. [156] used the distance comparison rule to propose a high energy-efficient
and privacy-preserving (HEAP framework) range query framework, which can bal-
ance energy-efficient, privacy-preserving and data reliability in participatory sensing.
Kong et al. [66] proposed an efficient scheme that exploits structured scalars to denote
the positions of the data requesters and vehicles, and achieved the privacy-preserving
location matching by utilizing Paillier homomorphic cryptosystem. The proposed
scheme organizes the multi-dimensional scalar into one dimension, identifies the data
harvested within the target query area, and computes the aggregation results of the
identified sensed data.

Lai et al. [7T1] proposed a privacy-preserving query processing scheme to query a
range of attributes in vehicular sensor networks. In the proposed scheme, sensed
data stores in local roadside units (RSU), and the global index maintains on the
cloud. Submitted query to the cloud is redirected to RSUs to extract the query

results.

2.3 Concluding Remarks

In this chapter, we reviewed some basic concepts, which are fundamental to provide

a useful framework for this thesis, including symmetric and asymmetric encryption,
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homomorphic encryption, cryptographic hash functions, and digital signature. More-
over, we introduced the commonly used homomorphic encryption cryptosystems, i.e.,
Paillier and BGN schemes, that are frequently referred to in this thesis. We have also
discussed some related research studies in tiered WSN, outsourced cloud computing,
and participatory sensing. In the following chapters, we will present several schemes,
one by one, to address privacy concerns and communication and computational ef-

ficiency challenges in privacy-preserving range query in fog-enhanced IoT.

30



Chapter 3

Achieving Efficient and
Privacy-Preserving Range Query
in Fog-enhanced IoT with Bloom

Filter

3.1 Introduction

Fog-enhanced Internet of Things (IoT) has attracted substantial recent studies in
many fields including smart city, smart home, and eHealthcare [63]. This layered
architecture consists of a few fog nodes in the upper layer that are resource-enriched
entities and a large number of resource-constrained nodes (IoT devices) with limited
storage and processing capabilities in the lower level. As shown in Fig. 3.1, the
prepared data D; € [1,n] in each IoT device I; are collected and transferred to fog
nodes, and the fog nodes will compute the intermediate results in order to deliver the
aggregated result to the user in an efficient way. Obviously, deploying fog nodes at

the network edge brings benefits such as saving resources and enhancing performance
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since fog nodes can store more data and perform complex computations.However,
as fog nodes are deployed at the network edge, they may not be fully trustable.
Therefore, before businesses migrate to the new fog-enhanced IoT platform, they will
have to be convinced that certain security level will be guaranteed while pursuing

better efficiency.

[oT Devices I = {11,12, ""IN} II c I, II — {IllDl c [L, U]}

lii<i<sn I Query: The Size of |I|=COUNT(I")

11015 I3
1<D;<n O O

4
I;s Responses

I 60 IZO 140

The range query
COUNT(I') o

O

d
-

L
V

Fog Node The Size of |I'| =Query User
End-Device Layer Fog Layer User Layer

Figure 3.1: Fog-enhanced IoT architecture under consideration to support the range
query for count aggregation

In this chapter, we focus on preserving privacy for the range query on the count
aggregation in fog-enhanced [oT, i.e., reporting the number of IoT devices covered
by the said query in a secure manner. Since IoT environments usually require reliable
protection, we need to preserve not only the IoT’s prepared data but also the IoT
users’ sensitive information, i.e. the users’ usage patterns and the submitted queries.
Assume that there are N [oT devices I = {1, I5,--- , I} distributed over a commu-
nication network at the end-device layer with periodically prepared data D;, where
1 < D; <n and the query user at user layer who wants to know “How many IoT
devices have data lying in the range [L,U] in I, where 1 < L <U <n?”. In order
to support this kind of query, in this chapter, we propose an efficient and privacy-
preserving range query scheme that preserves the IoT’s prepared data D; and the
user’s query range [L, U] by using cryptographic algorithms and space-efficient Bloom

filters, while satisfying both accuracy and efficiency needs. Specifically, we employ a
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novel query reformulation technique based on the cryptographic hash function, the
Paillier homomorphic encryption and multiple Bloom filters to disguise all transmit-
ted data and achieve (n + |E,|)logn-bit communication efficiency, where n is the
range size as a maximum possible value that can be sensed by IoT devices and |E,|
is the ciphertext length of the x cryptoscheme. More clearly, the main contributions
of this work can be listed as follows:

e First, we reduce the communication cost and save more energy consumption via
a novel arrangement of multiple Bloom filters which require less communication
resources and speed up the aggregation process.

e Second, we preserve the confidentiality of both the user’s query and the IoT devices’
responses, by employing the Paillier cryptosystem and the Diffie-Hellman algorithm
to protect the Bloom filters and establish the shared key between the IoT devices
and the query user.

e Third, we perform thorough analysis and experiments to demonstrate the efficiency
of our proposed scheme for each step from query submission to response recovery in
terms of communication overhead and computational cost.

The remainder of this chapter is organized as follows. Section 3.2 introduces some
preliminaries for this study. Models and design goals are described in Section 3.3.
Section 3.4 elaborates the proposed scheme followed by security analysis and the
detailed experimental results, respectively in Section 3.5 and Section 3.6. Related
work is summarized in Section 3.7. Finally, we present our concluding remarks in

Section 3.8.

3.2 Preliminaries - The Bloom Filter(BF)

In this section, we briefly review the Bloom filter data structure as one of the under-

lying building blocks in our proposed scheme. The other building block is Paillier
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public key encryption scheme that was introduced in Chapter 2. Some used symbols

in this section and chapter are first listed in Table 3.1.

Table 3.1: The list of symbols used in the proposed Bloom filter-based scheme

] Symbol \ Description ‘
N The number of the IoT devices.
I; The i-th [oT device in set I = {[;,[5,--+, Iy}, 1<i<N.
n The maximum possible value that can be sensed by IoT devices.
D, Sensed and prepared data in [; range from 1 to n; 1< D; <n.
L, U Lower and upper bound in user’s range query, 1 <L <U <n.
r The subset of I where I;’s data D; € [L, U].
R; I;’s response, H(D;||g®).
m The number of inserted elements in each Bloom filter, m = [2|

logn!”

BF; The j-th Bloom filter, 1 < j <logn, Vj, |BF;| = n.
BF" The set of Bloom filters where » = 0 in corresponding Ej;(r).
BF! The set of Bloom filters where r = 1 in corresponding E;(r).

k The number of shared hash functions employed by Bloom filters.
hfF The ¢-th shared hash function used in Bloom filters, 1 </<k.
E;i(r) The corresponding encrypted value assigned to each BFj, r€{0,1}.
C; The corresponding counter assigned to each BFj.

g The public prime base.

a, g* The query private and public keys.

b, ¢° The public parameter and shared authorized key among all I;s.

g® The shared session key between user query and all I;s.

P The public prime modulus; ¢* mod p, ¢° mod p, ¢*° mod p.

H Cryptographic hash function, such as SHA3, BLAKE2b, and so on.

The Bloom filter, BF', is a space-efficient probabilistic data structure that is used in
membership test problems [20]. An empty Bloom filter is constructed from a vector
of n-bits, all initialized to zero. Then, a BF' will organize a set of m elements in the
above bit vector. In order to insert a new entry into BF', we need k independent
hash functions, each with range [1,n]. For all m elements in the input set, A2
where 1 < /¢ <k, are called to set the corresponding positions in BF' to one. More
precisely, each entry will pass into k£ uniformly distributed and independent hash
function hZ" to map the elements in the set to a random number over the range

[1,n]. Finally, all the h?"-th (1 <¢<k) bits in BF should be set to one. On the
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other hand, to know whether an arbitrary element is in the set, one checks if all the
hB¥-th bits in BF are set to one. If not, the element is definitely not in the set.
Otherwise, the element may be in the set. The Bloom filter is a probabilistic data
structure with a false positive rate. Fortunately, the false positive rate is tunable
with a clear tradeoff between the false positive rate fp and n. The probability of a

false positive in this situation can be calculated as follows:

fp= (1 —(1- l)km)k ~(L—e ) (3.1)

As long as the false-positive rate is relatively low, the membership test result is
acceptable. To minimize the false positive rate, the number of hash functions &

should be around % In 2.

3.3 Models and Design Goal

In this section, we describe our system model, security model with related assump-

tions, and identify our design goal.

3.3.1 System Model

In our system model, we consider a typical fog-based IoT scenario that consists of
a set of IoT devices I = {I}, I5,--- , Iy} arranged within the end-device layer, one
fog node deployed at the fog layer, and a query user at the user layer who wishes to
submit a range count queries over [oT devices, as shown in Fig. 3.1.

e 10T Devices: a set of IoT devices I = {1, 15, -+, Iy} are deployed at the end-
device layer. Each connected device I; € I in our scenario talks to other devices to
accomplish the assigned tasks. They are equipped with both sensing and commu-

nication capabilities, which allows them to communicate with each other as well as
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frequently collect data, like temperature, from the surrounding environment in the
specific time period. In our model, each IoT device I; € I periodically reports its
prepared data D; to the fog layer via a secure channel which is setup between each
[oT device I; and the fog node. The secure channel prevents other IoT devices from
accessing exchanged data between IoT device I; and the fog node. Moreover, for the
simplicity, we assume D; is a positive integer in the range [1, n]. If the value of D; is
a floating-point value, we convert it to an integer by scaling by a power of 10.

e Fog Node: Fog node, which sits between the IoT end-devices and the user, is
deployed at the fog layer to act as a gateway for IoT devices to gather the data
from them, accept the queries from the user, and prepare the aggregated result for
him/her. It comes with medium communication and computational capabilities, but
more than IoT end-devices, to successfully execute queries.

e Query User: In our model, the query user queries the count aggregation on a set
of IoT devices I’ C I, where the prepared data D; of each IoT device I; € T’ falls
within the range that the query user is interested in. For example, the query user can
submit the query, “How many loT devices, whose data lies inside the range [L,U],
where 1 < L < U <mn, are in the IoT end-device layer?”. Then, the fog node will
process the range count query satisfying the range [L, U] and respond the result to

the user.

3.3.2 Security Model

In our security model, all entities deployed at both device and fog layers and the
query user are assumed to be honest-but-curious participants, i.e., they will faithfully
follow the protocols, but may be curious about the query information during data
preparation and query processing steps. For instance, i) the fog node may try to read
the clear prepared data D; of IoT device I;, ii) each IoT device may be curious about

other IoT devices’ data, iii) both fog node and IoT devices may try to detect the
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lower and upper bound values, i.e., [L, U], and finally, iv) the user may be curious
about each IoT device I;’s prepared data or, at least, members of I'. Though all
entities are honest-but-curious, our security model does not consider there is any
collusion among entities.

It is worth mentioning that some mature message authentication code techniques or
digital signature schemes could be applied to mitigate external active attacks against
data integrity and system availability. Since this study focuses on the communication
efficient privacy-preserving range query for the count aggregation, those attacks are

beyond the scope of this study, and would be discussed in our future work.

3.3.3 Design Goal

Based on the above system model and security model, our design goal is to propose
a privacy-preserving range query for the count aggregation in the fog-enhanced IoT.
Precisely, the following objectives should be achieved.

e The proposed scheme should be privacy-preserving. In the proposed scheme, the
user’s range query [L, U] should be private. As the lower and upper bound values
in the query [L, U] expose what is of interest to the user, and an attacker can infer
the user’s preferences by capturing these values, therefore, during the query, no one
except the user should be able to determine them. In addition, the elements of subset
I’ should be private, i.e., no one should be able to determine whether an individual
IoT device, I;, belongs to I' or not. Finally, the data collected by IoT devices are
also sensitive and should be private. They must only be accessible by their owners.
Neither the fog node nor the query user is permitted to retrieve the plaintext data
D; of I,.

e The proposed scheme should be efficient. Data transmissions and security compu-
tations consume a significant portion of the energy budget, i.e., energy consumption

is the prime bottleneck of IoT experiments. Therefore, we need to keep the compu-
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tational overhead and communication cost among the IoT devices, fog node, and the
query user as low as possible. In the proposed scheme, we achieve (n + |E|) log n-bit

communication efficiency between the fog node and the query user.

3.4 QOwur Proposed Bloom filter-based Scheme

In this section, we present our privacy-preserving range query scheme for the count
aggregation in fog-enhanced IoT, which mainly consists of five parts, namely, i)
system initialization, ii) query generation at query user, iii) query response at IoT
devices, iv) response aggregation at the fog node; and v) result recovery at the user’s
side. For a better description, Fig. 3.2 outlines the detailed execution steps of the

proposed scheme.
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Figure 3.2: The outline of the detailed execution steps in the proposed scheme

3.4.1 System Initialization

In the system initialization phase, w.l.o.g., we assume all IoT devices and the fog
node are deployed and configured by a service provider. Specifically, the service

provider chooses a cryptographic hash function H, a large prime number p, and a
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primitive root g € Z; as the public parameters. Then, the service provider chooses
b € [1,p—1] as the shared authentication key for all IoT devices, computes and adds
¢® mod p into the public parameters. Meanwhile, the service provider also configures
a secure channel for each IoT device and the fog node. Note that, different IoT
devices have different secure channels with the fog node, and the fog node does not

access the authentication key b.

3.4.2 Query Generation

When the query user launches a range query with a range [L,U] for the count

aggregation in fog-enhanced IoT, he will run the following steps:

e Step 1: The query user chooses the Paillier public-private key pair (pk, sk),
selects a € [1,p — 1] as the query private key, and computes the corresponding
query public key ¢® mod p. Also, from the public parameter ¢g° mod p, the

query user computes the shared session key g% mod p.

e Step 2: The query user defines the query as a set of triple < BF;, E;(r),C; >,
where BF}, (1 < j <logn), is the j-th Bloom Filter, which is labelled with a
Paillier ciphertext E;(r), r € {0,1}, together with a count C; with the initial
value C; = 0. Concretely, each Bloom filter BF; consists of a vector of n bits

and will store no more than m =[] items from the whole range [1,7] to

k —1nnln2:n—ln2

achieve the probability of false positive fp ~ (1 — e_%) ~e
as k = 7= In2. Moreover, based on the value of E;(r), all bloom filters can be
divided into two categories: BE! is a set of bloom filters labelled with E(1),

and BF" is a set of bloom filters labelled with E(0) as follows:

BF'={<BFj, Ej(r),Cj>|r=1}; (32)
BF°= {<BFj,Ej(T’),Cj>|T:O}.
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e Step 3: To generate the query, the whole data range [1,n] will be organized

into the Bloom filters (BF° U BF'), where the items in the query range [L, U]
will be inserted into BF' and the remaining items ([1,n] — [L,U]) will put
into BF°. Note that, for each i € [1,n], we do not insert the original value 4,
but its keyed hash value H; = H(i||g®®), into bloom filters, which can prevent
the fog node for some guessing attack. The details of our algorithm can be
found in Algorithm 1. Note that, the method PickRANDOMBLOOMFILTER() in
Algorithm 1 picks a random bloom filter BF; and increment the internally
assigned counter. When the counter reaches m, PickRANDOMBLOOMFILTER()

will ignore that Bloom filter from the next round of selection.

Step 4: The query user sends the query < BF}, E;(r),C;>, 1 < j <logn, and
pk, g* mod p to the fog node. Upon receiving the query request, the fog node

forwards ¢g* mod p to all IoT devices.

Algorithm 1 Query Generation

Input: n, the query range [L, U], empty Bloom filters BF}
Output: Set { <BFj, E;(r),C;>}

1: for each BF; € {<BFj,Ej(r),Cj >} do #
1<j<logn
2: Cj +~—0
3: r < RANDOMINETGER(0, 1) #
re {0,1}
4: E; + PAILLIER.E(r) # E(-): The Paillier encryption method.
o: if r =0 then
6: BF° + BF°U BF;
7 else
8: BF1<—BF1UBFj
9: for each i € [1,n] do
10:  H; < H(i||g®)
11: if i € [L,U] then
12: BF; + PICKRANDOMBLOOMFILTER(BF!)
13: else
14: BF}; < PICKRANDOMBLOOMFILTER(BF?)
15: BF;.ADDELEMENT(H;) # Call all hPF (H;) to add the key.

16: return Set { <BF}, E;(r),C;>}
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3.4.3 IoT Devices’ Response

For each IoT device I; € I, after receiving ¢g* mod p from the fog node, it will run

the following two steps:

e Step 1: I; uses the shared authenticated key b and ¢g® mod p to compute the

shared query session key ¢ mod p.

e Step 2: I; computes the keyed hash value of its prepared data D; € [1,n], i.e.,
R; < H(D;||g®®), and returns R; as a response to the fog node via a secure

channel.

3.4.4 Response Aggregation at Fog Node

Upon receiving each R; from IoT device I;, 1 < i < N, the fog device starts the
membership query process to find the possible BF;. If R; belongs to BFj, the corre-
sponding counter C; for each BF} is incremented. After that, Paillier homomorphic
methods are called to calculate the final encrypted result ERes, and ERes will be

returned back to the query user. The details are described in Algorithm 2.
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3.4.5 Result Recovery at User Side

Once the encrypted result ERes is received, the query user can use the Paillier private

key sk to recover the query result Res. The correctness is as follows.

logn
ERes — (E Cz‘)
e ]1;[1 () re{0,1}

= I &Y I (EO0%)

[L,U]eBF; [L,U|¢BF;

=E| Y 1+ Y 0G

[L.U]€BF; [L,Ul¢BF;

=g Y | RN ¢y =Res =T

[L,U]eBF} [L,U]eBF;

Algorithm 2 Fog node response
Input: R;, # The IoT devices’s response.
Output: Encrypted count result FRes.

1: for each R; do # R; is I;’s response and 1 <7 < N.
2 for each BF; do #1<j<logn

3 if BF; MEMBERSHIPTEST(R;) then
4: Cj — Cj +1
5
6
7

: FRes <+ PAILLIER.E(O) # Encrypted result ERes.
: for each BF} do #1<j<logn
ECj + PAILLIER.MUL(E}, Cj) #
Ej%i.
8: ERes < PAILLIER.ADD(FE Res, EC}) #
5 B;.C;.
9: FRes <+ PAILLIER.SELFBLIND(E Res, r) #
r ey
10: return ERes

3.5 Security Analysis

In this section, we analyze the security of the proposed scheme, especially focusing
on the privacy-preserving aspects, i.e., the privacy of the range count query [L, U]

as well as the privacy of the subset I'.
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e The query range [L,U] is privacy-preserving in the proposed scheme. In order to
achieve (n + |E|)logn-bit communication efficiency, the query range [L,U] in the
proposed scheme is formulated by log n multiple Bloom filters BF° U BF!. As IoT
devices know the session key ¢g®° mod p, each IoT device can determine which bloom
filter that the hash value H(i||g?) of i, 1 < i < n, falls into. Nevertheless, we
will show (by contradiction) that each IoT device still cannot determine the query
range [L,U]. Suppose an IoT device can determine the query range [L, U], it means
that the IoT device can also distinguish the bloom filters BF' labelled with E(1)
from the bloom filters BF" labelled with F(0), which however will contradict with
the fact that Paillier encryption is semantically secure. Therefore, IoT device cannot
determine the query range [L, U]. Likewise, the fog node without knowing the session
key g% mod p also has no idea on the query range [L, U]. As a result, the query range
[L, U] is privacy-preserving in the proposed scheme.

e The subset I is also privacy-preserving in the proposed scheme. Without knowing
the session key ¢® mod p, the fog node cannot recover the IoT data D; from its
keyed hash value H(D;||g?). At the same time, though the fog node can know the
hash value H(D;||g*°) falls into a bloom filter BFj}, the fog node cannot determine
whether BF; € BF ! Therefore, each IoT device I;’s data D; and whether or not I;
belongs to I' are privacy-preserving. Note that, since a secure channel is employed
between each IoT device and the fog node, other IoT devices also cannot know I;’s
data D;. From Algorithm 2, the fog node can know each Cj, j € [1,1logn]. However,
the fog node cannot determine E;(r) is a ciphertext of 0 or 1. Therefore, in eye of
the fog node, there are 318" (1°8") = 216™ — 1 = — 1 possible values of Res = |I'|.
(We assume the query range [L, U] exists in at least one bloom filter.) As a result,
the fog node can guess the correct |I'| only with a probability 1/(n — 1). From the
above analysis, we can conclude that the subset I is also privacy-preserving in the

proposed scheme.
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3.6 Performance Evaluation

Table 3.2: The parameter settings

] Paramter \ Value ‘
K K =512, [p| = |q] = £, N = pg
|E.| Ciphertext length in BGN and Paillier, |Ezcnl|, |Eraiier]
P Diffie-Hellman’s public prime modulus, |p| = 2048
n The upper bound of [1,n], n = {2°26 27 28 29 210}
H Cryptographic hash function, SHA3-256.
k Number of Bloom filters’ hash functions, k£ = 3
N Number of IoT devices, N = 1000

In this section, we evaluate the performance of our proposed scheme in terms of
communication and computational costs. To this end, each processing step of our
proposed scheme is compared with the corresponding step in the most recently BGN-
based scheme (denoted as Lu’s scheme) in [85]. The platform to compare them is
an Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz, with 8 GB main memory, running
Linux operating system (Ubuntu 16.04), and using Java (JDK 1.8). The detailed

parameter setting is listed in Table 3.2.

3.6.1 Communication Overhead

In this subsection, we evaluate the communication cost in both directions between the
query user and the fog node and then the fog node and the IoT devices. Fig. 3.3(a)
compares the communication overhead of transferring the query from user to the
fog node in both schemes with respect to n varying from 2° to 2!°. It can clearly
be seen that the communication overhead in Lu’s scheme increases rapidly, while in
our proposed scheme, it is remarkably low and highly efficient. Because the com-
munication cost of Lu’s scheme arises from 5y/n x |Epgn|, whereas in our proposed
scheme comes from n log n-bits multiple Bloom filters and logn X (| Epgiuier| + |Cjl)-

bits for both corresponding Paillier ciphertexts and counter parameters. It should
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be noted that our scheme is highly efficient when the range size is less than 2%,
ie., 1 <n <28 Moreover, the comparison of the communication cost between an
individual IoT device and the fog node in both schemes is depicted in Fig. 3.3(b).
While in our proposed scheme the cryptographic hash function’s output is submitted
to the fog node, in Lu’s scheme the BGN ciphertext is responsible. Consequently,

our scheme with SHA3-256 hash function is eight times faster.
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Figure 3.3: Communication overhead comparisons (linear scale) between the pro-
posed scheme and Lu’s scheme with respect to n

3.6.2 Computational Costs

In Fig. 3.4, we compare the average computational cost in each step between our
proposed scheme and Lu’s. Fig. 3.4(a) depicts the computational cost of the user’s
query generation in both schemes. To simplify analysis and comparison, we look for
a dominant operation, i.e., the encryption method and count the number of times
that the method is called. In our scheme, we assign an encrypted value to each
Bloom filter, therefore the Paillier encryption method is called logn times, whereas
in Lu’s scheme, the BGN encryption method is called 5/n times. Therefore, our
solution with log n encryption outperforms this step in terms of time and bandwidth

consumption. Note that, the average encryption time, under the same k value,
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in Paillier is also much faster than BGN, e.g., in our reference machine, Paillier
encryption takes about 6.9 ms whereas BNG encryption takes about 249.8 ms on
average. Fig. 3.4(b) presents the computational cost of the IoT device’s response
and it is obviously independent of n. Since generating the IoT device’s response in
Lu’s scheme requires time-consuming homomorphic operations, i.e., three homomor-
phic additions, three homomorphic multiplications, and one conversion, it is slow in
comparison to our scheme (less than a millisecond), because a single simple function
call suffices to generate the needed cryptographic hash value. Fig. 3.4(c) depicts
the case for the response aggregation at the fog node. We know the aggregation
in Lu’s scheme requires N BGN-homomorphic additions, whereas in our scheme, as
listed in Algorithm 2, requires log n Paillier-homomorphic multiplications, (logn) — 1
Paillier-homomorphic addition, and Nlogn times calls to k different Bloom filter
hash functions. Therefore, Lu’s scheme has constant time, but ours varies with
n. Finally, Fig. 3.4(d) indicates the response decryption time at query user. From
the figure, we can see our scheme has a shorter execution time due to the faster

decryption time from the Paillier cryptosystem.

3.7 Related Work

Privacy-preserving range queries have been investigated widely in different platforms,
such as wireless sensor networks [155, 162] and outsourced cloud computing[131, 144,
79]. They have also been studied recently in fog-enhanced IoT applications [88, 152,
85]. Since our proposed scheme is an extension to improve the communication and
computational overhead of the proposed work in [85], we focus and review it briefly.
As the most related work, Lu’s recently proposed scheme [85] develops a novel decom-
position technique to establish O(y/n) communication efficiency. It employs BGN

homomorphic cryptosystem to preserve the privacy of the IoT devices’ data and the
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Figure 3.4: Computational cost comparisons between proposed scheme and Lu’s
scheme

user’s query. A simple contiguous range query of length n reorganizes by a query
expression, decomposition, and composition technique into five BGN-encrypted vec-
tors of length \/n to achieve the aforesaid efficiency gain. Different from the Lu’s
scheme, our proposed scheme can support composite non-contagious range queries
by employing multiple enabled Bloom filters and Paillier cryptosystem to achieve

(n + |E]) log n-bit communication efficiency and better computational performance.
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3.8 Concluding Remarks

In this chapter, we proposed a communication-efficient privacy-preserving range
query for the count aggregation scheme in fog-enhanced IoT deployments. The
proposed scheme employs the Paillier homomorphic encryption, an elegant Bloom
filter data structure to securely exchanges queries, responses, as well as intermediate
results to prevent any information leakage. Although probabilistic Bloom filters have
been employed, we have effectively organized and enabled them with corresponding
Paillier encrypted values to achieve accurate results and (n+ |E|) log n-bit communi-
cation efficiency. In our next chapter, we will endeavor to reduce the communication
cost within the tiers by proposing a new decompostion/composition technique to

achieve O(log® n) communication cost.
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Chapter 4

Achieving O(log>n)
Communication-Efficient

Privacy-Preserving Range Query

in Fog-Based IoT

4.1 Introduction

With ongoing advances in research and development of the Internet of Things (IoT),
the connected IoT devices are deployed in an ever-increasing number of projects
in different fields [11, 19, 77, 134, 42, 97], varying from cryptocurrencies (IOTA
Tangle [100, 8, 124]) to food safety industries [43, 81, 27] and smart grid [142, 31, 15],
and they generate huge volumes of data. As reported in [130], there will be more than
10 billion IoT devices interconnected via the internet by 2020, and all these devices
will generate around 4.4 trillion GB of data. As a result, IoT emerging technologies
will be expected to investigate in the decades ahead, as they have been broadly

studied over the past few years. In conventional IoT applications, IoT devices are
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employed to gather distributed data from the operational environment and transmit
them to central decision-making points in the cloud. Obviously, in outsourcing time-
sensitive big data applications, some potential concerns such as response latency,
bandwidth usage, and reliability should be carefully considered[87]. To this end,
fog-based IoT has been emerged to address the factors mentioned above, where the
big data is being analyzed [150, 127, 22, 58]. The response is aggregated closer to
where the IoT devices are deployed [35, 9, 88, 91, 68]. At the same time, the fog
extends the conventional cloud to the edge of the network providing real-time or at
least fast enough computation and efficient storage and networking services between
the IoT devices and cloud layer/users[39, 35, 1]. However, since the fog nodes are
deployed at the network edge, they may not be fully trusted. As a result, privacy-
preserving techniques are essential in fog-based IoT scenarios[153, 96, 98, 4, 54, 135].
In this chapter, we will devise an efficient privacy-preserving range query scheme in
fog-based IoT. In our system, there are N IoT devices {;|1 < i < N}, and each I;
reports its data x; € [0,n — 1], where n is the maximum value of the sensed data.
The querying user submits his/her range query request to a fog node at the network
edge. The range query is in the form of [L, U], which means that the user queries
“the number of IoT devices whose data x; is within the range [L,U], where 0 < L <
U <n—1". A potential application scenario for this kind of range query is a smart
grid, where a smart grid operator uses the query to track the finer-grained electricity
consumption of a neighborhood for better scheduling and optimization purposes
[85]. Aiming to achieve desired privacy goals, the querying user expects to keep
the range values, i.e., L and U, confidential, and each I; tries to keep its individual
data x; secure. A naive approach towards such a privacy-preserving range query is
to use homomorphic encryption (HE) schemes such as BGN [21] and Paillier [104].
Suppose that n = 10, and there are N =20 IoT devices {[;|1 < i < 20}, and each

1; is preparing its data x;, where 0 < z; < n—1=9. At the same time, the user
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intends to run the range query with corresponding parameters L = 2, and U = 6.
With the naive solution, the user first represents the query range [L, U] as an array
A=1{0,0,1,1,1,1,1,0,0,0} of size n. A[i] is set to one if L < i < U and otherwise,
it is set to zero. Then, he/she encrypts A with the HE encryption algorithm Enc()
as Enc(A) = {Enc(A[0]), Enc(A[l]), -+, Enc(Aln—1 =9])}. After that, he/she
sends Enc(A) to the fog node, which forwards Enc(A) to each IoT device. Upon
receiving Enc(A) from the fog node, each IoT device I; with its ready-to-report
value z; calculates ¢; < selfBlind(Enc(A[x;])) and sends it to the fog node. Note
that, the selfBlind is a nice property of HE for better privacy preservation, where a
ciphertext can be transformed into another one without changing the corresponding
plaintext [84, 140, 143]. Finally, the fog node aggregates the ciphertexts received
from the IoT devices into a single ciphertext, i.e., C' = Zfil ¢; and then sends C' to
the querying user. Although the above naive solution can satisfy the privacy concerns
in the range query, its communication cost is prohibitively high, i.e., O(n). To reduce
the communication cost, Lu [85] proposed a privacy-preserving range query scheme
with O(y/n) communication cost, which is acceptable for small values of n but it
is not efficient for large n. Therefore, designing a communication efficient privacy-
preserving range query scheme in fog-based IoT is still challenging, especially for a
large value of n. In this research, we propose a new efficient privacy-preserving range
query scheme with O(log® n) communication cost for fog-based IoT. More precisely,

our main contributions in this research are summarized as follows:

e First, we design a novel decomposition technique to transform a given range
query [L,U] into several space-efficient semi-triangular structures, and then

converts them into sparse matrices for preserving query privacy.

e Second, we propose a Symmetric Homomorphic Encryption (SHE) scheme that
can support different number of additive and multiplicative homomorphic op-

erations. For example, we can setup the scheme in a way to support b homo-
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morphic multiplication, where b = log, n. SHE scheme not only offers different
homomorphic operations, but also provides an efficient and secure way to pre-

pare, disseminate, and calculate ciphertexts.

e Third, based on the decomposition technique and the proposed symmetric
homomorphic scheme, we present an efficient privacy-preserving range query

scheme with O(log” n) communication cost for fog-based IoT.

e Finally, we analyze the security of our proposed scheme and evaluate its per-
formance. The results show that our proposed scheme can indeed satisfy the
desired privacy concerns, and outperforms the most recently developed ap-

proach in [85] in terms of computational costs and communication overhead.

The remainder of the chapter is structured as follows. The system and security
models along with design goal are introduced in Section 4.2. Section 4.3 contains
the description of our symmetric homomorphic encryption scheme and its proper-
ties. Then, Section 4.4 presents our proposed scheme, followed by security analysis
in Section 4.5. Furthermore, the detailed performance evaluation is organized in
Section 4.6. Some related works are discussed in Section 4.7 and, finally, concluding

remarks are made in Section 4.8.

4.2 Models and Design Goal

In this chapter, we descibe our system model and security model, and describe the
design goal for our communication-efficient privacy-preserving range query. For clear

description, some used symbols are first listed in Table 4.1.
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Table 4.1: The list of symbols used in the proposed Semi-Triangular Sparse Matrices
(STSM) scheme

] Symbol ‘ Description
N The number of the IoT devices.
I; The i-th [oT device in set I ={I;, I5,---, In}, 1<i<N.
n The maximum possible value that can be sensed by IoT devices.
T; Sensed and prepared data in I; range from 1 to n; 0<z;<n — 1.
L, U Lower and upper bound in range query, 0<L = 2¢<U = 2% <p—1.
r The subset of I where I;’s data z; € [L,U].
PP Public parameter in SHE scheme; PP = (kq, k1, ko, N).
SK Secure key in SHE scheme; SK = (p, ¢, £).

Enc(m) | Encryption method in cryptosystem, m € M € {0, 1}*.
Dec(c Decryption method in cryptosystem, |c| = |N| = 2k.

B Range’s binary representation, |B| = U — L + 1.

S Hamming weight classification of B, |S| = log, n + 1=b+1.
C Cumulative sum values for each entry in S, |C| = |S|.

R; Semi-triangular matrix generated from each Cj.

T; The corresponding sparse matrix for each R;.

4.2.1 System Model

Fig. 4.1 illustrates the proposed system model from a high-level perspective. It
consists of three major entities, namely IoT devices I = {1, I5,--- ,Ix}, a fog node
in the network edge and a querying user.

e [0T devices I = {1, I5,- -+, Ix}: A myriad of IoT devices I of size N are remotely

spread across the device layer and get involved in a specific IoT solution. Each IoT
device I; gathers raw data x; from the physical sensing environment and will typically
perform some processing tasks on them. The prepared data x; afterwards will be
reported to the fog node in the upper layer for later processing. It is worth noting
that, in our system model, the reported data will be converted into an integer in the
range of [0,n — 1] to clarify the processing steps and declare the scheme. To this
end, we can easily transform floating-point values into integers by applying simple
scaling, truncating or rounding functions. However, using a common conversion

method(s) or a combination of them depends on what kind of conversion is desired
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Figure 4.1: System model under consideration

and what works best, e.g., z; = 198.73549 can be transformed into an integer value
by truncate(z; = 198.73549%10) = 1987 if the upper bound value for n is 2! = 2048;
and x; = 1987354 for a scaling factor of 10000 where n = 22! = 2097152. Therefore,
accepting large scaling factors and consequently large n values, which our model
supports, will lead to more accurate results. More precisely, our proposed scheme
would be more effective for large n values, i.e., n > 2'7, and much more efficient than
a recent related study in [85].

e Fog node: The fog layer, as an intermediate layer, comprises various communication
and computing elements, namely fog nodes, which handle a near real-time stream
of requests and responses. In our system model, the fog node is a computational
entity more powerful than IoT devices but not as powerful as cloud entities. After
receiving prepared data x; from lower layer loT device I;, the fog node applies filtering
rules and performs aggregation operations. Afterwards, the aggregated data will be
stored in local storage or rerouted to the upper layer for further analysis. According
to her/his query preference, a querying user in the user layer will submit a range
query to the fog layer and shortly receive the reply from the fog node.

e Querying user: As depicted in Fig 4.1, a querying user can submit a secure range
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query to fetch the number of IoT devices whose prepared data x are within the
range [L,U], where L and U are, respectively, the lower and upper bounds of the
range, and are both in the form of “¢wo to the power of a positive integer”, i.e.,
L =2°<U =2". Suppose that I is a subset of I = {I;, I, -- , Iy}, where the

prepared data w; of each IoT device I; € I' is within the range [L, U], i.e.,

U={L|; el Aa; € [L,U}; L=2°U=2"} (4.1)

The querying user will then submit the following range count query to find the

number of IoT devices whose x; is within the given range, i.e.,

Query: COUNT(I') — Response: the size of I' (|T']).

4.2.2 Security Model

In our security model, all entities deployed at both devices and fog layers, are assumed
to be honest-but-curious participants, i.e., they are obliged to follow the protocols
faithfully but may be curious about the query information during data preparation
and throughout the query processing steps. For example, i) the fog node may try
to identify the loT devices I; with exact data x;, ii) each IoT device may be curious
about other IoT devices’ data, iii) both fog node and IoT devices may try to detect
the lower (L) and/or upper (U) bound values, and finally, iv) the user may be curious
about each [oT device I;’s prepared data or, at least, prepared data in each IoT device
in I'. Note that the honest-but-curious assumption would be guaranteed in practice,
since the service providers should protect their own reputation and financial interests.
In addition, there would be no collusion between entities, such as sharing their results.
Lastly, to mitigate external active attacks, some mature message authentication

code techniques or digital signature schemes could be applied. However, considering
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such potential attacks are beyond the scope of this research and we focus on the

communication efficient privacy-preserving range query.

4.2.3 Design Goal

Our goal is to have an efficient privacy-preserving range query scheme with O(log® n)
communication cost in a fog-based IoT environment based on the requirements above
in both the system model and security model. Specifically, the following two objec-
tives should be satisfied.

e The proposed scheme should be privacy-preserving. In the proposed scheme, the
user’s query range [L, U] should be privacy-preserving, i.e., no one, except the user,
can determine [L, U]. In addition, the elements of subset I' should also be privacy-
preserving, i.e., no one can determine whether a specific IoT device belongs to I’ or
not, and only the querying user can know COUNT(T') after the range query.

e The proposed scheme should be communication efficient. To address the above
privacy objectives, additional communication overhead will be incurred in the range
query, as discussed previously in Section 4.1. Therefore, in the proposed scheme, we
attempt to improve communication efficiency by achieving O(log3 n) communication
cost, which is better than the current most communication efficient scheme with

O(y/n) communication cost in [85].

4.3 Proposed Symmetric Homomorphic Encryp-
tion

To build our communication-efficient privacy-preserving range query scheme, we need
to adopt homomorphic encryption techniques, which can support both homomor-
phic addition and multiplication. However, most existing homomorphic encryption

schemes use public key settings, which are not computationally efficient. For this
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reason, in this chapter, we first introduce an efficient symmetric homomorphic en-
cryption (SHE) scheme, which will serve as the fundamental building block for our

privacy-preserving range query.

4.3.1 Description of SHE Scheme

As a symmetric homomorphic encryption scheme, SHE mainly consists of three al-
gorithms: key generation, encryption, and decryption. In the following, we describe

them in detail.

e Key Generation: Given the security parameters (ko, k1, k2) satisfying k) <

ko

ko < 5

generate the secret key SK = (p,q,L), where p,q are two large
prime numbers with |p| = |¢| = ko and £ is a random number with the bit
length |£]| = ky. Then, compute A/ = pq and set the public parameter PP =

(ko, k1, ko, N). At the same time, set the message space M as {0, 1}*1.

e FEncryption: A message m € M can be encrypted with the secret key SK =

(p,q, £) as
¢ = Enc(m) = (rL +m)(1+r'p) mod N (4.2)

where r € {0,1}*2 and 7/ € {0,1}* are two random numbers.

e Decryption: A ciphertext ¢ = Enc(m) can be decrypted with the secret key
SK = (p,q,L) as
Dec(c) : m = (¢ mod p) mod L (4.3)
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The correctness of the decryption is as follows.

Dec(c) = (¢ mod p) mod L
= (((r£ +m)(1 +r'p) mod N') mod p) mod L
= (rL+m)mod L (" 2ky < k)

=m ( kl < kg)

Security of SHE. Obviously, our SHE scheme is simple and efficient. Next, we will
prove that it is also secure. Before that, we introduce different types of attack models
in which the cryptanalyst knows or chooses plaintexts (m;) or ciphertexts (¢;) and
attempts to break an encrypted message. Dependent on the type of information avail-
able to the cryptanalyst, common cryptanalysis methods can be classified into the
ciphertext-only attack (COA), the known-plaintext attack (KPA), chosen-plaintext

attack(CPA), chosen-ciphertext attack (CCA), and chosen-text attack (CTA) [129].

o (Cliphertext-only attack (COA): In this case, the cryptanalyst has access only
to the ciphertexts (¢;). Hence, this is the most difficult attack scenario from
the cryptoanalytic point of view. Furthermore, since the cryptanalyst has
essentially nothing to do except analyzing ciphertexts, this is the weakest kind

of attack model.

e Known-plaintext attack (KPA): The cryptanalyst is given a pair or limited
pairs of plaintexts and the corresponding ciphertexts, i.e., (m;,¢;), which he
did not choose and cannot produce more pairs. The goal is to find the key or

decrypt the rest of the data for which plaintext is unknown.

e Chosen-plaintext attack (CPA): In this attack scenario, the cryptanalyst is
able to choose any plaintext and obtain the corresponding ciphertext. This

allows him to query the encryption oracle generating a ciphertext of a desired
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plaintext. Typically, it does not seem a practical possible scenario. But in
the case of a public key cryptosystem where the encryption key is public, the
cryptanalyst can encrypt any number of messages. Therefore certain attacks
are possible using CPA in which the attacker has multiple messages under the
same key and can retrieve the encryption key. Ciphertext indistinguishability
as a standard tool is a property in many encryption schemes in which an in-
truder will be unable to distinguish pairs of ciphertexts based on the message
they encrypt. Indistinguishability under chosen-plaintext attack (IND-CPA)
is equivalent to the property of semantic security. A cryptosystem is consid-
ered secure in terms of indistinguishability if the success probability of any
probabilistic polynomial time adversary has only a negligible advantage over
random guessing. Therefore the adversary cannot identify the message with a

probability significantly better than that of random guessing %

e Chosen-ciphertext attack (CCA): This is the opposite of the previous attack,
in which the cryptanalyst can choose any ciphertext he wants and obtain the
corresponding plaintext using a decryption oracle; however, he does not know

the actual decryption key.

e Chosen-test attack (CTA): The CTA occurs when the cryptanalyst uses a com-
bination of chosen plaintext and chosen ciphertext. It is assumed that crypt-
analyst has access to both the encryption and decryption oracle. Therefore, he
can query encryption/decryption oracle for any given arbitrary plaintext and
fetch corresponding ciphertext and vice versa. The goal of the cryptanalyst is

to find the secret key, then all information is available to him.

Let M = rL + m, we know M < p, and then the ciphertext ¢ = Enc(m) =

(rL+m)(1+r'p) mod N becomes

c=M-(1+7r'p) mod N (4.4)
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Theorem 4.3.1. Given the ciphertext c = M-(1+1r'p) mod N, obtaining the message

M is equivalent to factoring the larger integer N' = pq.

Proof. First, if N' = pq can be factored into p and ¢, from the decryption algorithm,
we can use p to obtain M = ¢ mod p. We know M = rL+m < p, then by factorizing

N = pq, we have p and ¢, then

c=M-(1+7'p) mod N
=M-(1+7'p)+kN

=M - (1+7r'p) + kpg for some integer k

Now M can be recovered from c:

+rp +kpq) mod p

Il
/\

cmod p

I
/\

+M7"p—|—kpq> mod p

= (M=rL+m<p)

Second, if we can obtain M from ¢ = M - (1 + r'p) mod N, then the large integer
N = pq is factored. In the ciphertext ¢ = M - (1+7'p) mod N, the value of 7'p could

be less N or greater than or equal to /. We assume A = r'p mod N. Obviously
A<N.

e Case 1: if r'p < N, we have A =1'p < N.
e Case 2: if r'p > N, we have r'p = A+ kN = A + kpq for some integer k:

r'p=A+kpg— A=1rp— kpqwno\A
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From p|A, we have A =6 - p < N for some integer 6.

Then, c =M - (1 4+ r'p) mod N = M - (1 + A) mod N. If M can be recovered from
¢, we have A = (¢- Mt — 1) mod N’ < N, then we can find p = ged(A,N), and
then large integer N' = pq is factored.

Therefore, obtaining the message M from c is equivalent to factoring the larger
integer N/ = pq. Only if the larger integer factoring problem is hard with proper

parameter settings, we can make sure that the message M is secure. O]

Theorem 4.3.2. Our proposed SHE scheme is secure under the known-plaintext

attack (KPA).

Proof. Given a pair or pairs of (¢;, m;), a ciphertext ¢; = Enc(m;) = (r; L+ m;)(1 +

rip) mod N and its corresponding plaintext m;, we will show that an adversary still

cannot obtain the secret key SK = (p,q,L). First, in order to obtain the secret

key (p,q), according to Theorem 4.3.1, it is equivalent to obtaining the message

M; = r;L+m; from (¢;,m;). Since the bit-length of the whole r;L is |r;L| = 2k,, we

know the adversary can guess the correct ;£ and M; = r;£L+m, only with probability
1

z;- Lherefore, only if the parameter ky is well set, the secret key (p, ) cannot be

obtained from (¢;, m;). Second, the adversary can directly guess the correct secret key

1
2k2

L with probability 2%2 But he still needs to guess the correct r; with probability
to guess the correct r;£ and M; = r;L + m;. Therefore, guessing £ with probability
2%2 does not help guess M and the secret key (p, ¢) with probability 22%2 As a result,

our proposed SHE scheme is secure under the known-plaintext attack (KPA). O

Note that in the proposed system model throughout this thesis, none of the par-
ticipated entities, except the querying user, have access to neither the secret pa-
rameters (key) nor encryption oracle. Therefore, considering the known-plaintext
attack can assure the security of the proposed system model. However, the pro-

posed SHE scheme can provide a stronger security guarantee, i.e., secure against
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chosen-plaintext attack as discussed and proved in Zheng et al [160].

4.3.2 Homomorphic Properties of SHE
Given the public parameter PP, our proposed SHE scheme has the following homo-
morphic properties:

e Homomorphic Addition-1: Given two ciphertexts ¢; = Enc(mi) = (L +
m1)(1 4 rip) mod N, ¢ = Enc(mg) = (r2£ + mz)(1 + rhp) mod N, we have

¢1 + co = Enc(my + mg). This is because

¢1 + ¢ mod N
= (ML +m)(1+7rp) + (1L + mz)(1 4 ryp) mod N
=(ri+m2)L+m;+ms+a-pmod N
= ((¢1 + ¢2) mod p) mod L

= ((r1 + r2)L +mq + my) mod L = Enc(my + my)

where oo = (r17) + 1rorh) L + (mar| + mary).

e Homomorphic Multiplication-I: ¢, - co — Enc(my - mgy). This is because

c1 - co mod N
= (rL+my)(1+rp) - (2L + ms)(1 + rhp) mod N
=B'L+my-my+a -pmod N
= ((c1 - ¢2) mod p) mod L

= (B'L +my - my) mod L = Enc(my - my)

where o/ and " are derived from c¢; - 5.

e Homomorphic Addition-11: Given a ciphertext ¢; = Enc(my) = (rmL+mq)(1+

rip) mod N, and a plaintext ms, we have ¢; + my — Enc(my + mg). This is
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because

1 + my mod N
= (L +m)(1 +rip) +m mod N
=1L+ my +my+ (L +mi) - pmod N
= ((¢1 + m2) mod p) mod L

= (r1 L+ my + mg) mod £ = Enc(my + my)
e Homomorphic Multiplication-II: ¢; - my — Enc(my - mg). This is because

c1 - my mod N
= (nL+mq)(1 +7rp) - mg mod N
=rimoLl +my - mg + (r1 £+ my)msy - p mod N
= ((¢1 - ¢2) mod p) mod L

= (rimeL 4+ my - my) mod L = Enc(my - ms)

Based on the above homomorphic properties of SHE, we will design our communi-
cation efficient privacy-preserving range query scheme in the next section. The SHE

source code in Java, is included in Appendix A.

4.4 Our Proposed Scheme

In this chapter, we will describe our privacy-preserving range query scheme in fog-
based IoT. Before delving into the details, we first present our decomposition tech-

nique, which is a building block in our proposed scheme.

63



n =32 Al LTI T TP PP P PP TP T T I]]
b=log,n=5
L=2"=8 &, «[oL0]o o]
-2- o[ololofolo] +
U=2*=16 ’ °
0<L<U<n—1,0=2% U=2% R B B I I B P B Y Y
c =y %}
< S @ Ry2[ |ofaifaf1] 7 011
= B, | 01000 S 01000 C, [01111 g if1f1f1)1(0 : 11111
§ 01001 Eﬂ 10000 11111 % of1{0 0]0 1 olo
(] Y T
s 01010 = s, | 01001 C, | 01112 £ Ry3 0]1{1f T, 0]1
; 01011 SHW(X) %D 01010 Cumulating 01122 | Generating Matrices % 2 of1j1fo | 0]1]1
c 01100 IS —_— —_—> T 1jof1f{1|0f0 ol1]1(o0
© _ c
£ o101] s-| % E 01100 01222 5 o[iToToToTo loTolo
= i=0 T i —
£ 01110 S | 01011 C, | 01123 3 R4 o[t] T, o]
> 01111 s 01101 01223 & 3 0]1]0 01
£ B, | 10000 = [o1110 01233 s ?pfoltjelo 0f1jo
o 2 £ 110j1{0f0]|0 ol1]o]o
= [}
2 s, [01111 c, [01234 «» olilojojojo 1jojojo
O
R 5 o] 7[o]
s, [ 1] o[ ] . o]
3 0|00
2 0|0|0f0
110|0f0f0]|0
o[ofofo]o]o

Figure 4.2: Converting a range query into semi-triangular and sparse matrices. For
example, the corresponding range query [L, U] = [23,2%] of array A where L < U <
31 is transformed into (logyn) 4+ 1 = 6 sparse matrices To, 71, - -+, Tiog, n-

4.4.1 The Decomposition Technique

Our decomposition technique can transform a query range [L = 2% U = 2‘1/] into
(log, n+1) sparse matrices, where a < a’ and 0 < L < U < n—1 and consists of five
steps, 1) range query formulation, 2) binary representation of the range, 3) Hamming-
weight classification, 4) cumulative sums structures construction, and finally 5) semi-
triangular matrices generation. Note that, for clear description, we also take the
values n = 32, [L = 23, U = 2%] and instantiate a simple example in Fig. 4.2, in which

6 sparse matrices {Tp,--- , T} are generated, since (log,n) + 1 = (log, 32) + 1 = 6.
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4.4.1.1 Range Query Formulation
Given the lower bound L and upper bound U, the general syntax of a range query
statement can be outlined using an array A[0..n—1] as follows,

1, Lo <U;
Ali] = (4.5)

0, otherwise,

where 0 <¢<n—1.

4.4.1.2 Binary Representation of the Range

In this step, the given range query [L, U] is converted into a vector of bit-strings. As
shown in Algorithm 3, for each i € [L, U], generate the equivalent binary sequence
of ¢ by simply applying two bitwise operations, RightShift and AND. Clearly, the
expected output B is a vector of binary strings where |B| = U — L + 1 and each
entry By, where 0 < ¢ < U — L, of B is a string of zeros and ones of length b, i.e.,

By € {0,1}° and b = log, n, as shown in Fig. 4.2.

Algorithm 3 Range’s Binary-Representation
Input: b=1log,n, L,and U; 0 < L=2°<U =2 <n—1
Output: Vector <B>; |B|=U —L+1, and |B, € B| =1
1. B+ 0O
2: £+ 0 #0<0<U-L
3: for each i € [L,U] do
4: c+—b—-1

un

) By +

6 while ¢ > 0 do # & is bitwise AND operator
7: B, APPEND (RIGHTSHIFT(i, c) & 1)

8: c+—c—1

9: (+—(+1

10: return B
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4.4.1.3 Hamming Weight (HW) Classification

The Hamming weight of a given bit-string z is the Hamming distance (HD) of two
equal-length bit-strings = and zero-codewords, i.e., HD(z,{0}*)). In other words,
the Hamming weight of a given bit-string x is the number of ones in x, and it can be
computed by the HAMMINGWEIGHT() procedure in Algorithm 4. For example, the
Hamming weight of By in Fig. 4.2, can be denoted as H D(“01000”, “00000”) = 1.
Therefore, all the input bit-strings in vector B will be categorized into log,n + 1
classes to form vector S as shown in Algorithm 4, as well as S = (Sp, S1,---,S5) in
our simple example in Fig. 4.2, which will be used to generate the cumulative sum

structure in the next step.

Algorithm 4 Hamming Weight Classification
Input: Vector <B>
Output: Vector <Vector <S>> and |S| =logyn+1=0b+1

1. S« 0

2: for each B, € B do

3: w < HAMMINGWEIGHT(By)
#0<w<b

4: Sw-ADD(By)

5. return S

6: procedure HAMMINGWEIGHT ()

# Only iterates as many times as there are ones in the z

t<0

while x # 0 do
9: r=x& (x—1) # & is bitwise AND operator
10: t—t+1
11: return ¢

4.4.1.4 Cumulative Sum Structure Construction

As shown in Algorithm 5, in this step, our goal is to generate the cumulative sum
structure for each entry in S, ie., Vs; € §;,0 < ¢ < b. As seen in lines 6-11 of the
algorithm, a cumulative sum ¢ is a same-length sequence of partial sums of a given

bit sequence x or clearly the value at each index of ¢ equals the sum of current and
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all the preceding values. For example, as shown in Fig. 4.2, the cumulative sum
co € C3 = “0,1,1,2,3” for s € S3 = “01011” can be interpreted as: cog = Sg9 =
0,c01 =801 +coo=1+0=1coo=3802+co1 =0+1=1,c03=503+co2=1+1=2,
and finally coy = Sos4 + co3 = 1 + 2 = 3. It should be noted that, unlike the B’s and
S’s elements, each ¢; € C; is itself a vector of integer values instead of bits to store

the partial sums.

Algorithm 5 Cumulative Sum Structure
Input: S = {S;} = {{s;/HAMMINGWEIGHT(s;) = i} }
Output: Vector < Vector <Vector <C>>> and |C| = | S|

1. C+0
2: for each S; € S do #0<i<b, 0<j< No of entries in S;
3: for each s; € S; do
4: Ci;.ADD (CUMMULATIVESUM(Sj)>
5: return C
6: procedure CUMMULATIVESUM(z)
T: Vector <t> <+ 0
8: t.ADD(xg)
9: for i = 1 to LENGTH(x) — 1 do
10: t.ApD(z; + t.GET(i — 1))
11: return ¢
0 1 2 3 4
[o] [RjlO][0]€ 1 R, 2[0]o]o]o]1
Lower bound entry R,[1][1]¢ 1 10f1)1 0
ep[0]1[1]1]2] > [1]—[Rule ] - - ="LA21010[0
R,[1][3]€ 1 l
C, [0,1,1,1,2¢ [2] [R21141¢ 1
T o[1]1
0,1,1,2,2 0 1 2 3 4 2 olilil1
0,1,2,2,2¢— [o] [R,0l[0]« 1 R, 2[oof1[1]1
N - 1]o]o]o
Rillllje1]| _ _ 10[11]1]0
e, [0]1]2]2]2] > [2][R,R2IEI€ 1 °l01010]0]0 T
Upper bound entry IZ' R,[2][3]< 1 l R, 0|1 1
Ry[2][4]¢ 1 Set all the elements between 0f1/1 0
upper and lower bound to 1. 1]0]0 0

Figure 4.3: Generating matrix Ry and sparse structure 75 from cumulative sum Cy
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4.4.1.5 Semi-triangular Matrices Generation

Finally, Algorithm 6 converts the cumulative sum structure C into semi-triangular
matrices. For clarity, we take the cumulative sum C5 in Fig. 4.2 as an example to
show how to transform C5 to a semi-triangular matrix Ry, as depicted in Fig. 4.3.
Before analyzing the example, it should be noted that the result matrix R; has i + 1
rows and b = log, n columns and is initialized as a zero matrix at the beginning of the
process. Meanwhile, the row index numbering starts from zero and is increased from
bottom to up, and analogously the column index starts from zero and is numbered
from left to right. Therefore, the result matrix Ry has 3 =2+ 1 rows and 5 = b =
log, 32 columns. In our detailed example in Fig. 4.3, the cumulative sum C consists
of three b-dimensional entries, i.e., cog, co1, and cg9. In the following, we show how
to generate Ry from C step by step.

Step 1: Choose the lower and upper bound entries in Cj, i.e., the first entry cq
and the last entry coo, and generate matrices for them. In specific, with ¢y =

“0,1,1,1,2”, we can generate the lower bound entries in Ry by updating

Rofeultl] 1] = 4 0 ETE (40

0, otherwise.

Similarly, with coo, we generate the upper bound entries in Ry by updating

1, 0<k<A4

0, otherwise.
Step 2: Continue to generate the matrix R; by setting all entries between the lower
bound and upper bound to ones. After this step, we have b + 1 matrices, i.e.,

{Ry, -+, Rp}. Note that, our strategy to only find the lower and upper bounds and

fill all entries between them as ones in each matrix R;. That speeds the generation of
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R;, and its correctness for supporting the range query can be found in Theorem 4.4.1.
Step 3: Simplify each R; to be a sparse matrix T; for 0 < ¢ < b, which can be divided

into two cases.

e Case 1: For Ry and Ry, since Ry and R}, will only be set to 1 when the range
query contains the lower bound value 0 and the upper bound value n — 1 =
2 — 1: and set to 0 otherwise. Therefore, we can simplify R, and R, to be
1 x 1 matrices Ty and Tp. For example, in Fig. 4.2, both Ty and T5 are set to
0 because the given range query [L,U] = [8,16] does not include the lowest

value 0 and the highest value 31.

e Case 2: For R; (1 <i <b—1), since the last columns of R; can be generated
by simply combining a single one and ¢ zeros, as shown in Fig. 4.2 and Fig. 4.3
(highlighted in yellow). Therefore, this entire column and related entries can be
discarded to increase communication efficiency. Furthermore, in each matrix
R;, we can drop 1 +2+ 3+ .-+ (i — 1) entries, which are highlighted in grey,

to obtain the corresponding matrix 7;.

Algorithm 6 Semi-triangular Matrices

Input: C = {C;} = {{¢;}} = {{{Elementk}}}

Output: Vector <R[|[]> # Vector of matrices
1: R+ 0O
2: for each C; € C do #0<i<b
3: j S {O, OZSIZE()} # Lower and upper bound entries
4: for each Element;, € c¢; do
#0<k<b-1
5 t < Element,
6 R;[t][k] + 1
7 for each LowerBounp < RZ[ ]H < UpperBounp dO
8 R;[t][k] <1 # co<t<co,sup) NO<k<b—1
9: return R
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Theorem 4.4.1. Our strategy employed for efficiently generating the matrices R;,
i=0,---,b+1, can accept the range queries in the form of [L =2 U = 2“’], where

0<a<d <b=logyn.

Proof. In order to prove the correctness of our strategy to accept the range query
[2%,29], we first prove that our strategy can accept the range queries [0,2°] and
[0,29].

For the range query [0, 2%, the parameter settings are b = log, n; [L, U] = [0, 2°]; the
Hamming weight w is within 0 < w < a; and 0 < a < b. First, after the Hamming
weight classification, the lower bound Lg, and upper bound Ug, for each class S,

where 0 < w < a, are expressed as follows:

w = 0= lower Lg, = upper Ug, =0, i.e, 0---0

b
Lgy=1:0---01
w=1= bt
Us, =2%:0---010---0
b—a—1 a
lower Lg, :0---01---1
————
w=w = brw @ l<w<a

upper Ug, :0---01---10---0
—— A A~
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Then, the corresponding cumulative sums are defined as

w = 0= lower Lg, = upper Ug, =0, z.e., 0---0

b
Lo, =1:0---01
w=1= b-1
Uo, =2:0---01---1
b—a—1 a+1
lower Le, :0---0123 - w
—_——
w=w= brw ¢ l<w<a

upper Ug, : 0---0123 - ww - - - w
b—a w a—w

For any value z € [0,n — 1], if its Hamming weight w is less than or equal a,
then x must belong to the class S,,. More accurately, it is easy to see that the
value of z lies in the range [Lg,,Us,]. As shown in Fig. 4.4, the cumulative sums
Le,=0---0123---w, U, =0---0123---ww---w of S,’s lower and upper bounds
Lg,, U, Subf(‘)‘;m a Sul)laded parallelg;ram ar‘:za. Beg;lse all elements in S, have the same
weight (w), their cumulative sums will finally reach the same point R, [w][b] =1 in
the matrix R,,. Therefore, if x really belongs to [Lg,, Us,], its cumulative sum will
be within the shaded parallelogram area in Fig. 4.4. As a result, our strategy of
only finding the lower and upper bounds and filling all entries between them as ones
in each matrix R, can accept the range query with [L, U] = [0,2%]. Obviously, our
strategy can also accept the range query [0, 2“/]. Next, we prove that our strategy
can accept the range query [L = 29, U = 2¢].

For any value z € [0,n — 1], if its Hamming weight is w and w < a < o/, then = must
belong to the class S,,. Based on the above discussion, the range [0,2%] can generate
a parallelogram with the length (¢’ — w) times the height w, and the range [0, 2°]
can generate a parallelogram with the length (¢ —w) times the same height w in the

matrix R,,, as shown in Fig. 4.5. Hence, if x really belongs to the range [L = 2%, U =
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Figure 4.4: Parallelogram area enclosed between the lower and upper bound values
for the Hamming weight class S,, range query [L, U] = [0, 2°]
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Figure 4.5: Yellow-shaded parallelogram area enclosed between the lower and upper
bound values for the Hamming weight class S, in range query [L, U] = [2%,2%]

2], its cumulative sum will be within the yellow-shaded parallelogram area in the
matrix R,. As a result, for each matrix R, where w < a < a/, we can first find the

lower bound Lg, : 0---01---10---0, the upper bound Ug, : 0---01---10---0, and
—— A~ —— A
b—a w a—w b—a’ w a/—w

fill all entries between them as ones can accept the range query [L, U] = [2¢,2%].

For any value x € [0,n — 1], if its Hamming weight is between a and ¢’ (a < w < '),
then x must belong to the class S,. Because w > a, the range [0,2% does not
contribute any element in class S,,. Therefore, all elements in S, are generated from

the range [0,2%]. As a result, for each matrix R,,, where a < w < o/, we can first find
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the lower bound Lg, : 0---01---1  the upper bound Ug, : 0---01---10---0, and
b— w b—a’ w —

fill all entries between them as ones can accept the range query [L, U] = [2%,2%]. By

summarizing all of the above discussions, we complete the proof of Theorem 4.4.1. [

4.4.2 Communication Overhead of the Decomposition Tech-
nique

Since the novelty of our O(log®n) communication-efficient range query derives its
efficiency from our novel decomposition process, here we will briefly review the de-
composition steps and prove its efficiency. Our decomposition technique will convert
the original range query [L, U] into corresponding matrices, namely semi-triangular
matrices R;’s which ultimately result in sparse matrices 7;’s. In the following, we
will determine the exact number of ciphertexts to form the distinct semi-triangular
and sparse matrices. First, both Ty and Ty—jos,, are 1 x 1 matrices, so the commu-
nication cost (denoted as C) is C = 2. Second, the remaining R;’s, 1 < i <b—1
can be organized by b — 1 matrices in which each one has b columns. Clearly, the
last column, cells shaded in yellow color, can be discarded and since each matrix R;
and the corresponding T; contain 7 4+ 1 rows, therefore the total number of required
ciphertexts in 7; is (b — 1) % (i + 1). Up to this point, the communication cost is
C=2+"1(b—1)(i+1). Finally, the unused area of each T} should be eliminated
with a considerable reduction in the number of transmitted ciphertexts. Specifically,
1424+ (i—1) = @ reflects the appropriate number of shaded cells in R; that

can be eliminated in this step to form each T;. As a result, the proposed algorithm’s

communication cost C is
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b—1 b—1 Z(Z . 1)

C=2+Y (b—1)(i+1)—

2
i=1 i=1
—1)2 _ —
94 (b—120b+2) (b—1)bb-2)
2 6
20% + 3b% — 11b
=2+ * 5 € O(log® n)

4.4.3 Description of Our Proposed Scheme

We will now give a detailed description of our communication-efficient privacy-
preserving range query scheme in fog-based IoT. It consists of five phases: 1) querying
user key generation, 2) range query generation at querying user, 3) query response
at loT devices, 4) response aggregation at the fog node, and 5) response recovery at

querying user.

4.4.3.1 Querying User Key Generation

For simplicity’s sake, we consider n = 2° to represent n as a b-bit binary value.
Given the input parameters (ko, k1, ko), the querying user generates the secret key
SK = (p,q, L) and the public parameter PP based on our previously described SHE
scheme. Then, the querying user keeps the secret key SK and sends the public pa-
rameter PP to the fog node and IoT devices I = {I1, I5,- -+ , Ix}. In order to achieve

O(log® n) communication cost, the following two conditions should be satisfied:

- The message space depends on k; and it should be set at least to [log, N
to successfully recover the query response COUNT(I') = |I'|, where N is the

number of IoT devices.

- The SHE scheme should accept at least b homomorphic multiplication oper-

ations, therefore ko should be set equal to 2(b + 1)k in order to successfully
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evaluate the b-depth multiplicative circuit.

4.4.3.2 Range Query Generation at Querying User

When the querying user intends to request a range query [L, U], where 0 < L < U <
n—1=2"—1and L =2%U = 2%, he/she can generate the query request in the
following steps.

Step 1: Transform the range [L, U] to be b+ 1 matrices {1y, T4, - - , T} by following
the decomposition technique in Section 4.4.1.

Step 2: Encrypt each T; for 0 < ¢ < b. In specific, in the matrix T}, the value
zero and one is encrypted to be Enc(0) and Enc(1) with the encryption method of
our proposed SHE. Then, the querying user forwards the encrypted sparse matrices
{Enc(Ty), Enc(Ty),- -+, Enc(T,)} to the IoT devices via fog node. At the same
time, besides the encrypted T;’s, an extra Enc(0) is also generated and sent to each
[oT device, which can provide the self-blindness functionality for our scheme. For
example, the IoT device can multiply the additional Enc(0) to a random integer
value, and then the result is added to encrypted prepared response to re-randomize

the response for protecting against the curious fog node.

4.4.3.3 Query Response at IoT Devices

Upon receiving encrypted sparse matrices {Enc(Tp), Enc(1y),--- , Enc(T,)}, each
[oT device I; with prepared data z; will perform the following steps to report its
encrypted response. Note that, though the employed SHE is a symmetric encryption
algorithm, when each IoT device reports its encrypted response, it does not need to
know the secret key SK. Instead, each IoT device can directly perform over the
ciphertexts. We will illustrate each step by using two different examples, where x; is
within the range and out of the range. Recall the example in Fig. 4.2, where the user

range is bounded within [8,16],0 < L < U < n—1 = 31 and consider two different
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x;8, e.g., 7 is within, and 10 is out of the range.

Step 1: 10T device I; converts its prepared data x; into binary form, e.g., 7 = (00111)
and 10 = (01010).

Step 2: Compute the Hamming weight of the binary value x;, i.e., w = HAMMINGWEIGHT(z;),
which is calculated to indicate the index of sparse matrix 7; that should be used
to calculate the encrypted result, e.g., HW(? = (00111)) = 3 and HW(lO =
(01010)> = 2, therefore IoT device will investigate T3 and T3, respectively for x; =7
and x; = 10.

Step 3: The IoT device generates the cumulative sum value with respect to z;, i.e.,
Bo.b-1] = CUMMULATIVESUM(2;). For example, the cumulative sum for ; = 7 is
00123 and in case of x; = 10 is 01122.

Step 4: The 10T device I; calculates the following multiplicative expression as the

encrypted response.

b—1

Response(r,) = HTO‘ [B(k)][Kk]

For example, the encrypted response in case of x; =7 = (00111), is

4

Responser,) = H To[B(K)][K]
k=0

— T3(8(0))0] x To[BWI] x -+ To[B()][4]
— T3(0][0) x T3[0](1] x T3[1][2] x T5[2][3] x T[3][4
= Enc(1l) x Enc(0) x Enc(1) x Enc(1) x Enc(1)

= Enc(0) . 7 ¢ [8,16]
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While for z; = 10 = (01010), the encrypted response is
1

Response(li) = H To[B(k)][K]
k=0

— T[BO)0] x TSI x - AW
— 1y[0)00] x T[] x Tl1][2] x To[2][3) x Tof2)a
= Enc(1l) x Enc(l) x Enc(1) x Enc(1) x Enc(1)

= Enc(1) .10 € [8,16]

Step &: To protect Response(,) from a curious fog node, the IoT device I; self-blinds

Response(r,y with the extra prepared Enc(0) as

Response(r,y = Response s,y + (Enc(O) X r)

where r € M. Finally, I; sends the self-blinded encrypted response Response(;,) to
the fog node.
4.4.3.4 Response Aggregation at Fog Node

After receiving all self-blinded responses from IoT devices, the fog node aggregates

the intermediate encrypted responses to generate the final query result as

Count = Z Responser,)

I;el

Then, the fog device forwards Count to the user.

4.4.3.5 Response Recovery at Querying User

On receiving the encrypted query result C'ount, the user uses secret key SK to

recover the range query response as
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Count 2% Count(I') = |I'| = Z Responsey,)
I;el

The correctness of the result is:

b—1
Count = Z Response r,y = Z (H Ta[ﬁ(k:)][k])

I;el I,eI \k=0

=Y Enc(l)+ Y Enc(0) = Enc(|T'|)

Lel L¢l

4.5 Security Analysis

In this section, we analyze the security of our proposed privacy-preserving range
query scheme. Particularly, we focus on the privacy properties, i.e., range query
[L,U] and the subset I' should be privacy-preserving.

e The query range [L,U] is privacy-preserving in the proposed scheme. As described
in Section 4.4.3, in order to achieve communication efficiency, the query range [L, U]
will be transformed into b + 1 sparse matrices {Tp, 17, - - ,szlogzn}. At the same
time, each value in matrix 7; will be encrypted by our SHE cryptosystem, which
shown to be secure against the known-plaintext attack in Theorem 4.3.2. Then,
the security of our SHE cryptosystem guarantees that without knowing the secret
key SK = (p,q,L) the adversary has no idea on the matrix 7; for 0 < ¢ < b.
Since both the fog device and IoT devices cannot access to the secret key SK, they
have no idea on the matrix 7; (0 < i < b), i.e., they cannot distinguish whether a
ciphertext in encrypted T; is encrypted from zero or one. Furthermore, without any
plaintext information about each T}, the fog node and IoT devices definitely have no

idea on the query range [L,U]. Therefore, the query range [L,U] in the proposed
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scheme can be kept secret from both the fog node and IoT devices, as a result it is
privacy-preserving.

e The subset T is also privacy-preserving in the proposed scheme. In the proposed
scheme, the subset I’ denotes a set of IoT devices whose data are within the query
range [L, U], i.e., I' = {[;|I; € I Ax; € [L,U]}. As described in our security model, I’
should be kept secret from the querying user, fog device, and IoT devices. For each
IoT device I;, if it attempts to obtain the information about I’, it needs to determine
whether itself is in I' or not and whether other IoT devices are in I’ or not. For I,
it uses its prepared data z; to compute the encrypted Response ), but has no idea
on Response(r,y is Enc(0) or Enc(l). In other words, I; does not know whether w;
is in the query range [L, U] or if I; is in I'. For the other IoT devices, since I; cannot
access the plaintext data prepared by them and the plaintext of query range, it also
has no idea on whether other IoT devices are in I' or not. Thus, the subset I' can
be kept secret from the IoT devices.

For the fog node, it receives the encrypted query range [L,U] from the user and
the encrypted response Response(r,) from each IoT device I;. It is likely to use
them to deduce the information of the subset I'. However, on the one hand, the
query range [L, U] is transformed into matrices {7, 71, -+, Ty} and are encrypted
by our SHE cryptosystem. As analyzed above, our SHE cryptosystem guarantees
that the fog node has no idea of the plaintext of the query range. On the other
hand, each IoT device’s encrypted response Response(r,) is also encrypted by our
SHE cryptosystem. At the same time, the Response (s, is self-blinding with the
factor (Enc(O) X r). Note that, if there is no self-blinding factor (Enc(O) X r), it is
possible for the fog node to identify the specific IoT device’s response. Specifically,
it can iterate over all possible prepared values z; (0 < z; < n — 1) by generating
Hamming weight and cumulative sum values as well as multiplying the corresponding

sparse matrix entries to check whether Response(r, < L TW[B(k)][k]. Although
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it requires a lot of computations, it is feasible, especially when n is small value.
Luckily, Response(,) = Responses,) + (Enc(O) X r> includes the random factor
(Enc(()) X r), which makes it impossible for the fog node to launch a brute force
attack on IoT responses. In this case, it is almost impossible for the fog node to
obtain the information about the subset I'. Thus, the subset I' can be kept secret
from the fog node.

For the querying user, he/she receives the encrypted query response from the fog
node and recovers the plaintext of the query result by decryption. As described in
Section 4.4.3, the query response is an aggregated result, i.e., |I'|. Thus, the querying
user only knows the number of IoT devices whose data are within the query range,
but has no idea which specific IoT device has a data within the query range. Thus,
the subset I’ can be kept secret from the querying user under our considered security

model.

4.6 Performance Evaluation

In this section, we evaluate the performance of our proposed scheme with respect to
the communication overhead and computational cost. Specifically, we compare our
proposed scheme with a recently proposed privacy-preserving range query scheme,
i.e. Lu’s scheme [85]. Lu’s privacy-preserving range query scheme with O(y/n) com-
munication complexity is performed based on BGN homomorphic encryption [21].
In our performance evaluation, we implemented both our scheme and Lu’s scheme
in Java (JDK 1.8 update 222) on a machine with Intel(R) Core(TM) i5-2400 CPU
@ 3.10GHz, 8 GB main memory, and Linux (Ubuntu 16.04) operating system. The
detailed parameter settings for both schemes are listed in Table 4.2. We repeated

each experiment 10 times and reported the average results.
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Table 4.2: The parameter settings

‘ Shared param. l Value

N The number of ToT devices, N = 1000

n The upper bound of [0,n — 1], n = {210 212 212 916 518 920 522 924 926 528 2301

[L,U] The range query lower and upper bound, 0 < L <U <n —1

w; IoT device D;’s prepared data, randomly picked from [0,n — 1] where 0 < w; <n —1

Proposed scheme based on SHE Lu’s scheme based on BGN Cryptosystem

Parameter [ Value Parameter [ Value

b b =logy(n), b=1{10,12,14,---,30} b b=+/n,b={2°,2527 ... 215}

ko, k1, ko ko = 40, k1 :10g2 N, ko :2(b+ l)kz K Kk =512

P a LN Ip[ = lal = ko, [L] = k2, N = pq P ¢ N [p[=lql = v = 512, N"= pq

M The query result M = N € {0,1}*1 A The query result’s upper bound, A = N
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Figure 4.6: The communication overhead comparison between our proposed scheme
and Lu’s scheme with respect to n varying from 2'° to 239

4.6.1 Communication Overhead

In this subsection, we evaluate the communication overhead of both the query request
and the query response. First, Fig. 4.6(a) plots the communication overhead of
transferring an encrypted query request from a user to fog node in both schemes
with n varying from 21° to 23°. From the figure, we see the communication overhead
of Lu’s scheme is growing exponentially, while ours remains very low and highly
efficient. This is because Lu’s scheme has to upload O(y/n) encrypted data from
the user to the fog node, while ours only uploads O(log® n) encrypted data. Second,
Fig. 4.6(b) shows the communication overhead of a query response from the fog

node to the user in both schemes with respect to n. One can see that both schemes
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Figure 4.7: The computational cost comparison between our scheme and Lu’s scheme
with respect to n varying from 21° to 2%

are communication efficient. Although the response cost in our proposed scheme

increases with n, it is acceptable and is as low as almost 600 bytes for n = 239
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4.6.2 Computational Cost

The computational cost of both schemes is influenced by the number of encryptions
performed by the user during the range query formulation and decomposition phase.
We first compare the number of encryption operations in both schemes with respect
to n as shown in Fig. 4.7(a). From this figure, we can see that the number of
encryptions in Lu’s scheme is rapidly increasing with n. This is because of the
difference in the underlying decomposition technique. Lu’s proposed decomposition
technique will lead to O(y/n) communication cost, whereas our scheme results in
O(log® n) communication cost.

We now evaluate the computational cost of both schemes at each step of range query
processing with respect to n as shown in Fig. 4.7. Specifically, Fig. 4.7(b) shows the
query generation execution time, which indicates that the computational cost of
Lu’s scheme grows exponentially with n, while ours grows much more slowly due
to ours having fewer encryptions. Fig. 4.7(c) illustrates the query response time
of both schemes for different problem sizes. Although the processing time in Lu’s
scheme is constant, it is still considerably higher than ours (only one millisecond for
n = 23Y). This is mainly because of the time-consuming pairing operations and costly
homomorphic calculations in BGN compared with fast and efficient multiplicative
homomorphic operations in our SHE scheme.

Fig. 4.7(d) depicts the response aggregation time at fog node. Merging the IoT
devices’ responses at fog node is mainly affected by the number of IoT devices, i.e.
N. Therefore, as it is apparent from the figure, the aggregation time in both schemes
is independent of problem size, even if there are small increments in our proposed
scheme, varying with n. Our scheme has insignificant changes with respect to n
due to gradually increasing ciphertext lengths, while in Lu’s scheme, the ciphertext
length only depends on k value and is consequently independent of n.

Finally, Fig. 4.7(e) presents the response recovery time, which measures how long
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time the user spent decrypting the ciphertext upon receiving the encrypted result
from fog node. Obviously, they are still efficient and independent of problem size
n. However, decryption in our proposed scheme is faster than Lu’s. Because Lu’s
scheme performs in BGN and it highly depends on the message space A, it can only

operate effectively with a relatively smaller A.

4.7 Related Work

Recently, some related works have emerged on privacy-preserving range queries in
the fog-based IoT [85], which are closely related to our proposed query scheme. As
discussed in Section 4.1, in order to achieve the desired security properties for a
privacy-preserving range query, the naive solution has an O(n) communication cost
for the range query. For a toy example with n = 10, the naive solution is efficient
enough. However, when n becomes larger, the efficiency, especially the commu-
nication efficiency rapidly deteriorates. To improve this, Lu [85] proposed a new
privacy-preserving range query scheme was built upon BGN homomorphic encryp-
tion together with a novel range query expression, decomposition, and composition
technique. It had an O(y/n) communication efficiency. Therefore, when n becomes
larger, Lu’s scheme is much more efficient than the naive solution in terms of commu-
nication overhead. However, when n becomes even larger, e.g., n = 23°, the O(\/n)
communication cost seems too costly. In addition, because Lu’s scheme is based on
the BGN with time-consuming bilinear pairing operations in public key settings, the
computational cost is also expensive. Aiming to improve the communication effi-
ciency, in this chapter, we proposed a more efficient privacy-preserving range query
scheme in the fog-based IoT. Using a novel range query decomposition technique and
an efficient symmetric homomorphic scheme (SHE), our proposed scheme achieves

O(log® n) communication-efficiency.
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When the privacy-preserving range query on “the number of IoT devices whose data
x; is within the range [L,U]” is considered as a special privacy-preserving data aggre-
gation scheme in fog-based 10T, there are other related works close to our proposed
scheme. In [86], Lu et al. addressed heterogeneous data aggregation in real IoT ap-
plications by proposing a light-weight privacy-preserving data aggregation (LPDA)
for fog-enabled setting. The proposed LPDA is characterized by applying Paillier
cryptosystem, Chinese Remainder Theorem, and a one-way hash chain function to
aggregate hybrid IoT devices’ data and to early filter the injected false data at
the network edge. In [60], Huang et al. studied the fog-assisted selective aggrega-
tion operation. Specifically, they constructed a new threat model to formalize the
non-collusive and collusive attacks of compromised fog nodes, and their proposed
privacy-preserving and reliable selective multi-source aggregation scheme, which is
comprised of BCP cryptosystem [26], randomized message-lock encryption, homo-
morphic proxy-authenticators, and multi-dimensional aggregation, can well tackle
the data privacy and reliability challenges. Most recently, authors in [90] presented
a privacy-preserving subset aggregation scheme in fog-enhanced IoT scenarios, which
enables a query user to gain the sum of the prepared data from a subset of IoT de-
vices. To identify the subset, the inner product similarity of the normalized vectors
in the query user side and each IoT device is securely computed. Only when the
inner product is greater than the user’s specified threshold will an IoT device’s data

be privately aggregated to form the final response.

4.8 Concluding Remarks

In this chapter, we have proposed a communication-efficient privacy-preserving range
query scheme for fog-based IoT. For the range queries of the form [L = 2%, U = 2%,

the proposed scheme is characterized by designing a novel range decomposition tech-
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nique to reduce the communication overhead to be O(log3 n), and devising an efficient
homomorphic encryption scheme to preserve the data privacy for both the range
query and individual IoT device’s data. To the best of our knowledge, the com-
munication overhead of our proposed scheme is much lower than that of the most
communication efficient privacy-preserving range query scheme, i.e., Lu’s scheme,
whose communication overhead is O(y/n). Detailed security analysis shows that our
scheme is indeed privacy-preserving under our defined security model. An extensive
performance evaluation validated the efficiency of our scheme in terms of communi-
cation overhead and computational cost. In our next chapter, we plan to expand this
study by: 1) investigating a new approach to accept flexible form of range queries,
2) launching more efficient and lower cost decompostion/compostion technique with

O(log® n) communication cost.
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Chapter 5

Using Reduced Paths to Achieve
Efficient Privacy-Preserving Range

Query in Fog-Based IoT

5.1 Introduction

Recent advancements in Internet of Things (IoT) and wireless communication tech-
nologies have enabled us to enjoy various smart things around our daily lives, includ-
ing smart vehicles [67, 69, 76], smart homes [34, 77, 147], smart grids [15, 14, 16, 122],
and smart healthcare [116]. All of these are highly dependent upon the massive data
generated by IoT. However, due to the limited built-in storage and computing ca-
pability of IoT devices, the data usually need to be transferred from IoT devices to
cloud servers for storage and processing, which will inevitably encounter bandwidth
problems and incur response latency [145]. In order to address these bandwidth and
latency issues, the concept of fog computing was proposed by Cisco in 2012 [86].
Essentially, the idea is to deploy fog devices equipped with certain storage and com-

puting capabilities at the network edge, which can directly solve problems or pre-
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process parts of a problem close to the IoT domain. Thus, it can provide low latency
responses and improve communication efficiency by only forwarding pre-processed
data to cloud server. Over the past years, [oT integrated with fog computing has
attracted considerable attention. However, since fog devices are deployed at the
network edge and might not be fully trusted, fog-based computing still faces some
security and privacy issues [17, 49]. In this chapter, we aim to insure privacy while
also being efficient when performing privacy-preserving range aggregate queries in
fog-based IoT scenarios. To clearly illustrate the research problem in fog-based IoT,
let us consider the following scenario in a smart grid [16, 14]. For the better electric-
ity planning, the manager (i.e., a query user) of a smart grid may query the number
of houses whose individual electricity consumption is within a certain range in a
certain area for planning purposes. If neither security nor privacy are of concerns,
this query can be easily completed. The query user sends the range to the fog de-
vices and the fog devices can directly return the query responses through comparing
the range with the values from the IoT devices (i.e., smart meters). However, when
the privacy is taken into consideration, the values from the meters may reveal the
resident’s privacy, such as whether he/she lived in the house recently. Moreover, the
query and the corresponding result may also reveal the query user’s privacy. For
example, his/her selling strategy could be deduced from the query and result. For
reasons such as these, several solutions have been proposed [85, 89]. However, all
of them suffer from one or more of the following problems. i) Privacy level: the
fog devices in many solutions [111, 78, 75] can deduce the query result from the
communications between the query user and IoT devices; ii) High communication
overhead: the communication complexity in a straightforward solution [85] is O(n),
where n is the biggest value that the smart meter can return in a certain period of
time. The current best result with semi-triangular sparse matrices (STSM) [89] is

O(log® n) communication efficiency, which seems still high for large n [89]; and iii)
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Limated query types: most of the current solutions cannot support non-continuous
range queries directly, and the only work-around is to run the original solution re-
peatedly. However, the resulting solution would reveal some private information to
the fog device, e.g., how many ranges are in the query. Aiming to solve the above
issues, in this chapter, we employ a reduced path technique to implement a new
efficient and privacy-preserving range query scheme for fog-based IoT. Specifically,
the contributions of this chapter are threefold:

e First, we present a new privacy-preserving range query solution for the fog-based
[oT. The notable property of our proposal is that the communication complexity
is only O(log®n). To the best of our knowledge, it is the best result for privacy-
preserving range queries in the fog-based IoT setting.

e Second, our proposal is the first to support continuous and non-continuous queries
and aggregating queries at the same time. The decomposition technique addresses
query format of recent studies [89, 85]. Also, [89] suffers from a limitation in the
query form in which the lower and upper bound values must be of the form of two to
the power of integer value, i.e., [L, U] = [2%,2]. The critical component, which may
be of independent interest, is the use of encrypted inverted reduced paths. Range
queries are decoded as reduced paths in a perfect binary tree, where all the nodes
are encrypted with the symmetric homomorphic encryption (SHE) scheme proposed
in our previous study [89].

e Third, the detailed security analysis shows that our solution is indeed privacy-
preserving scheme. Furthermore, extensive experiments also demonstrate that our
proposal outperforms state-of-the-art solutions in terms of low communication com-
plexity [85, 89]. The remainder of the chapter is structured as follows. We first
introduce our system model, security model, and design goal in Section 5.2. Then,
we recall our preliminaries in Section 5.3. After that, we present our proposed scheme

in Section 5.4, followed by security analysis and performance evaluation in Section
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5.5 and Section 5.6, respectively. Some related works are discussed in Section 5.7,

and, finally, conclusions are summarized in Section 5.8.

5.2 Models and Design Goal

In this section, we explain our system model, security model, and set out the design
goal for our communication-efficient privacy-preserving range query. For a clear

description, some used symbols are first listed in Table 5.1.

Table 5.1: The list of symbols used in the proposed tree-based scheme

| Symbol | Description
N The number of the IoT devices.
LI The i-th ToT device in set I = {Iy, s, -+, Iy}, 1<i<N.
n The maximum possible value that can be sensed by IoT devices.
w; Sensed and prepared data in I; ranging from 0 ton — 1; 0<w; <n — 1.
LU Lower and upper bound in a range query, 0 < L <U <n — 1.
T The subset of I where I;’s data w; € [L,U].
ppP Public parameter in SHE scheme, i.e., PP = (ko, k1, ko, N).
SK Secure secret key in SHE scheme; SK = (p, ¢, L).

E(),D() | Encryption and Decryption functions.

The corresponding perfect binary tree with the whole range [0,n—1].

Paths from root to leaves in T' where leaf node t € [L,U].

Reduced path strings, extracted from S.

Inverted path strings, by inverting Os to 1s and vice versa in R.

Ciphertext equivalent of V, by separately encrypting Os and 1s in V.

| Q| <| =] |

Final encrypted range query including real paths, dummy paths, and filtering column.

5.2.1 System Model

In our system model for privacy-preserving range queries in fog-based IoT, as shown
in Fig. 5.1, there are three kinds of entities, namely, a query user at the user layer,
a fog node at the fog layer, and a set of IoT end-devices I = {1, I5,--- , Ix} at the
end-device layer. The detailed descriptions of these entities are as follows.

e Query user: In our system model, a query user formulates and submits secure range
queries to the IoT end-devices via the fog node, and also obtains the corresponding

encrypted responses via the fog node. Particularly, as indicated in Fig. 5.1, the range
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Figure 5.1: System model under consideration

count query, i.e., COUNT(I'), can be submitted to retrieve the number of IoT end-
devices in subset I' C I. Formally, we consider I' as a subset of I = {I1, I5,--- , Iy},
where the prepared data w; at each IoT end-device I; € I' is within the range [L, U],

ie.,

I ={L|; €l Aw; € [LU;0<L<U<n-—1} (5.1)

Upon receiving the above count-query, the fog node returns the response as follows:
COUNT(T') = the size|T'| (5.2)

Note that, the range [L,U] in our proposed system model may be continuous or

non-continuous, i.e.,

s

[L7 U] = [Lh UI]U[L27 UQ]U' ) 'U[Lsa Us] = U[Lw UL] (5'3>

=1

For example, our proposed scheme can handle simple continuous range queries, e.g.,
[L,U] = [5,12], and complex non-continuous ones, e.g., [L,U] = [0,7] U [16,19] U

[24,24] U [28,29], as depicted in Fig. 5.2 and Fig. 5.3, respectively.
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e Fog node: A fog node is deployed at the network edge, i.e., the fog layer, which
processes data prepared by IoT end-devices and relays the aggregated results to the
query user. In this model, an encrypted query from the query user is forwarded to
[oT end-devices via the fog node. The [oT end-devices, then, encrypt their responses
and report them to the fog node for aggregation. Finally, the fog node returns the
aggregated results to the query user.

e 10T end-devices I = {I1,I5,--- ,Ix}: A large population of IoT end-devices (I)

of size N are spread across the end-device layer and related to the specific IoT
ecosystem. After collecting the raw data w; from sensing component, each end-
device I; can provide data processing functionality before delivering the data to the
fog node. More precisely, different processing tasks such as validating, converting,
packaging, and even encrypting will enable IoT end-device I; to successfully trans-
mit highly accurate sensitive data. For example, suppose a sensed high-precision
floating-point value w; = 0.195874 is to be sent. It can be modified into an arbitrary
precision integer by applying simple scaling, truncating or rounding functions, e.g.,
truncate(w; = 0.195874 % 10000 = 1958.74) = 1958. Values are then encrypted and
sent to the fog node. For simplicity but without losing generality, we assume that
the prepared data w; are converted into integer values and lie within the range of
[0,n — 1] where n is a power of two. Note that we can easily extend the range so
that the condition n = 2" holds. Continuing with our example, we can initialize
n = 2048 = 2! to appropriately cover all possible return values w; in the range

0 <w; <2048.

5.2.2 Security Model

In our security model, all entities are assumed to be honest-but-curious participants,
i.e., they faithfully follow the query processing protocols but might try and extract

any additional query information during the data preparation and throughout the
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query processing steps. For example, the fog node may be curious about each IoT
device’s data w; and the user’s query range [L, U]; each IoT device may be curious
about other IoT devices” data and the query range [L, U]; and the query user may be
curious about each IoT device data w;, other than query response value Count(I’).
We also assume there is no collusion between any two entities in our model.

Note that, an external adversary may launch active attacks on data integrity and
source authentication, but as this work focuses on communication efficiency and

privacy those attacks are beyond the scope of this study and left for future work.

5.2.3 Design Goals

Given the above system and security models, our design goals are to present a
privacy-preserving and communication-efficient range query scheme for fog-based
[oT. In particular:

e The proposed scheme should be privacy-preserving. Both the lower and upper
bound values in the query [L, U] should be private, i.e., no one, except the user, can
retrieve [L, U] to trace the query user’s interests. In addition, the data collected by
[oT devices are also sensitive and should be private, i.e., those data must only be
accessible by their owners. Neither the fog node nor the query user is permitted to
retrieve/recover the plaintext value w; of each IoT device I;.

e The proposed scheme should be efficient. Energy consumption is the critical bottle-
neck in IoT ecosystems and, at the same time, reaching the above privacy goal will
introduce additional communication overhead. Therefore, in the proposed scheme,
we aim to improve the communication efficiency by significantly reducing the number
of encrypted blocks and achieving O(log” n) communication efficiency, much better

than previously reported ones [85, 89].
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5.3 Preliminaries - The XOR Gate

In order to accomplish the above communication-efficient privacy-preserving range
query scheme in fog-based IoT, we need to adopt homomorphic encryption tech-
niques, which support both homomorphic addition and multiplication. Since most
of the existing homomorphic encryption schemes are in the public key settings and
computationally inefficient, we leverage the SHE scheme [89], discussed in Chapter 4,
as a fundamental building block for our privacy-preserving range query. In this sec-
tion, we review the XOR operation and introduce our homomorphic XOR operator
to check equality /inequality of encrypted bit values as it is the core operation of
our proposed scheme. Note that the SHE and homomorphic schemes differ from
the order revealing encryption (ORE) technique [72, 154, 139]. ORE schemes yield
searchable encryption instead of homomorphic operations and aggregation. They
allow range queries (e.g., MIN. MAX, and COUNT, but not AVG and SUM) on
encrypted data, but would reveal the original data order and distribution.

One of the most useful digital logic gates to compare binary values is the XOR gate
(®),1e,000=0,001=1,190=1,and 1 ® 1 = 0. In our proposed scheme,
we need to homomorphically compare pairs of encrypted zeros and ones. Therefore,
for the given SHE ciphertext values F(X) and E(Y), the following homomorphic

expression must be evaluated to securely obtain E(X @Y).

E(X®Y)=E(X)+E(Y) - 2E(X)E(Y) (5.4)

5.4 Our Proposed PBTree-based Scheme

Our O(log*n) communication-efficient privacy-preserving range query scheme for
fog-based IoT has roots in both a novel path reduction process and SHE homomor-

phic encryption. We first describe our path reduction process, which is executed
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at the query user side to generate the encrypted reduced paths from a given range
query [L, U] over the range [0, n—1]. Then, we describe our privacy-preserving range
query scheme in detail: 1) initializing the SHE cryptosystem (key generation phase);
2) generating encrypted range query at user side; 3) responding to the encrypted
query at [oT device; 4) aggregating the encrypted responses in the fog node; and 5)

decrypting the aggregated response to get the final result at user side.

Perfect binary tree (7°)
n=16
h=log,n=4 h
[L,U] =5,12]
0<L<U<n-1
Terminal node t € [L, U] <
Paths from root to leaves (.5) Reduced paths (R) Inverted paths (V') Ciphertext query paths (Q)
[r>5:0,1,0,1 x> (5: 01,01 1,0,1,0 £(1), £(0), £(1), £(0)
r>6:0,1,1,0 r > {6,7}: 0,1,1 - 1,0,0 - E(D), £(0), £(0)
r>17:0,1,1,1 r > {8,9,10,11}: 1,0 0,1 £(0), £Q1)
r>8:1,0,00 r> {12}: 1,1,0,0 0,0,1,1 £(0), £(0), £(1), £(1)
r>9:1001 vdeR1<|d <h +
r>10: 1,0,1,0 £Q) | £Q), £0), £Q), £0)
r>i1: 1,011 £(1) | £Q1), £(0), £(0)
Ulr>12: 1,1,0,0 £ | £0), £Q1)
Mvsesisi=n £ | £0), £0), £0), £Q)
E0) | EQ), £Q), £(0)

Final encrypted query plus dummy paths ()

Figure 5.2: An example of converting a simple continuous range query into encrypted
reduced paths

5.4.1 Range Queries as Reduced Paths

Our O(log” n) communication-efficient algorithm formulates the range query [L, U],
where 0 < L <U <n — 1 and n is a power of two, as a reduced path structure in
which the length of each entry lies between 1 and h = log, n. This process consists

of the following steps:

95



5.4.1.1 Construct a Perfect Binary Tree (PBTree)

Given a range query [L, U] over [0,n — 1], the perfect binary tree T is constructed in
which the leaf nodes are sequentially labeled from left to right with numbers from
zero to n — 1. Moreover, the left edges of T" are labeled by zeros and the right edges
by ones. For example, Fig. 5.2 depicts the sample perfect binary tree T' for n = 16
and simple continuous range [L, U] = [5, 12].

Notice that this scheme, unlike [85] and [89], supports not only simple continuous
range queries [L, U], but also non-continuous range queries which consist of two or
more non-adjacent range queries, i.e., [L, U] = U_,[L,,U,] = [L1, U;|U[Lo, Us]U- - -U
[Ls, Us]. For example, a non-continuous range query and its corresponding reduced

paths are depicted in Fig. 5.3.

[L,U] = [Ly, U] U [L2, U] U -+ U [Ls, Ug] =Uj_; [L;, U] Reduced paths:

eg,n=32h=logn=>5 r->{0.7}: 00

[L,U] = [0,7] U [16,19] U [24,24] U [28,29] r- {16.19}: 100
r-> {24} 11000
r - {28,29}: 1110

Figure 5.3: Non-continuous range query consists of two or more individual ranges
and its corresponding reduced paths

Definition 5.4.1. (PBTree): A perfect binary tree T with n leaf nodes has n — 1
remaining non-terminal nodes, including a root node and n — 2 internal nodes. It
can be declared as below in which all non-terminal nodes have both left and right
non-empty subtrees, and all leaves have the same height h = logyn, wheren > 2 is a
power of two. In addition, edges leading to the left and right subtrees are, respectively,

labeled with zeros and ones.

public class PBTree {
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Node root;
static class Node {
int data;
Node left , right;
Node(int data) {
this.data = data;
this.left = null;

this.right = null;

5.4.1.2 Range Query Encoding

In this step, terminal node ¢ in range query [L, U] is encoded into binary-string s that
represents the path from the root to the terminal node ¢. To this end, Algorithm 7
recursively traverses from root to all leaf node t in [L,U] = U’_,[L,,U,] and uses
the visited array to keep track of the discovered vertices. Therefore, at the end of
this traversal process, there exists the entry s € S that indicates the corresponding
path from root to leaf nodes t in [L, U]. Moreover, the size of S is U — L + 1, i.e.,
|S| = U — L+ 1. Also, the length of each entry in S equals the height of PBTree T,
ie., |s € S| =logy,n = h. For example, in Fig. 5.2, the path from the root to terminal
node t = 11 € [5,12] can be expressed as “r,1,r,r”, equivalent to s = “1011” by
simply replacing “r(right)”s with “1”s and “Lgest)” with “0”. Also, note that the

length of each entry s € S is |s| = h = log, 16 = 4.

5.4.1.3 Reducing Paths

To achieve O(log®n) communication efficiency, our path reduction algorithm com-
bines the listed paths in S and forms the reduced paths R. Fig. 5.2 illustrates an
example of our path reduction technique output and Algorithm 8 describes in detail

how to merge the distinct paths to form R from S. In each iteration of the loop in
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Algorithm 7 Range Query to Traversal Path Strings
Input: PBTree T, [L,U] = U’_,[L,,U,]; 0<S L<U<n -1
Output: ArrayList S

# Paths from root to leaf terminal nodes that belong to the range query
1: PathToLeaf < O # ArrayList<Character> PathToLeaf
2: S« 0 # ArrayList<String> S
3: for each t € [L,U] do
4: T.GETPATH(T .root, PathToLeaf, t," ')

5 S.ADD(PathToLeaf)
6: PathToLeaf .CLEAR()
7: return S

oo

: procedure GETPATH(RT, PTNode, DNode, VEdge)

# RT=root, PTNode=PathToNode,

# DNode=DestinationNode, VEdge=VisitedEdge
9: if RT = null then
10: return false

11: PTNode .ADD( VEdge) # Accumulate the visited edges
12: if RT.data = DNode then

13: return true

14: if GErPATH(RT .left, PTNode, DNode,'0’) VvV GETPaTH(RT .right, PTNode, DNode,'1’) then
# 0 for traversing left subtrees and 1 for right ones

15: return true

16:  PTNode REMOVE(PTNode .S1ZE() — 1)

17: return false
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our reduction algorithm, two leaf nodes or sibling subtrees with corresponding path
strings P and P’ are reduced if (i) they are both of the same length (¢), (ii) their
prefix substrings of length ¢ — 1 are equal and (iii) they differ only in their last entry.
This process continues until reaching the maximum possible pruning and stops when
there are no more adjacent path strings to be reduced. (P and P’ are zero-based
indices.)

(IPI= 1P| =€) A (Po.c—2 = Plg.o—2) A (Pe-1) = Plp_y)) (5.5)

For example, the path from root to two different leaf nodes five (“0101”) and six
(“0110”) are not reducible due to their different prefix substrings of length /—1 = 3.
However, as shown in the figure, the two subtree sibling nodes six (“0110”) and seven
(“01117) are reducible and they will be merged into single path string “011” as they

follow our reduction rule.

5.4.1.4 Inverting Reduced Paths

Since the XOR operation will eventually be applied to check whether an IoT device’s
prepared data is in the range query or not, the reduced paths R are flipped to get
the inverted paths V. As shown in Fig. 5.2, inverted paths V' are simply obtained

by flipping zeros to ones and ones to zeros in each string entry of R.

5.4.1.5 Encrypting Inverted Paths

Inverted paths V', in turn, are encrypted to form the ciphertext query paths Q). To
do so, we simply encrypt zeros and ones by using the SHE scheme.

5.4.1.6 Adding Dummy Paths

Let us consider what happens when the query user examines the range query:
[L,U] = [0, % — 1] (namely the entire left subtree). The reduced path, in this case, is

“0” and consequently the encrypted inverted path contains just one entry including

99



Algorithm 8 Reducing Paths

Input: ArrayList S, [s € S| =h

# Paths from root to leaf nodes

Output: ArraylList R, 1 <|d€ R| <h

# Reduced paths

1. ArrayList RPath|2] # RPath[0] and RPath[1]
2: RPath[O] — S
3 STC — 07 Dst <1 # Determine the source and destination RPath
4: ﬂag < false # Terminate the loop execution
5: repeat
6: flag < false
7 for each d; € RPath[Src] do
# 0 < i < RPath[Src|.S1ZE()
8: if i < RPath[Src|.S1ZE() — 1 then
9: strRes<— REDUCE <RPath[Src].GET(i), RPath|Src].GET(i + 1))
10: if strRes = "" then
11: RPath|Dst]. ADD ( RPath[Sr .GET(i))
12: else
13: RPath|Dst]. ADD(strRes)
14: flag < true
15: 1+
16: else
17 RPath|Dst]. ADD <RPath[S7“c].GET(RPath[Src].SIZE() - 1)>
18: if flag = true then # Plan for the next iteration
19: RPath|Src].CLEAR()
20: Sre = (Src+1) mod 2
21: Dst = (Dst+1) mod 2
22: until flag = true
23: R < RPath|Dst]
24: return R
25: procedure REDUCE(z, y)
26: l; < x.LENGTH()
27: ¢, < y.LENGTH()
28: if ((Co=Ly) A (200,21 =V(0.0,-2)) N (T[e,1] # Ype, 1)) then
29: return zy g, 2
30: return ""
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one encrypted value, i.e., “F(1)”. However, transmitting it to the fog node would
lead to a high probability of inferring the query. For instance, in our above example,
by simply submitting ciphertext “E(1)”, the fog node can infer that the query user
has examined one of the following queries: the left subtree ([L,U] = [0,% — 1]) or
right subtree ([L, U] = [5,n —1]). To overcome this problem, dummy paths (shaded
yellow row in Fig. 5.2) are injected to prevent the curious fog node from inferring
or guessing the exact range query. They are appended to encrypted query paths
@ to output final encrypted query F. The theoretical analysis on dummy paths’
length and guessing probability is detailed later in Section 5.5. Lastly, an additional
encrypted column is added to each path entry to distinguish the dummy paths from
the real ones. E(1) will be assigned to valid paths and E(0) to dummy paths. There-
fore, since the dummy paths are multiplied by £(0), they will be implicitly discarded

during the aggregation phase in the fog node.

aq [L,U]=[O,§— 1] = Reduced path: 0 AN ACPE [L,U]:[g, n-1] > Reduced path: 1

\ W}
Y
1

Reduced path length = 1

Figure 5.4: Lower bound communication complexity (minimum reduced path length)
with q; and g2 that have respectively queried left and right subtrees

5.4.2 Communication Complexity Analysis

The communication complexity of the proposed scheme is influenced by the total

number of encrypted zeros and ones that are transmitted from the query user to the
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h=log,n
[L,U] =[1,n—-2]

<> h h-1 h-2
Reduced path lengths

Minimum path length = 2 Maximum path length = h-’

Figure 5.5: Upper bound communication complexity in [L, U] = [1,n — 2]

fog node and IoT nodes. We now examine the minimum and maximum number of
encrypted blocks to obtain the lower and upper bounds of the communication cost.
Lower bound analysis: Consider a user’s range query when the query is covering
exactly half of the whole domain (as depicted in Fig. 5.4), namely the left subtree of
T ([L,U] = [0, 5 —1]) or the right one ([L, U] = [5,n—1]). The length of the reduced
path in both cases is one. Thus the lower bound is achieved and the communication
complexity is O(1).

Upper bound analysis: The upper-bound value can be obtained by issuing the
range query: [L,U] = [1,n—2] (as shown in Fig. 5.5) in which the maximum number
of encrypted blocks equals (b — 1)(h 4 2) where h = log, n. Hence, the upper bound

communication complexity is O(log”n).

Upper Bound : h+(h—1)+---+24+ 2+ -4+ (h=1)+h
:2(h+(h—1)+(h—2)+---+2)

= (h—1)(h +2) € O(log®n)
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5.4.3 Description of Our Proposed Scheme

In this subsection, we give a detailed description of the steps involved in our scheme.

5.4.3.1 Query User Key Generation

For simplicity, we consider n = 2" to represent n as an h-bit binary value. Given the
input parameters kg, k1, ko, the query user generates a secret key SK = (p, q, L) and
a public parameter PP = (ko, k1, k2, N') for the SHE scheme. Then, the query user
keeps the secret key SK secretly and publishes the public parameter PP to the fog
node and all IoT devices. It should be noted that achieving O(log® n) communication

efficiency requires the following further assumptions:

- Message space depends on k; and it should be set to at least [log, N|, where
N is the number of IoT devices, as it needs to cover the maximum value of the

count range query COUNT(I') = |I'|, i.e. |I] = N.

- To achieve the intended communication efficiency, the SHE scheme should
accept at least 2h homomorphic multiplication (h multiplication during XOR
operation, h — 1 for multiplying the XORs’ outputs, and one multiplication
through applying a filter to clear out dummy paths), i.e., ko should be set
equal to 2(2h+1)ks in order to successfully evaluate the 2h-depth multiplicative

circuit.

5.4.3.2 Range Query Generation at Query User

The range count query COUNT(I') = |I'|, where I' = {[;|I; € I Aw; € [L,U]} allows
the user to retrieve the number of IoT devices I;, whose data w; are in the range
[L,U] where 0 < L < U < n —1. In order to fulfil the privacy-preserving range
query, the following steps should be taken by the query user:

Step 1: Construct the perfect binary tree 7' of height h = log, n, with n leaf nodes
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labeled, from left to right, with 0,1,--- ;n—1 and the left and right edges are labeled
with zero and one, respectively.

Step 2: Generate the path from the root to leaves whose corresponding labels are in
the range query, i.e., t € [L,U].

Step 3: Combine the path strings to obtain the reduced paths R. The length of each
entry in R is between one and h, i.e.V d € R, 1<|d|<h.

Step 4: Invert each reduced path string by replacing zeros by ones and vice versa.
Step 5: Encrypt zeros and ones (separately) in each inverted path string by using
SHE.

Step 6: Append dummy encrypted paths (encrypted zeros and ones) to prevent the
fog node from inferring the actual query, more likely when it is a special-case query.
Step 7: Add the encrypted filter as a new column to wipe out the dummy paths
(additional column in the final encrypted query in Fig. 5.2). More specifically, E(1)s
are assigned to real reduced paths, whereas E(0)s are assigned to dummy paths,
i.e., £(0)s behave as a filter to eliminate the dummy paths during the homomorphic
aggregation. After that, the encrypted range query F' will be sent to all IoT devices
via the fog node. To be precise, the encrypted range query F' includes the real
paths, dummy paths, and the filtering column, together with an additional pair
of encrypted zero and one, i.e., (E(0),F(1)). Note that each IoT device I; can
formulate its encrypted response without knowing the secret key SK during the

response generation phase based on the additional pair of (E(0), E(1)).

5.4.3.3 Query Response at IoT Devices

Upon receiving the range query F', including real and additional dummy path strings,
each IoT device I; € T needs to generate the encrypted response as follows. Since
SHE is a symmetric encryption scheme, and no one other than the query user knows

the secret key SK, each IoT device I; cannot directly encrypt its data w;. Therefore,
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Encrypted user query plus dummy paths

£(0) £0) £(1) £Q) !

o D) E©) £0) £D
£ £0). £0). £0) 5 70). ZD)=£0)]

O 5D 10, 70 F0 B 7o) Z(DE0)

[ EQ) | EQ), £Q0), £(1), £(0)
h £ | £Q), £0), £0)
=16
b= loggn = 4 EQ) | E©), £Q1)
[L,U] = [5,12] E£(1) | £0), £0), EQ), EQ)
0<LSU<n-1
E£(0) | £Q1), EQ), £(0)
w; =3 =(0011), - E(w) = (E(0),E(0),E(1),E(1)) w; =9 = (1001), — E(w; E(1),E(0),E(0),E(1))
£ EQ) £1) £0) £ E©0) EQ) £0)
L0 FO FL FQ) [ ) @ LV £O £ 1) [ )
0. £0). £0. £0) b ). ZDEE0)] ! £0). £0). FD. ED B 50). EQ)EEO)] !
FA) E©) F0) ol FA) £©) £0) g
L0 £ KD £1) i | @ LW O FO £1) ] |
£00). £0). £(1) b £0. ED 0] £0). £(0). £(0) D £0). F)EEO) | !
50 E(1) Do £O) E(D) Do
PNAORIOWAI) i | @ LD £O) £ A1) : :
£0). ED b £0). EQEE0)] ! £(). £Q1) b £, EQDEEQ)|!
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P OWO WL i @ LD O FO 1) i
E(1). £(1). EQ) > £(1). £(0)=£0)] E £0). £(1). £(0) £(0). £(0)=£(0)
Y(E()) =E(0) ~3 ¢ [512] Y(EQ) =E() ~9€[512]

Figure 5.6: IoT device I;’s response for two different sensed data w; = 3 and 9, where
3¢ [5,12] and 9 € [5, 12]

instead of encrypting w;, each IoT device can form the encrypted equivalent data
E(w;) by combining E(1)’s and E(0)’s from the additional pair (F(0), £(1)) in the
range query F.

Step 1: I; converts the sensed and prepared data w; into binary form, where 0 <
w; <n — 1. This is similar to traversing the perfect binary tree with n leaves, from
root to leaf node whose label is w;. For example, as it is shown in Fig. 5.6, the
path strings from root to leaves for two different sensed data 3 and 9 are “0011” and
“1001”, respectively.

Step 2: I; generates the corresponding encrypted value for the binary represen-
tation of path string. I, can generate the encrypted equivalent value for each
sensed data w; by combining F(1)’s and E(0)’s. For example, the encrypted equiv-
alent value of “00117 and “1001” are E(0011) = (E(()), E(O),E(l),E(1)> and
E(1001) = (E(1),E(0),E(0),E(1)).
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Step 3: I; performs the homomorphic XOR operations over all entries in the en-
crypted query F' and previously computed E(w;) as listed in the large rectangles in
Fig. 5.6.

Step 4: The output of the XORs are homomorphically multiplied to get the encrypted
partial results. Then, these are multiplied by encrypted values in the supplementary
filter column of F' to clear out the dummy path strings from the response. For
example, in the case of w; = 3, our carefully devised filter column has nullified
the effect of possible E(1)s from the response by setting the filter column to E(0)
for dummy path entries (yellow shaded rectangle while calculating the response for
w; = 3).

Step 5: The output of the previous step, in small rectangles, will homomorphically

be added to each other to get the final encrypted response Res|I;].

Res|I;]
= Z E<1)(Hf@wi>+ Z E(O)(Hf@w,)
Vfepreal v f€ Fdummy

Step 6: Finally, to protect Res|l;] from the semi-honest fog node, the IoT device I;
should self-blind the encrypted response Res[I;] by converting it into another valid

ciphertext as follows:

Res[I;] = Res[I;] + (E(O) X r)

where r € M. This will prevent the fog node from generating different combina-
tions of E(0) and E(1) of IoT device I; to guess the corresponding sensed data w;.

Eventually, I; can send back the self-blinded ciphertext result Res[/;] to the fog node.
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5.4.3.4 Response Aggregation at Fog Node

After receiving all response values Res|[I;] from IoT devices, the fog node aggregates
the encrypted responses to generate the final encrypted result Count and forward it

back to the user.

Count = Z Resl1;]

1,1

5.4.3.5 Response Recovery at Query User

Upon receiving the encrypted query result Count, the query user uses secret key SK

to recover the range query response as:

Count 2% Count(I') = |T'| = Z ReslI;]

I;€l

The correctness of the result is verified as below:

Count = ZR@S[L] = Z E)+ Z E(0) = E(|T'|)

Liel Lel L¢l

5.5 Security Analysis

In this section, we analyze the security of our proposed scheme. We start with
preserving the privacy of range query [L,U] and then continue with protecting the
privacy of subset I

e The query range [L,U] is privacy-preserving in our proposed scheme. As discussed
in Subsection 5.4.1, in order to achieve communication efficiency, the query range
[L,U] (0 < L <U <mn-—1)is turned into encrypted reduced paths F' with mini-
mum 2 and maximum (logn — 1)(logn + 2) encrypted blocks. Each encrypted entry
in F' has been encrypted by SHE, which has been proved to be secure under the

known-plaintext attack [89]. SHE’s security is based on the large integer factoriza-
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tion problem (LIFP). Therefore, by properly setting the parameters, SHE is secure
while LIFP is hard which means SHE guarantees that without knowing the secret
key SK = (p,q, L), the adversary has no idea of the entries inside F. Since neither
the fog device nor IoT devices can access the secret key SK, they have no idea of
the encrypted reduced path strings inside F', i.e., they cannot distinguish whether
a ciphertext in F' is encrypted from zero or one. Precisely, without plaintext infor-
mation about entries in F', the fog node and IoT devices have no idea of the query
range [L, U] or even part of it.

Moreover, in the case of executing range queries with special values, e.g., [L,U] =
[0,n — 1], as F has just two single encrypted entries, i.e., £(0) and E(1), there
is a possibility of inferring the range query. Hence, to prevent the fog node and
[oT devices from guessing the range query, dummy paths are appended to the real
entries in F' as well as additional filter column to distinguish the real entries from
dummy ones. Adding dummy path(s) provides an effective approach to reducing the
probability of guessing the encrypted queries, especially when the query path length
is short. For example, in Fig. 5.7, the length of the ciphertext query path (Q) is
£ = 2. That would mean that the curious entity can guess the original query by
selecting one of the four possible cases. i.e., “00”, “01”, “10”, or “11”. Extending to
the more general form, consider the original range query with one entry of length £.
In this case, without injecting dummy path(s) there are 2° different possible queries.

Therefore a curious entity can correctly guess the exact range query with probability

L

s¢ - Injecting one dummy path instance of length £’ limits the probability of a

correct guess by the adversary in two ways. First, since a dummy path instance of
length &' is injected, it generates 2% additional cases. Second, for the adversary,
both a dummy path instance and a real range query path are indistinguishable;
therefore, the adversary needs to search the whole string path of length £+ £ with

24+ new cases. Consequently, a curious entity needs to guess the exact query from
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cither dummy path instances (2%'), real range query paths (2%) or both ( 2°+%"). This

means that the probability of guessing the user’s real range query will be bounded

from =& to

5% Besides, to interdict the curious entity from successfully

1
28498 yoL+e "

guessing the real range query and to bind the probability less than or equal to ¢, we

1_ge
need to set £ > [log, i—;], which is given as follow:

1
22 + 22’ + 22+£’ S &
1

2£+2£’ +22+2' Z -
3
2% (1 +2°) > 1o
e
1_ 9L

2/ Z ﬂog2 i_l_zg—l

For example, consider an original range query with an entry of length £ = 2 in

Fig. 5.7. In order to bind the probability of correctly guessing the range query from

1_o¢

we need to add dummy path(s) of length £ > [log, === | =

L
+2°¢

2L

1

g = 507

_ 1 _
—41:05—

[log, 5&_22221 = 4. Note that the dummy paths of length £ > h, where h = log, n,

need to be broken down into separate dummy path instances of maximum length h
for each instance.

o The subset I is also privacy-preserving in the proposed scheme. The subset I’
denotes a set of IoT devices whose data are within the query range [L,U], i.e.,
I'={L|I; €I ANw; € [L,U]}. As described in the security model, I' should be kept
secret from the query user, fog device, and each 10T device.

First, when the fog node’s encrypted aggregated query response is received by the
query user, he/she will decrypt using the secret key SK to obtain the final result.
This means that the query user only knows the number of IoT devices whose data
are within the requested query range [L, U], but has no idea which specific IoT device
has a data within the query range. Thus, the subset I’ can be kept secret from the

query user.
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Perfect binary tree (7")
n=16
h=log,n=4
[L,U] =[8,11]
0<L<sUsn-1
Paths from root to leaves (.S5) Terminal node t € [L, U] «”
L1r> 81000 Reduced paths (R) Inverted paths (V') Ciphertext query paths (Q)
r>9:100,1
= -» 8,9,10,11}: 1,0 | = | 0, > |z ;
r>10: 1,0, 1,0 EEX 3,0 (01 [ [£0, 20 |
vlr>11: 1,0,1,1 VdeR1<|d|<h . Reduied rzinge query length £ = 2
VseS|Is|=h g:ﬁ:Z

£Q) | £0), £Q)
Improved ¢ = % by adding dummy path of length &' = 4 | £(0) | £(0), £(0), £(1), £(1)

Final encrypted query plus dummy paths (#)

Figure 5.7: Adding dummy path instance of length £ = 4 to original range query of
length £ = 2 to bind the probability (&) of correctly guessing the user’s range query;

_ 1
€= 2£+22’+22+L"

Second, on one hand, the fog node receives the encrypted query F' from the query user
and forwards it to the IoT devices; on the the other hand, the IoT devices” encrypted
responses, i.e., Res(r,)s, will be aggregated at the fog node and the final ciphertext
response Lel Res[I;] is forwarded back to the query user. Since the query range
[L,U] is transformed into encrypted query F' by applying SHE, the security of SHE
guarantees that the fog node has no idea on the plaintext of the query range. Then,
the fog node has no way to determine the subset I' by observing encrypted path
strings F. At the same time, each encrypted response Res(r,) is self-blinded with
random factor (E (0) x r) to make the brute-force attack impossible. This would
mean that if there is no self-blinding factor (E(O) X r), it would be possible for
the fog node to identify the specific IoT device’s response, i.e., it can iterate over
all possible prepared values w; (0 < w; < n — 1) and compute the corresponding
response for each entry in F' to check whether Resy,) < > vierreals (1)( [Ife wl-) +
Zer pdummy I (0)( [1fe wi>. Although this attack requires a lot of computations,

it is feasible, especially when n is small value. Luckily, protecting Res[I;] with
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(E (0) x r) will make it impossible for the fog node to launch a brute force attack
on an individual IoT device’s response. Therefore, it is impossible for the fog node
to obtain the information about the subset I’ and the subset I’ is kept secret from
the fog node.

Third, for each IoT device I;, if it attempts to obtain the information about I, it
needs to determine whether itself is in I' or not and whether other IoT devices are in
I' or not. As discussed before, I; uses its prepared data w; to compute the encrypted
Res[I;], but has no idea on Res[I;] is E(0) or E(1). In other words, I; does not
know whether w; is in the query range [L, U] and I; is in I'. Besides, since I; cannot
access the plaintext data prepared by the other IoT devices and the plaintext of
query range, it has no idea whether the other IoT devices are in I' or not. Thus, the

subset I’ is kept secret from other IoT devices.

5.6 Performance Evaluation

In this section, we give the result of an experimental assessment to analyze the
effectiveness of the proposed scheme with respect to the computational costs and
communication overheads. The detailed results confirm the practical performance
of the scheme. Each step of the privacy-preserving range query in this scheme is
compared with the corresponding steps in both previously proposed schemes, i.e.,
Lu’s scheme [85] and the STSM scheme [89]. Lu’s privacy-preserving range query,
with O(y/n) communication overhead, takes advantage of \/n x y/n matrix decom-
position technique and is performed based on the BGN homomorphic cryptosys-
tem [21]. The STSM scheme has a O(log® n) communication cost as it benefits from
SHE as well as an encoding method to convert a given range query into logn + 1
semi-triangular sparse matrices. The platform used to compare the schemes was

an Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz, with 8 GB main memory running
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Linux (Ubuntu 16.04). The detailed parameter settings for both schemes and all

experiments are listed in Table 5.2.

Table 5.2: The parameter settings

l Shared param. l Value
N The number of IoT devices, N = 1000
n The maximum sensed value, n = {26, 28 210 912 514 916 918 920 922 924 926 928, 230}
L, U] The range query lower and upper bound, 0 < L <U <n—1
w; ToT device I;’s prepared data, randomly picked from [0,n —1]. i.e., 0 <w; <n—1
STSM and Our proposed scheme - SHE Lu’s scheme based - BGN
Parameter l Value Parameter [ Value
h h =log,n, ie., b= {6,8,10,---,30} h h=+/n,ie, h={232%25 ... 215}
ko, k1, k2 k1 =logy N, ko =40 K k=512
ko 2(h + 1)k in STSM, 2(2h + 1)k2 in ours 2, ¢, N [p] = [q] = kK = 512, N = pq
p, q L, N ol = lq] = ko, |L] = k2, N = pq A The query result’s upper bound, A = N
M The query result M = N € {0,1}*1

5.6.1 Communication Overhead

For the communication overhead analysis, we report the required overhead in both
directions between the user and the fog node, i.e., the volume of encrypted data
that is uploaded from the query user to the fog node and the single ciphertext
response length from the fog node to the query user. First, Fig. 5.8(a) compares
the communication overhead of transferring an encrypted query from the query user
to the fog node, with n varying from 2'° to 23°. It is clear that the overhead of
the Lu’s scheme grows tremendously as n increases. This is mainly caused by the
simultaneous increase in the number of encrypted elements. Our proposed scheme
is also more efficient than the STSM scheme. Our O(log” n) communication pattern
will make more efficient use of bandwidth as compared to Lu’s scheme and the STSM
scheme with O(y/n) and O(log® n), respectively. For instance, in case of n = 2%, the
communication cost in our proposed scheme is less than one MB comparing to almost
40.6 and 5.5 MB in Lu’s scheme and the STSM scheme, respectively. Therefore, the
communication cost from the query user to the fog node in our proposed scheme is

remarkably low.
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Secondly, Fig. 5.8(b) depicts the encrypted response length from a fog node to the
query user. All these three schemes are efficient and with responses being less than
one KB. However, unlike the STSM scheme and our proposed scheme, Lu’s scheme
is irrelevant to n. This is due to the different values for ky that should be set
to 2(2h + 1)ky and 2(h + 1)k in our proposed scheme and the STSM scheme to
support 2h and h-depth homomorphic multiplications, respectively. In Lu’s scheme,
it is based on the BGN, ciphertext length is constant and depends on the security
512, the BGN ciphertext size is

parameter x. For example, in the case of kK =

4k = 256 Bytes or 0.25 KB.
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Figure 5.8: Communication overhead comparison (linear scale) between the proposed
scheme and Lu’s scheme with respect to n

5.6.2 Computational Cost

As well, in all three schemes, the computational costs are influenced by the number
of encrypted elements that are generated by the query user during the range query
encoding phase. Fig. 5.9(a) compares the number of encrypted in all three schemes.
The computational costs of Lu’s scheme and the STSM scheme increase rapidly with
n. The difference is rooted in the decomposition method. Lu’s scheme and the STSM

scheme use O(y/n) and O(log®n) decomposition approaches, respectively, whereas
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ours takes advantage of a faster and more efficient decomposition technique with
O(log® n) communication efficiency.

Note: Ezxecution times for Lu’s scheme are very high compared with both the STSM
scheme and our proposed scheme (almost one millisecond in three out of the four sub-
figures). We have therefore used a logarithmic scale to make interpretation easier.
Fig. 5.9(b) shows the consuming time for query generation by the user. From the
figure, we see that the computational cost of Lu’s scheme dramatically grows with
n, while the STSM and our proposed schemes have a significantly lower growth
rate. We also observe that our scheme has a better execution time than the STSM
scheme. The reason behind this is that the schemes are producing a different number
of encrypted elements as discussed before. Therefore our proposed scheme achieves
better results than the others in terms of query generation time.

Fig. 5.9(c) illustrates the response time for an IoT device. Although the IoT device
response time in Lu’s scheme is unaffected by problem size, it is still considerably
higher than the other two. Additionally, we observe that our proposed scheme re-
quires more computational time than the STSM scheme, as the IoT device’s response
generation needs more computation, i.e., a combination of XOR operations as well
as more homomorphic additions and multiplications than the STSM scheme. How-
ever, the response time in both schemes is much less than one second. Putting these
two results together, our proposed scheme’s query generation time is 16 times faster
than that of the STSM scheme, though the response time for each IoT device in our
scheme is slightly longer than that of the STSM scheme. As a result, the overall
execution time in our proposed scheme is better than the STSM scheme.

Fig. 5.9(d) depicts the response aggregation time at the fog node. It is mainly
dependent on the number of IoT devices, i.e. N. Therefore, as it is seen from
the figure, the aggregation time in all three schemes is independent of the problem

size, i.e., n, even if there is a slight increase in both our proposed and the STSM
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schemes, varying with n. This is because of the gradually increasing ciphertext sizes
with respect to problem size. In Lu’s scheme the cipthertext length depends only
on the security parameter x and is consequently independent of n. Moreover, the
aggregation times in both our proposal and the STSM scheme are almost the same
as both schemes employ the SHE cryptosystem.

Finally, Fig. 5.9(e) presents the response recovery time which measures how much
time the user spends decrypting the ciphertext upon receiving the encrypted response
from the fog node. Obviously, they are still efficient and independent of problem size
n. However, decryption in both the proposed and the STSM schemes (with a time
less than one millisecond even for n = 23%) is faster than Lu’s scheme. The reason
behind this is that the latter performs in the BGN scheme and over G as well as
requiring relatively smaller message space than A = 1000 to operate more effectively.
Message decryption in the BGN scheme involves solving the discrete logarithm using
Pollard’s lambda method, i.e., the BGN scheme is time-consuming and less practical
for larger message spaces.

It should also be noted that, in addition to improving significant portions of the query
processing systems, our proposed scheme has addressed two limitations of the other
two schemes, namely 1) ours does not require the lower and upper bound values be a
power of two whereas the STSM scheme does, and 2) ours supports non-continuous

range queries while theirs do not.

5.7 Related Work

In this section, we will take a brief look at some previously reported studies in
privacy-preserving schemes for fog-based IoT applications. Most recently, authors
in [89] have devised the SHE scheme along with decomposition technique to trans-

form the range queries into semi-triangular sparse matrices to achieve O(log® n) com-
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munication efficiency. Although the STSM scheme has acceptable communication
and computation efficiency, it only accepts continuous range queries in the form of
[L =29 U = 2%], i.e., the lower and upper bound values should be chosen as a power
of two. Prior to this study, a privacy-preserving range query in fog-based IoT was
studied in [85], which is another related study to our proposed scheme. The scheme
proposed in [85] is built upon the BGN homomorphic encryption together with a
range query expression, decomposition, and composition technique, that can achieve
O(y/n) communication efficiency. It is less efficient than the STSM scheme, but it
accepts any continuous form of range queries. In addition, because the scheme is
based on the BGN scheme with time-consuming bilinear pairing operations in public
key settings, the computational cost is large. Aiming at improving the communica-
tion efficiency as well as resolving the deficiencies in the queries’ form, our proposed
scheme comes with a novel range query encoding technique to achieve O(log®n)
communication-efficiency and overcome the weakness of the query format.

When the privacy-preserving range query on “the number of IoT devices whose data
x; is within the range [L,U]” is considered as a special privacy-preserving data aggre-
gation scheme in fog-based 10T, there are other studies close to our proposed scheme.
In [86], Lu et al. addressed heterogeneous data aggregation in real IoT applications
by proposing a light-weight privacy-preserving data aggregation (LPDA) for a fog-
enabled setting. The proposed LPDA is characterized by applying Paillier cryptosys-
tem, the Chinese Remainder Theorem, and one-way hash chain function to aggregate
hybrid IoT devices’ data and to early filter the injected false data at the network
edge. In [60], Huang et al. studied the fog-assisted selective aggregation operation.
Specifically, they constructed a new threat model to formalize the non-collusive and
collusive attacks of compromised fog nodes. Their proposed privacy-preserving and
reliable selective multi-source aggregation scheme is comprised of the BCP cryptosys-

tem, randomized message-lock encryption, homomorphic proxy-authenticators, and
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multi-dimensional aggregation and can well tackle the data privacy and reliability
challenges. Recently, Mahdikhani et al. [90] presented a privacy-preserving subset
aggregation scheme in fog-enhanced IoT scenarios, which enables a query user to
gain the sum of the prepared data from a subset of IoT devices. To identify the
subset, inner product similarity of the normalized vectors in the query user side and
each IoT device is securely computed. Only when the inner product is greater than
the user’s specified threshold, an IoT device’s data will be privately aggregated to

form the final response.

5.8 Concluding Remarks

In this chapter, we have proposed a novel privacy-preserving range query encoding
technique based on SHE homomorphic encryption [89] and reduced paths concept
to privately and efficiently execute range queries with O(log®n) communication ef-
ficiency. Compared with previously discussed studies [85, 89], our proposed scheme
can also support non-continuous range queries for any given value of L and U. Also,
extensive experimental results demonstrate that our proposed scheme shows signifi-
cant improvements in both communication overhead and computational cost. Con-
sequently, our proposed scheme is more efficient privacy-preserving range query in
fog-based IoT environments. In the next chapter, we conclude this thesis and discuss

possible directions for the future work.
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Chapter 6

Conclusion and Future Work

In this chapter, we will first summarize our contributions in this dissertation towards
privacy-preserving range query scheme in fog-based IoT. Then, we discuss possible

extensions and directions for future research work.

6.1 Contributions

The major contributions of this dissertation can be listed as follows:

e First, we proposed our communication-efficient privacy-preserving range query
in the fog-enhanced IoT. Our novel scheme was characterized by employing the
Paillier homomorphic cryptosystem and ingenious Bloom filter data structure.
It simultaneously satisfies both privacy and efficiency in achieving the count
aggregate range query. More precisely, (n + |E|) log n-bit communication effi-
ciency could be achieved by our proposed scheme. Detailed security analysis
showed that the scheme has achieved privacy preservation in the range query.
Moreover, experiments were conducted and the results demonstrated the effi-
ciency of the proposed solution compared with the existing BGN-based range
query [85]. Unlike Lu’s methods in which IoT end-devices need to respond to

fog node by generating encrypted BGN’s ciphertexts, our scheme calculating

119



the hash value of the prepared sensed data and Diffie-Hellman shared authen-

tication key.

Second, we design a new privacy-preserving range query scheme based on semi-
triangular sparse matrices (STSM). Specifically, we first devise an efficient sym-
metric homomorphic encryption (SHE) scheme for maintaining data privacy
and security in a range query. Then, we present a novel range decomposition
technique to transform the range query, which can transform a given range
query [L,U], where 0 < L < U < n — 1, into a semi-triangular structure, and
enable our proposed scheme to achieve O(log® n) communication efficiency. Al-
though shorter response latency and lower bandwidth usage are made possible
thanks to the lightweight SHE cryptosystem, our proposed scheme suffers from
handling the flexible form of the range queries. More precisely, STSM accepts
only continuous range queries where both lower and upper bound range values

are in the form of two’s power, i.e., 0 < L =2 < U = 20" < p—1.

Third, although communication overhead and computational overhead has
been widely investigated in our previous solutions, a new efficient and privacy-
preserving range query scheme in fog-enabled IoT is proposed to achieve more
efficient and flexible scheme. The introduced scheme is based on reduced path
decomposition/composition method. The decomposition technique interprets
a given range query [L,U], where 0 < L < U < n — 1, in a form of inverted
reduced path strings. Then, the symmetric homomorphic encryption (SHE)
scheme is employed to encrypt the reduced paths and hand them over securely
through a fog node to the IoT devices. This technique enables a query user
to launch a privacy-preserving continuous or non-continuous range query and
receive a homomorphically aggregated encrypted response with an improved
O(log2 n) communication efficiency. Detailed security analysis showed that

our proposed scheme is privacy-preserving. Besides, extensive performance
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evaluations were also conducted, and the results demonstrated that our pro-
posed scheme is by far more efficient than those previously reported schemes
in terms of computational overhead and communication complexity. The pro-
posed scheme supports both continuous and non-continuous range queries. Ad-
ditionally, it accepts a flexible form of range queries than the STSM in which

the lower and upper bound values should be in a limited format.

Table 6.1 is briefly summarized the property of the discussed schemes in terms of
communication and computation complexities, types and kinds of supporting range

queries, and underlying cryptographic algorithms.

6.2 Future work

Since key characteristics of fog have made it a suitable computing paradigm for new
proliferating IoT devices, there still exist several open research challenges that are
worth exploring in the future. We highlight only the most important ones, from our

point of view.

e Proposing more computationally efficient schemes with reduced communica-
tion cost and computational overhead than the currently proposed schemes.
These improvements can be made when ingenious decomposition/composition

techniques are developed and applied to encrypted queries and responses.

e Supporting a variety of aggregate queries by suggesting new schemes to accept
other types of aggregate functions than we have ever studied, e.g., min and
max. Or proposing schemes with the ability to accept more aggregate functions

within a single round-trip query instead of multi round-trip range queries.

e Launching more complex configurations to improve the proposed query pro-
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cessing schemes’ performance. In our existing frameworks, we have considered
just a single fog node at the fog layer to hand over encrypted queries from
querying user to [oT devices and aggregate the IoT end-devices’ responses.
The layout can be extended into complex setups in which, for example, differ-
ent numbers of fog nodes are deployed to improve the query response time and

reduce the network load.

Prototyping a real-world case and interactions between IoT end-devices and fog
node by applying the proposed algorithms to evaluate and refine the prototypes

in actual implementations.

Applying our symmetric homomorphic scheme to other sectors. Since assuring
security and privacy becomes the main concern in privacy-aware computation
offloading, our light-weight symmetric homomorphic encryption can be applied
differently within different disciplines and sectors. For example, symmetric
homomorphic encryption can be employed in machine learning and image pro-
cessing algorithms in which sensitive data may be illegitimately disclosed to

others.
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Appendix A

This appendix provides the Java source and test code for the proposed symmetric
homomorphic encryption (SHE) scheme.

Listing A.1: SHE Parameters

import java.math.Biglnteger;
import java.util.List;

public class SHSParamters {
protected List<BigInteger> param;

public SHSParamters(List<BigInteger> param) {
this.param = param;

3

public List<BigInteger> getParams() {
return param;

}

public void setParams(List<BigInteger> key) {
this.param = key;

}

Listing A.2: SHE Source Code

import java.math.BiglInteger;
import java.security.SecureRandom;
import java.util.ArrayList;

import java.util.Arrays;

//SHS = Symmetric Homomorphic Scheme
public final class SymHomSch {

private SecureRandom rnd = new SecureRandom() ;

private int kO, ki1, k2;
private SHSParamters secretParam; //sp
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private SHSParamters publicParam; //pp
public void KeyGen(int param_kO, int param_ki1, int param_k2)

{
kO = param_kO; //1024; Length of large prime numbers p and q
k1l = param_k1; //30; Length of message and message space

k2 = param_k2;
//80; Length of parameter L and generated random values in encryption method

//k0=2048, k1=300, k2=400

//k1=300 can support 10790 (log(10)/log2()= 3.322 and 300/3.322 = 90)

//Single multiplication needs 2k2+2k2=4xk2 and 4K2<<k0 4*400 => 1600 << 2048 (Correct!)
//Two multiplication needs 2k2+2k2+2k2=6%k2 and 6k2<<k0 ==> 6%400<< 2048 (Incorrect!)

BigInteger p = new BigInteger(kO, 40, rnd); // Certainty = 40

//p = Biglnteger.probablePrime(k0, rnd);

BigInteger q = new BigInteger(k0O, 40, rnd); // Certainty = 40

//q = BigInteger.probablePrime(k0, rnd);

BigInteger N = p.multiply(q);

//L = BigInteger.probablePrime(k2, rnd);

BigInteger L = new BigInteger(k2, rnd).add(BigInteger.ONE);

//L in {1,2,3,..., 2°k2}; e.g., k2=80;

secretParam = new SHSParamters(new ArraylList<>(Arrays.asList(p, L, N, @)));

publicParam = new SHSParamters(new ArrayList<>(Arrays.asList(N)));
}
public BigInteger Enc(BigInteger message, SHSParamters Param) {

//Param is a secret paramater. (p,L,N)
BigInteger p = Param.getParams() .get(0);
BigInteger L = Param.getParams().get(1);
BigInteger N = Param.getParams().get(2);
BigInteger r = (new BigInteger(k2, rnd)).add(BigInteger.ONE);
//r in {1,2,3,..., 27k2}; e.g., k2=80;
System.out.println("|r|[=k2: " + r.bitLength());//+ " " +r);
BigInteger rp = ((new BigInteger (k0*2, rnd)).add(BigInteger.ONE)) .mod(N);
//r’ in ZN; |N|=|p|*|q|=k0*KO;
System.out.println("|r’ in ZN|: " + rp.bitLength());//+ " " +rp);
return (((r.multiply(L)).add(message)) .multiply((BigInteger.ONE) .
add (rp.multiply(p)))) .mod(N);

}

public BigInteger Dec(BigInteger cipher, SHSParamters Param) {
BigInteger p = Param.getParams().get(0);
BigInteger L = Param.getParams().get(1);
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66 BigInteger N = Param.getParams().get(2);

67

68 System.out.println("cipher.BitLength: " + cipher.bitLength());
69 BigInteger x = cipher.mod(p);

70 BigInteger y;

71 System.out.println("x.BitLength: " + x.bitLength());

72 if (x.bitLength() < k1+15) // x = c mod p; x in Message space.
73 {// if it had been set to k1+15 it can recover m values grater than message space.
74 y = x.mod(L);

7 System.out.println("y.BitLength: " + y.bitLength());

76 System.out.println("Case -1");

7 return x.mod(L); // or return x;

78 }else if ((x.bitLength() > k2+5) && (x.bitLength() < k0-50))
79 // x = cmod p; ILI < Ix| << Ipl

80 {

81 y = x.mod(L);

82 System.out.println("y.BitLength: " + y.bitLength());

83 if (y.bitLength()<k1+15)

84 // if it had been set to kl1+15 it can recover m values grater than message space.
85 {

86 System.out.println("Case 1");

87 return y;

88 }

89 else if ((y.bitLength()<k2+10)&&(y.bitLength()>k2-10)) // y close to L
90 {

91 System.out.println("Case 2.1");

92 return y.subtract(L);

93 }

94 else

95 {

96 System.out.println("Case unknownOl - due to bad boundary setting.");
97 return BigInteger.valueOf ((long)-1);

98 }

99 }else if ((x.bitLength()<k0+5 && x.bitLength()>k0-5))// x = c mod p; x close to p
100 {

101 y = x.mod(L);

102 System.out.println("y.BitLength: " + y.bitLength());

103 if ( y.compareTo(p.mod(L))>=0) // y>= p mod L

104 {

105 System.out.println("Case 3");

106 return y.subtract(p.mod(L));

107 }

108 else if(y.compareTo(p.mod(L))==-1)// y < p mod L

109 {

110 System.out.println("Case 4 or 2.2");

111 return y.subtract(p.mod(L));

112 }

113 else

114 {

115 System.out.println("Case unknown02");

116 return BigInteger.valueOf ((long)-1);

117 }

118 }

119 else
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System.out.println("Case unknown03") ;
return BigInteger.valueOf ((long)-1);
}
}

public SHSParamters getPublicParams() {
return publicParam;

}

public SHSParamters getSecretParams() {
return secretParam;
}
// Homomorphic Add (Cipherl, Chipher2)
public static BigInteger Add(BigInteger cipherl, BigInteger cipher2, SHSParamters Param){
//Param is a public parameter (N)
return cipherl.add(cipher2) .mod(Param.getParams().get(0));
}
// Homomorphic Multiplication (Cipherl, Chipher2)
public static BigInteger Mul(BigInteger cipherl, BigInteger cipher2, SHSParamters Param){
//Param is a public parameter(N)
return cipherl.multiply(cipher2) .mod(Param.getParams().get(0));
}
// Homomorphic Subtract (Cipherl, Chipher?2)
public static BigInteger Sub(BigInteger cipherl, BigInteger cipher2, SHSParamters Param){
//Param is a public parameter(N)
return cipherl.subtract(cipher2) .mod(Param.getParams().get(0));
}

Listing A.3: SHE Test

import java.math.BigDecimal;
import java.math.Biglnteger;
import java.security.SecureRandom;
import java.util.ArraylList;

import java.util.Arrays;

import javax.sound.midi.SysexMessage;
public class SymHOMSchTest {
public static void main(String[] args) {

SymHomSch shs = new SymHomSch();
shs.KeyGen(2300, 35, 45);

//4%k2<<k0 to support one multiplication of enc values, enc(a)*enc(b)

//2k2+2K2 = 4xk2 for one multiplication enc(a)*enc(b)

//2k2+2k2+2k2 = 6%k2 to support two multiplications, enc(a)*enc(b)*enc(c)

//and 6*%k2 = 6%400 << 3500 (kO)

//2k2+2k2+2k2+2k2 = 8*k2 to support three multiplication, enc(a)*enc(b)x*enc(c)*enc(d)
// and 8xk2= 8*400 << 3500

//To support w multiplication, (w+1)*2K2 << kO should be satisfied.
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shs.getPublicParams() ;
shs.getSecretParams() ;

SHSParamters pp
SHSParamters sp

System.out.println("N="+pp.getParams() .get (0) .bitLength()+" "+pp.getParams().get(0));
System.out.println("P="+sp.getParams() .get(0) .bitLength()+" "+sp.getParams().get(0));
System.out.println("Q="+sp.getParams() .get(3) .bitLength()+" "+sp.getParams().get(3));
System.out.println("N="+sp.getParams() .get(2) .bitLength()+" "+sp.getParams() .get(2));
System.out.println("L="+sp.getParams() .get (1) .bitLength()+" "+sp.getParams().get(1));

int[] plainText = new int[]{1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,0,1,1,1,1,1};

BigInteger[] cipherText = new BigInteger[plainText.length];

for(int i=0; i<plainText.length; i++){
cipherText[i] = shs.Enc(BigInteger.valueOf (plainText[i]), sp);
System.out.println("Dec("+i+"): "+ shs.Dec(cipherText[i], sp));
}

BigInteger cipherMulResult = BigInteger.ONE;

BigInteger cipherAddResult = Biglnteger.ZERO;

//BigInteger cipherResult = cipherText[0];

for(int i=0; i<plainText.length; i++){
cipherMulResult = shs.Mul(cipherMulResult, cipherText[i], pp);
cipherAddResult = shs.Add(cipherAddResult, cipherText[il, pp);

System.out.println("Dec_Mul("+i+"): "+ shs.Dec(cipherMulResult, sp));
System.out.println("Dec_ADD("+i+"): "+ shs.Dec(cipherAddResult, sp));
System.out. printIn (" % hklelelelslslslslolslslslslslslslslolslololololololollololololololololoTololololololololololols ) 5

}
//System.exit (0);

BigInteger s = shs.Enc(new BigInteger("1000"), sp);
BigInteger t = shs.Enc(new BigInteger("2000"), sp);
BigInteger res = new BigInteger("1");

System.out.println(shs.Dec(s, sp));

res = s.subtract(new BigInteger("3"));
System.out.println(shs.Dec(res, sp));

res = shs.Sub(s, t, shs.getPublicParams());
System.out.println(shs.Dec(res ,sp));

//System.exit(0);

BigInteger x = shs.Enc(new BigInteger("30"), sp);
System.out.println(shs.Dec(x, sp));

System.out.println("===== Enc(a) op plaintext =====");
System.out.println(shs.Dec(x.add(new BigInteger("20")), sp));
System.out.println(shs.Dec(x.add(new BigInteger("-20")), sp));
System.out.println(shs.Dec(x.subtract(new BigInteger("20")), sp));
System.out.println(shs.Dec(x.subtract(new BigInteger("-20")), sp));
System.out.println(shs.Dec(x.multiply(new BigInteger("20")), sp));
System.out.println(shs.Dec(x.multiply(new BigInteger("-20")), sp));
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79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
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128
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130

System.out.

BigInteger

System.
System.
System.
System.
System.
System.

out.
out.
out.
out.
out.
out.

BigInteger

System.
System.
System.
System.
System.

out.
.println(shs
out.

out

out

BigInteger

System.
System.
System.
System.
System.
System.
System.
System.
System.

out.
out.
out.
out.
out.
out.
out.

out

out.

BigInteger

System.
System.
System.
System.
System.
System.

out.
out.
out.
out.
out.
out.

BigInteger

System.
System.
System.
System.
System.

System.
System.

out.
out.
out.
out.
out.

out.
.println(shs.

out

//with k0=2048

System.out.

println("=====

y = shs.Enc
println(shs
println(shs
println(shs
println(shs
println(shs

println("=====

z = shs.Enc
println(shs

println(shs

.println(shs
out.

println(shs

a = shs.Enc
println(shs

println("=====
println(shs.
println(shs.
println(shs.
println(shs.
println(shs.
.println(shs.
println("=====

b = shs.Enc
println(shs
println(shs
println(shs
println(shs
println(shs

println("=====

¢ = shs.Enc

println(shs.
println(shs.
println(shs.
println(shs.
println(shs.

println("==

and k2=400
println("==

Enc(a) op Enc(b)
(new BigInteger("10"), sp);

.Dec(y, sp));

.Dec(x.add(y), sp));

.Dec(x.subtract(y), sp));

.Dec(x.multiply(y), sp));//cipher.BitLength=8188
.Dec(shs.Mul(x,y,pp), sp));//cipher.BitLength=4095
Enc(a) op Enc(-b)
(new BigInteger("-10"), sp);

.Dec(z, sp));

.Dec(x.add(z), sp));

.Dec(x.subtract(z), sp));

.Dec(x.multiply(z), sp));//cipher.BitLength=8190
.Dec(shs.Mul(x,z,pp), sp));//cipher.BitLength=4096

(new BigInteger("-23"), sp);
.Dec(a, sp));

Enc(-a) op plaintext
Dec(a.add(new BigInteger("20")), sp));
Dec(a.add(new BigInteger("-20")), sp));
Dec(a.subtract(new BigInteger("20")), sp));
Dec(a.subtract(new BigInteger("-20")), sp));
Dec(a.multiply(new BigInteger("20")), sp));
Dec(a.multiply(new BigInteger("-20")), sp));
Enc(-a) op Enc(b)
(new BigInteger("1000"), sp);

.Dec(b, sp));

.Dec(a.add(b), sp));

.Dec(a.subtract(b), sp));

.Dec(a.multiply(b), sp));//cipher.BitLength=8188
.Dec(shs.Mul(a,b,pp), sp));//cipher.BitLength=4095
Enc(-a) op Enc(-b)
(new BigInteger("-1000"), sp);

Dec(c, sp));

Dec(a.add(c), sp));

Dec(a.subtract(c), sp));

Dec(a.multiply(c), sp));//cipher.BitLength=8192
Dec(shs.Mul(a,c,pp), sp));//cipher.BitLength=4095

Enc(b) * Enc(b) ==4k2 {<<} k0==");
Dec(shs.Mul(b,b,pp), sp));
(4%400<<2048) It can be processed.
Enc(b) * Enc(b) * Enc(b) ==6k2 {<<}

k0==SET K0=2500 or 2600 for k2=400 ==");
System.out.println(shs.Dec(shs.Mul(b,shs.Mul(b,b,pp),pp), sSp));

//with k0=2048 and k2=400 (6%400 IS NOT <<2048) It can NOT be processed.
System.out.println("== Enc(b) * Enc(b) * Enc(b) * Enc(b)==8k2 {<<}
kO==SET k0=3300 or 3400 for k2=400 ==");
System.out.println(shs.Dec(shs.Mul(b,shs.Mul(b,shs.Mul(b,b,pp),pp),pp), Sp));

//with k0=2048 and k2=400 (8%400 IS NOT <<2048) It can NOT be processed.
System.out.println("== Enc(b) * Enc(b) * Enc(b) * Enc(b) * 5 ==8k2 {<<}
k0==SET k0=3300 or 3400 for k2=400 ==");
System.out.println(shs.Dec(shs.Mul(b,shs.Mul(b,shs.Mul(b,b,pp),pp),pp) -
multiply(BigInteger.valueO£f(5)), sp));
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131 //with k0=2048 and k2=400 (8*400 IS NOT <<2048) It can NOT be processed.
132 }
133 %
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