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Abstract

The Enigma cipher was utilized by Germany before and during the Second

World War. When teaching cryptography, it is best to pick an easily under-

stood example that is representative of actual encryption schemes and display

the flaws within it that can be exploited in order to introduce students to

the mathematical concepts involved. Enigma is still simple enough that stu-

dents can trace through the steps by hand, but can also be used to establish

a foundation which can ultimately lead to these modern cryptosystems.

For this report, two Maple programs have been created: An encryption pro-

gram and a decryption program. The decryption program utilizes the card

catalog to determine the possible rotor positions and then attempts to solve

the plugboard wirings by comparing the unencrypted characteristics with

their encrypted forms. If this fails, then all rotor positions are iterated

through and attempts are made to solve the plugboard for each one through

heavy recursion. This recursive method can handle all possible plugboard

settings using any number of leads up to the full 13. Student comprehension

of the concepts involved is the primary goal of this work. The advantage of
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the use of Maple worksheets compared to other methods is that it is much

simpler to follow and step through the program utilizing Maple’s internal

debugger compared to some black box approaches.
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Chapter 1

Introduction and Background

1.1 Overview

In today’s networked computer infrastructure, security has become a pri-

mary concern. From mass surveillance to malicious access, the growing fear

of improperly secured systems and information has made computer secu-

rity specialists highly valued. The education these specialists receive when

they are computer science students lays the groundwork for the knowledge

that they will utilize during their professional careers. Ways of appropriately

introducing and demonstrating computer security concepts within the class-

room to students in a clear and concise manner does pose some difficulties,

however. The primary difficulty is how to effectively demonstrate the con-

cepts in a simple enough form to facilitate student comprehension while still
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highlighting modern problems and techniques.

In order to provide assistance when introducing the subjects of cryptology

and cryptanalysis, a teaching tool can be created that provides an imple-

mentation of a relatively simple, flawed, and well-known encryption scheme

that students can examine and modify on their own. The tool should also

highlight the flaws found within the system by demonstrating cryptanalytical

techniques that are applied in order to unmake it. By effectively demonstrat-

ing both the creation and destruction of an implemented encryption scheme,

it is hoped that this teaching tool can enrich a student’s understanding of

cryptology and cryptanalysis and how that knowledge can be applied to real

problems.

The teaching tool described above forms the basis of this Master’s of Com-

puter Science report. The report work involves the creation of an editable im-

plementation of the Enigma electromechanical encryption scheme utilized by

Germany before and during the Second World War. The reason for Enigma’s

selection is that it fits the required criteria mentioned above: it is a simple,

representative example of a symmetric key cipher system whose flaws and im-

plementation are known and well documented. Enigma does not suffer from

the English letter frequency attack due to the fact that it is a polyalphabetic

substitution cipher whose period is the number of different positions of the

rotors, which is much larger than the length of the message. A Navy variant

of the Enigma machine will be implemented in a modern computing environ-

ment in a form that will be easy to examine and modify by students. This
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variant, commonly referred to as the M3, is backward compatible with the

Enigma I which was used in the German army and air forces [16]. A second

program will also be created to highlight and exploit the weaknesses found

within, demonstrating to students the execution of actual cryptanalytical

techniques on a real-world cipher system.

In addition to being a teaching tool, the re-implementation of an electrome-

chanical cipher machine within the modern computer environment could be

used as a launching point for further research into the utility of this older

cryptographic approach in today’s environment. While the Enigma cipher

is famously insecure, the program used to highlight and expose its systemic

flaws could also be used to test a strengthened version of Enigma in order to

determine its effectiveness.

1.2 Background

Computer security education provides some challenges to integrate concepts

and knowledge into a form that can be easily engaged with and absorbed by

students in either a classroom or lab setting. The topic of cryptography itself

presents challenges due to its heavy background in mathematics and abstract

nature which can make engaging the students with the material difficult [2].

Previous efforts to create tools for cryptography education have been met

with promising results [2, 3, 5]. Most of the work within this space has been
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centered on modern algorithms like DES [35, 9, 5, 26, 1], AES [9, 5, 26, 27],

RSA [5, 26, 34], and Elliptic Curve cryptography [26, 33]. The drawback of

these approaches, however, is that many modern cryptography algorithms

can be difficult to follow and to execute in a step by step fashion. This is

why many visualizers have been created in the first place. Simpler, historical

cryptographic systems have been utilized to allow students to grasp basic

techniques as a stepping stone to larger systems [32, 28, 7, 14]. There does

appear to be a shortage of intermediate systems as one progresses between

the simpler and more modern systems, however.

It is worth noting that in the case of DES, it can be easily demonstrated.

However, DES operates on bitwise operations of length 32; through a Feistel

function consisting of four stages (Expansion, Key Mixing, Substitution, and

Permutation); and 16 rounds of Feistel functions. Comparatively, Enigma

operates on one character at time and has less stages compared to DES.

Ultimately, this comes down to the ease of teaching stream ciphers compared

to block ciphers. While DES is not considered a secure cipher just like

Enigma, it certainly is more modern. The goal here is to provide a set of

programs that students can learn, expand, and experiment with and it is

the author’s opinion that this will be simpler to achieve with Enigma than

with DES or another cipher system. It is also worth noting that RSA can

also be demonstrated simply enough when the parameters are small, but this

does not result in a secure cipher. Therefore, RSA does not scale as well as

Enigma does when it comes to examples.
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The decision to implement the M3 was done for several reasons and has

various advantages and disadvantages in comparison to previous research.

Firstly, this approach would allow students to explore a historically significant

and engaging topic like Enigma that is commonly recognized. This would also

introduce students to rotor-based encryption systems and the mathematics

behind them, especially permutations.

1.3 Comparisons to Related Work

Previous work has been done to cover rotor-based encryption in an educa-

tional setting [32]. That approach used a half-rotor cipher in order to sim-

plify the problem so that the material and its cryptanalysis could be covered

within a single lecture. The drawback of this approach is that this greatly

simplifies the system, limiting its true potential for learning all relevant con-

cepts. It also was done only in theory, without a computer implementation

that allowed one to examine its full execution. Enigma has been found to be

beneficial to implement by students as a learning exercise [20] and computer

algebra systems have been used previously to implement cryptosystems and

demonstrate concepts to some success [7, 29, 1]. Implementing Enigma in

Maple allows students to develop skills not only in the mathematical con-

cepts, but also programming and the use of computer algebra systems. It

also enables students to learn how to not only implement cryptosystems in
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Maple, but its cryptanalysis and solutions as well. Maple is not as ubiq-

uitous as Microsoft Excel, which has been used successfully to implement

several cryptosystems [9, 28], but it is commonly available, will be more flex-

ible with mathematical operations, and will allow easier implementation of

Enigma and its cryptanalysis. It will also allow students to examine the inner

workings of the implemented procedures through its internal debugger. The

use of Maple worksheets will be a more flexible format for its cryptanalysis

especially compared to JAVA, which was used in previous work [14]. It will

also allow a deeper examination of the inner workings than what is available

in standalone programs like CrypTool or web based tools [5][26] and allow

students to modify the procedures and sheets to create variants or new meth-

ods. The cryptanalysis worksheet implements several techniques to reach a

solution for Enigma. Topics include: known plaintext attacks; the Rejewski

catalog, along with its mathematical basis of Enigma operations being cy-

cle preserving due to the symmetric nature of the reflector; use of recursive

searching for viable plugboard connections; and the combination of all of

these attacks to reduce the potential solutions to only a handful. All of these

have the potential to introduce important mathematical and cryptography

concepts to students. One of the major disadvantages of this approach is

that, unlike DES, AES, RSA, or Elliptic Curve cryptography, Enigma is not

a currently used cryptological system and its flaws and weaknesses are widely

known. While this allows a simpler and more approachable subject matter to

introduce concepts within an educational context, its utility to larger current
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problems may be limited.
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Chapter 2

Defining Enigma

2.1 Historical Overview

Enigma refers to a family of electromechanical cipher machines that Germany

utilized in one form or another to encrypt most of their high command mes-

sages and orders from as early as 1926 until the end of the Second World War

[24]. The versions of the machine that the German military utilized were all

derived from a cipher machine invented by Arthur Scherbius, who originally

intended for the machine to be used within the business industry [24, 4].

With interest from the German military, the commercial version of Enigma

was altered to create the various military versions that were deployed and

used within the various branches of Germany’s growing armed forces [24].

Shortly after its deployment, the newly machine enciphered radio traffic now
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traversing the Germany radio nets had attracted the attention of a num-

ber of countries. The Signals Intelligence (SIGINT) divisions of the Polish,

French and British Military had each individually attempted to decode this

new system without success [24]. Eventually, French Military Intelligence

was contacted by a German spy who offered to sell to the French access to

various documents that were available to him. One of these documents con-

sisted of operating instructions for Germany’s new cipher machine: Enigma

[24]. In an act of good faith, and with the hope of initiating a fruitful col-

laboration, French Signal Intelligence officer Gustave Bertrand had provided

copies of their newly acquired documents to his counterparts within the Pol-

ish Cipher Bureau. These documents, along with a commercial version of

Enigma, were provided to Marian Rejewski, a cryptographer working within

the Polish Cipher Bureau’s German Division (BS-4). Rejewski was given the

sole task of determining what changes were made to the commercial version

of Enigma in order to produce the machine that was currently being used to

encipher some of Germany’s radio traffic [24]. Through a clever combination

of mathematics, observation, and luck, Rejewski was slowly able to work out

the unknown variables for the new military Enigma variant. This became

the foundation for the Polish Cipher Bureau’s work on Enigma and would

lead to not only the capability of reading actual German communications,

but allowed the Polish Cipher Bureau to create working replicas of the mil-

itary variant of Enigma to ease message decipherment [24]. These replicas

and all Enigma information ended up being shared with both the French and
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British during the Warsaw-Pyry conference that was held on the 24th-25th

of July, 1939 [24], a few months before Poland was invaded by Germany in

September.

After the conference, the British continued to work on Enigma at Bletch-

ley Park in order to keep apace with the changes to both machine compo-

nents and procedures throughout the war. Having more resources available

than the Polish Cipher Bureau, the British made numerous advances with

respect to Enigma. The end result of this labor was that Enigma communi-

cations were intercepted, decoded, and read by the Allies shortly after being

transmitted by the German military. All information derived from decoded

Enigma communications was classified as “Ultra Secret”, and only a select

few were allowed access to it directly. This information was considered to be

crucial intelligence on the enemy, and special liaison units were created to

manage the distribution of the information to anyone who required it [24].

Given such importance placed on intelligence derived from Enigma decoded

communications, its impact on the war effort can not not be overstated.
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2.2 Enigma Overview

2.2.1 Machine Components

Enigma was roughly the same size as a typewriter and quite similar in appear-

ance. Usually transported inside a wooden box, the machine had a certain

pedestrian quality which contrasts its importance to the German war effort.

As an electromechanical cipher machine, Enigma was composed of a mul-

titude of individual parts working in conjunction to create the functioning

device. There are, however, five components of the machine that are of par-

ticular importance: the lampboard, the rotors, the plugboard, the reflector,

and the keyboard.

2.2.1.1 Keyboard and Lampboard

Figure 2.1: View of a four ro-
tor Enigma showing both its key-
board and lampboard [36]

Both the keyboard and lampboard, respec-

tively, form the input and output of the ma-

chine from the perspective of its operator.

The lampboard1 consists of an arrangement

of light bulbs that are placed into sockets lo-

cated on the top of the machine above the

keyboard.

1The German term for the lampboard on the Enigma was the Glühlampenfeld [21].
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Each individual bulb corresponds to a letter of the German alphabet and has

an accompanying window with a letter label integrated into a cover which

is normally closed during most of the machine’s operation. When a key is

pushed on the keyboard, the electrical signal is scrambled through different

wires and connections until it enters one connected to a bulb. When a bulb

is lit with the cover closed, the labeled window above is illuminated and

displays the letter that corresponds to the key that was pushed. Both the

encryption and decryption of messages are handled one letter at a time in this

manner since Enigma employs symmetric encryption. Symmetric encryption

is a scheme whose distinguishing feature is that the exact same key, the

machine’s starting settings in the case of Enigma, can both encrypt and

decrypt a message.

The keyboard2 was of the same construction as those commonly seen in

typewriters at the time. The main difference, however, is that the mechanical

force of pushing any key down on the keyboard will cause the rightmost rotor

to make 1
26

th of a full rotation before an electrical connection is closed at the

base of the downward pressing action of the key.

2The German word for the keyboard was the Tastatur [21].
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2.2.1.2 Entry Wheel

The entry wheel3 was the point where the individual wires that carried the

electrical impulses from beneath the keyboard would be collected together

and attach to contacts that would allow the electrical signal to pass into the

rotors.

2.2.1.3 Rotors

Figure 2.2: Electrical contacts
on Enigma rotors [38]

The rotors4 are drums with flat electrical

contacts on one side and spring loaded ones

on the other. These contacts are spaced

evenly along the entire circumference of the

rotor. The rotors contain a ring placed around

the drum that has the letters of the alpha-

bet inscribed along its length to identify the different orientations of the

rotor. While the number of rotors any machine could take at any one time

varied depending on its type, the M3 is used as the basis for the work in this

report and the variant operated on three rotors. There were only three rotors

to choose from until the 15th of December, 1938 when two more rotors were

introduced bring the total to 5 [10]. Another three rotors exclusive to the

Kriegsmarine where also introduced in 1939 [16]. The three select rotors can

3The German name for the entry wheel was the eintrittwalze [21].
4The Germans called the rotors: the Chiffrierwalzen [21].
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placed in either the leftmost, middle, or rightmost positions of the machine.

Inside the rotors are copper wires that connect each of the contact points to

another on the other side. It is worth noting that, unlike both the plugboard

or reflector, these connections do not pair two letters together. For exam-

ple, if ‘G’ is connected to the contact that represented ‘K’ in the rotor’s ‘A’

orientation, then that does not necessarily mean that the ‘K’ contact needs

to connect to ‘G’ in that same orientation. The rotors sit on an axle and

will perform rotations around it in 1
26

th of a full rotation increment. These

rotations occur with every key press for the rightmost rotor, but the middle

and leftmost rotors only turn based on where the turnover notch is set on

the rotor to its right. This notch will catch on the ratchet pawl of the rotor

to its left when aligned and will allow any aligned rotor to perform 1
26

th of

a rotation during its next step. These notches are part of the rotor itself

and cannot be repositioned. However, it was possible to rotate the alphabet

ring so that the internal wiring with respect the rotor could be offset into

26 different positions. This was referred to as the ring setting5, and would

mainly affect how the internal wiring is positioned relative to the start and

turnover positions [41]. The ring setting forms an additional component of

the key in addition to the orientation, selection, and positions of the rotors

that are loaded into the machine.

5The Germans referred to the rings settings as the Ringstellung [21].
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2.2.1.4 Reflector

Figure 2.3:
Enigma Reflec-
tor [30]

The reflector6 is a drum that only has spring loaded con-

tacts on one side, with one contact representing each let-

ter of the alphabet. These contacts are wired together in

pairs in a similar fashion to the plugboard. Unlike the

plugboard, however, every one of the 26 letters of the al-

phabet is paired with another letter forming a total of 13

pairs. The drum itself does not rotate around an axle; unlike the rotors, it

remains completely stationary during its operation. Electrical current enters

one of these spring loaded contacts and exits through another. Due to the

pairing within the wiring, this exit contact is guaranteed not to be the entry

one. Unlike both the rotors and the plugboard, the reflector was rarely re-

placed and does not contribute significantly to the combinatorial difficulty of

the encryption. There were only three different variants of the reflector [10]

until the Umkehrwalze D, or UKW-D, was introduced in January 1944. The

UKW-D was a field-rewirable reflector, but it was cumbersome to change, so

this only happened once every 10 days [17].

6The German term for the reflector is the Umkehrwalze [24, 21].
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2.2.1.5 Plugboard

Figure 2.4: Enigma Plugboard
with two plugs connecting let-
ters ‘SJ’ & ‘AO’ [25]

The plugboard7 is the first and last step of

the electrical scrambling process because

it is placed before all the rotors and the

reflector. The plugboard is a board that is

positioned at the front of the machine and

appears as a series of labeled sockets each

corresponding to a letter of the alphabet.

These sockets can be paired with a wire possessing a plug on each end that

connects into two of the holes. These plug connections8 effectively pair two

letters together and switches their electrical connections. For example, if a

wire was connecting both the letters ‘H’ and ‘D’, then the electrical connec-

tions would effectively replace every instance of an ‘H’ with a ‘D’ and vice

versa. Since the letters are paired, that means that there are a maximum of

13 wires that could be placed in the plugboard. The primary reason for the

plugboard is that it is essentially a programmable reflector. While the rotors

and most of the reflectors were manufactured with their internal wiring set,

the plugboard could be rewired on the fly. This adds an additional com-

binatorial difficulty to solving the key using brute force and is most of the

primary challenges when it come to Enigma’s cryptoanalysis.

7The German name for the plugboard is the Steckerbrett [21].
8The German word for the plug connections was the Steckerverbindugen [24, 21].
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2.2.2 Electromechanical Process

Now that we have described each of the 5 primary components of the Enigma

machine, the step by step process of scrambling an electrical signal and how

that translates to performing an encryption operation will be described.

First, the downward motion of a key press will trigger what is referred to

as a stepping mechanism that is responsible for rotating the rotors around

their axle before any electrical signal is fired. This stepping motion will per-

form a 1
26

th of a full rotation for the rightmost rotor and any rotors to its left

that have their notches and ratchet pawls aligned. All this is completed by

the time the key on the keyboard being pressed has reached the base of its

downwards motion.

Once this happens, a circuit is closed, and electrical current powered by a

battery that is placed inside the machine starts to flow from beneath the key-

board to the plugboard, where any wires that are placed in the plugs switch

the current between those two wires. For example, if the key pressed down

was ‘Q’ and there was a wire connecting both ‘Q’ and ‘Z’ in the plugboard,

then the current in the wire representing the ‘Q’ character being encrypted

will cross over and flow into the ‘Z’ wire. The electrical current then proceeds

up this wire to the entry drum.
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Figure 2.5: Electrical path through the various components
of Enigma ultimately producing an enciphered output [24]

Continuing with the previous example as illustrated in Figure 2.5, the ‘Z’ wire

will enter the entry drum and come to an end at an electrical contact on its

left side. The current will pass from this contact on the left side of the entry

drum into a spring loaded contact on the right side of the rightmost rotor, into

its internal wiring, and eventually flowing into a electrical contact on its left

side. To illustrate further, the current will exit from the 26th (‘Z’) electrical

contact on the left side of the entry drum and connect to the 26th spring

loaded contact on the right side of the rightmost rotor, through the internal

wiring, and exit the rightmost rotor through its 10th (‘J’) contact on the

other side. The middle and leftmost rotors will both function similarly, and
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so current flows from the 10th (‘J’) contact on the left side of the rightmost

rotor, to the 10th spring loaded contact on the right hand side of the middle

rotor, through the internal wiring of the middle rotor, and to the 2nd (‘B’)

contact on the left hand side. Continuing on, it enters into the 2nd (‘B’)

spring loaded contact on the right hand side of the leftmost rotor and exits

the 4th (‘D’) contact on the left hand side of the leftmost rotor.

From here, the current will pass from the contact on the left hand side of

the leftmost rotor to the corresponding spring loaded contact located on the

reflector. Since the reflector consists of nothing more than the 26 letters of

the German alphabet wired into 13 pairs, the current will flow from the ‘D’

contact on the left hand side of the leftmost rotor to the spring loaded ‘D’

contact on the reflector, and then out the spring loaded contact representing

‘H’.

Now the electrical current will start its journey back through the rotors in

the opposite direction from which it came, changing from ‘H’ to ‘D’, from

‘D’ to ‘C’, from ‘C’ to ‘Y’, and then finally from the right hand side of

the rightmost rotor ‘Y’ to the ‘Y’ wire that is touching the contact on the

left side of the entry drum. From there, it will proceed back to the plug-

board where it will switch from the ‘Y’ wire to the ‘M’ one and pass to the

lampboard where it will light up the bulb with the ‘M’ label. This entire

process is how the Enigma machine performs its encryption, and decryption,

electromechanically.
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2.2.3 Symmetric Encryption Key

Enigma’s symmetric encryption key is composed of several elements, most

of them involving the rotors. In total, the key is composed of the following

elements:

1. Plug Connections (The wiring of the plugboard)

2. Rotor Selection & Order (The rotors chosen and which rotors occupy

the leftmost, middle, and rightmost positions)

3. Rotor Starting Positions (The initial rotor orientations marked by the

labeled ring)

4. Rotor Ring Settings (The off of the rotor’s internal wiring with respect

to its turnover and starting positions)

5. Reflector (Which reflector is used)
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Figure 2.6: Setting wheels and windows for
a four rotor Enigma [37]

While the reflector may be part of

the key since its internal wiring forms

letter pairs and it could be replaced

with another with a different wiring,

as mentioned previously, this didn’t

happen often and will be discounted

since it does not form a significant

portion of the combinatorial difficulty of the key.

Now that all of the individual components of Enigma’s symmetric encryption

key have just been described, there is one more important element: the

daily and message settings. These settings refer to the starting positions of

the rotors and how they were changed during a full message encryption or

decryption.

2.2.3.1 Daily Setting

The daily setting is the initial starting positions of the rotors as they are

loaded into the machine. This is given as a three letter code that represents

the initial positions of the leftmost rotor, middle, and rightmost rotor read

from left to right. These positions correspond to letters seen on the ring

of each rotor as read from a window that is placed in a cover that closes

over top of the rotors once they have been loaded into the machine. For

21



example, the daily setting ‘JKD’ means that the leftmost rotor’s ring should

read ‘J’ through the window, the middle rotor’s ring should read ‘K’, and

the rightmost rotor’s ring should read ‘D’ before any key pressed. The daily

setting is given its name because it was assigned to the machine operators

each day along with the choice of rotors, what position each rotor should

occupy in the machine, and the plugboard settings.

2.2.3.2 Message Setting

The message setting is similar except that it was chosen by the operator

for each message. This setting was initially enciphered twice at the start

of each message. This was done to minimize transmission errors, but this

practice was stopped on May 1st, 1940 [6] and the message setting was only

enciphered once due to the realization that this weakened the encryption.

In the following examples, it is assumed that this was before May 1st, 1940.

Therefore, the message setting was still enciphered twice at the start of each

message. The setting utilized for enciphering the message setting was the

daily setting and was its only use.

The actual contents of the message would follow after the first six characters

were encoded with the daily setting and would be encrypted using the mes-

sage setting chosen by the operator. For example, an operator was given a

plaintext message “ATTACK AT DAWN” and the daily setting ‘JDK’. The

operator would then chose a message setting to encrypt the plaintext: ‘OCP’.

The operator would first set their machine rotors to ‘JDK’, assuming the rest
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of the machine has already been set, and then type the first six letters of the

message as “OCPOCP”. The operator would then reset the rotors in their

machine to ‘OCP’ and then type the actual message contents. Therefore,

total sequence of keys pressed on the keyboard to generate the encrypted

message would be “OCPOCPATTACKATDAWN”.
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Chapter 3

Unraveling Enigma

3.1 Representation of the Machine

Before the cryptanalysis of the Enigma machine is presented, several concepts

and ideas from mathematics and group theory will be covered in order to

establish the required foundations.

3.1.1 Permutation Primer

The primary concept used in Enigma’s cryptanalysis is that of a permutation,

which are represented by utilizing cycle notation. These concepts are used to

mathematically represent the letter switching functionality of the plugboard,

rotors, reflectors, and is used to account for the rotation of the rotors around

the axle.
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3.1.1.1 What is a Permutation?

With counting problems, it is important to distinguish between ordered and

unordered selections. Selections where the order of the element within the

selection is important is called a permutation [8]. Permutations appear

quite frequently within the study of mathematics, principally in Group The-

ory (the study of groups) and Combinatorics (the study of counting). With

the cryptanalysis of the Enigma machine, the concept of a permutation is

quite useful for mathematically defining its letter switching properties and

deriving further information from these.

3.1.1.2 What is a Function?

In group theory, a permutation is primarily defined by utilizing functions.

So before we continue with a formal definition of a permutation, we will

introduce the concept of a function.

Definition [18]:

A function (or mapping) φ from a set A to a set B is a rule that assigns to

each element a of A exactly one element b of B.

A function, or mapping, is an assignment of the elements of one set to

another. These mappings can arise in several variations and can be combined,

or composed together.
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Definition [18]:

Let φ : A → B and ψ : B → C. The composition ψφ is the mapping from

A to C defined by (ψφ)(a) = ψ(φ(a)) for all a in A.

Function composition is the act of combining more than one function

together to form a singular mapping from one set to another given a common

set connecting the two together.

One-to-One (Injective) Functions:

a1

a2

a3

ϕ(a1)

ϕ(a2)

ϕ(a3)

ϕ(a4)

Figure 3.1: Injection Function

Definition [18]:

A function φ from a set A is called one-to-one if for every a1, a2 ∈ A,

φ(a1) = φ(a2) implies a1 = a2.

One-to-One, or injective, functions are mappings from one set to an-

other such that every element of the first set is assigned a unique element of
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the second set. All elements of the second set, however, do not require an

assignment.

Onto (Surjective) Functions:

a1

a2

a3

a4

ϕ(a1)

ϕ(a2)

ϕ(a3)

Figure 3.2: Surjection Function

Definition [18]:

A function φ from a set A to a set B is said to be onto B if each element

of B is the image of at least one element of A. In symbols, φ : A → B is

onto if for each b in B there is at least one a in A such that φ(a) = b.

Onto, or surjective, functions are functions where all elements of the first

set have an assignment to an element in the second set and all elements in

the second set have at least one assignment to an element in the first set. An

element in the second set can be assigned to more than one element in the

first set, however.
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Bijection Functions:

a1

a2

a3

a4

ϕ(a1)

ϕ(a2)

ϕ(a3)

ϕ(a4)

Figure 3.3: Bijection Function

Bijective Functions are mappings that are both one-to-one and onto. So

every element in the first set is assigned a unique element of the second set,

and every element of the second set is assigned at least one element of the

first set. As a consequence of the properties of both functions, all elements

in either set have unique assignment to each other. This is because if an

element of the second set had no assignment, then it would not be onto; and

if an element of the second set was assigned to more than one element of the

first set, then it would not be one-to-one.
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3.1.1.3 Permutations

Definition [18]:

A permutation of a set A is a function from A to A that is both one-to-one

and onto (Bijection). A permutation group of a set A is a set of permutations

of A that forms a group under function composition.

Permutations are mappings from a set to itself that is bijective, that is both

one-to-one and onto. This uniquely maps every element of a set to itself. This

is useful in cryptology because this allows one to mathematically represent

the mapping of every element of a set, say the letters in the alphabet, to itself

in a reversible way. This means that encryption and subsequent decryption

can be represented utilizing a permutation.

The second part of a definition of a permutation is that a permutation

group is a set of permutations that form a group under function composi-

tion.

3.1.1.4 Groups

A group, in the mathematical sense, refers to a set that holds certain prop-

erties under an operation. More formally, we can define a group as the

following.
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Definition [18]:

Let G be a nonempty set together with a binary operation. We say G is a

group under this operation if the following four properties are satisfied:

1. Closure. Assigns to each order pair (a, b) of elements of G, another

element in G denoted by ab under this operation.

2. Associativity. The operation is associative; that is, (ab)c = a(bc)for

all a, b, c in G.

3. Identity. There is a element e (called the identity) in G such that

ae = ea = a for all a in G.

4. Inverses. For each element a in G, there is an element b in G (called

an inverse of a) such that ab = ba = e.

So all groups are sets that are closed, associative, have an identity, and

have an inverse for each element under a chosen binary operation. Group

theory is the field of mathematics concerned with the study of groups, their

properties, and their applications. This overlaps with combinatorics and the

study of counting because the set of all possible permutations of a set forms a

group under function composition. Fulfilling the group properties, the set of

all possible permutations of a set is closed, each permutation has an inverse

due to bijective mapping, an identity exists since one can map each element

to itself, and such a set is associative due to function composition [22].
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3.1.1.5 Cycle Notation

Products of Disjoint Cycles [18]:

Every Permutation of a finite set can be written as a cycle or as a product

of disjoint cycles.

Permutations have a property in group theory that allows them to be written

as a product of disjoint cycles. While permutations are normally written in

matrix form, since a permutation is a mapping of a set to itself, the second

row can be eliminated and the permutation itself can be represented as a

product of disjoint cycles.


1 2 3 4 5 6 7 8

4 2 7 6 5 8 1 3

=


1 4 6 8 3 7 2 5

4 6 8 3 7 1 2 5

=(146837)(2)(5)

(3.1)

In this example, the matrix form of the permutation is found on the leftmost

side of Equation (3.1). This permutation is then rewritten with the common

elements forming the cycles within the permutation placed next to each other

in the rearranged matrix form found in the middle.
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Figure 3.4: Diagram showing
the cycles formed within the per-
mutation

As we can see in Figure 3.4, the first cycle

is formed starting from 1 and finding that it

is mapped to 4. Continuing with 4, we find

that it itself is mapped with 6; 6 with 8; 8

with 3; and continuing in this fashion until

we reach 7, which maps back to 1. This element sequence forms our first cycle

and is found in the leftmost braces of the cycle notation representation of the

permutation found on the rightmost side of Equation (3.1) as (146837). The

next element that has not been noted in the previous cycle is the number 2,

which we find is mapped to itself. This is found in the middle braces of the

rightmost side of the equation as (2). The only remaining element left is 5,

which is transcribed the same way as the previous cycle and found on the

rightmost braces on the rightmost side of Equation (3.1) as (5).

3.1.2 Representing the Rotors, Plugboard, and Reflec-

tor

Mentioned previously in Subsection 2.2.3, the elements of the key for the

Enigma are:

1. Plug Connections

2. Rotor Selection & Order

3. Rotor Starting Positions

32



4. Rotor Ring Settings

5. Reflector

All of these can be represented using permutations in order to implement

their letter switching functionality. Tracing the path through the machine as

the electrical signal leaves the keyboard, we first proceed to the plugboard.

This is represented as permutation S, for the German term Steckerbrett [21].

From the plugboard one continues to the entry wheel, depicted here as per-

mutation E. From there one passes through the right, middle and left rotors

portrayed as permutations R, M , and L respectively. One passes from the

right, middle, and the left rotors in this fashion because that is the path that

the electrical signal takes in the actual machine. Ultimately, one ends up at

the reflector, which is signified with the permutation U for the German term

Unkehrwalze [24]. The letter R is not used since it already is utilized for

the rightmost rotor. This currently leaves us with the following permutation

composition.

SERMLU . . .

Since this is the midpoint of the electrical signal’s path, one now reverses

and travels backwards through the left, middle, and right rotors, through

the entry wheel and the plugboard. Due to the reversal in direction, the
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inverse of the permutations are used for the return path. This results in

the following function composition used to represent Enigma’s symmetrical

encryption [24].

SERMLUL−1M−1R−1E−1S−1 (3.2)

Previously, we had mentioned that inverses are a property of groups. Since

the Enigma functions on permutation groups, each individual permutation

will have an inverse. The inverse of a permutation will be a mapping that will

result in the identity when a permutation is composited with its inverse. The

identity of a permutation is the mapping of each element to itself. Inverse

permutations are represented with a superscript of −1 so in equation 3.2

above, M−1is the inverse of permutation M .

3.1.3 Representing the Rotor Rotations

There are elements of the key mentioned in the previous section that are not

covered in Equation (3.2). These elements are the ring settings for each rotor

and the rotation of the rotors themselves. The ring settings are ignored in this

work to place the focus on deriving information from the twice enciphered

message setting encrypted with the daily setting at the start of each message

[24]. The ring setting, or Ringstellung in German [21], does not alter the

wiring of the rotors themselves, it only alters the position of the wiring with
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respect to the alphabet ring and the relative position of the turnover position.

The turnover positions of each rotor will not affect the leftmost rotor, only

any rotors to its right [15]. For this reason, the ring setting only add an

additional 26x26 = 676 possible positions since we can ignore the leftmost

rotor since it can’t impact any of the other rotors. In the cryptanalysis

case, however, one is only examining the first six letters of each message and

any rotors to the left of the rightmost rotor will only turnover in a small

amount of cases within the first six letters of the starting position. For these

reasons, the ring settings have been chosen to be ignored and the following

cryptanalysis will do so as well.

The rotation of the rotors is an element that does need consideration. In

Equation (3.2), we have permutation R which represents the rightmost rotor,

or most specifically, the internal wiring of the rightmost rotor. What is

required is a way to alter permutation R as the rotor performs 1
26

th of a

full clockwise rotation around the axle of the machine. A rotor’s rotation

around the axle alters which contacts form connections from either the entry

wheel, another rotor, or reflector, depending on the context. Each individual

electrical contact on these components represents a letter in the alphabet,

with the electrical switching through wires and contacts implementing the

letter scrambling function of Enigma. So, in order to represent the systematic

switching of letters as the contacts rotate and form new connections, we need

a new permutation P which will map one connection to another in order to

represent the altered orientation of the rotor. Since the clockwise rotation
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of the rotor and the alphabet wheel go in the same direction, we need a

permutation that will take the first contact and map it to the second, the

second to the third, and so on, until the last connection maps back to the

first. This permutation will be written in cycle notation as follows [24]:

P = (1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 . . .

. . . 18 19 20 21 22 23 24 25 26)

(3.3)

Which would result in the following partial permutation composition up to

the rightmost rotor:

SEPR . . .

In order to depict further rotations around the axle, we can compose this P

by itself for two steps of the rightmost rotor:

SEPPR . . . = SEP 2R . . .

This permutation P can be applied up to the 25th stepping point, with

P 0equaling to the identity: where P isn’t applied at all. This happens when

the ‘A’ contacts on each rotor line up with each other. The repeated compo-

sition of a variable amount of permutation P can be represented by variable
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i, which is used to indicate the rightmost rotor’s position:

SEP iR . . .

It is worth noting, however, that a permutation only covers the entry into

the rightmost rotor so far, it does not cover its exit on the opposing side.

This can be depicted by the inverse of P i.

SEP iRP−i . . .

This can be expanded to the other rotors with variables j and k used to

represent the position of the middle and leftmost rotors respectively [24].

SEP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iE−1S−1

(3.4)

There is one more modification required, however. The entry wheel in the

military Enigma mapped each letter to itself, which results in the identity,

so it can be safely removed from the equation resulting in:

SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iS−1 (3.5)
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This now gives us the complete function composition used to represent Enigma’s

symmetrical encryption.

3.2 Double Encipherment

The message setting of each transmission was double enciphered at the start

of every message using the daily setting, as discussed in Subsection 2.2.3.1.

This double encipherment was a large mistake since it offered cryptographers

a guaranteed relationship between the first and fourth, the second and fifth,

and the third and sixth letters, since the same plaintext letters are encrypted

within a known distance from each other. In Enigma’s cryptanalysis, these

first six letters of the message setting are traditionally labeled A through F

and are the starting point towards unraveling Enigma’s encryption [24].

Utilizing the resulting encryption composition from Equation (3.5), we can

mathematically represent A-F as the following:

A=(SPiRP−iPjMP−jPkLP−kUPkL−1P−kPjM−1P−jPiR−1P−iS−1) (3.6)

B=(SP (i+1)RP−(i+1)PjMP−jPkLP−kUPkL−1P−kPjM−1P−jP (i+1)R−1P−(i+1)S−1) (3.7)

C=(SP (i+2)RP−(i+2)PjMP−jPkLP−kUPkL−1P−kPjM−1P−jP (i+2)R−1P−(i+2)S−1) (3.8)

D=(SP (i+3)RP−(i+3)PjMP−jPkLP−kUPkL−1P−kPjM−1P−jP (i+3)R−1P−(i+3)S−1) (3.9)

E=(SP (i+4)RP−(i+4)PjMP−jPkLP−kUPkL−1P−kPjM−1P−jP (i+4)R−1P−(i+4)S−1) (3.10)

F=(SP (i+5)RP−(i+5)PjMP−jPkLP−kUPkL−1P−kPjM−1P−jP (i+5)R−1P−(i+5)S−1) (3.11)
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The second step cryptographers performed was the discovery and construc-

tion of what is called the characteristic set. The characteristics are

composition functions of the first and fourth letters (AD), the second and

fifth (BE), and the third and sixth (CF ). These can be constructed from

approximately 60 messages sent encrypted with the same daily setting [24].

This is accomplished by examining the messages and building the cycles of

the permutation formed from the letters in the first and fourth positions, in

the case of characteristic AD, until the permutation is completed for AD,

BE, and CF [24]. The significance of the characteristics is that the com-

positions are formed from two of the same letters a known distance apart

encrypted utilizing the same key. It is worth noting, however, that the mes-

sage setting in the individual communications are not guaranteed to be the

same, even if they are encrypted with the same daily setting. This is the

reason why the characteristics themselves can be built; otherwise the first

and fourth letters would always be the same. The most important element

is that not only can these sets be constructed solely from a sufficient number

of intercepted messages from the same day and communication net, guaran-

teeing the usage of the same key, but the permutations have different cycle

lengths and breakdowns depending on the key used. Therefore, the cycle

type of the characteristics can be used to indicate which key was used if one

catalogs the cycle types of all key positions [24]. This will be examined in

more detail later.
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The characteristic set can be formulated utilizing Equations (3.6)-(3.11) re-

sulting in the following:

AD =(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iS−1)

(SP (i+3)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.12)

BE =(SP (i+1)RP−(i+1)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+1)R−1P−(i+1)S−1)

(SP (i+4)RP−(i+4)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+4)R−1P−(i+4)S−1)

(3.13)

CF =(SP (i+2)RP−(i+2)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+2)R−1P−(i+2)S−1)

(SP (i+5)RP−(i+5)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+5)R−1P−(i+5)S−1)

(3.14)

These equations can be simplified further, however. First, by eliminating the

S−1S composition that results from composing AD, since this results in the

identity. Secondly, by simplifying the P−iP i+3composition that is left after

eliminating S−1S from AD.
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AD =(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iS−1)

(SP (i+3)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.15)

=(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−i
�

��S−1)

��(SP
(i+3)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.16)

=(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1�
��P−i

P (i+�3)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.17)

=(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1

P (i+2)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.18)

BE and CF can also be simplified in this fashion to give

BE =(SP (i+1)RP−(i+1)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+1)R−1)

(P (i+3)RP−(i+4)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+4)R−1P−(i+4)S−1)

CF =(SP (i+2)RP−(i+2)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+2)R−1)

(P (i+3)RP−(i+5)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+5)R−1P−(i+5)S−1)
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3.3 Cycle Structure

Starting from Equation (3.18) from the previous section, we can move the

parentheses, due to function composition being associative, and substitute

the variable Q for the portion between the plugboard permutations. This

will result in the following:

AD =(SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1

P (i+2)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3)S−1)

(3.19)

=S(P iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1

P (i+2)RP−(i+3)P jMP−jP kLP−kUP kL−1P−kP jM−1P−jP (i+3)R−1P−(i+3))S−1)

(3.20)

=SQS−1 (3.21)

Permutation composition SQS−1 has a unique property: Conjugacy [18].

Definition [40]:

A group element h is said to be conjugate to a group element k, h ∼ k, if

there exists a g ∈ G such that k = ghg−1.

Conjugacy is important because it preserves structure [18].
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Definition [22]:

Let π and p be permutations in S(n). The cycle decomposition of the

element πpπ−1is obtained from that of p by replacing each integer i in the

cycle decomposition of p with the integer π(i).

This results in the composition SQS−1 having the same cycle structure as

Q. In summary, the plugboard has zero effect on the cycle structure of any

of the characteristics.

3.4 Constructing a Catalog

Having established that the cycle structure of the characteristic set is not

affected by any of the plugboard wirings, one can construct a catalog of

cycle structures for all the possible keys and utilize this to help identify

potential settings used for any message. This was a cryptological technique

used before and during the Second World War, and was reimplemented with

other methods for this report.

This report implemented the construction of the catalog, by simply iterating

through all possible keys of a software implementation of Enigma and saving

the settings used in a list stored inside a data structure that is indexed by all

possible cycle structures. This catalog is accessed by passing a cycle structure

as input into a separate function which returns the corresponding index into

the data structure containing all the lists. This index is then used to retrieve

a list of key settings whose cycle structures match.

43



The key possibilities can be narrowed down further since we have AD, BE,

and CF and can utilize the catalog to collect only the key settings which

would result in the same cycle structure as the encrypted message for all

three characteristics. There is not a separate catalog for BE and CF since

these adjacent settings would appear in the catalog anyway. One just needs

to cross reference that any potential settings will generate compatible cycle

structures when the rotors are advanced into the positions needed for BE

and CF .

3.5 Plugboard Wirings

To reiterate, the elements that make up the key settings of Enigma are the

following:

1. Plug Connections

2. Rotor Selection & Order

3. Rotor Starting Positions

4. Rotor Ring Settings

5. Reflector

With the rotor selection and order, as well as the rotor starting positions,
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covered by the construction and use of a catalog of characteristic cycle struc-

tures, this leaves the rotor ring settings, the reflector and the plugboard as

the remaining unknown variables. The rotor ring settings as explained ear-

lier will mostly be ignored. The reflector in Enigma only had three possible

options [10] until January 1944, when a rewirable reflector was introduced.

Still, even then the wiring of the reflector was only changed every ten days

because it was rather tedious [17]. For this reason, we also ignore the reflec-

tor.

This ultimately leaves the plugboard as the sole remaining unknown variable.

Revisiting the simplified and substituted equation of the characteristic AD:

AD = SQS−1 (3.22)

We can see that permutation S is the primary obstacle remaining, but unfor-

tunately there isn’t a way to isolate S any further. The plugboard itself can

pair any two letters together resulting in a maximum of 13 pairs in an alpha-

bet with 26 letters, which is the case in English and German. Consequently,

one ends up with 537, 985, 208, 200, 576 possible different permutations for

the plugboard [31]. Due to the sheer amount of possible combinations, brute

forcing the plugboard is not currently feasible within a reasonable amount

of time. If a portion of the encrypted message could be guessed, providing

a section of ciphertext with its corresponding plaintext of a suitable length,

this section could be combined with the information in the catalog in order
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to work out the unknown plugboard pairings. This approach was used during

the Second World War, especially for Turing’s Bombe, for determining the

plugboard connections.

3.6 Recursive Algorithm

Most of the approaches used to determine the plugboard wirings during the

war, including Turing’s Bombe, relied on the fact that very rarely would the

maximum amount of 13 pairings be used. Due to the increase in capabilities

of modern computer software and hardware, attempts can be made to solve

the plugboard even with all 13 pairings used. This report implements a

recursive algorithm that uses the matching plaintext/ciphertext segment, or

crib, as a starting point and then builds outwards trying different pairings

until either a contradiction is found or the crib is exceeded. In the case

of a contradiction, the function will then backtrack trying other possible

pairings. While many possible pairings exist, a great many of them will end

in contradiction and are not possible solutions. Any feasible solutions are

returned when the crib is exceeded, so the end user can check them to see if

they result in a proper decryption of the message.
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Chapter 4

Solving and Implementing

Enigma

4.1 Introduction

The programs constructed for this report are two separate encryption and

decryption programs. The encryption program is a software implementation

of a three rotor Enigma, commonly referred to as an M3, that will encrypt a

given message with user defined settings and output the result. The decryp-

tion program is an implementation of the methods described in chapter 3

that will attempt to defeat the encryption of a provided message and return

all viable solutions to be checked by the end user for one that results in an

understandable communication.
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The programs for this report do not implement all variables for the three

rotor Enigma in order to reduce the amount of time needed to achieve a

complete result. These programs do not implement the ring settings of the

rotors, any removable reflectors, the rotor selection and order, and double

stepping. Frequent testing was required to fine tune the recursive plugboard

method, and simplifying the combinatorial possibilities during development

allowed for more frequent iterations. The variables ignored were chosen due

to the fact that they did not form the primary obstacles to solving Enigma

and it should not be too difficult to extend the existing programs to account

for these variables at a later date.

The programs were written in Maple due to its existing permutation libraries

and numeric computing environment. This allowed the program to be proto-

typed and written relatively quickly and simply. The algorithms used can be

implemented into any other language, provided one finds or creates a library

for implementing permutations and operations on permutations.

4.2 Library

Outside the encryption and decryption programs written in Maple, several

common methods were constructed and collected together into a file to form

a library in order to simplify the development of either program. This library

includes methods for converting letters into numerical offsets, generating all

possible rotor rotation permutations, constructing the encryption permuta-
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tion, advancing the rotors, retrieving the correspondingly mapped letter from

another in a permutation, calculating the index used to map cycle structures

to array locations, and solving the plugboard recursively. This library is im-

ported into Maple as the first step of both programs. The complete source

code for these methods can be found in Appendix A.1

4.2.1 Convert Letters to Numerical Offsets

Input: ListOfCharacters (List)

Alphabet (List)

Output: ListOfAlphabetOffsets (List)

The procedure CalculateAlphabetOffsets takes two lists as input: one con-

taining a list of characters (ListOfCharacters), and another list containing

an alphabet (Alphabet). Utilizing a FOR loop, the procedure iterates through

each character in ListOfCharacters and makes comparisons to each charac-

ter in Alphabet until it finds a match. Once finished, the procedure returns

a list containing the index, or offset, into Alphabet for each matching char-

acter in ListOfCharacters. For example, the Alphabet list input would be

[A,B,C,D,E, F, ...., X, Y, Z] for English. So the list returned for Calcu-

lateAlphabetOffsets given for ListOfCharacters :=[R,E, S, U, L, T, S] and Al-

phabet :=[A,B,C,D,E, F, ...., X, Y, Z] would be [18, 5, 19, 21, 12, 20, 19].
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4.2.2 Generate Rotor Rotation Permutations

Input: RotorStepPermutation (List)

Output: ListOfRotorRotationPermutations (List)

The procedure GenerateListOfRotorRotationPermutations takes a permuta-

tion (RotorStepPermutation) in the form of a list as input. This permutation

represents a single step, or rotation, of the rotor around the axle of the ma-

chine altering which paths form between the electrical contacts of the rotor

and any adjacent rotors, reflectors, or entry wheels. This permutation is

normally [1, 2, 3, 4, 5, ...24, 25, 26] for one 1
26
th clockwise rotation of the rotor

around the axle. This method takes the step permutation and multiplies it

by itself in order to produce all possible orientations of the rotors around the

axle. This list is saved and returned in order to save these permutations in

memory, reducing unnecessary repeated calculations.
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4.2.3 Construct Enigma Encryption Permutation

Input: ListOfRotorWirings (List)

RotorOffsets (List)

Reflector (List)

ListOfRotorRotationPermutations (List)

Plugboard (List)

Output: Output (List)

The procedure GenerateEnigmaEncryptionPermutationWithPlugboard takes

as input a list containing permutations simulating the internal wirings of the

rotors (ListOfRotorWirings), a list containing the rotor settings (RotorOff-

sets), a list containing the permutation simulating the reflector (Reflector),

a list containing all permutations used to simulate the rotor rotating around

the axle of the machine for all possible orientations (ListOfRotorRotation-

Permutations), and a list with the permutation used to simulate the plug-

board wirings (Plugboard). These permutations are then multiplied together

to generate the returned list (Output) representing the encrypted Enigma

permutation (Equation 3.5):

SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iS−1

where S is the plugboard permutation, P iis the rotation permutation of rotor

R at position i, R is the rightmost rotor, P jis the rotation permutation of
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rotor M at position j, M is the middle rotor, P k is the rotation permutation

of rotor L at position k, L is the leftmost rotor, and U is the reflector.

4.2.4 Step Rotors

Input: RotorSettingOffsets (List)

Alphabet (List)

Output: NewRotorSettingOffsets (List)

The procedure AdvanceRotorSetting takes as input a list containing the ro-

tor settings (RotorSettingOffsets) and a list specifying the alphabet used

(Alphabet) and then returns a new list (NewRotorSettingOffsets) containing

new rotor settings resulting from advancing the specified rotor settings by

one. The program currently does not account for double stepping, but this

procedure can be altered in order to account for this.

4.2.5 Encrypt Letter

Input: TextOffset (Integer)

EnigmaEncryptionPermutation (List)

Output: CiphertextOffset (Integer)

The procedure ExtractCiphertextOffsetFromEnigmaEncryptionPermutation

takes as input an integer (TextOffset) and a list (EnigmaEncryptionPermuta-
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tion) and returns an integer (CiphertextOffset) which is the correspondingly

mapped integer of TextOffset from EnigmaEncryptionPermutation. This es-

sentially takes a letter represented as an alphabet offset and returns the

encrypted letter as another alphabet offset.

4.2.6 Calculate Index into Catalog

Input: GivenPartitionSignature (List)

Output: (Unnamed Return) (Integer)

The procedure GetIndex takes as input a list specifying the cycle structure

of a permutation (GivenPartitionSignature) and returns an integer that is

calculated by multiplying by a fixed amount for each type of cycle breakdown

and summing the results. This is a custom indexing method used to map into

a list data structure that holds the settings that can result in the specified

cycle structure. Custom indexing was used in order to minimize the amount

of storage required due to the total amount of possible cycle structures.
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4.2.7 Find All Possible Solutions for the Plugboard

Input: LetterAssignments (List)

AvailableLetters (List)

TextOffsetsIndex (Integer)

ListOfPossibleSolutions (List)

EnigmaEncryptionPermutationWithoutPlugboard (List)

PlaintextOffsets (List)

CiphertextOffsets (List)

Output: ListOfPossibleSolutions (List)

The procedure DeterminePlugboardWirings takes as input a list of letter

assignments (LetterAssignments), a list of available letters (AvailableLetters),

an interger which is an offset to mark the current position within the crib

(TextOffsetsIndex ), a list of the possible solutions found so far since this

is a recursive procedure (ListOfPossibleSolutions), a list containing all the

Engima encryption permutations without the influence of the plugboard for

each letter of the crib (EnigmaEncryptionPermuationWithoutPlugboard), a

list containing the alphabet offsets for each letter of the plaintext portion

of the crib (PlaintextOffsets), a list containing the alphabet offsets for each

letter of the ciphertext portion of the crib (CiphertextOffsets). The output

for the procedure returns the local version of the ListOfPossibleSolutions for

that recursive call.
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4.3 Encryption Program

Import Library

Import Language
And Machine Settings

Generate Rotor Rotations

Setup Message Settings
And Plaintext

Double Encrypt Operator Key

Convert into Ciphertext

Save Cycle Structures
And Ciphertext

Encrypt Plaintext with Operator Key

4.3.1 Overview

The first program written for this report is an encryption program that’s

intended to replicate Enigma’s functionality by allowing the user to set vari-

ables that define the encryption keys and message plaintext, apply encryption

to the message, and then output the generated ciphertext, as well as save

the cycle structure of the characteristics for use in the decryption program.

This program can be broken down in distinct phases which will be described

step by step.
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4.3.2 Program Setup:

4.3.2.1 Import Library

The first step of the encryption program is to import the constructed library

described in Section 4.2. This library contains methods written in order

to implement repeated Enigma specific functions for both the encryption

and decryption programs implemented in this report. Here, the library is

contained within the external EnigmaProcedures.mpl file. The file itself is

simply Maple input placed in an external text file to simplify the program

by not including the complicated procedures that were created for them.

This leaves the core steps of the encryption process without the confusion

and clutter of the logic of the encryption itself, so this is what students can

initially focus on.

4.3.2.2 Import Language and Machine Settings

Next, we import several variables from an external file in order to define the

language, machine, and key settings. These variables are lists that define the

alphabet to be used, permutations specifying a single rotor rotation around
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the axle, the wirings of the available rotors, the order of the rotors, the wiring

of the reflector, plugboard wirings, the daily setting, the operator setting, and

the plaintext. These settings are defined in an external file, but could just as

easily be included in the program itself. The contents of Test05Encrypt.mpl

in this example looks like the following:
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Here, we have the alphabet and a permutation used to simulate a single ro-

tation around the axle defined. The axle permutation is P 1 in the previously

explained Enigma encryption permutation (Equation 3.5):

SP iRP−iP jMP−jP kLP−kUP kL−1P−kP jM−1P−jP iR−1P−iS−1

Next, we have the list of rotor wirings and the selection of three of these

that will be loaded into the machine. Here, ListOfSelectedRotorsLeftToRight

uses rotor 4, 2, 5. The reflector and plugboard are then defined as well.

Finally, the daily setting; operator setting; and plaintext of the messages are

specified.

All of these variables can be modified freely by the end user. The goal is to

allow a student of cryptography freedom to run any sort of test they wish

with the program. This external file is simply Maple input saved as text and

imported into the program. This means that these statements can be added

back into the program rather than an external file by simply replacing the

import statement with the file’s contents if one wanted to. An import and

58



export scheme was chosen because it would allow a clear separation of the

input from the procedures of the program, especially between the encryption

and decryption programs, so that one could be confident that the program

was only operating on what it had been given as input.

The open design of the programs were done to allow students full access to the

procedures that make up this implementation so that they can experiment

with modifications to further their understanding of permutation encryption

schemes like Enigma. Since all the variables and procedures are freely avail-

able for modification, it would be best to categorize them as variables used

as user settings, modifications to the variables and procedures that allow for

the creation of Enigma variants, and modifications that allow for the creation

of variants that go beyond Enigma. The user settings are the variables that

define the different elements of the key used for encryption. These are the

ListOfSelectedRotorsLeftToRight, Reflector, Plugboard, DailySetting, Opera-

torSetting, and Plaintext variables. These variables will change for each test

the end user wishes to perform since they form the core of the encryption

process.

The first categorization of modifications that are possible with the program

are changes to the variables and procedures that allow for the creation of

Enigma variants. Various Enigma variants exist as either commercial or mil-

itary models used before, during, or after the war [13]. Modifications to

the program which would allow the implementation of an Enigma variant

involve alterations to the variables and methods that control the functions
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where Enigma variants frequently differ. Variants differ in the language used,

the number of rotors used for encryption, the number and wirings of all avail-

able rotors, the stepping function, the turnover positions, the number and

wirings of the reflector, and the wiring of the entry wheel. This last one

would be essentially a static rotor, so it could be potentially included in

the rotor wirings. The elements that would have to be modified within the

program to modify all of these would be the variables: Alphabet, Permu-

tationToSimulateSingleRotationAroundAxle, ListOfRotorWirings, ListOfSe-

lectedRotorsLeftToRight, Reflector, Plugboard. The Enigma procedures in

EnigmaProcedures.mpl that would need to be modified to implement some

of these changes are AdvanceRotorSettings to implement new stepping and

turnover logic and GenerateEngimaEncryptionPermutationWithPlugboard to

alter the way Enigma is encrypted. It is worth mentioning that the program

only implements a naive turnover logic at the moment that turnovers the ro-

tor on its left when it has looped around its alphabet. To implement a better

and accurate turnover system would involve creating a new list that would

mark which positions a notch is located that would cause it to catch and

turn over the rotor to its left. This list would be checked in the AdvanceRo-

torSettings to see if it has reached a turnover position and, if it has, then

turn over its rotor to its left when it has advanced. It is also possible that

the worksheet itself might require some basic modification depending on the

alterations being made so that all steps of the encryption proceed smoothly.

This should be done especially if one was going to implement changes to how
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the daily and operator keys were used, because this was not standard across

the entire war and with all variants [6, 11, 24].

The final types of modification that one could do to the program is to imple-

ment related rotor machines that have a shared lineage with Enigma. These

machine include the Hagelin B-21, SIGABA, Typex, NEMA, KL-7, Fialka,

and Tatjana van Vark’s Enigma Inspired Rotor Machine [12, 39]. Such wide

ranging modifications have not been attempted with the program at this

time, but it is hoped that its open nature could allow implementations of

these machines. Most of these modifications should involve the same proce-

dures and variables used for variants, but could potentially involve additional

modifications going beyond the work required to implement an Enigma vari-

ant.

4.3.2.3 Generate Rotor Rotations

The following section of the program concerns the rotor rotations around the

axle of the machine, representing this as a permutation to apply in order

to generate the encryption permutation that is used to convert a letter of

plaintext to a letter of ciphertext. First, this section utilizes a list variable

that was imported from an external file. This list is a permutation that is

used to simulate a single step of the rotor around the axle. Secondly, this

permutation is passed into the GenerateListOfRotorRotationPermutations

procedure defined in the library and describe in Subsection 4.2.2 in order to

generate all possible rotor orientation permutations and stores these in a list
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variable in order to save on repeated calculations.

Here in this example we have P 1 = [1, 2, 3...26] and precalculate P 0...P 25.

The output here is truncated for space reasons, but the full output can be

found in Appendix
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4.3.3 Message Setup

4.3.3.1 Setup Message Settings and Plaintext

Next, the message settings and plaintext are defined. These variables are

included at the end of the Test05Encrypt.mpl file, which can be seen in

Subsection . DailySetting, OperatorSetting, and Plaintext are defined here as

strings and are then converted into list variables and all uppercase letters by

utilizing the LengthSplit and UpperCase methods from Maple’s StringTools

package. This step is illustrated in the screen capture above.
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After converting these three variables into a list of single uppercase charac-

ters, we insert the operator key twice before the plaintext due to the actual

practice of enciphering this information twice before each message during

transmission. Here, the operator setting “RHC” is inserted twice before the

plaintext to form “RHCRHCANMARTINOBERZALEKXKEINEBESOND

ERENEREIGNISSEINDERBULMEHUTE.”
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Once set, these list variables are converted from single characters to numerical

offsets of the alphabet by calling the custom CalculateAlphabetOffset defined

in EnigmaProcedures.mpl. These numbers are specifically an alphabet offset

which will allow calculations to be performed during the process of encrypting

the plaintext into ciphertext.

4.3.3.2 Double Encrypt Operator Key

This section of the program begins the actual encryption process by en-

crypting the first six letters of the ciphertext, which are the operator key

enciphered twice and inserted before the message plaintext.
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This is done by assigning a list variable controlling the left, middle, and right

rotor settings to the starting position specified by the daily key.
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The rotor settings are then advanced before encrypting each of the first six

converted alphabet offsets of the message, by generating the encryption per-

mutation for each alphabet offset and storing this in a list for future ref-

erence (EnigmaEncryptionPermutationsWithPlugboard). The generation of

the encryption permutation for each alphabet offset is done by calling Gener-

ateEnigmaEncryptionPermutationWithPlugboard defined in the library and

described in Subsection 4.2.3 with the appropriate parameters.

Here, the first six letters of the message are encrypted with the daily setting.

In this case, “RHCRHC” is encrypted with the [X,C,D] rotor settings. It is

worth noting that the output is truncated here for space, but the complete

output can be found in Appendix

4.3.4 Encryption and Output

4.3.4.1 Encrypt Plaintext with Operator key

This section of the program continues from the previous and encrypts the

rest of the message plaintext converted into alphabet offsets. It starts by

setting the rotor positions to the operator key and then uses the same pro-

cess from the previous section to generate the encryption permutations of

each alphabet offset and appends this to same list from the previous step

that contains each encryption permutation for each element of the message

plaintext (EnigmaEncryptionPermutationsWithPlugboard).
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Here the remaining letters of “ANMARTINOBERZALEKXKEINEBESON-

DERENEREIGNISSEINDERBULMEHUTE” are encrypted with the [R,H,C]

rotor settings. Once again, the output is truncated, but can be found in full

in Appendix

4.3.4.2 Convert into Ciphertext

The next section of the encryption program involves extracting the cor-
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respondingly mapped characters of the message plaintext as alphabet off-

sets and converting this back into encrypted letters. This is done by call-

ing the ExtractCiphertextOffsetFromEnigmaEncryptionPermutation proce-

dure defined in the library and described in Subsection 4.2.5 for each encryp-

tion permutation stored in the list that contains all the encryption permuta-

tions for every element of the message plaintext (EnigmaEncryptionPermuta-

tionsWithPlugboard). The encrypted letter in the form of an alphabet offset

is converted back into a character by taking the letter at that index from the

list specifying the alphabet to be used. This letter is then concatenated to

form a string representing the ciphertext of the encrypted message.

Here, the offsets are indexed into the alphabet permutation (Alphabet) and

converted back into letters constructing the encrypted ciphertext of “EU-
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RQNROKUDFZLGLUNJHIYIMWCXJBMUTKXAWLHGBFKCCQUZKF-

FAPRDBGBDOXS SXLG”

4.3.4.3 Save Characteristic Sets AD, BE, CF and Ciphertext

As the final step of the program, the cycle structures of the characteristics

are calculated and exported along with the string containing the ciphertext

to an external file. The cycle structures of the characteristics, which are

defined in Section 3.3, are saved since these can be utilized for the catalog

method used in the decryption program. The characteristics AD, BE, CF

are calculated by multiplying the first and fourth, the second and fifth, and

the third and sixth encryption permutations together. These three lists, each

one containing a characteristic, are saved along with the string containing the

ciphertext to an external file so that the results of the encryption program

can be fed into the decryption program if desired. The decryption program

additionally requires a plaintext, ciphertext crib, and crib offset.
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Here the AD characteristic is calculated to be [1, 7, 10, 11, 25, 15, 20, 9, 12, 4, 18, 22, 2]

[3, 5, 17, 19, 23, 13, 24, 16, 8, 6, 21, 26, 14].

The BE characteristic is calculated to be [1, 16, 5, 4, 23, 7, 6, 13] [2, 22, 21, 14, 3]

[8, 9, 20, 11, 19] [10, 15, 18, 24, 17, 26, 12, 25].

The CF characteristic is calculated to be [1, 22, 8, 24, 16, 11, 7, 4, 5, 23, 19]

[2, 10, 17, 26, 14, 9, 20, 12, 15, 25, 6].
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These results are now saved to a file.

4.4 Decryption Program

Import Library

Convert Language
and Machine Settings

Import Ciphertext
and CycleStructures

Generate Rotor Rotations

Convert Ciphertext into Alphabet Offsets

Create the Catalog

Search the Catalog

Derive Plugboard by Simple Comparison

Derive Plugboard Recursively for All Rotor Settings
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4.4.1 Overview

The second program written for this report is the decryption program that

takes ciphertext, the characteristic sets, a crib and a crib offset as input

and then proceeds to generate a catalog for every rotor setting, find a list

of possible rotor settings that match the cycle structure of the characteristic

sets, and then attempt to derive the plugboard connections. The program

can be broken down into sections and will be described step by step.

4.4.2 Program Setup:

4.4.2.1 Import Library

The first section of the program is to import the procedures defined in the

library described in Section 4.2. This library contains Enigma specific pro-

cedures that are utilized by both programs. Like the encryption program,

EngimaProcedures.mpl is the same text file containing Maple input imported

here as well.
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4.4.2.2 Import Language and Machine Settings

Next, we import several variables from an external file in order to define the

language and machine settings.
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These variables are lists that define the alphabet to be used, permutations

specifying a single rotor rotation around the axle, the wirings of the avail-

able rotors, the order of the rotors, and the wiring of the reflector. Like the

encryption program, the alphabet and the permutation to simulate a sin-

gle rotation around the axle are included. This allows the end user to run

decryption scenarios involving Enigma variants that function on a different

alphabet and rotation scheme.

To elaborate further, these variables are part of the user settings along with

the information in the next section. The difference between the user settings

of the encryption program and the user settings of the decryption program

is that the Plugboard, DailySetting and OperatorSetting variables are not

included. This is because these variables are used for encryption and are part

of the key. The variables ListOfSelectedRotorsLeftToRight and, depending

on the Enigma model, Reflector also form part of the key. The program does

not currently iterate over the different permutations possible for the rotors

and the reflectors. This was done to primarily place the focus on solving the

plugboard which is the most combinatorially complex component of Enigma’s

decryption. These additions can be easily made to the program by removing

these variables as part of the user settings and adding FOR loops to iterate

over all possible permutations to the decryption program worksheet.

Like the encryption program, possible modifications can be made to support

Enigma variants here as well. Changes to the alphabet used, the wirings

of all available rotors, the numbers and order of the selected rotors, all
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possible reflector wirings, stepping, and turnover positions are all possible.

To implement these changes, one would perform modifications to the Al-

phabet, ListOfRotorWirings, ListOfSelectedRotorsLeftToRight, and Reflector

variables and the AdvanceRotorSettings and GenerateEnigmaEncryptionPer-

mutationWithPlugboard methods in the EnigmaProcedures.mpl text file. By

implementing Enigma variants, one could use the decryption methods on any

number of machines and judge their effectiveness.

4.4.2.3 Import Ciphertext and Cycle Structures

We first start by importing the message information available defined here

in file Test05Decrypt02.mpl. The contents of this file can be seen below.
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This section imports all three characteristics, a string containing the cipher-

text of the encrypted message, a string containing the plaintext of the crib,

a string containing the corresponding ciphertext of the plaintext crib, and

a number to tell you how many letters are offset from the ciphertext before

the crib begins from an external file. Most of this file is generated at the

end of the encryption program with the exception of the crib ciphertext, crib

plaintext, and crib offset. This information can be added to an encryption

program output file or manually created with the necessary variable assign-

ments. As before, this file is simply a text file containing Maple input. The

decryption program uses all of this information as part of its decryption by
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utilizing the catalog method or the recursive plugboard method.

Possible modifications here include the ability to support other decryption

methods. Examples of other possible decryption methods that could be

implemented to replace or supplement the existing ones would be the grill

method, the Zygalski sheets, the Turing-Welchman Bombe, crib-dragging, or

James J. Gillogly’s ciphertext only attack [19]. Such changes would require

alterations to the primary worksheet and possibly the EnigmaProcedures.mpl

file as well. Like the use of the catalog or the recursive plugboard methods,

it would be useful for students to observe the strengths and weaknesses of

various approaches as they compare and contrast decryption methods.

78



4.4.2.4 Generate Rotor Rotations

Now that all our required information has been imported into the program,

this section generates all possible rotor orientation permutations and stores

these in a list variable in order to save on repeated calculations later. This

is the same process used in the encryption program described in Subsection

4.2.2. The output here is truncated, but can be seen in full in Appendix
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4.4.2.5 Convert Ciphertext into Alphabet Offsets

This section of the program takes the imported ciphertext string and con-

verts it into a list of alphabet offsets utilizing the CalculateAlphabetOffsets

procedure defined in the library and described in Subsection 4.2.1. This is

done in preparation for applying mathematical operations on the alphabet

offsets which are treated as permutations.
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The same is then done for both the ciphertext and plaintext versions of the

crib.

4.4.3 Catalog Decryption

Due to the fact that the brute-force recursive method takes some time to

return its results, a catalog search was implemented into the program in

order to more effectively handle simpler and trivial test cases that may not

require a full search as well as presenting another way of defeating Enigma’s

encryption.
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4.4.3.1 Extract Cycle Structure from AD, BE, and CF

This first thing done for the catalog method is to take all three character-

istics and calculate their cycle structures, to compare against a constructed

catalog to identify a list of possible rotor settings that would generate those

characteristics. The cycle structure is calculated by taking the size of the
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disjointed permutations and sorting these in decreasing order. Here, we see

that AD has a cycle structure of [13, 13].

BE has a cycle structure of [8, 8, 5, 5].
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CF has a cycle structure of [11, 11].

These cycle structures for AD, BE and CF are stored to use in the next

steps.

4.4.3.2 Create the Catalog

This section of the program concerns the creation of a catalog and filling
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this catalog with the rotor settings that result from any of the possible cycle

structures of the characteristics. This is done by creating and initializing

an array to store the rotor settings. This array has 1400 elements in order

to assign one for each of the possible cycle structures of the characteristics.

Assignment of a cycle structure of an array index is done through the use of

the procedure GetIndex, declared in the library and described in Subsection

4.2.6, in order to provide an optimized mapping of cycle structures to array

indexes. The array elements themselves store lists containing the rotor set-

tings that generate that cycle structure. This is done by iterating through

all the possible rotor setting (263 = 17, 576, for English and German) and

constructing the characteristic AD by multiplying the Enigma encryption

permutation of the current setting with the setting three steps later. The

cycle lengths are then calculated by iterating through the resulting product’s

list variable and returning the amount of elements contained within. The

final step of this section of the program is to sort the calculated cycle lengths

and to pass this to the GetIndex procedure and then store the current rotor

settings in the returned index mapped to that cycle structure.

Here, we initialize an array consisting of 1400 elements which will contain
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our catalog.

We then set the current rotor positions to an initial setting of [A,A,A] to

begin our iteration. We then proceed to iterate through all the possible

rotor settings and calculate the first permutation taking into account that

the electrical encryption is performed on the downward action of the key

which closes the circuit. This permutation is the A component of the AD

characteristic.
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A second permutation is then calculated which is the permutation that will

be the permutation that occurs once the rotor advances three more positions.

This permutations is the D component of the AD characteristic. Finally, we

multiply both permutation together to form characteristic AD.
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Now we iterate through the cycles in characteristic AD and store the cycles

lengths. The sort them in descending numerical order and get an index by

calling the GetIndex method imported from the EnigmaProcedures.mpl file.

We then append the initial setting which would have generated this AD

characteristic at the calculated index within the catalog array.

4.4.3.3 Search the Catalog

Now that a catalog has been generated, associating every possible rotor set-

ting with a characteristic cycle structure, we can retrieve a list of rotor set-

tings that match the cycle structure of the characteristic AD given as input

to the program. We can, however, narrow this down further by retrieving

the list of rotor settings that could generate BE and CF as well. Now, we

can create a reduced list of rotor settings by only counting those that could

have generated characteristic AD, have a matching rotor setting one rotor

step away in the list of rotor settings that could have generated BE, and

have another matching rotor setting two rotor steps away in the list of rotor

settings that could have generated CF .
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We start by retrieving all the possible rotor settings for characteristics AD,

BE, and CF . We also initialize a list that will contain our final candidates

that could have resulting in all three characteristics.
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The program filters these results with FOR loops and generates a list of rotor

settings that could have formed not only characteristic AD, but BE and CF

as well. For example: if we had a rotor setting of [12, 19, 7] in AD, then there

would be a rotor setting of [12, 19, 8] in BE and a rotor setting of [12, 19, 9]

in CF . If this was the case, then we would add [12, 19, 7] to the ListOfPos-

sibleRotorSettingsForAllConstructedDoubleEncryptionPermutations.

In the end, we find four possible rotor settings which could have resulted in all

three characteristics. These settings are [12, 19, 7], [19, 2, 22], [24, 3, 4], and

[24, 21, 1] which are the [L, S,G], [S,B, V ], [X,C,D], and [X,U,A] settings.

4.4.4 Solving the Plugboard

4.4.4.1 Derive Plugboard by Simple Comparison

Now that we have a list of possible rotor settings that could have generated

all three characteristics of this message, we can attempt to solve the plug-

board by generating the characteristic permutations without a plugboard and

making comparisons between the two. For each possible rotor setting, we can
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create a characteristic that is encrypted without any plugboard connections.

By making comparisons with the cycles of the same length in both the en-

crypted and decrypted characteristics, we can derive a possible plugboard by

assigning the letters together where they differ.

Here we start off by initalizing ListOfPossibleDailyKeyRotorSettingsWith-

FoundOperatorAndPlugboardSettings, ListOfDecryptedOperatorSettings, and

ListOfDerivedPlugboardSettings. These lists will store our final results when

we find viable solutions.
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For the outermost FOR loop, we iterate through all the possible rotor settings

found via the catalog. We then construct a version of AD without the influ-

ence of the plugboard using the current rotor setting from the catalog. De-

cryptedOperatorSetting and DerivedPlygboardForConstructedDoubleEncryp-
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tionPermuation1 are also initialized in this step.

For our second FOR loop, we iterate through the cycles of the character-

ist AD with the plugboard given as input to the program through the

Test05Decrypt02.mpl file. For the third FOR loop, we iterate through all

the elements within the cycles of characterist AD. From here, we see what
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letter is mapped to the current one by checking the next one in sequence

since the permutations are written in cycle notation. The fourth and fifth

FOR loops will iterate through the cycles and elements of the version of AD

without the influence of the plugboard.

If we find the current element from characteristic AD inside the the version

of AD without the influence of the plugboard, then we see what letter is

mapped to the current element of AD without plugboard.
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Finally, if the mapped letter from the current element in characteristic el-

ement AD and mapped letter from the current element in the version of

AD without the plugboard are not the same letter and the length of the

cycles from both are the same, then we map these letters to each other in
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the DerivedPlugboardForConstructedDoubleEncryptionPermutation1 list.

For example: the AD characteristic with the plugboard is the permutation

[[1, 7, 10, 11, 25, 15, 20, 9, 12, 4, 18, 22, 2][3, 5, 17, 19, 23, 13, 24, 16, 8, 6, 21, 26, 14]]

written in disjoint cycle notation. The AD characteristic without the plug-

board is [[1, 24, 26, 20, 14, 6, 7, 13, 12, 10, 4, 17, 22][2, 11, 21, 5, 9, 15, 25, 3, 23, 16,

18, 8, 19]]. Starting off with 1 in each cycle we see that the next numbers

are 7 and 24. These are paired together and added to DerivedPlugboard-

ForConstructedDoubleEncryptionPermutation1. Continuing on we find 7 in

each cycle and see that they next numbers in their cycles are 10 and 13, so

we pair these together and add them as well. Eventually, once with cover

both cycles of 13, we end up with following list for DerivedPlugboardForCon-

structedDoubleEncryptionPermutation1 when sorted in ascending order:

{[1, 2], [1, 11], [2, 23], [3, 6], [3, 15], [4, 10], [4, 11], [5, 23], [5, 26], [6, 19], (4.1)

[7, 21], [7, 24], [8, 18], [8, 22], [9, 14], [9, 17], [10, 13], [12, 15], [12, 24],

[13, 16], [14, 20], [16, 26], [17, 18], [19, 22], [20, 25], [21, 25]]

This approach can, however, end up with false positive plugboard connec-

tions. To compensate, we use a similar approach as we did with the catalog

and repeat the process for the other two characteristics, to calculate De-

rivedPlugboardForConstructedDoubleEncryptionPermutation2 and Derived-
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PlugboardForConstructedDoubleEncryptionPermutation3. The resulting plug-

board is made up of only the plugboard connections which are common

between all of them. The code for interating through ConstructedDoubleEn-

cryptionPermutation2 and ConstructedDoubleEncryptionPermutation3 are

omitted because they are the exact same process as ConstructedDoubleEn-

cryptionPermutation1.
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Once we have all three derived plugboards for each characteristic, we take

the intersection of all three as described above and then attempt to decrypt

the first 6 letters of the ciphertext which are the operator setting repeated

twice using the derived plugboard and the current rotor positions from the

catalog.

If the resulting decrypted text is not empty, the first letter matches the

fourth, the second letter matches the fifth, and the third letter matches the

sixth; then we have a candidate and its rotor setting, decrypted operator

setting, and plugboard settings are saved in lists and printed out once all
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possible rotor settings from the previous section have been exhausted.

In this example: After comparing the permutations of AD, BE, and CF

with and without the plugboard and noting where they differ, we can de-

rive a valid plugboard and operator settings for one of the possible rotor

settings found with the catalog. Rotor setting [24, 3, 4] has valid plugboard

settings[[2, 12], [5, 26], [16, 24]] and a decrypted operator setting of [18, 8, 3].

This is the only candidate found.

4.4.4.2 Derive Plugboard Recursively for All Rotor Settings

If there was a viable candidate found via the catalog method described in the

previous Subsection 4.4.3, then the ciphertext of the message is decrypted

and the decrypted message plaintext, the daily key, the operator key, and

the plugboard settings are printed out to the user.
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This section of code checks for a solution from the catalog and simple plug-

board derivation steps. If there are some, then it will iterate throught the

possible solutions and decrypts the remaining ciphertext.
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Here, we print the decypted ciphertext along with Daily Key, Operator Key,

and Plugboard Settings used so it can be checked by the end user to see if

the output makes sense.
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If no viable candidate was found, however, then the program proceeds to

attempt to recursively derive the plugboard for all rotor settings. The initial

rotor settings are set to [1, 1, 1]. The program then iterates through all
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possible rotor settings and calculates a list of the encryption permutations

without the influence of the plugboard for each letter of the crib plaintext,

which is provided as part of the user settings in an external text file containing

Maple input, starting at the current rotor settings.
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This information is then fed into the recursive DeterminePlugboardWirings

method contained in the EnigmaProcedures.mpl library. If this procedure

returns with a solution, then the current rotor settings and the plugboard

wirings are printed out to the user. The program then continues to iterate

through all possible rotor settings until all options are exhausted.

In the current example, however, a viable candidate was found via the catalog

methods, so this approach is skipped.
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4.4.4.3 Determine Plugboard Wirings

DeterminePlugboardWirings starts off its iteration by checking if the end of

the crib has been reached. If it has, then save the plugboard connections as

one of the possible solutions and return.

To review, in the physical machine, each letter of the alphabet used has a

corresponding socket in the plugboard that can be assigned to itself or to

another letter. If it is assigned to another letter, then a wire with a male

plug on either end is inserted into each corresponding socket to switch the
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electrical connections of these two letters. If it is assigned to itself, then no

cable is inserted into its socket. Here, we differentiate between letters which

are considered to not contain any plugs versus letters we have not tried any

assignments with yet. Therefore, just because a plugboard mapping does not

contain any plugs, does not mean that this letter is unassigned. This is why

we use a list to keep track of the available letters as well as one to store any

letter assignments made.
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The next section of the method checks several conditions when the current

plaintext letter of the crib is unassigned a plugboard connection. Then, it

checks within these cases for ones where the current matching ciphertext

letter of the crib is unassigned as well. The first case it checks within these

conditions is if the current plaintext/ciphertext letter pairs of the crib are

unassigned and the encrypted plaintext letter is the same as the ciphertext

letter. If it is, then the plaintext letter of the alphabet is assigned to itself

and the corresponding ciphertext letter is assigned to itself as well.
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The next case checks to see if the corresponding letter of the encrypted

plaintext letter, which is not the same as the ciphertext letter, are both

unassigned. If they are, then try assigning the encrypted plaintext letter and

the ciphertext letter together while assigning the plaintext letter to itself.

The next series of checks are ones where the current plaintext letter of the

crib is unassigned and the corresponding ciphertext letter of the crib has been

assigned. The first case is one where the corresponding encrypted plaintext

letter of the crib is the same letter as the ciphertext letter and the ciphertext

letter is assigned to itself. In this case, it will assign the plaintext letter to

itself and call itself to recurse.
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The next case is if the encrypted plaintext letter is assigned to the ciphertext

letter, then the plaintext letter should be assigned to itself and the method

recurses.
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The next series of cases are where the current plaintext letter has already

received an assignment. The first case is if the corresponding plaintext letter

and ciphertext letter are unassigned and the encrypted plaintext letter is not

the same letter as the ciphertext letter. In this case, the encrypted plaintext

letter and the ciphertext letter should be assigned to each other.
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The next case is to encrypt the letter that the plaintext letter is assigned to

and if this letter is the same as the letter that is assigned to the ciphertext

letter, then provided that the ciphertext letter is assigned, then recurse on

the next plaintext letter of the crib.
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In the event that the ciphertext letter is unassigned in the above case, then

officially assign the ciphertext letter its currently mapped letter.

Finally, in the case that the letter assigned to the current plaintext letter

is encrypted and the resulting letter is not the same letter as letter that is

mapped to the ciphertext letter, then the methods should return since we

now have a contradiction in our plugboard assignments.

In the last section of the recursive method, we iterate over all the letter

assignments made. If the current plaintext crib letter and the current letter

in the letter assignments list are unassigned and these letters are not the

same, then we will check for several cases.
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1. For the first case, we will assign the current letter in the letter assign-

ments list and the current crib plaintext letter to each other. We will

also assign the currently mapped encrypted letter and the current crib

ciphertext letter to each other as well. When we refer to the current

mapped encrypted letter, we are referring to the letter that will result
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when the current letter in the letter assignment list is encrypted with-

out the plugboard at the current rotor settings. This case will execute

when all of the follow are true:

� The current mapped encrypted letter is unassigned.

� The current crib ciphertext letter is unassigned.

� The current encrypted mapped letter and the current crib plain-

text letter are not the same.

� The current encrypted mapped letter and the current crib cipher-

text letter are not the same.

� The current letter in the letter assignments list is not the same as

the current crib ciphertext letter.
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2. For the second case, we will assign the current letter in the letter as-

signments list and the current crib plaintext letter to each other. We

will also assign the current crib ciphertext letter to itself. This case

will execute when all of the following are true:
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� The encrypted current mapped letter is unassigned.

� The current crib ciphertext letter is unassigned.

� The current encrypted mapped letter and the current crib plain-

text letter are not the same.

� The current encrypted mapped letter and the current crib cipher-

text letter are the same.

� The current letter in the letter assignments list is not the same as

the current crib ciphertext letter.

3. For the third case, we will assign the current letter in the letter assign-

ment list and the current crib plaintext letter to themselves. This case
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will execute when all of the following are true:

� The ciphertext letter is assigned.

� The current encrypted mapped letter is equal to the letter assigned

to the current crib ciphertext letter.

� The current letter in the letter assignments list is not the same as

the current crib ciphertext letter

4. For the final case, we assign the current letter in the letter assignment
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list and the current plaintext crib letter to themselves. This case will

execute when all of the following are true:

� The current encrypted mapped letter is the same as the current

crib plaintext letter.

� The current letter in the letter assignment list is the same as the

current crib ciphertext letter.

At the end of the procedure, we return from recursion.

To illustrate the use of this method, another example will be provided since

the previous example made use of the catalog method:
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Here we have the encryption settings for our new example. These include the

same Alphabet, PermutationToSimulateSingleRotationAroundAxle, ListOfRo-

torWirings, and Reflector as the previous example. This example does differ

with the ListOfSelectedRotorsLeftToRight, Plugboard, DailySetting, Opera-

torSetting, and Plaintext.
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Here are the primary decryption settings outside of the machine settings for

the new example:

� The encrypted ciphertext from the output of the encryption program.

This includes the double enciphered operator key.

� The crib ciphertext

� The corresponding crib plaintext

� The crib offset, which indication where the crib ciphertext starts in

relation to the full ciphertext. It is worth noting that this offset ignores

the first 6 characters which are the double enciphered operator key.
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� The three characteristic permutations of AD, BE, and CF .

We skip most of the steps for the new example because they will almost be

exactly the same as the decryption example used above. The primary differ-

ence arises when no solution is found via the catalog and simple plugboard

derivation method. This will then branch off to the recursive Determine-

PlugboardWirings method. The output of this method in this case is shown

below.
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For the output of the method, we only find possible plugboard solutions at the

rotor setting [7, 12, 19]. Several possibilities are found, due to the crib used
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since it may not have enough contradictions within it to narrow the search

down to a single possibility. We do see, however, that the correct solution

is actually the first possibility presented. The output seen here are two lists

that are returned for each plugboard possibility. The first list is of the pairs

of plugboard wirings. The second list is the AvailableLetters list of the same

length as the alphabet list. There is a position in this list for each letter of the

alphabet. Possible values are either zero or one at each position: zero means

that the letter at this position is either assigned to another letter or to itself,

and one means that this letter is available for assignment. The use of this list

is to keep track of what letters are available as the recursive method proceeds.

The exit values of both the plugboard and AvailableLetters list are what are

appended in the ListOfPossibleSolutionsForPlugboardAtCurrentRotorOffsets

list, which is the output seen.
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Chapter 5

Conclusion

For this report, two Maple programs have been created to implement and

demonstrate the Enigma cipher: An encryption program and a decryption

program. The decryption program utilizes the card catalog to determine the

possible rotor positions. The program then attempts to solve the plugboard

wirings by comparing the unencrypted characteristics with their encrypted

forms. Where these two forms differ, plugboard substitutions are made to

resolve them. This is done in an attempt to find simpler substitution solutions

before attempting a brute force attempt to solve the plugboard utilizing a

crib and heavy recursion.

The recursive method is of interest because it can handle all possible plug-

board settings using any number of leads up to the full 13. This is of note

because it had been procedure to utilize exactly 7 leads until January 1st,
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1939 when this was changed to exactly 10 leads [24]. Due to this policy,

most Enigma solving methods make this assumption. Due to the fact that

extensibility of the program was a design goal, the use of exactly 10 leads

was not appropriate for the cryptanalysis and decryption methods used.

The advantage of the use of Maple worksheets compared to other methods,

like CrypTool 2’s implementation of Gillogly’s ciphertext-only attack [23],

is that it is much simpler to follow and step through the program utilizing

Maple’s internal debugger. Most implementations have a tendency to be

more of a black box approach, especially CrypTool 2’s visual programming

workflow where one is not always given a meaningful understanding of what

is happening inside the blocks besides inputs and outputs. The ability to

freely modify Maple worksheets can also allow further understanding and

comprehension of the concepts involved through experimentation, which is

also something one cannot accomplish through more black box approaches.

Student comprehension of the concepts involved is the primary goal of this

work. The intention is to demonstrate an actual encryption scheme and the

methods in which its flaws can be exploited in order to decrypt it without

the key. In the case of Enigma, and the work done for this report, this flaw

is the double encipherment of the message key which was done earlier in the

war. These weaknesses are highlighted in order to introduce students to the

mathematical concepts involved through a representative example which is

still simple enough that student can trace through the steps by hand. This

is something that is difficult to do for most modern cryptosystems, which
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was why Enigma was selected in order to establish a foundation that can

ultimately lead to these modern cryptosystems.

This program can be both incorporated into a class and worked with on an

individual level with a student exploring and experimenting with the soft-

ware. The worksheets can be covered in a group setting and the instructor

can cover how the worksheets work, the output of different examples for both

the encryption and decryption program, as well as possible introductions on

how these worksheets can be modified through altering the methods in the

EngimaProcedures.mpl file. Test cases and modifications can potentially be

covered through an directed exploration of the software through an assign-

ment or a tutorial. Since the worksheets are fairly well documented and

clear to read, a student could also explore, expand, and experiment with the

software on their own as well. It was the goal of these worksheets that they

can accommodate as many different learning styles as possible.

The potential for future work and expansion involves implementing several

variables that were ignored in order to focus on the core combinatorial prob-

lem. These variables include the ring settings, the rotor selection and order,

as well as rotor double stepping. Now that the core of the program has been

solidified, the implementation of these variables would allow the program to

be a full implementation of Enigma. From there, there is the potential to

use this as a foundation in order to implement various Enigma variants that

were used within different divisions of the war as well as other rotor cipher

systems that followed that utilized the same principles. Potential examples
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of the latter include Hagelin B-21, SIGABA, Typex, NEMA, KL-7, Fialka,

and Tatjana van Vark’s Enigma Inspired Rotor Machine [12, 39]. An explo-

ration of the cryptanalysis methods used for these derivatives would allow

a expansion of the mathematical concepts covered in order to lay further

knowledge and foundations as one progresses to modern systems.
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Appendix A

Maple Worksheets and

Procedures

A.1 EnigmaProcedures.mpl
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A.2 Encryption Program (Test05Encrypt.mpl)

[Output Only]

ListOfPermutationsUsedToSimulateRotorRotationsAroundAxle :=

[[], [[1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,

22, 23, 24, 25, 26]], [[1, 3, 5, 7, 9, 11, 13, 15, 17, 19, 21, 23, 25], [2, 4,

6, 8, 10, 12, 14, 16, 18, 20, 22, 24, 26]], [[1, 4, 7, 10, 13, 16, 19, 22, 25,

2, 5, 8, 11, 14, 17, 20, 23, 26, 3, 6, 9, 12, 15, 18, 21, 24]], [[1, 5, 9, 13,

17, 21, 25, 3, 7, 11, 15, 19, 23], [2, 6, 10, 14, 18, 22, 26, 4, 8, 12, 16, 20,

24]], [[1, 6, 11, 16, 21, 26, 5, 10, 15, 20, 25, 4, 9, 14, 19, 24, 3, 8, 13, 18,

23, 2, 7, 12, 17, 22]], [[1, 7, 13, 19, 25, 5, 11, 17, 23, 3, 9, 15, 21], [2,

8, 14, 20, 26, 6, 12, 18, 24, 4, 10, 16, 22]], [[1, 8, 15, 22, 3, 10, 17, 24,

5, 12, 19, 26, 7, 14, 21, 2, 9, 16, 23, 4, 11, 18, 25, 6, 13, 20]], [[1, 9, 17,

25, 7, 15, 23, 5, 13, 21, 3, 11, 19], [2, 10, 18, 26, 8, 16, 24, 6, 14, 22, 4,

12, 20]], [[1, 10, 19, 2, 11, 20, 3, 12, 21, 4, 13, 22, 5, 14, 23, 6, 15, 24,

7, 16, 25, 8, 17, 26, 9, 18]], [[1, 11, 21, 5, 15, 25, 9, 19, 3, 13, 23, 7, 17],

[2, 12, 22, 6, 16, 26, 10, 20, 4, 14, 24, 8, 18]], [[1, 12, 23, 8, 19, 4, 15,

26, 11, 22, 7, 18, 3, 14, 25, 10, 21, 6, 17, 2, 13, 24, 9, 20, 5, 16]], [[1, 13,

25, 11, 23, 9, 21, 7, 19, 5, 17, 3, 15], [2, 14, 26, 12, 24, 10, 22, 8, 20, 6,

18, 4, 16]], [[1, 14], [2, 15], [3, 16], [4, 17], [5, 18], [6, 19], [7, 20], [8, 21],
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[9, 22], [10, 23], [11, 24], [12, 25], [13, 26]], [[1, 15, 3, 17, 5, 19, 7, 21, 9,

23, 11, 25, 13], [2, 16, 4, 18, 6, 20, 8, 22, 10, 24, 12, 26, 14]], [[1, 16, 5,

20, 9, 24, 13, 2, 17, 6, 21, 10, 25, 14, 3, 18, 7, 22, 11, 26, 15, 4, 19, 8,

23, 12]], [[1, 17, 7, 23, 13, 3, 19, 9, 25, 15, 5, 21, 11], [2, 18, 8, 24, 14,

4, 20, 10, 26, 16, 6, 22, 12]], [[1, 18, 9, 26, 17, 8, 25, 16, 7, 24, 15, 6, 23,

14, 5, 22, 13, 4, 21, 12, 3, 20, 11, 2, 19, 10]], [[1, 19, 11, 3, 21, 13, 5, 23,

15, 7, 25, 17, 9], [2, 20, 12, 4, 22, 14, 6, 24, 16, 8, 26, 18, 10]], [[1, 20,

13, 6, 25, 18, 11, 4, 23, 16, 9, 2, 21, 14, 7, 26, 19, 12, 5, 24, 17, 10, 3,

22, 15, 8]], [[1, 21, 15, 9, 3, 23, 17, 11, 5, 25, 19, 13, 7], [2, 22, 16, 10,

4, 24, 18, 12, 6, 26, 20, 14, 8]], [[1, 22, 17, 12, 7, 2, 23, 18, 13, 8, 3, 24,

19, 14, 9, 4, 25, 20, 15, 10, 5, 26, 21, 16, 11, 6]], [[1, 23, 19, 15, 11, 7, 3,

25, 21, 17, 13, 9, 5], [2, 24, 20, 16, 12, 8, 4, 26, 22, 18, 14, 10, 6]], [[1,

24, 21, 18, 15, 12, 9, 6, 3, 26, 23, 20, 17, 14, 11, 8, 5, 2, 25, 22, 19, 16,

13, 10, 7, 4]], [[1, 25, 23, 21, 19, 17, 15, 13, 11, 9, 7, 5, 3], [2, 26, 24, 22,

20, 18, 16, 14, 12, 10, 8, 6, 4]], [[1, 26, 25, 24, 23, 22, 21, 20, 19, 18, 17,

16, 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2]]]

DailySetting := ["X", "C", "D"]

OperatorSetting := ["R", "H", "C"]

Plaintext := ["A", "N", "M", "A", "R", "T", "I", "N", "O", "B", "E",

"R", "Z", "A", "L", "E", "K", "X", "K", "E", "I", "N", "E", "B",

"E", "S", "O", "N", "D", "E", "R", "E", "N", "E", "R", "E", "I",

"G", "N", "I", "S", "S", "E", "I", "N", "D", "E", "R", "B", "U", "L",
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"M", "E", "H", "E", "U", "T", "E"]

Plaintext := ["R", "H", "C", "R", "H", "C", "A", "N", "M", "A", "R",

"T", "I", "N", "O", "B", "E", "R", "Z", "A", "L", "E", "K", "X",

"K", "E", "I", "N", "E", "B", "E", "S", "O", "N", "D", "E", "R",

"E", "N", "E", "R", "E", "I", "G", "N", "I", "S", "S", "E", "I", "N",

"D", "E", "R", "B", "U", "L", "M", "E", "H", "E", "U", "T", "E"]

DailySettingOffsets := [24, 3, 4]

OperatorSettingOffsets := [18, 8, 3]

PlaintextOffsets := [18, 8, 3, 18, 8, 3, 1, 14, 13, 1, 18, 20, 9, 14, 15, 2, 5,

18, 26, 1, 12, 5, 11, 24, 11, 5, 9, 14, 5, 2, 5, 19, 15, 14, 4, 5, 18, 5, 14,

5, 18, 5, 9, 7, 14, 9, 19, 19, 5, 9, 14, 4, 5, 18, 2, 21, 12, 13, 5, 8, 5, 21,

20, 5]

CurrentRotorOffsets := [24, 3, 4]

EnigmaEncryptionPermutationsWithPlugboard := []

[[1, 26], [2, 14], [3, 22], [4, 17], [5, 18], [6, 10], [7, 21], [8, 11], [9, 23],

[12, 19], [13, 20], [15, 24], [16, 25]]

[[1, 24], [2, 20], [3, 11], [4, 10], [5, 15], [6, 26], [7, 12], [8, 21], [9, 22],

[13, 17], [14, 19], [16, 18], [23, 25]]
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[[1, 15], [2, 5], [3, 18], [4, 10], [6, 23], [7, 17], [8, 20], [9, 24], [11, 26],

[12, 22], [13, 21], [14, 16], [19, 25]]

[[1, 14], [2, 3], [4, 19], [5, 22], [6, 11], [7, 26], [8, 25], [9, 13], [10, 21],

[12, 23], [15, 16], [17, 18], [20, 24]]

[[1, 17], [2, 11], [3, 19], [4, 15], [5, 18], [6, 12], [7, 25], [8, 14], [9, 21],

[10, 23], [13, 26], [16, 24], [20, 22]]

[[1, 25], [2, 23], [3, 18], [4, 17], [5, 10], [6, 19], [7, 26], [8, 12], [9, 16],

[11, 14], [13, 21], [15, 22], [20, 24]]

CurrentRotorOffsets := [18, 8, 3]

[[1, 15], [2, 9], [3, 6], [4, 13], [5, 8], [7, 10], [11, 12], [14, 21], [16, 23],

[17, 26], [18, 24], [19, 25], [20, 22]]

[[1, 8], [2, 7], [3, 21], [4, 26], [5, 9], [6, 13], [10, 12], [11, 14], [15, 20],

[16, 22], [17, 18], [19, 25], [23, 24]]

[[1, 15], [2, 10], [3, 12], [4, 7], [5, 20], [6, 17], [8, 18], [9, 19], [11, 14],

[13, 21], [16, 24], [22, 23], [25, 26]]

[[1, 4], [2, 11], [3, 22], [5, 17], [6, 8], [7, 12], [9, 10], [13, 23], [14, 20],

[15, 26], [16, 19], [18, 21], [24, 25]]
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[[1, 2], [3, 7], [4, 26], [5, 23], [6, 18], [8, 19], [9, 22], [10, 20], [11, 24],

[12, 14], [13, 16], [15, 21], [17, 25]]

[[1, 3], [2, 15], [4, 14], [5, 17], [6, 18], [7, 11], [8, 23], [9, 12], [10, 21],

[13, 16], [19, 22], [20, 26], [24, 25]]

[[1, 15], [2, 20], [3, 19], [4, 10], [5, 14], [6, 23], [7, 24], [8, 13], [9, 12],

[11, 21], [16, 18], [17, 22], [25, 26]]

[[1, 24], [2, 3], [4, 26], [5, 19], [6, 23], [7, 14], [8, 25], [9, 10], [11, 13],

[12, 16], [15, 20], [17, 21], [18, 22]]

[[1, 5], [2, 18], [3, 7], [4, 22], [6, 9], [8, 21], [10, 14], [11, 25], [12, 15],

[13, 17], [16, 23], [19, 20], [24, 26]]

[[1, 8], [2, 21], [3, 10], [4, 20], [5, 18], [6, 22], [7, 23], [9, 16], [11, 26],

[12, 25], [13, 19], [14, 17], [15, 24]]

[[1, 25], [2, 12], [3, 15], [4, 26], [5, 14], [6, 23], [7, 21], [8, 17], [9, 13],

[10, 22], [11, 16], [18, 24], [19, 20]]

[[1, 22], [2, 14], [3, 20], [4, 8], [5, 11], [6, 21], [7, 25], [9, 19], [10, 18],

[12, 15], [13, 17], [16, 26], [23, 24]]

[[1, 21], [2, 11], [3, 25], [4, 6], [5, 12], [7, 15], [8, 26], [9, 16], [10, 19],

[13, 14], [17, 23], [18, 22], [20, 24]]

[[1, 9], [2, 22], [3, 13], [4, 8], [5, 24], [6, 7], [10, 15], [11, 16], [12, 25],

[14, 23], [17, 19], [18, 26], [20, 21]]

[[1, 15], [2, 21], [3, 17], [4, 24], [5, 7], [6, 9], [8, 22], [10, 18], [11, 13],
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[12, 25], [14, 19], [16, 23], [20, 26]]

[[1, 14], [2, 17], [3, 22], [4, 20], [5, 9], [6, 7], [8, 10], [11, 26], [12, 16],

[13, 23], [15, 18], [19, 25], [21, 24]]

[[1, 20], [2, 6], [3, 9], [4, 19], [5, 21], [7, 15], [8, 18], [10, 14], [11, 13],

[12, 24], [16, 22], [17, 26], [23, 25]]

[[1, 3], [2, 19], [4, 11], [5, 17], [6, 12], [7, 10], [8, 21], [9, 25], [13, 16],

[14, 22], [15, 26], [18, 20], [23, 24]]

[[1, 25], [2, 26], [3, 11], [4, 18], [5, 8], [6, 17], [7, 13], [9, 10], [12, 19],

[14, 21], [15, 20], [16, 22], [23, 24]]

[[1, 16], [2, 26], [3, 8], [4, 14], [5, 24], [6, 21], [7, 17], [9, 10], [11, 20],

[12, 22], [13, 19], [15, 18], [23, 25]]

[[1, 13], [2, 11], [3, 8], [4, 22], [5, 19], [6, 20], [7, 24], [9, 10], [12, 25],

[14, 15], [16, 18], [17, 23], [21, 26]]

[[1, 26], [2, 14], [3, 4], [5, 9], [6, 21], [7, 10], [8, 12], [11, 22], [13, 16],

[15, 20], [17, 24], [18, 19], [23, 25]]

[[1, 12], [2, 14], [3, 15], [4, 9], [5, 13], [6, 26], [7, 20], [8, 11], [10, 16],

[17, 23], [18, 19], [21, 24], [22, 25]]

[[1, 16], [2, 21], [3, 5], [4, 12], [6, 8], [7, 20], [9, 10], [11, 25], [13, 23],

[14, 18], [15, 22], [17, 19], [24, 26]]

[[1, 19], [2, 12], [3, 23], [4, 21], [5, 20], [6, 11], [7, 13], [8, 25], [9, 18],

[10, 24], [14, 16], [15, 26], [17, 22]]
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[[1, 26], [2, 8], [3, 14], [4, 5], [6, 18], [7, 22], [9, 21], [10, 17], [11, 19],

[12, 24], [13, 25], [15, 16], [20, 23]]

[[1, 19], [2, 5], [3, 18], [4, 12], [6, 22], [7, 9], [8, 13], [10, 21], [11, 26],

[14, 17], [15, 24], [16, 20], [23, 25]]

[[1, 14], [2, 9], [3, 4], [5, 24], [6, 7], [8, 23], [10, 26], [11, 13], [12, 16],

[15, 21], [17, 20], [18, 19], [22, 25]]

[[1, 22], [2, 15], [3, 17], [4, 23], [5, 26], [6, 21], [7, 8], [9, 11], [10, 20],

[12, 24], [13, 19], [14, 16], [18, 25]]

[[1, 9], [2, 14], [3, 16], [4, 22], [5, 12], [6, 13], [7, 19], [8, 15], [10, 17],

[11, 21], [18, 24], [20, 23], [25, 26]]

[[1, 16], [2, 12], [3, 24], [4, 20], [5, 7], [6, 17], [8, 18], [9, 19], [10, 14],

[11, 22], [13, 21], [15, 26], [23, 25]]

[[1, 16], [2, 3], [4, 11], [5, 7], [6, 20], [8, 17], [9, 18], [10, 25], [12, 24],

[13, 23], [14, 15], [19, 26], [21, 22]]

[[1, 22], [2, 14], [3, 25], [4, 15], [5, 7], [6, 20], [8, 23], [9, 13], [10, 19],

[11, 18], [12, 24], [16, 17], [21, 26]]

[[1, 22], [2, 13], [3, 7], [4, 11], [5, 6], [8, 24], [9, 15], [10, 19], [12, 23],

[14, 18], [16, 17], [20, 21], [25, 26]]

[[1, 12], [2, 6], [3, 5], [4, 26], [7, 17], [8, 24], [9, 22], [10, 23], [11, 18],

[13, 16], [14, 15], [19, 21], [20, 25]]

[[1, 6], [2, 10], [3, 5], [4, 26], [7, 22], [8, 25], [9, 12], [11, 15], [13, 16],
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[14, 23], [17, 19], [18, 24], [20, 21]]

[[1, 2], [3, 9], [4, 16], [5, 15], [6, 11], [7, 22], [8, 25], [10, 23], [12, 14],

[13, 20], [17, 19], [18, 26], [21, 24]]

[[1, 21], [2, 13], [3, 8], [4, 26], [5, 12], [6, 23], [7, 17], [9, 25], [10, 24],

[11, 14], [15, 19], [16, 18], [20, 22]]

[[1, 16], [2, 4], [3, 5], [6, 13], [7, 24], [8, 22], [9, 26], [10, 20], [11, 18],

[12, 23], [14, 21], [15, 25], [17, 19]]

[[1, 14], [2, 4], [3, 5], [6, 18], [7, 10], [8, 13], [9, 26], [11, 22], [12, 23],

[15, 17], [16, 20], [19, 25], [21, 24]]

[[1, 7], [2, 20], [3, 24], [4, 15], [5, 9], [6, 8], [10, 12], [11, 19], [13, 21],

[14, 16], [17, 22], [18, 23], [25, 26]]

[[1, 22], [2, 12], [3, 25], [4, 10], [5, 21], [6, 19], [7, 15], [8, 17], [9, 14],

[11, 23], [13, 20], [16, 26], [18, 24]]

[[1, 25], [2, 15], [3, 23], [4, 14], [5, 6], [7, 18], [8, 22], [9, 12], [10, 11],

[13, 20], [16, 17], [19, 24], [21, 26]]

[[1, 9], [2, 3], [4, 7], [5, 12], [6, 22], [8, 20], [10, 23], [11, 15], [13, 21],

[14, 24], [16, 25], [17, 26], [18, 19]]

[[1, 3], [2, 17], [4, 9], [5, 7], [6, 19], [8, 24], [10, 25], [11, 22], [12, 23],

[13, 20], [14, 16], [15, 26], [18, 21]]

[[1, 14], [2, 5], [3, 11], [4, 18], [6, 23], [7, 16], [8, 21], [9, 20], [10, 22],

[12, 13], [15, 24], [17, 26], [19, 25]]
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[[1, 10], [2, 15], [3, 12], [4, 5], [6, 14], [7, 22], [8, 16], [9, 18], [11, 17],

[13, 26], [19, 23], [20, 24], [21, 25]]

[[1, 9], [2, 18], [3, 5], [4, 8], [6, 24], [7, 20], [10, 12], [11, 25], [13, 15],

[14, 17], [16, 26], [19, 23], [21, 22]]

[[1, 14], [2, 7], [3, 24], [4, 26], [5, 11], [6, 12], [8, 23], [9, 22], [10, 13],

[15, 17], [16, 19], [18, 21], [20, 25]]

[[1, 24], [2, 21], [3, 12], [4, 26], [5, 11], [6, 10], [7, 16], [8, 20], [9, 25],

[13, 22], [14, 19], [15, 18], [17, 23]]

[[1, 25], [2, 26], [3, 23], [4, 12], [5, 11], [6, 14], [7, 17], [8, 22], [9, 21],

[10, 13], [15, 18], [16, 24], [19, 20]]

[[1, 10], [2, 23], [3, 25], [4, 26], [5, 14], [6, 11], [7, 17], [8, 19], [9, 21],

[12, 16], [13, 15], [18, 20], [22, 24]]

[[1, 18], [2, 8], [3, 9], [4, 12], [5, 24], [6, 17], [7, 23], [10, 16], [11, 15],

[13, 20], [14, 26], [19, 25], [21, 22]]

[[1, 4], [2, 12], [3, 15], [5, 7], [6, 13], [8, 19], [9, 21], [10, 26], [11, 17],

[14, 18], [16, 25], [20, 24], [22, 23]]

[[1, 22], [2, 20], [3, 15], [4, 8], [5, 19], [6, 12], [7, 17], [9, 23], [10, 13],

[11, 26], [14, 25], [16, 24], [18, 21]]

[[1, 3], [2, 14], [4, 18], [5, 11], [6, 23], [7, 26], [8, 17], [9, 25], [10, 13],

[12, 15], [16, 19], [20, 22], [21, 24]]

[[1, 6], [2, 7], [3, 11], [4, 26], [5, 15], [8, 10], [9, 19], [12, 20], [13, 22],
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[14, 24], [16, 25], [17, 18], [21, 23]]

[[1, 12], [2, 6], [3, 9], [4, 15], [5, 7], [8, 13], [10, 19], [11, 21], [14, 20],

[16, 26], [17, 18], [22, 23], [24, 25]]

Ciphertext := ""

"EURQNROKUDFZLGLUNJHIYIMWCXJBMUTKXAWLHGB

FKCCQUZKFFAPRDBGBDOXSSXLG"

ConstructedDoubleEncryptionPermutation1WithPlugboard := [[1,

7, 10, 11, 25, 15, 20, 9, 12, 4, 18, 22, 2], [3, 5, 17, 19, 23, 13, 24, 16, 8,

6, 21, 26, 14]]

ConstructedDoubleEncryptionPermutation2WithPlugboard := [[1,

16, 5, 4, 23, 7, 6, 13], [2, 22, 21, 14, 3], [8, 9, 20, 11, 19], [10, 15, 18, 24,

17, 26, 12, 25]]

ConstructedDoubleEncryptionPermutation3WithPlugboard := [[1,

22, 8, 24, 16, 11, 7, 4, 5, 23, 19], [2, 10, 17, 26, 14, 9, 20, 12, 15, 25, 6]]
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A.3 Decryption Program (Test05Encrypt02.mpl)

[Output Only]

ListOfPermutationsUsedToSimulateRotorRotationsAroundAxle :=

[[], [[1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,

22, 23, 24, 25, 26]], [[1, 3, 5, 7, 9, 11, 13, 15, 17, 19, 21, 23, 25], [2, 4,

6, 8, 10, 12, 14, 16, 18, 20, 22, 24, 26]], [[1, 4, 7, 10, 13, 16, 19, 22, 25,

2, 5, 8, 11, 14, 17, 20, 23, 26, 3, 6, 9, 12, 15, 18, 21, 24]], [[1, 5, 9, 13,

17, 21, 25, 3, 7, 11, 15, 19, 23], [2, 6, 10, 14, 18, 22, 26, 4, 8, 12, 16, 20,

24]], [[1, 6, 11, 16, 21, 26, 5, 10, 15, 20, 25, 4, 9, 14, 19, 24, 3, 8, 13, 18,

23, 2, 7, 12, 17, 22]], [[1, 7, 13, 19, 25, 5, 11, 17, 23, 3, 9, 15, 21], [2,

8, 14, 20, 26, 6, 12, 18, 24, 4, 10, 16, 22]], [[1, 8, 15, 22, 3, 10, 17, 24,

5, 12, 19, 26, 7, 14, 21, 2, 9, 16, 23, 4, 11, 18, 25, 6, 13, 20]], [[1, 9, 17,

25, 7, 15, 23, 5, 13, 21, 3, 11, 19], [2, 10, 18, 26, 8, 16, 24, 6, 14, 22, 4,

12, 20]], [[1, 10, 19, 2, 11, 20, 3, 12, 21, 4, 13, 22, 5, 14, 23, 6, 15, 24,

7, 16, 25, 8, 17, 26, 9, 18]], [[1, 11, 21, 5, 15, 25, 9, 19, 3, 13, 23, 7, 17],

[2, 12, 22, 6, 16, 26, 10, 20, 4, 14, 24, 8, 18]], [[1, 12, 23, 8, 19, 4, 15,

26, 11, 22, 7, 18, 3, 14, 25, 10, 21, 6, 17, 2, 13, 24, 9, 20, 5, 16]], [[1, 13,

25, 11, 23, 9, 21, 7, 19, 5, 17, 3, 15], [2, 14, 26, 12, 24, 10, 22, 8, 20, 6,

18, 4, 16]], [[1, 14], [2, 15], [3, 16], [4, 17], [5, 18], [6, 19], [7, 20], [8, 21],
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[9, 22], [10, 23], [11, 24], [12, 25], [13, 26]], [[1, 15, 3, 17, 5, 19, 7, 21, 9,

23, 11, 25, 13], [2, 16, 4, 18, 6, 20, 8, 22, 10, 24, 12, 26, 14]], [[1, 16, 5,

20, 9, 24, 13, 2, 17, 6, 21, 10, 25, 14, 3, 18, 7, 22, 11, 26, 15, 4, 19, 8,

23, 12]], [[1, 17, 7, 23, 13, 3, 19, 9, 25, 15, 5, 21, 11], [2, 18, 8, 24, 14,

4, 20, 10, 26, 16, 6, 22, 12]], [[1, 18, 9, 26, 17, 8, 25, 16, 7, 24, 15, 6, 23,

14, 5, 22, 13, 4, 21, 12, 3, 20, 11, 2, 19, 10]], [[1, 19, 11, 3, 21, 13, 5, 23,

15, 7, 25, 17, 9], [2, 20, 12, 4, 22, 14, 6, 24, 16, 8, 26, 18, 10]], [[1, 20,

13, 6, 25, 18, 11, 4, 23, 16, 9, 2, 21, 14, 7, 26, 19, 12, 5, 24, 17, 10, 3,

22, 15, 8]], [[1, 21, 15, 9, 3, 23, 17, 11, 5, 25, 19, 13, 7], [2, 22, 16, 10,

4, 24, 18, 12, 6, 26, 20, 14, 8]], [[1, 22, 17, 12, 7, 2, 23, 18, 13, 8, 3, 24,

19, 14, 9, 4, 25, 20, 15, 10, 5, 26, 21, 16, 11, 6]], [[1, 23, 19, 15, 11, 7, 3,

25, 21, 17, 13, 9, 5], [2, 24, 20, 16, 12, 8, 4, 26, 22, 18, 14, 10, 6]], [[1,

24, 21, 18, 15, 12, 9, 6, 3, 26, 23, 20, 17, 14, 11, 8, 5, 2, 25, 22, 19, 16,

13, 10, 7, 4]], [[1, 25, 23, 21, 19, 17, 15, 13, 11, 9, 7, 5, 3], [2, 26, 24, 22,

20, 18, 16, 14, 12, 10, 8, 6, 4]], [[1, 26, 25, 24, 23, 22, 21, 20, 19, 18, 17,

16, 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2]]]

Ciphertext := ["E", "U", "R", "Q", "N", "R", "O", "K", "U", "D", "F",

"Z", "L", "G", "L", "U", "N", "J", "H", "I", "Y", "I", "M", "W",

"C", "X", "J", "B", "M", "U", "T", "K", "X", "A", "W", "L", "H",

"G", "B", "F", "K", "C", "C", "Q", "U", "Z", "K", "F", "F", "A",

"P", "R", "D", "B", "G", "B", "D", "O", "X", "S", "S", "X", "L",

"G"]
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CiphertextOffsets := [5, 21, 18, 17, 14, 18, 15, 11, 21, 4, 6, 26, 12, 7, 12,

21, 14, 10, 8, 9, 25, 9, 13, 23, 3, 24, 10, 2, 13, 21, 20, 11, 24, 1, 23, 12,

8, 7, 2, 6, 11, 3, 3, 17, 21, 26, 11, 6, 6, 1, 16, 18, 4, 2, 7, 2, 4, 15, 24,

19, 19, 24, 12, 7]

CribCiphertext := ["C", "X", "J", "B", "M", "U", "T", "K", "X", "A",

"W", "L", "H", "G", "B", "F", "K", "C", "C", "Q", "U", "Z", "K",

"F", "F"]

CribCiphertextOffsets := [3, 24, 10, 2, 13, 21, 20, 11, 24, 1, 23, 12, 8, 7,

2, 6, 11, 3, 3, 17, 21, 26, 11, 6, 6]

CribPlaintext := ["K", "E", "I", "N", "E", "B", "E", "S", "O", "N", "D",

"E", "R", "E", "N", "E", "R", "E", "I", "G", "N", "I", "S", "S", "E"]

CribPlaintextOffsets := [11, 5, 9, 14, 5, 2, 5, 19, 15, 14, 4, 5, 18, 5, 14, 5,

18, 5, 9, 7, 14, 9, 19, 19, 5]

ConstructedDoubleEncryptionPermutation1CycleStructure := []

ConstructedDoubleEncryptionPermutation1CycleStructure := [13,

13]

ConstructedDoubleEncryptionPermutation2CycleStructure := []

ConstructedDoubleEncryptionPermutation2CycleStructure := [8, 8,

5, 5]

ConstructedDoubleEncryptionPermutation3CycleStructure := []
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ConstructedDoubleEncryptionPermutation3CycleStructure := [11,

11]

CurrentRotorOffsets := [1, 1, 1]

ListOfPossibleRotorSettingsForAllConstructedDoubleEncryptionP

ermutations := []

[[12, 19, 7], [19, 2, 22], [24, 3, 4], [24, 21, 1]]

4

ListOfPossibleDailyKeyRotorSettingsWithFoundOperatorAndPlu

gboardSettings := []

ListOfDecryptedOperatorSettings := []

ListOfDerivedPlugboardSettings := []

[[24, 3, 4]]

[[18, 8, 3]]

[[[2, 12], [5, 26], [16, 24]]]

"ANMARTINOBERZALEKXKEINEBESONDERENEREIGNISS

EINDERBULMEHEUTE"
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"Daily Key: ", [24, 3, 4]

"Operator Key: ", [18, 8, 3]

"Plugboard Settings: ", [[2, 12], [5, 26], [16, 24]]
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