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Abstract

Computing over outsourced, encrypted data in an efficient, secure and privacy-
preserving way continues to be a challenge as the quantity, complexity and ap-
plications of the data continue to grow. Both data owners and data users require
solutions that address the continued evolution of security and privacy needs in the
presence of determined malicious actors and threats. The basic framework for sim-
ilarity queries has remained relatively unchanged, but we continue to design more
efficient, secure and privacy-preserving schemes that combine different encryption
techniques and data structures to better address the needs of the users and changing
landscape of data complexity and its attendant threats. We propose and design a
similarity query scheme that uses a weighted Manhattan distance-based metric, a
symmetric homomorphic encryption (SHE) technique, a kd-tree to index our data
and a 2-cloud server model. Security analysis shows that our proposed scheme can

achieve the desirable privacy requirements.
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Chapter 1

Introduction

Data in today’s world has become an increasingly valuable commodity. Over 300
million terabytes of data are produced daily from mobile devices, industrial plants,
[oT devices, vehicles, government, medical facilities, military installations, satellites,
sensors and so much more. [64],[13] As the sources, quantity and rate of output
of data has continued to increase so have its features, attributes, dimensions and
formats. This has led to the need for continuous improvements in data collection,
processing, storage and security. This has opened up opportunities and challenges
for data owners, data brokers and data users. Finding cost-effective, efficient and
secure methods of transporting, storing, accessing, and encrypting the data remains
an area of constant research and improvement. The introduction of cloud comput-
ing has provided data access, storage, collaboration and other variables at a cost,
without having to handle the costs of expensive hardware and software maintenance
and upgrades. Primary data storage and retrieval have advanced to more complex
processes that improve security, search efficiency, privacy, and computational ability.
Advances in cryptography have led to more secure encryption techniques that have
led to computing on encrypted data. Various theories, schemes and applications have

been proposed and developed to continuously address the challenges and threats that



have evolved along with the changing data landscape and its associated operations.
Choosing appropriate encryption, index, storage, and search methods to efficiently
and securely retrieve results can become computationally expensive, vulnerable to
security breaches and loss of data privacy, confidentiality and integrity. Our work
looks at the use of homomorphic encryption for efficient, privacy-preserving and se-
cure computation on outsourced data, to retrieve encrypted data records that meet

specified similarity range query criteria.

1.1 Searchable Encryption

Searching encrypted data was pioneered by the work of Song et al., [59] who laid the
foundations of what has evolved into computing on encrypted data with advances
in homomorphic encryption as proposed by Gentry [25]. Handa et al. [34] describe
searchable encryption as a multidisciplinary field combining Information Retrieval
for searchable index generation, Algorithms for devising an efficient search scheme
and Cryptography to maintain security and privacy requirements. Searchable encryp-
tion finds applications in encrypted images, encrypted audit logs, encrypted medical
data, encrypted genomic data, encrypted smart grid data, IoT collected data, se-
cure biometric authentication, and secure databases. Searchable encryption (SE) is
a system that allows a group of data users or owners to store, share, and retrieve
remotely stored data [17]. The type of searchable encryption scheme used for a spec-
ified application can depend on any number of variables which include frequency of
queries, size and type of data, sensitivity of data, number of users etc.

The model of a searchable encryption scheme generally consists of three basic entities,

the data owner, the cloud server and the user [49].

e The data owner, might be an individual or organization who owns the data

and is responsible for building the encrypted searchable index and outsourcing



the encrypted data to the cloud server.

e The data user is the entity that wants access to the outsourced data and
generates a query which is sent to the cloud server for processing. The query

results are then returned to the data user.

e The cloud server receives the encrypted data from the data owner and stores
the encrypted data. It performs search and computation operations on the

encrypted data and returns the results to the end user.

Encrypted Data

. Userssecretkey - %

User

" .

Data Owner

Figure 1.1: Searchable Encryption Model

Searchable encryption schemes usually apply four basic algorithms as described below

[34).

o KeyGen: This is the system initialization algorithm usually run by the data
owner. Here, the secret keys, public and private parameters are generated,

based on the type of encryption method (symmetric or asymmetric) used.

e BuildIndex: This is the algorithm used to generate the encrypted searchable

index that corresponds to the data to be searched. The data owner takes a

3



secret key K and a set of documents D as input and outputs an encrypted

keyword index Z.

e Trapdoor: This is the algorithm used by the end users to generate a search
query. In some cases, the data owner may generate the query on behalf of the
users. A secret key K and query keyword w are taken as inputs to output a

trapdoor T, for the query keyword.

e Search: this is the algorithm used by the cloud server after it receives the
encrypted query and compares it to the index entries and generate a list of

matching documents.

1.1.1 Security Models for Searchable Encryption

Security for SE was first introduced by Goh et al. [26], who defined security for
indexes as semantic security (indistinguishability) against adaptive chosen keyword
attacks IND1-CKA. This was where an adversary, given 2 encrypted documents of
equal size, cannot deduce which document’s index is encoded, but did not require
trapdoors to be secure. Goh et al. [26], later introduced IND2-CKA which protected
document size i.e. documents of unequal size, but still did not provide security for
trapdoors. Curmotola et al. [17] reviewed and improved on the work done by
Goh et al. on searchable encryption and addressed security for trapdoors. They
introduced two adversarial models, IND2-CKA1, which is non-adaptive and IND-
CKA2, which is adaptive indistinguishability against chosen keyword attacks. Other

security models have been proposed for SE schemes outlined below [34].

e IND-CPA (Indistinguishability against Chosen plaintext attacks): It is desired
that it should not be possible for an adversary who knows the encryption
algorithm, the cipher text corresponding to a message m, and the length plain-

text attacks of the message.



IND-CKA (Indistinguishability against Chosen Keyword attacks): it is de-
sired that the index provides security with respect to the contents of the docu-
ments, ie, no information about the document is revealed to the chosen-keyword

adversary from the encrypted index.

IND2-CKA: It is desired that the index for two unequal-sized documents

should also be indistinguishable.

Non-adaptive IND-CKA1: It is assumed that the queries of the adversaries
are independent of the previous queries, ie, the adversary issues all the queries

at once and obtains the desired encrypted documents.

Adaptive IND-CKAZ2: It is a variant of IND-CKA1 where the adversary
can utilize the information of previous queries (i.e, results and trapdoors) to
generate the new queries and to gain insights into the encrypted documents

and indexes (without the assumption of all queries being executed at once).

Known cipher-text model: Here, the adversary (or cloud server) has access
to the encrypted document collection and the encrypted index. The adversary

tries to gain insights into the collection using the available information only.

Known background Model: Here, the adversary (or cloud server) has ac-
cess to the encrypted document collection and encrypted index and knowledge
about the document collection(in the form of keyword frequency, etc). This
background knowledge, together with the encrypted document collection and

index, can be used to launch statistical attacks.

Internal attacks: Initiated by malicious insiders, such as cloud users, cloud
providers,and internal organization users, and involve alteration of the data.The
capability to withstand such an internal attack is used to measure the security

of the scheme.



e External attacks: Initiated by outside users like unauthorized adversaries
and involve unauthorized access to the data.The capability to withstand such

an external attack is used to measure the security of the scheme.

1.2 Similarity Queries

Similarity queries are usually used to find data records that are similar or related to
a given query record. Equal or exact matches of data are only sometimes effective or
efficient, in cases where we are dealing with noisy data, trying to detect small differ-
ences between data objects or comparing complex objects [6]. Similarity queries find
application in recommendation systems [39], computer vision [38], information re-
trieval [4], natural language processing [23], bioinformatics [48], healthcare databases
[68], fraud detection [57] and more. There are two major types of similarity queries,

the range query and the nearest neighbor query.

1.2.1 Range Query

The range query searches a given set of data to find all the data objects that lie
within a given distance from a specified data object [63]. Given a dataset X, a query
value ¢ and a query threshold r, the range query finds and retrieves data objects

from X whose distances to ¢ are bounded by r, and can be defined as:
R(q,r) ={x € Xld(q,z) <r}

Fig. 1.2 gives an example of using the two-dimensional Euclidean distance-based
range query described above, where the query aims to find all objects constrained

by a distance r from the query point q.
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Figure 1.2: Similarity Range Query Example
1.2.2 Nearest Neighbor Query

The nearest neighbor query searches a data-set and finds the data objects that are
closest to a specified query object. Given a query object ¢, a dataset X and a
distance function d(-,-), the query finds and retrieves data objects that are closest

to the specified query object [65].
v e X,Vy € X,d(q,z) < d(q,y)

This query can be extended to find k& data objects in a dataset closest to a specified
query object and is called the k—nearest neighbor query. Figure 1.3 is an example of
a two-dimensional Euclidean distance-based k-nearest neighbor query, that indicates

all objects closest to the query object ¢, where k = 5 [65].

Given, k—NN(q, k) = A, where A C X, |A| = k, such that
Ve e Ay e X —Adgz) <d(qy)

o]
Figure 1.3: k-NN Query Example



1.2.3 Distance-based Similarity Queries

A distance-based similarity query problem is made up of a dataset characterized by
some features, a query that specifies the value to be searched, and the similarity
metric to measure the relevance between the query and the dataset. Distance can
be defined as a measure of the absolute value of the difference between two points
and this value can be used to gauge the similarity of data objects. The distance
function gives us a dissimilarity criterion to compare database objects. For a small
distance between a pair of data objects in a given domain, the pair of data objects are
considered similar while a large distance between them shows dissimilarity. There-
fore, the distance-based similarity query retrieves data records whose similarity when

measured using the distance metric is greater than a predetermined threshold.

Definition 1.2.1. A distance metric d, is defined over objects in a set X as a
function d : X x X — [0,00), such that for each x,y,z € X the following properties
are satisfied [45].

d(x,y) > 0 (non-negativity)
d(z,y) = 0 < x =y (identity)
d(z,y) = d(y,x) (symmetry)

d(z,y) < d(x,y) + d(y, z) (triangle inequality)

Definition 1.2.2. A similarity function s over objects in a set X is a function:
s: X x X — [0,u], where u is an upper bound (i.e., the maximum similarity value,

usually u = 1), and where for each x,y € X the following properties are satisfied
[45]-
d(xz,y) > 0 (non-negativity)
d(x,y) < u (boundedness)
s(z,y) = u < x =y (identity)
s(z,y) = s(y,x) (symmetry)
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1.2.4 Distance Functions for Similarity Queries

The choice of appropriate distance function for use in a similarity query tends to
improve the results of distance-based similarity query algorithms. When similarity
is modeled with a distance function that satisfies the triangle inequality, the set of

objects is called a metric space.

Definition 1.2.3. If the distance d is a metric, and it satisfies: Vz,y,z € X, d(z,y) <

d(x,z) 4+ d(z,y) traingle inequality, then the pair (X, d) is called a metric space [15].

This section will discuss some standard distance functions used to measure similarity

in metric space, specifically the different instantiations of the Minkowski distance.

o Minkowski Distance, is a metric in normed vector space, i.e. a space where
distances can be represented as vectors that have a length. It is a distance

between two points x and y, with an order p (where p is an integer), such that:

n 1
d(z,y) = iz |z — wil")r for p > 0.

e Fuclidean distance is a straight line distance between two points x and y, for

p=2.

dp(z,y) = \/2?21 |z — il

Figure 1.4: Euclidean Distance in 2-dimensions

e Manhattan distance, also known as the city block distance, the taxicab distance,
or the rectilinear distance is the distance between two points measured along
axes at right angles, it follows a grid-like path. For p = 1, the Manhattan

distance is given as:



dy = Z:L:l |z — il

Figure 1.5: Manhattan Distance in 2-dimensions

e The Chebyshev distance also known as the maximum value distance, the chess-
board distance or the L-infinity distance, is the absolute magnitude of the

differences between coordinates of a pair of objects, for p = co.

de = max|z; — il

Figure 1.6: Chebyshev Distance in 2-dimensions

Table 1.1: Common Instantiations of Minkowski Distance

| Name | Power Parameter(p) | Formula ‘
T
Euclidean distance || p =2 d(z,y) = Qi |z — wil”)?
Manhattan distance || p =1 dy = Z?:l |z — il
Chebyshev distance || p = oo dc = maz|z; — yi|

1.3 Data Structures for Similarity Queries

Data structures are a crucial element in similarity queries, as the choice of an ap-

propriate data structure can significantly impact the scalability, efficiency and ef-

10



fectiveness of the similarity query. Techniques and data structures are required to
organize feature vectors and manage the search process so that objects relevant to
the query can be located quickly. A large number of index structures have been
developed for efficient query processing in some multidimensional space. In general,
the index structures can be classified into two main groups: data organizing struc-
tures such as R-trees and space organizing structures such as kd-trees. [11] Below

we list commonly used data structures for indexing multidimensional data.

e R-trees: Guttman [33] proposed the R-tree, a dynamic index multidimensional
spatial data. The R-tree organizes data into a hierarchical structure consisting
of nodes. It abstracts data objects into minimum bounding rectangles (MBRs).
Each node in the tree represents a bounding box that encompasses a group of

spatial objects or other nodes.

o Kd-trees: Also known as a k-dimensional tree, it is a type of binary tree,
proposed by Bentley [10]. They are space-partitioning trees that recursively
divide the data space into regions along the axes of the dimensions. They are
effective for range searches and nearest neighbor queries in multidimensional

spaces.

e M-trees: Ciaccia et al. [16], introduced a paged metric tree. It is a balanced
tree, able to deal with dynamic data files, and as such it does not require
periodical reorganizations. M-tree can index objects using features compared
by distance functions which either do not fit into a vector space or do not use

an Lp metric.

e LSH: Local sensitivity hashing [36],[41], The basic method uses a family of
locality-sensitive hash func- tions to hash nearby objects in the high-dimensional
space into the same bucket. Two similar data would be mapped into one bucket

with a very high probability, and two dissimilar data would be mapped into

11



one bucket with a very low probability.

High-dimensional data is subject to the “curse of dimensionality” [11],[8], [37], where
as the number of dimensions increase, the cost of an algorithm grows exponentially

with dimension and efficiency reduces.

1.4 Cloud Computing

The authors, P.Mell and T. Grance in a NIST publication [43], define cloud com-
puting as “a model for enabling ubiquitous, convenient,on-demand access to a shared
pool of configurable resources(e.g., networks,servers, storage, applications and ser-
vices) that can be rapidly provisioned and released with minimal management effort
or service provider interaction”. Individual and organizations are able to take ad-
vantage of cloud services to outsource data, storage and infrastructure needs with
the added benefits of lower costs, scalability, flexibility and anywhere-anytime access.
NIST recommends five essential characteristics for the cloud, On-demand self-service,

Broad network access, Resource pooling, Rapid elasticity and Measured service.

1.4.1 Cloud Models

We outline the general classifications for cloud models that defines them according

to the services they provide.

o Software as a Service (SaaS): a service where users access software and other
programs in the cloud and eliminate the need for on-site data storage, appli-

cations and application support.

e Platform as a Service (PaaS): a service where users develop cloud applications
and services without having to purchase their own equipment. It supports a
full software life cycle and delivers the developed applications to clients over

the internet.

12



o Infrastructure as a Service (laaS): a service where users have access to servers,

data centers, network equipment in a virtualized environment.

o Container as a Service (CaaS): this service makes cloud applications inde-
pendent of the PaaS environment and is based on the concept of container

virtualization [3].

1.4.2 Cloud Deployment Models

NIST also identifies four deployment models for the cloud: Private cloud, Community
cloud, Public cloud, and Hybrid cloud, they may be owned, managed and operated

by a single organization, a third party or a combination of them.

e Private Cloud: this is usually used or owned by a single organization,with
infrastructure on or off premises of the cloud service provider (CSP). It is
usually not accessible to the public. It is considered the most secure cloud
model as all its data processes are controlled and managed by the organization

18], [53].

e Community Cloud: for use by a community of customers from organizations
with shared concerns, projects or share infrastructure demands for software
and hardware to help reduce running costs of I'T services. It may be situated

on or off the premises of the CSP.

e Public Cloud: for open use by the general public, usually exists on the premises
of CSP. This model offers applications, data storage and different services to
the users. It is usually a pay-as-you-go type model that offers availability,

reliability, freedom of self-service with a flexible and elastic environment.

e Hybrid Cloud: a combination of two or more distinct cloud architectures, usu-

ally private and public cloud, that work together to enable data and appli-

13



cation portability, but remain unique entities. It is usually shared between
organizations that have similar interests and requirements. Consideration for
standardization and interoperability of clouds will need to be considered in this

model.

1.5 Related Works on Privacy-Preserving Simi-
larity Queries

The need for ever-increasing efficient and privacy-preserving queries on encrypted
data has produced a vast body of research. These queries have been applied to
encrypted time series data [31], access control in healthcare [68], exact set similar-
ity search [67], encrypted spatial data [60]. Query efficiency has been approached
from the use of encryption technique, the type of data indexing applied,data size
and related attributes, to the type of distance metric used to achieve more accu-
rate query results and reduce the cost of computation. Guo et al. [32] explored
a weighted similarity search scheme based on locality-sensitive hashing (LSH) and
searchable symmetric encryption (SSE), with a view to extend their research ap-
plication for multiple data owners. Peng et al. [47] designed a secure kd-tree for
efficient and secure range queries over encrypted multi-dimensional data using com-
parable encryption (CE) and AES.Their scheme was designed to be more applicable
to location-based services, geographical data-sets and resource constrained devices.
Shi et al. [56] designed an encryption scheme, multi-dimensional range query over
encrypted data (MRQED) to specifically address the privacy of shared network audit
logs,with further applicability to financial audit logs and medical privacy. [66] used
Euclidean distance for similarity range queries to pre-compute distances in order to
reduce the cost of distance computation for the queries. Zheng et al. [40] designed a

privacy-preserving multi-dimensional range query (PRQ) scheme using an R-tree to

14



address the challenge of single-dimensional range query leaks. In their work Zheng
et al. [69], [70], used the Euclidean distance as a metric for their similarity range cal-
culations, proposing to achieve greater query result accuracy in a one-server system

model.

1.6 Problem Statement

To efficiently perform a similarity query on an outsourced, encrypted database while
preserving the privacy of the data, query process and query results continues to be

an ongoing research challenge.

e Data Privacy: In our proposed scenario, the data owner encrypts data before
outsourcing it to the cloud server, ensuring the data’s privacy and security.
However, the data owner no longer has full control of the data and the com-
putation operations that occur on it. The cloud servers are considered honest-
but-curious, meaning they are assumed to follow assigned roles and protocols
without deviation. However, the possibility of a curious cloud server sensing,
linking or leaking information from the stored data and the queries remains a

possibility and concern for the data owner.

e Query privacy and efficiency: The query user’s query is encrypted before being
sent to the cloud for processing and eventual return of results. The cloud
servers, still being honest-but-curious may also be curious about the contents
of the query, the results, and the query user who generated the specific query.
The possibility of inferring preferences, features and search patterns of data
concerns the query user. The query user wants to get the results through an

optimized process that ensures efficiency and privacy.

Most distance-based similarity queries use Euclidean distance to calculate simi-

larity [62],[68]. The Manhattan distance has been shown to be more effective in

15



high-dimension applications compared to other distance metrics[2]. The use of the
weighted Manhattan Distance has been applied by Anyaiwe et al. [5] for analyz-
ing data on Alzheimer’s disease, for the analysis of metabolomic data in botanical
research [19] and nearest neighbor search in sublinear time [35]. The weighting of
distances allows the query user to emphasize the importance of different dimensions
or data features, where such features are more relevant to the similarity query. Our
goal is to preserve the privacy of our data and ensure that our queries are processes
are also privacy-preserving and efficient. Based on our research, there has been
no work that has specifically combined a kd-tree, a two-server model, a Somewhat
Homomorphic Encryption (SHE) technique and a weighted Manhattan distance to

improve the efficiency and privacy of a similarity query.

1.7 Main Contributions

This work proposes a privacy-preserving weighted Manhattan distance-based simi-
larity query scheme (WMDS(Q) whose privacy and security is based on Symmetric
Homomorphic Encryption (SHE). Our proposed scheme aims to show that the user’s

queries are efficient and privacy-preserving. Our main contributions are as follows.

e We index and build a multi-dimensional dataset using a kd-tree for efficient
searching of data. We encrypt this dataset using the SHE technique and out-
source it to cloud server one for storage and further computation and processing

of user-generated queries as proposed by our scheme.

e We design a weighted Manhattan distance-based similarity query (WMDSQ)
scheme based on the SHE technique and a set of privacy-preserving protocols

that meet our efficiency and privacy preservation goals.

e We prove our scheme’s security and simulate its performance. We then analyze

the results and present them.
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1.8 Thesis Organization

This is organized as follows: Chapter 2 is a background of the basics of cryptography
as applies to its application to the design of our scheme. Chapter 3 looks at our
proposed design goals, system and security models. In chapter 4, we discuss and
describe the preliminaries of our scheme. Chapter 5 details our proposed scheme
and chapter 6 looks at our security analysis. Chapter 7 is our experimental settings,
analysis and results. Chapter 8 presents our conclusion and possibilities for future

work.
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Chapter 2

Background

This chapter gives an overview of cryptography, its definitions and concepts.

2.1 Cryptography

According to NIST (National Institute of Standards and Technology), cryptography
is the discipline that embodies the principles, means and methods for the transfor-
mation of data in order to hide their semantic content, prevent their unauthorized
use, or prevent their undetected modification [21]. Rivest [50] defines cryptography
as communication in the presence of adversaries, that provides methods that enable
a communicating party to develop trust that his communications have the desired
properties like privacy, authentication and more. Menezes et al.[44] define cryptog-
raphy as the study of mathematical techniques related to aspects of information
security such as confidentiality, data integrity, entity authentication and data origin
authentication. Information and communication security is based on cryptographic
algorithms of encryption and decryption, which rely on the secrecy of the keys to
achieve the goals of modern cryptographic systems. Some applications of cryptog-
raphy include data storage, secure end-to-end communication,storing of passwords,

digital currency and much more.

18



The fundamental goals of cryptography that form the security framework are defined

as follows.
e Confidentiality: only authorized entities can access the message/data.

e Data Integrity: ensuring that the message/data has not been modified, substi-

tuted or manipulated in any way during transit to its destination.

e Authentication: this identifies the message/data and the communicating entity

as authentic; its identity and origins are ascertained.

e Non-repudiation: the sender /receiver of a message should not be able to deny

previous commitments or actions.

e Access Control: this ensures that only users with the right permissions have

access to protected information or systems.

2.2 Encryption

Encryption is the principal application of cryptography and a technique for privacy
preservation and confidentiality. An unencrypted message, referred to as plaintext
M is encrypted to become a ciphertext C. Decryption turns the ciphertext back
into plaintext. [61] Tilborg et al. define encryption (also called enciphering) as a
mapping of plaintext to ciphertext based on some chosen key.

The encryption function E encodes a message M as a string of bits M € {0, 1}! with a
key k € {0,1}" into a ciphertext C' € {0, 1}, such that C' = Ej(M).The decryption
function D reverses the encryption to reveal the original message M = Dy (Ey(M)).
There are two main types of encryption, symmetric (secret key) and asymmetric

(public key) encryption.

19



Decryption (D)

c ==

Plaintext (M) Encryption (£) Ciphertext (C) Plaintext (M)

Figure 2.1: Encryption Process

2.2.1 Symmetric Encryption

Symmetric encryption also known as secret-key encryption is where the same key
is used to encrypt and decrypt the message. This secret key must be shared ahead
of time by the communicating parties. Symmetric encryption works by using a
stream or block cipher for encryption and decryption. A stream cipher converts
the plaintext into ciphertext one byte at a time, while the block cipher converts
blocks of plaintext with predetermined key lengths which could be 128, 192 Or 256
bits. Types of symmetric encryption include Data Encryption Standard (DES),
Advanced Encryption Standard (AES), Triple Data Encryption Standard (Triple

DES), International Data Encryption Algorithm (IDEA) and the TLS/SSL protocol.

li Secure Key Sharing j
e =k e =«
AN ¢ N i AN
—»  Encryption —» —» Decryption —»
Plaintext Ciphertext Plaintext
(Sender) (Receiver)

Figure 2.2: Symmetric Encryption

Symmetric encryption tends to be faster to execute due to its simplicity and short
key lengths and are generally secure. However, its disadvantage lies in the use of a
single, secret cryptographic key for encryption and decryption, which is susceptible

to access by malicious actors.
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2.2.2 Asymmetric Encryption

Asymmetric encryption also known as public key encryption is where a public key is
used to encrypt the message and a private key is used to decrypt the message. The
communicating parties give their unique public keys to each other to encrypt mes-
sages to be sent. These messages can only be decrypted by an individual’s private key
which is only known to the intended receiver of the message. Asymmetric encryp-
tion can also be used for digital signature authentication, Examples of symmetric
encryption include Rivest-Shamir-Adleman (RSA), Elliptical Curve Cryptography
(ECC), Digital Signature Standard (DSS) which incorporates the Digital Signature

Algorithm (DSA), the Diffie-Hellman exchange method.

Public Key Private Key
AN v D i N
—» Encryption —» —» Decryption ——»
Plaintext Ciphertext Plaintext
(Sender) (Receiver)

Figure 2.3: Asymmetric Encryption

One of the key advantages of asymmetric encryption is that there is no need for
private key exchange and distribution, thereby ensuring the security and integrity of
the encrypted messages. The ability to digitally sign and verify messages is also an
advantage. The major drawback for asymmetric encryption is speed, due to longer

key lengths and more complex algorithms.

2.3 Security of an Encryption Scheme

Shannon proved that perfect security against an arbitrarily capable adversary is im-
possible unless the number of possible keys is as large as the number of possible

messages encrypted with a single key [54], this makes true perfect secrecy practically
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impossible. In their paper [7], two goals of encryption scheme security, indistin-
guishability of encryption and non-malleability were considered. Indistinguishability
[27] means that an adversary, given a single encryption of a known message chosen
from the set {mg, m;}, should not be able to determine which message the cipher-
text represents with probability significantly greater than % A formal definition of

indistinguishability is given below.

Definition 2.3.1. A cryptosystem is said to be indistinguishable under chosen plain-
text attack, or IND-CPA, if a probabilistic polynomially bounded adversary cannot
win the following game with probability greater than {%—H}e}, where V is a pre-defined

security parameter and € is a negligible function:
In the scenario:

1. The challenger creates an instance of the cryptosystem using security parameter

and sends the public key to the adversary.

2. The adversary may perform a polynomially-bounded number of encryptions or

other calculations.

3. The adversary chooses two different messages mg, m; € P, and sends them to

the challenger.

4. The challenger randomly chooses a bit b € {0,1}, and sends the ciphertext

eK (my) to the adversary.

5. The adversary may perform a polynomially-bounded number of encryptions or

other calculations, then responds with either 0 or 1.

6. The adversary wins the game if the bit-value chosen by the adversary is the

same value chosen by the challenger.
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In a situations in where an adversary can modify a ciphertext such that it affects
the plaintext in a deterministic way, these cryptosystems are said to be malleable,

while cryptosystems that resist this behavior are said to be non-malleable.

Definition 2.3.2. A cryptosystem is said to be malleable if, given a ciphertext c
representing plaintext m, it is feasible to compute functions f and g, where f is not
the identity function, such that f(c) decrypts to g(m). If it is not feasible to calculate

any such f and g, the cryptosystem is said to be non-malleable.

Dolev et al’s. [20] work on non-malleability formalized the adversary’s inability given
an ciphertext to output a different ciphertext such that that the plaintexts of both
ciphertexts are meaningfully related. Goldwasser and Micali [29] proposed the widely
used definition of semantic security and indistinguishability of encryption where an
adversary is unable to learn any information about the plaintext from the ciphertext.
Semantic security is defined in the Encyclopedia of cryptography and security [52] as
the security of an encryption scheme, it also refers to indistinguishability of encryp-
tion. Here, the adversary chooses one of two plaintexts my or ms, and receives the
encryption of either one. An encryption scheme is said to be semantically secure if
the adversary cannot guess with a probability greater than % if the given ciphertext
is an encryption of m; or ms.

Indistinguishability under chosen plaintext attack is usually the weakest form of
security expected from a cryptosystem. The strongest form of indistinguishability
assumes that the adversary retains access to the decryption oracle after the challenge
ciphertext is received, but that the decryption oracle will not respond if the adver-
sary queries the challenge ciphertext. [24] Basically, the adaptive chosen ciphertext
indistinguishability IND-CCA2 is the strongest requirement for an encryption as it
implies non-malleability. Homomorphic cryptosystems cannot be IND-CCA2 secure.
This follows from the fact that any homomorphic cryptosystem is malleable. They

are however able to achieve IND-CCA1 security.
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2.3.1 Security Attack Models for Encryption Schemes

The security models for symmetric and asymmetric encryption are mainly based on
the scenario where an adversary attempts to compromise the access and security of
the ciphertext by recovering the plaintext from ciphertext or deducing the decryption

key. Outlined below are possible security attack models for encryption schemes.

e A Ciphertext-Only Attack: an attack where the adversary tries to find the

plaintext or decryption key from the ciphertext.

o A Known-Plaintext Attack: an attack where the adversary has some plaintext

with the corresponding ciphertext.

e Chosen-Plaintext Attack (CPA): an attack where the adversary chooses the
plaintext and is given the ciphertext and is required to recover the plaintext of

a given ciphertext.

e Adaptive Chosen-Plaintext Attack: an attack where the choice of plaintext

may depend on the ciphertext received from previous requests.

e Chosen-Ciphertext Attack (CCA or CCAl): an attack where the adversary
selects the ciphertext and is given the corresponding plaintext and is then

required to find the plaintext when given a different ciphertext.

e Adaptive Chosen-Ciphertext Attack (CCA2): an attack where the choice of

ciphertext may depend on the plaintext received from previous requests. [44]

2.4 Homomorphic Encryption

Homomorphic encryption (HE) is a type of encryption where users can perform
computations on encrypted data without decrypting it, where the decrypted result

has to be equal to the intended computed value if it was done on the plaintext. Acar
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et. al. [1] define homomorphic encryption as a kind of encryption scheme which
allows a third party (e.g., cloud, service provider) to perform certain computable
functions on the encrypted data while preserving the features of the function and
format of the encrypted data. Homomorphism in cryptography was introduced by
Rivest, Adleman and Dertouzous [50] as they attempted to address computing on
encrypted data. There were subsequent proposals and schemes designed by other
researchers to address the limitations of Rivest et al.’s work, culminating in Gentry’s
2009 HE proposal [25]. An encryption scheme [1] is called homomorphic over an

13 2

operation “x” if it supports the following equation:

E(mq) x E(mgy) = E(mq x mgy),Ymy,me € M

Where E' is the encryption algorithm and M is the set of all possible messages.

A HE scheme usually is made up of four operations:

o KeyGen: this generates a secret key for symmetric encryption and a secret and

public key pair for asymmetric encryption.

e Enc: this is the encryption function, given a public key and a plaintext, it

outputs a ciphertext

e Dec: this is the decryption function, given a secret key and a ciphertext, it

outputs a plaintext

e Eval: this is a HE operation where the inputs are ciphertext (¢y,c2) and the

output is a ciphertext that corresponds to a plaintext function f().

2.4.1 Types of Homomorphic Encryption

Homomorphic encryption can be differentiated depending on the kind and number

of mathematical operations that can be computed on the encrypted data.
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e Fully Homomorphic Encryption (FHE) — allows an unlimited number of
Eval operations (addition and multiplication) on the encrypted data with un-

limited number of times. Work done in this area includes Gentry’s research [25].

e Partially Homomorphic Encryption (PHE) - supports only one type of
operation (multiplication or addition), an unlimited number of times. Exam-
ples of this include RSA [50] and El-Gamal [22], which only support multipli-
cation operations. Goldwasser and Micali [28], Paillier [46] and Benaloh [9]

support addition operations.

e Somewhat Homomorphic Encryption (SWHE) — allows both addition
and multiplication operations, but with a limited number of times, as the size

of the ciphertexts grows with each homomorphic operation. An example is

Boneh-Goh-Nissim (BGN) [12].

Table 2.1: Types of Homomorphic Encryption

‘ Type H Homomorphic Operation ‘ No. of Homomorphic Operations ‘ Application ‘
Fully Homomorphic Encryption (FHE) Addition AND Multiplication | Unlimited Gentry’s scheme
Partially Homomorphic Encryption (PHE) Addition OR Multiplication | Unlimited RSA, Paillier
Somewhat Homomorphic Encryption (SWHE) | Addition AND Multiplication | Limited BGN

2.5 Hash Functions

Cryptographic hash functions are of two types,Keyed hash Functions (Message Au-
thentication Code, MAC) , which use a secret key and Unkeyed Hash Functions
(referred to as Hash Functions), which do not use a secret key [58]. A hash function

(H) converts a message (M) of arbitrary size into a fixed size called a digest or hash
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value (h), given as h = H(M). Hash functions are one-way, meaning it is compu-
tationally impossible to reverse the computation or find the original message given
the hash value.

Cryptographic hash functions are expected to have the following properties [55].

e (ollision Resistance: it is considered computationally infeasible to find mes-
sages such that m # m’ with h(m) = h(m’),basically makes it hard for an

attacker to find two input values with the same hash.

e Preimage Resistance:sometimes referred to as the one-way nature of the hash
function, given a random hash function hg,it is computationally infeasible to
find a message m for which h(m) = hg, it would be hard to reverse a hash

function.

e Second Preimage Resistance:with an input m that has a hash h(m), it should
be computationally infeasible to find a different value m’ with h(m) = h(m');
so given an input and its hash, it would be difficult to find another input with

the same hash.

Hash functions can be used for achieving integrity and authentication, storing pass-
words, implementing digital signatures, digital time stamping, pseudo-random num-
ber generators, session key derivations and many more. The most commonly used
hash functions are from the SHA (Secure Hash Algorithm) family which includes
SHA-1, SHA-2, SHA-3 and RIPEMD-160 (RACE Integrity Primitives Evaluation

Message Digest).

2.6 Digital Signature

A digital signature is a cryptographic output used to verify the authenticity of data.

It uses a private key to create a signature and a corresponding public key to verify
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the signature. There are three algorithms in digital signatures: key generation,
signing and signature verification algorithms. Digital signatures use hash functions
and public-key cryptography. A sender generates a hash value from the message and
encrypts it with its private key, then the receiver of the message uses the public key

and the hash function to verify if the signature matches the message.
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Chapter 3

Models and Design (oals

This chapter outlines the system model, security model and design goals for our

proposed scheme.

3.1 System Model

Our system model conceptualizes the 3 main entities and the processes that work
together to produce our proposed scheme. Our scheme assumes that our dataset is
static and does not consider the addition of new data,the deletion of data or data
updates. Our dataset, dimensions and query values are integers. Our scheme is
designed to show one query user sending a query request to the cloud servers, our
scheme can be extended for multiple users.

Data Owner: The data owner (DO), has a k-dimensional dataset given as X =
{z; = m31, Tio, T3, . ., 2]t = 1,2,3....n} where each data record has a unique iden-
tity ¢d;. The data owner builds and encrypts a kd-tree based index for the data.
Due to the large amount of data and the computing resources required, the data
owner outsources the encrypted dataset and index to the cloud. The data owner is
assumed to be trusted for the proposed scheme and not in any way compromising

the security of the outsourced data.

29



3. QUERY PROCESSING

5o B

1. DATA OUTSOURCING ket SERVER 2
IDSET (X) | . QUERY REQUEST
id X query token: g, w, )
1 1 r
id; xy 4. QUERY RESULT
Query result: R = {id;|d,(x.q) = 1}

T

| ] 2
= Y
— L -
DATA OWNER QUERY USERS

¥

KEY AUTHORIZATION

Figure 3.1: System Model

Cloud Servers: Our model has two cloud servers, Cloud Server 1 (C'S1) and Cloud
Server 2 (C'S2). Each cloud server has powerful computing abilities and high storage
capacity that enables them to perform the necessary operations and computations.
The CS1 stores the encrypted dataset and C'S2 holds the private key. When a
query request (q,w, ) is sent to the cloud, C'S1 and C'S2 work together to search
through the encrypted data to perform the necessary computations required to find
data records whose distance is less than or equal to the distance threshold (7). The
results are then returned to the appropriate query user.

Query Users: The query users U; = {Uy, U, Us, ..., U,}, are registered and autho-
rized by the data owner. Users send an encrypted query request to the cloud server
for processing, after which the result is returned to the query user. Query users are

independent and query results can only be decrypted by the intended recipient.

3.2 Security Model

The security model assumes that the data owner is trusted as the provider of the
encrypted dataset. The dataset is also considered uncorrupted for the proposed

scheme. The query users are also assumed to be honest, without malicious intent,

30



as they launch query requests to the servers. The cloud servers C'S1 and C'S2
are assumed to be honest-but-curious. Honest-but-curious means that they may be
curious about the encrypted contents but will not collude, look into or launch an
attack against the encrypted data and associated query processes. We assume the
two servers will not collude in any way but will strictly only operate as designed.
Since our scheme focuses on preserving the privacy of the similarity query, we do
not consider other attacks like denial of service (DoS) attack, access pattern attack,
data pollution attack etc. These attacks and others are considered outside the scope

of this work and may be considered for future work.

3.3 Design Goals

Our scheme design aims to show that it is privacy-preserving and efficient.

e Privacy preservation in the proposed scheme: The first goal of our
design is to ensure that the privacy of the outsourced data, the query requests,
the query processing and query results are preserved and secure against our

honest-but-curious servers C'S1 and CS2.

e Efficiency in the proposed scheme: In our quest for efficient and more
cost-effective computation, that preserves our above goal of privacy, we will
work towards minimizing costs associated with computing and processing our

similarity range queries.
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Chapter 4

Preliminaries

In this chapter, we introduce the building blocks of our scheme,the Kd-tree, the
weighted Manhattan distance, the weighted Manhattan-distance similarity query

and the SHE privacy protocols used to implement our scheme.

4.1 KD-Tree

The kd-tree, proposed by Bentley, [10] also known as k-dimensional tree, as it stores
points in k-dimensional space. It is a space-partitioning data structure that gener-
alizes the concept of a binary search tree for multidimensional data. The cost of
distance calculations on multidimensional data is very high, the kd-tree improves
the efficiency of our search algorithm. It does so by pruning whole branches or
(subtrees), thereby reducing the number of distance calculations needed to answer a
query.

The structure of the kd-tree is made up of the root, the internal nodes and the
leaf nodes. The root of the tree represents the entire data-set. Every node is a k-
dimensional point. Each internal node v has a cutting dimension (Cy), cutting value
(Cy), left sub-tree (T7), right subtree (T%). The cutting dimension (Cy) is randomly

chosen from all available dimensions and the cutting value (C,) is the median value
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Figure 4.1: KD-Tree Structure

of all data records in the cd™ dimension. Each leaf node contains a data record
x;. Algorithm 1 shows the construction of a two-dimensional kd-tree, which can be

extended to kd-trees with more dimensions.
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Figure 4.2: 2d Kdtree Range Search

The kd-tree is constructed by recursively dividing the dataset, such that every inter-

nal node generates a splitting hyperplane that divides the space into two subspaces.
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Algorithm 1 Build Kd-Tree
Input:A set of data records X
Output:The node z

if X==null then

return null

end if

if X contains only one point
return z; (leaf node)

else

Cq, C, < choose cutting dimension and cutting value (X)
for z € X do

if z¢, < z¢, then

put x in 717,

else

: put x in Tg

. end if

: end for

: x; = BUILD KD-TREE (T}, x;)
: x, = BUILD KD-TREE (Tkg, x,)

return node z

el e e e e =

The hyperplane direction is chosen such that every node split to sub-trees is associ-
ated with one of the k-dimensions, such that the hyperplane is perpendicular to that
dimension vector. So, if for a particular split the xz-axis is chosen, all data records in
the left sub-tree (77,) have a value in the cd® dimension that is less than the cutting
value (C,) i.e., ¢, < C,. All the data records whose values in the cd™™ dimension are

greater or equal to the cutting value (C,), will be in the right sub tree i.e., z¢, > C,.

4.1.1 KD-Tree Range Query

A kd-tree range query searches the kd-tree to find a set of data records that lie
within a given query range. Suppose we have a k-dimensional dataset X = {z; =
Ti1, Tigy .-, T | |8 = 1,2,3,...,n}, where n is the number of data records. Let
Qr = ([z},27], [z, 25] ..., [}, 2%]) denote a range query, where 2! and 27 are the
lower bound and upper bound of the ith query range for i = 1,2, ..., k respectively.

The range search algorithm has two stages, filtering and verification. In the filtering
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stage, we search the kd-tree to find a set of candidate records C that are probably
with in the query range Qr. If the searched node is a leaf node, it is added to the
set C of candidate records. If the searched node is an internal node {Cy, C,,, T1,, Tr},
then we check and compare the query range in the cd* dimension {:L"lcd, x¢, b with
the cutting value C, as shown in algorithm 2. If xgd < C,, we search the left subtree,

if x5, > C,, we search the right subtree. In the verification stage, we verify that the

Algorithm 2 Kd-Tree Range Query
Input:Node (node), Query Range (Qg)
Output:Candidate Records(C)

Set C = 0; //initialize candidate record list
if node is a leaf node, then;

add node’s data record to C;

else

if xlcd < (), then

filter (node. Ty, Qr);

if o, > C, then

filter (node.Tr, Qr);

return C;

candidate records x; in C are within the query range Qg.

4.2 Manhattan Distance

The Manhattan distance, was proposed by Hermann Minkowski, [14] who defined it

as the sum of the absolute differences of the cartesian coordinates z, y.

d= Z?:l |z; — il
Manhattan Distance also known as L;-norm, taxicab distance or city block distance
calculates the distance traveled if a grid-like path is taken, to get from one data point
to another.
Weighted Manhattan Distance: Given a k-dimensional weight vector w =
Wy, Wa, . .., Wy, Which satisfies w; > 0 for 1 < j < k and Z?zl w; = 1, the weighted

Manhattan distance is given as:
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4.3 Weighted Manhattan Distance Similarity

Query

Let X = {x; = 21,%i2..., 2|t = 1,2,3,...,n} be a data-set with n data records
in k-dimensional space. Let (¢, w,7) be a query request, where ¢ = {q1,42,...qx}
is a k-dimensional query vector, w = {wi,ws,...,wi} is a k-dimensional weight
vector, which satisfies w; > 0 for 1 < j < k, such that Z?Zl w; = 1. 7is a
distance threshold. A weighted Manhattan distance similarity query searches the

data-set and returns all points x; such that the weighted Manhattan distance is

k *
dwm<xi7 q) = Zj:l wj|wij - q]’ <T.

4.4 The SHE Technique

Symmetric Homomorphic Encryption (SHE) [42] provides additive and multiplicative

homomorphic operations and basically consists of three algorithms as defined below.

e SHEKeyGen/(ko, k1, k2): where (ko, k1, k2) are 3 security parameters with
ki < ko < ko, the key generation algorithm selects two large prime num-
bers p and ¢ such that [p| = |¢| = k. A random number £ is chosen such
that |£| = ky. The algorithm calculates the values for N = pgq, the secret key
(sk) = (p, £) and public parameter (pp) = (ko, k1, k2, N), for a message space

of M = {m|m € [—2kh~12k~1]}

e SHEEnc(m, sk):Given a message m € M, it can be encrypted by a secret
key (sk) to become E(m) = (rL + m)(1 + r'p)modN, where r € {0,1}*2 and
r" € {0,1}* are random numbers.

SHE can also encrypt messages with a public key (pk), denoted as
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SHEFEnc(pk,m). Given two ciphertexts £(0); and F(0)q, and random num-
bers 71 and 7, € {0,1}*2. We can encrypt the message with the public key
(pk) = {E(0)1, £(0)2}. It outputs a ciphertext given as:
E(m)=m+r;-E(0); + 72 E(0)2 mod N

This encryption is IND-CPA secure as proved in [30].

e SHEDec(sk, E(m)): To decrypt using the sk and E(m), we have: m' =
(E(m)mod p) mod L = (m + L) mod L. If m" < L/2,then m > 0 and m = m/'.

If m"> L£/2, then m < 0 and m =m' — L.

SHE has the following properties:
(i) Homomorphic addition(I): E(m;) + E(mgy) — (my + ms)

(ii) Homomorphic multiplication(I): E(mq) * E(msg) — (mq x my)
(iii) Homomorphic addition(Il): E(mq) + ms — (mq + my)

(

iv) Homomorphic multiplication(II): E(my) % my — (mq * ms), when my > 0

4.4.0.1 Multiplicative Depth of SHE

The SHE technique is fully homomorphic but it can only support a limited number
of homomorphic multiplication(I).If we have two cipher texts:

E(my) = (rmL+mq)(1+rip)mod N

E(msy) = (roL + mq)(1 4 rip)mod N

where ry, 7, ro, 7 are random numbers that satisfy the conditions 71,7, € {0, 1}*2
and ro, 4 € {0, 1}F0.

Applying homomorphic multiplication(I) to E(mq) and E(ms):

E(mq xmgy) = E(my) * (msy)

= E(rL+mi)(1+rip)(raL + ma)(ry + ryp)

=my *mg + 1oL+ 11 Lme +1oLmy + Axp
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where A is the coefficient of p. We then decrypt the ciphertext E(m; * ms) as:
(E(mq * mg) mod p) mod L
= ((my * ma + 1119 L2 + 11.Lmy + 19Lmy + A x p) mod p) mod L

= ((my * my + r179L? + r1.Lmy + roLmy) mod p) mod L

The decryption is correct i f f my*mo+1179L2 +1,Lmy +12Lms < p. Since mq, ms €
{0, 1} ry, 79, £ € {0,132 and k; < ko, we can deduce that my * my + r.Lmy +
roLmy <K riroL?. To guarantee that the decryption is correct,rimo£? < p. If the
required multiplicative depth (the maximum number of consecutive multiplications)

is@,thenez[%— ].

4.4.1 SHE Privacy-Preserving Protocols

In this subsection we review some secure protocols built upon SHE which involve

two cloud servers, cloud server 1 and cloud server 2.

e Absolute Value Computation Protocol

Using this protocol, the cloud servers compute the distance between two points:
the authorized query user’s query record and the outsourced data. Based on
the SHE technique, the absolute value computation protocol computes F(|m;—
mg|). Cloud Server 1 (C'S1) holds the ciphertexts F/(m;) and E(msy) and Cloud
Server 2 (C'S2) holds the private key sk. C'S1 preserves the privacy of m; and
mg by permuting the values as it calculates E(|m; — msy|) while also working
with C'S2.

Step 1: Based on the homomorphic properties of SHE, C'S1 computes E(m) =
E(mq—mgy) = E(mq)+ E(msy)* E(—1) and also computes E(x) = (r;*m—+1s).
Here, 11,79 are random numbers where 71,75 € {0, 1}k1 such that r; > ry > 0.

C'S1 then sends E(z) to C'S2.

Step 2: When CS2 receives E(z), it uses the secret key sk to recover the
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plaintext z. C'S2 returns an encrypted value F(b) to C'S1 which depends on
the sign of x, such that E(b) = F(—1) if # < 0 and E(b) = E(1) if z > 0.

Step 3: When CS1 receives E(b), it then computes E(|m; — mg|) = E(b) *

E(m1 — mg).

Correctness: the absolute value computation protocol is correct iff F(|m; —
ms|) = E(b) x E(my — my), such that |m; — mo| = mg — my when m; < my
and m; — mey otherwise.

Proof: When m; < msy, we have

m=mp—mo <0

rT=rixm-4ryg <0

When b = —1, E(|m; — ma|) = E(b* E(my —my)) = E(mg —my)

When my > mg, E(Jmy — ma|) = E(my — ms)

Therefore the absolute value computation protocol is correct.

Comparison Protocol 1

The comparison protocol is used in both the kd-tree technique and the com-
parison of distances. From this protocol, we can only obtain a comparison of
two ciphertexts E(my) E(msy) without leaking any plaintext values of m; and
mo. We compute a message’s encrypted sign given a ciphertext FE(m), when
m < 0, the sign of m is —1, encrypted as E(—1). Otherwise, when m > 0, the
encrypted sign of m will be E(1). Servers C'S1 and C'S2 can find E(sign(m))
and preserve the privacy of m, where C'S1 has the ciphertext E(m) where

M = {m|m € [-2F~1 2M~1 ]} and C'S2 has the corresponding private key sk.

Step 1: Flip a coin to randomly pick a boolean value b. If b is true, then swap

E(my) and E(ms).
Step 2: Calculate E(m) = E(my —msg) = E(my) + E(mgy) x E(—1).
Step 3: C'S1 chooses r1 and 7y which are two random numbers where r1,ry €
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{0, 1}* satisfy the condition r; > ry > 0.

Step 4: CS1 sends E(z) to C'S2, where E(x) = E(r; *m + ).

Step 5: C'S2 uses the sk to recover x from E(x). From CS2, based on the
sign of z, sign(m) = —1 if x < 0 and sign(m) = 1 otherwise. C'S2 then sends
sign(m) to CS1.

Step 6: 1f b is true, C'S1 returns —sign(m), otherwise it returns sign(m).

Correctness: this computation is correct i f f

m < 0,sign(m) = —1 (4.1)

m > 0, sign(m) =1 (4.2)

(4.1) and (4.2) are equivalent to each other, therefore we will prove the equiv-
alence of m < 0, sign(m) = —1.

Proof: If C'S1 computes E(x) = E(ry * m + r3) and sends it to C'S2 which
decrypts E(x) to get plaintext = ry x m +ro. If 71 > r9 > 0 when m < 0,
rixm4ry < 0, then C'S2 will send sign(m) = —1 to C'S1. Since sign(m) = —1
means that z < 0, it means r; x m + ro < 0. Therefore, the protocol is correct

and m < 0 < sign(m) = —1 holds.

Comparison Protocol 2

We can modify comparison protocol 1 to obtain a different version where the
output obtained by C'S1 is encrypted. Steps 1 - 4 remain the same as compar-

ison protocol 1.

— Step 5: C'S2 uses the sk to recover x from E(z). Based on the sign of z,
it sets 0 =0 if x < 0, and o = 1, otherwise. It sends E(o) to C'S1.
— Step 6: If b is true, C'S1 returns 1 + E(—1) - E(0), otherwise, it returns,

E(0).
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Chapter 5

Proposed Scheme

This chapter describes the details of our proposed scheme, showing how the different

entities work together to return the query result to the query user.

5.1 Kd-Tree Based Weighted Manhattan Dis-
tance Similarity Query

The kd-tree based weighted Manhattan distance-based similarity query algorithm
takes a user generated query request (¢, w, 7) and searches the kd-tree (Tyq) to obtain
data records whose weighted Manhattan distance {dym,(x;,q) = Z§:1 wk|zi; — q;]}
from a specified query record (g;) are within a specified distance threshold (7) i.e.
dym(Tiyq) < T.

For a kd-tree based weighted Manhattan distance-based similarity query, we have a
multidimensional dataset {X = (x; = xj1, T4, ..., zu)|i = 1,2,3,...,n}, that stores
our data records and is indexed using a kd-tree (Tyq), and a query request (¢, w, 7) is
sent to the cloud servers for query processing. The algorithm searches through the

internal nodes of the kd-tree to find the query results in plaintext. As the algorithm

searches the kd-tree’s internal nodes u, it first checks to find the minimum weighted
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(93) o

Figure 5.1: 2d Kd-Tree Range Query Using Manhattan Distance

Manhattan distance {dmin(q, Mc,c,) = wix|q —Cy|} from the query vector ¢ to the
median M of the internal node u, which is a value that divides the records attached
to u. We then check to see if our weighted Manhattan distance is greater than our

query threshold {dym(q, Mcacv) > T}, to achieve efficient searching.

1. It Cy—qe, > ﬁ, then prune the right sub-tree T and search the left sub-tree
d
Tra Tr.

2. f g¢, — C, > t,we prune the left sub-tree 77, and search the right sub-tree

de.TR.
3. Otherwise, we search both left and right subtrees.

4. If searching a leaf node, we determine if d,(z;,q) < 7, if yes, we add that leaf

node to our R = R U (x;).

Algorithm 2 is correct if the pruning conditions C, — q¢, > ﬁ and go, — C, > ﬁ
d d
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Algorithm 3 Kd-tree Based Weighted Similarity Range Query on Plaintext
Input:Kd-Tree (Tyq), Query (q,w, T)

Output:Query Result (R)

Set R = (); //initialize query result

Search (Tyq, (¢, w,T), R);

return R;

Search ((Trq), Query (g, w,T) )

if node is a leaf with z;, then

if dy (2, q) < 7 then

else if node is an internal node with (Cy, C,, Ty, Tg) then
it C, — qc, > chd then

Search Tyq. T, (¢, w,T), R;

else if ¢, — C,, > chd then

. Search Tyq.Tg, (¢, w,T), R;

. else

. Search Tyq. Ty, (¢, w,7T), R;

. Search Ty Tg, (¢, w,T), R;

— =
= O

—_ = =
Ut o W N

are correct, such that:

Cy —qc, > & we, % |Cy —qey| > 7 (5.1)

wcd

Given a hyperplane M¢, ¢, that is perpendicular to the C,"-dimension with cutting
values given as C,, the weighted Manhattan distance between ¢ and m¢, ¢, is given

as:

dw(q7 Mcd,cv) = Wc¢y * ’Cv - qC’d’ (52)

Based on eqn. 5.1, dy(¢, Mc,c,) > 7, we can infer for C, — qo, > ﬁ, all query
d
results in the left sub-tree, and we will therefore prune the right subtree. Similarly,
when go, — C, > ﬁ for all query results in the right sub-tree, we will prune the
d

left subtree. Therefore our algorithm 2 is correct.
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5.2 Description of our Scheme

There are four stages in our scheme, namely the system initialization, data outsourc-
ing, query token generation and query processing stages.

Main Idea. Calculating the Manhattan distance over ciphertext is computationally
expensive. We therefore employ the kd-tree weighted Manhattan distance similarity
query to achieve a filtering and verification approach. Specifically, in the filtering
phase, we obliviously traverse the encrypted kd-tree based on the SHE based ab-
solute value computation protocol and the comparison protocols as seen in section
4.4.1 and add all visited leaf nodes to the candidate set. In the verification phase, we
refine the candidate set by removing all records that do not satisfy the Manhattan

distance condition.

5.2.1 System Initialization

The data owner (DO) initializes the system by selecting three security parameters
ko, k1, ke and applying the SHEKeyGen algorithm to generate a private key (sk) and
a public key (pk). The DO also generates three ciphertexts £(0);, E(0)2 and E(—1).
The ciphertexts {£(0)1, £(0)2} give us the public key (pk) and {E(—1)} is a public
parameter (pp). The DO then chooses a secure hash function H(-) and randomly
generates a secret key (K) for the AES scheme, which is used to authorize the query
users (U;). It then publishes (pk, E(0),, E(0)q, E(—1)) and the private key sk is sent

to cloud server 2 (C'S2).

5.2.2 Data Outsourcing

To outsource our dataset to cloud server one (C'S1), we take the following steps.
Step 1: We build a kd-tree from the dataset X = {z; = (w1, Ti2, ..., Tig) }1yq-

Step 2: Let V. = {vy,vq,...,0,} be an array of all internal nodes in the kd-

44



tree. Each internal node v; € V has key values {Cy,C,,Tr,Tr}, and may be
represented as a (k + 3)-dimensional vector v; = (Cy1,Ca2,...,Cak, Cy, Tr, TR),
where Cy; = 1 when ¢ = C,; otherwise Cy; = 0. Encrypt the internal nodes in
the kd-tree so each v; is encrypted by the SHE public key (pk) to give {E(v;) =
{E(Ca)}ioy, E(Cy), E(TL), E(TR)}

Step 3: The leaf nodes x; are represented as k-dimensional vectors {X; = (;1, % 2,
..., ;1) }. The data owner then encrypts leaf nodes (x;) of the kd-tree with the SHE
public key to give the ciphertext E(z;) = {E(x;;)}h_,.
Step 4: The data owner then sends the encrypted kd-tree E(Tj4) to cloud server 1
(CS1).

5.2.3 Query Token Generation

In this phase, the query user U; generates a plaintext query request (¢, w,7) and
encrypts it using the SH E Enc(pk, m) to produce the encrypted query request (E(q),
E(w), E(7)). The query user then constructs a query range Qr = {¢; — [wiﬂ,qi +
[ o] M and also encrypts it to E(Qg). The query user also chooses a session
key K which assists the user in recovering the query result. The encrypted query
token { E(Qr) = (E(q), E(w), E(T), E(Qr), E(K)} is sent to cloud server one (C'S1)

through a secure channel.

5.2.4 Processing the Query

In processing the query, the scheme uses a filter-and-verify approach as described in
the following sections.

5.2.4.1 Filtering Phase

In the filtering phase of the query process, the following steps are taken to find a set

of candidate data records that may be within the required distance threshold.
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e Step 1: CS1 receives the encrypted query token E(Qr) and confirms that the
query user is authorized, if not the query is discarded. Initialize an empty

candidate set C = ().

e Step 2: C'S1 traverses the encrypted kd-tree from its root node. For each en-
crypted internal node E(v;), CS1 collaborates with C'S2 to determine whether

to visit the left or right child.

(i) CS1 extracts the query range for the C;” dimension by homomor-

phically calculating the lower bound for Cy; for E(qc, — [-=]) =

'UJC'd

E (Zle(qi — [2-1)). Similarly, C'ST also extracts the upper bound for

Cui by caleulating B(qe, + [5-1) = EQYC L (g + [Z1):

(ii) C'S1 sends the calculated lower bound E(gc, — [47-1) and upper bound
d

E(qc, + [wLCd}) to C'S2.

(iii) €S2 uses sk to decrypt the lower and upper bounds for the Cy™ dimension

and runs a simple comparison.
(iv) If E(Cy) > E(qc, — [“’L%D’ the left subtree is traversed

1), the right subtree is traversed.

(v) 1t B(C,) < Blac, + [
(vi) C'S2 sends the comparison results for left or right traversal of the tree to

CS1

e Step 3: CS1 chooses two random numbers r; ¢, 72, for the encrypted dif-

ference E(qc,) — E(C,), CS1 also chooses two random numbers ry ., 7o, for

BE(r)
Elwc,)"

o Step 4: CS1 computes E(z¢,) = E(ric,) - (gc, — Cy + r2¢,) and E(z,) =
E(ri.- (=) +12,). CS1 sends both E(z¢,) and E(z,) to C'S2.

wey,
o Step 5: CS2 uses the SHE private key (sk) to decrypt E(z¢,) and E(z,) to

recover z¢, and x.
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Step 6: CS2 deduces the sign for x¢, and determines if (¢¢, — C,) > 0 or
(qu — Cv) < 0.

Step 7: For E(z;), C'S2 deduces if ;= > 0 or ;== < 0. CS2 then returns

d Caq
E(sign(z¢,)) and E(sign(s;)) to C'S1.
Step 8: C'S1 decrypts both values to obtain the encrypted signs to determine

it E(C,) — E(qc,) > E](%Tcl) Since the values are permutated, C'S1 recovers

the actual values.

Step 9: The filtering results give a set of candidate data records C = E(z;),

which are potentially within the query result range.

Algorithm 4 Filtering Phase

Input:Kd-Tree E(Tyq), Encrypted Query Token (Qr)
Output:Candidate Records(C)

Set C = 0; //initialize candidate result

if node is a leaf node, then add data record to C;
else

it £(C,) < E
Filtration (E
it £(C,) > FE
Filtration (F
return C;

qcq — chd)
node.Ty,), E(Qr))
dcy + chd)

node.Tr), E(Qr))

5.2.4.2 Result Verification Phase

The verification phase confirms that these candidate records meet the criteria as

defined by the range query. In the verification phase, we compute to verify if for

every E(z;) € C, where it’s weighted Manhattan distance (dy,) to ¢ is calculated, if

it satisfies the condition dym,(x;,q) < 7 or not.

e Step 1: C'S1 has a list of encrypted candidate records, C = E(x;) with which

may be within the required threshold distance dy,(x;,q) < 7.
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e Step 2: CS1 calculates the encrypted weighted Manhattan distance between
each candidate record p; and the query ¢ using the absolute value protocol as

described in section 4.4.1.

e Step 3: CS1 and CS2 use the comparison protocol as shown in section 4.4.1
to compare the inequality d,,(z;,q) < 7. If (z;) satisfies the query condition, it

returns the encrypted result bit as E(b;) = E(1) otherwise E(b;) = E(0).

e Step 4: For each E(p;) € C, CS1 calculates E(p;) = E(b;) - E(p;), such that

those values are returned as verified records C' = {E(p;)'}.

5.2.4.3 Result Re-encryption

After the results have been verified, they need to be returned to the query user in a

privacy-preserving way.

e Step 1: For every E(p;)’ € C', C'S1 generates a k-dimensional random vector
such that r; = {rj, i, ..., rix} to get C”. CS1sends C" = {E(p;)" = (E(p:)' +
ri)}, E(K) to C'S2.

e Step 2: C'S2receives C” from C'S1 and uses the sk to recover the SHE plaintext,
Cot = {(p:)"}, K. CS2 then re-encrypts Cp; with K to obtain Cyps = {K(p)}
and returns it to C'S1, which in turn sends it along with the random vectors

to the query user through a secure channel.

e Step 3: The query user will decrypt using K and subtract the random vectors

to recover the query results.

Thus we satisfy the query conditions based on the comparison of the weighted dis-

tance, which ensures the correct identification and retrieval of the results, R =

{zi|dw(xi, q) < T}
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Algorithm 5 Weighted Manhattan Distance-Based Similarity Query over Cipher-

text
Input: Encrypted Kd-Tree E(T}yq), Query Token E(Q)

Output: Query ResultR

1: Set R = 0; //initialize query result
2: for E(q,w, )

3: Search E(Tyq)

4: Find dymin(q,me,c,) = wg * g — Cy| > 7
5: Filter results

6: E(Cy,) < E(qe, — chd)’ search E(T})
7. E(Cy) > E(qc, + ), search E(Tk)
8 C ‘

9: Verify results

10: for each x; € C' do

11: if dy(zs,q) <7

12: Return result R = {x;|d,(z;,q) < 7}
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Chapter 6

Security Analysis

This chapter presents the security of the proposed scheme and the protocols used to

implement it.

6.1 Security of Our Privacy Preserving Protocols

e The absolute value protocol computes the value for E(m) = E(|m; — ma|)
based on the SHE technique. The absolute value protocol is run between C'S1
and C'S2, the two servers cannot obtain the information about the encrypted
values E(mq) and E(my) as well as their difference m; —msy and sign(m; —msy).
Cloud server 1 (C'S1) holds the ciphertexts E(my), E(msy) and E(b), and is
unable to decrypt those values. They have been encrypted by SHE which has
been shown to be semantically secure against CPA (chosen plaintext attack).
Cloud server 2 (C'S2) holds the private key (sk) and is able to recover the
plaintext = from E(z) = (1, * m + r3), where m = my — mg or m = my — my.
However, due to the randomization of x using r; and ry, C'S2 is unable to

obtain the true value of x or m.

e The comparison protocol 1 uses the SHE technique to encrypt the ciphertexts

20



E(my) and E(ms) and compare their result using C'S1 and C'S2 to obtain
the encrypted sign of the given ciphertext E(sign(m)). C'S1 is further able to
obfuscate the relationship between m; and msy by randomly flipping a coin to
pick a boolean value b, such that C'S2 cannot know which value is assigned to
my or my. Thus when C'S2 returns sign(m) to C'S1 only C'S1 can assign the
right encrypted values to ensure the security and correctness of E(m). C'S1 has
the ciphertext E(m) = E(m;—ms) = E(my)+ E(mz) x E(—1) and is unable to
obtain any information about E(m). C'S1 sends F(m) with random values 7,
and 15 to C'S2 as E(x). C'S2 has the private key sk and can recover plaintext
x where E(x) = E(r; *m+rg), but is unable to obtain any information about

z due to the added random values.

e Comparison protocol 2 similar to comparison protocol 1 also has C'S1 hold
the encrypted values of E(my), E(ms) and E(m) and sends E(x) to C'S2 for
further computation. However, instead of computing sign(m), C'S2 recovers
x and based on its sign, flags it as ¢ = 0 or 1 and returns E(o) to C'S1. Our
comparison protocol 2 is able to securely compute our encrypted results such

that C'S1 and C'S2 are unable to obtain plaintext values of our ciphertexts.

6.2 Security of our Query Scheme

e Cloud server 1 C'S1 holds the encrypted Kd-tree and is unable to know the
values of the data it holds as our SHE encryption technique has been shown to
be semantically secure over CPA. Similarly, when C'S1 receives the encrypted
query token F(Qr), it is also unable to obtain or infer any information about
its plaintext values. All operations on C'S1 are done over SHE ciphertexts,
therefore,C'S1 cannot see or recover the plaintexts of E(q), E(w), E(7) or infer

which dimension is selected from the query request.
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e Cloud server 2 C'S2 holds the private key sk and is able to decipher the en-
crypted values sent to it for computation. C'S2 cannot however decipher the
random values r; and r to obtain the plaintext values and due to the obfus-
cation of E(my) and E(ms) by CS1, it cannot know which unencrypted value

correctly corresponds to E(mq) or E(ms).
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Chapter 7

Performance Evaluation

This chapter shows the results of our performance evaluation from the simulation of
our weighted Manhattan distance-based similarity query. The performance of our
scheme is evaluated based on the computational costs of outsourcing our data, query
token generation, and processing our query results, as we vary the dataset size n and

the number of data dimensions d.

7.1 Experiment Settings

Our proposed scheme was implemented in java and run on a Windows 10 PC with
16GB RAM, 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz 1.69 GHz, 64-bit
operating system, x64-based processor. We evaluated the performance using the
EEG Eye State dataset from the UCI machine learning depository [51], with 14980

records, each with 15 dimensions. The security parameters were set as kg = 2048,

k1 = 160, ko = 80. Our maximum multiplicative depth is then given as 6 = [2%’2 —1],
such that 6 = [% — 1], giving us € &~ 9. Our scheme does not exceed this depth.
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Table 7.1: Experiment Environment Table

’ Parameter H Value ‘
Operating System Windows 10
CPU 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz
RAM 16GB
Programming Language Java
SHE Security Parameters || ko = 2048, k1 = 160, ky = 80

7.2 Experiment Results and Analysis

We present our results and the analysis of the results in the sections below.

7.2.1 Data Outsourcing

In evaluating the computational cost of outsourcing our dataset, we consider the
process of building and encrypting our kd-tree. We take into consideration two
parameters, the size of our dataset n, and the number of dimensions d. We set
n = {1000, 4000, 6000, 8000, 10000, 12000}, and d = {4,6,8,10,12,14}. The figure
below shows the result of our experiment data. As we increase the dimensinality

Data Outsourcing
600

0 II II II I| II |‘ II ‘| II || II ‘|
d=4 d=6

d=8 d=10 d=12 d=14

Dimension

Query Time (ms)
N w B ul
o o o o
o o o o

=
o
o

En=1000 mn=4000 n=6000 n=8000 mWn=10000 mn=12000

Figure 7.1: Computational Cost of Data Outsourcing

and size of our dataset, we see a corresponding linear increase over time. There is
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a significant time cost increase as the number of dimensions d increase. The size of
the dataset also impacts the time cost significantly, with higher data sizes showing a

marked increase. Overall, the relationship is linear and indicates an efficient process.

7.2.2 Query Token Generation

We evaluate the computational cost of query token generation as our dimensions,
d = {4,6,8,10,12,14}, increase. There is a corresponding increase in time as we
increase the number of dimensions.

Query Token Generation
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= 300000
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Dimension

Figure 7.2: Query Token Generation

7.2.3 Query Processing

In evaluating the filtering process, our experiment filters through a sample set
of records,{100, 200, 300, 400, 500,600} for a set number of dimensions, d =
{4,6,8,10,12,14} and measures the time taken. We simulate the filtration process
as shown in the figure 7.3 below.

There is a corresponding linear increase in time as the number of dimensions increase.
We evaluate our scheme’s verification process by verifying which candidate record

matches the query request. We measure the time taken to verify a set num-
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Filtration Process
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Figure 7.3: Filtration Process

ber of records, VR = {50,100,200,500,1000,5000} for each dimension, d =

{4,6,8,10,12,14}. Figure 7.4 below shows our verification process over the spec-

ified dimensions.

Verification Process
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Figure 7.4: Verification Process
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Chapter 8

Conclusion and Future Work

In our concluding chapter, we will discuss the summary of our proposed scheme and

its performance, and discuss possible directions for future work.

8.1 Conclusion

In this paper, we proposed an efficient and privacy-preserving weighted Manhat-
tan based similarity query for multidimensional data, using a kd-tree to index the
data. We applied the SHE technique to various privacy-preserving protocols that en-
hanced the security of our scheme. Our security analysis demonstrated the security
and privacy-preserving nature of our scheme. We further performed a performance

evaluation and analyzed the results to validate our scheme.

8.2 Future Work

The study of similarity queries on encrypted data and its applications to various
fields of research especially healthcare is important as researchers continually look
for more efficient, secure and privacy-preserving ways of computation.

Directions for further research on this topic include looking at the use of dynamic
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datasets, as our work focused on the use of a static dataset. Considerations can
be made for adding, deleting, and updating the dataset, while ensuring the security,
privacy, and integrity of the data structure, computations and other entities involved
in the query process.

Homomorphic encryption still has many challenges in terms of its usability and
operational limitations. The use of efficient and cost-effective computation using
secure encryption techniques are also aspects of future work.

There are also challenges with securing the outsourced data. With the rise of arti-
ficial intelligence and machine learning techniques, honest-but-curious servers may
no longer be assumed to be free from collusion, as machines are increasing being
trained on models that enable them to learn ways of bypassing established controls
and security protocols. Other threats exist to cloud architecture, storage and secure
data communication channels that can be considered for future work.

Future work can also look at the limitations of the kd-tree in high-dimensional spaces
due to the curse of dimensionality, where efficiency reduces at higher dimensions.
Future work may consider the use of a more efficient data structure.

In terms of practicality, our scheme was not implemented in a real world scenario.
Future work can look at practically deploying our scheme in a production environ-

ment, and the resources required to fully implement it.
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Appendix A

Correctness of SHE

A.1 Correctness of Homomorphic Properties

Proof of correctness is as shown below for our homomorphic addition(I & II) and

multiplication (I & II) protocols.

A.1.1 The Correctness of Homomorphic Addition-I

Given pp and two ciphertexts:

E(my) = (ri L +mq)(1 +r},) modN and

E(mg) = (roL + my)(1 +15,) modN, we have
E(my) + E(mg)modN — E(my + may)

Proof:

E(my) + E(mg) modN

= (r1L+my) (L +71,) + (1L + ma)(1 + ry,) mod N
= ((r1 + r2) L +my + my + ap) modN

where a = (r17'1 4+ ror'2) L + (myr'l + maor'2)
When we try to decrypt E(m;) + E(ms) modN, we have:
SHEDec(sk, E(my) + E(ms))
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((((r1 4+ re) L +mq + ma + ap) modN ) modp) modL

= ((r1 + 12) L + mq + ma) modL(2ks < ko)
=my + mao(k; < ko)

We decrypt it to mq + mo

Therefore,

E(my) + E(ms) modN — E(my + my)

A.1.2 The Correctness of Homomorphic Multiplication-1

Given pp and two ciphertexts:

E(my) = (r L+ m)(1 4+ ryp) modN and

E(m2) = (roL + ma)(1 + rhp) modN,

we apply the homomorphic multiplication:

E(mq x my) modN

= E(my) * E(ms) modN

= (r L+ my)(1 +7rp)(rel + my)(1 + rhp) mod N

= (my * mo + riro L2 + r1Lmg + roLmy + A % p) mod N
a denotes the coefficient of p

We decrypt the ciphertext of E(mq % my):

((E(my * mg) modN) modp) modL)

= ((((mq * mg + r11oL% + r1Lmy + roLmy + A x p) modN) modp) modL)

((((mq * ma + 1172L? 4+ 11 Lmy + roLmy ) modN') modp) modL)

To decipher the ciphertext correctly, my * mg + r1792L2 + 11.Lmg + r9Lmy) < p.
According to my, mg € {0,1}ky, 71,79, L € {0, 1}ky and ko > k1, we can deduct that
riroL? is the largest noise term.

To guarantee the correctness of decryption, we are supposed to ensure r175L% < p.
We set up the maximum depth of homomorphic multiplication-I, denoted as

6:[2’%—1].
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If the multiplicative depth is within 6, we have:

((((mq * mg + 1119 L% + r1.Lmy + 19.Lmy) modN) modp) modL)

= ((riraL + rymg + r9my )L + my % ma)modL

=my x ma(ky < ko)

Homomorphic multiplication-I is established if the multiplicative depth is involved

within 6.

A.1.3 The Correctness of Homomorphic Addition-I1

Given pp and a ciphertext E(my) = (r £+ mq)(1 + rip)modN and a message mo,
we have E(mq) + mamodN — E(my + ms)

Proof:

E(my) + mamodN

= (L +m1)(1+rip) + memodN

= (r L+ mq +mg + (r1£ 4+ mq)rip)mod N

We decrypt E(mq) + momodN:

SHEDec(sk, E(my) + ms)

= (((r L+ my 4+ ma + (ri £ + my)rip) modN) modp) modL
= (ri1L + my + mo)modL(2ky < ko)

=my + mo(k; < ko)

We decrypt it to my + mo

Therefore, E(my) + mamodN — E(my + ms)

A.1.4 The Correctness of Homomorphic Multiplication-11

Given pp and a ciphertext E(my) = (riL 4+ my)(1 + rip) modN and a message

ma(mg > 0), we have E(mq) * mamodN — E(my * my).
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Proof:

E(my) * mamodN = (r1 £+ mq)(1 + rip) * magmodN

= (rimeL 4+ my x ma + (r1.£ 4+ mq)ripms)mod N

We decrypt E(mq) * mos modN, we have:

SHEDec(sk, E(my) +msy)

= (((rimoL 4+ my * mg + (r1.£ 4+ mq)ripms) modN) modp) mod L
= (rymoL + my * my) modL(2ky < ko)

=my x ma(k) < ko)

We decrypt it to mq * mo.

Therefore, F(my) * mamodN — E(my + my) if ma > 0.

A.2 Correctness of Decryption

When given a ciphertext E(m) = (r£ + m)(1 + r'p) modN, it can be decrypted to
plaintext m with a secret key sk < (p, £).

Proof:

SHEDec(sk, E(m)) = (E(m) modp) modL

= (((r£ 4+ m)(1 +1"p) modN) modp) modL

= (rL + m) modL(2ky < ko)

= m(k1 < kQ)
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Appendix B

Java Implementation of Core

Modules

This section shows snippets of code implementing part of our scheme.

B.1 Implementation of CloudServerl

The CloudServerl class implements a cloud server that stores our encrypted kd-

tree and works together with CloudServer2 to implement our privacy protocols and

compute the results of our scheme.

Listing B.1: Java Implementation CloudServerl Class

public class CloudServerl {

private
private
private
private

private

SHEPublicParameter pp;
BigInteger E_minus_1;
EncKdTree encKdTree;
CloudServer2 cs2;

final SecureRandom rnd = new SecureRandom();
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public CloudServerl (SHEPublicParameter pp,
BigIinteger E_minus_1,

EncKdTree kdTree, CloudServer2 cs2) A{

this.pp = pp;

this.E_minus_1 E_minus_1;

this.encKdTree kdTree;

this.cs2 = c¢s2;

}

public SHEPublicParameter getPp() {
return pp;

}

public BigInteger getE_minus_1() {
return E_minus_1;

}

public int compare(BigInteger left, BigInteger right) {

SecureRandom rnd = new SecureRandom();
boolean b = rnd.nextBoolean();
if (b) {

BigInteger temp = left;
left = right;

right = temp;

BigInteger m = left.add(right.multiply (E_minus_1)) .mod(pp.
getN());

BigInteger [] rlr2 = generateRandomR1R2 (pp.getK1());

BigInteger ril rir2[0];

BigInteger r2 rir2[1];
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}

BigInteger E_x = rl.multiply(m).add(r2).mod(pp.getN());
int sign_m = cs2.compare(E_x);
if (b) {
return -sign_m;
}

return sign_m;

public BigInteger compare2(BigInteger left, BiglInteger right

) 1

SecureRandom rnd = new SecureRandom() ;
boolean b = rnd.nextBoolean();

if (b) {

BigInteger temp = left;
left = right;

right = temp;

BigInteger m = left.add(right.multiply (E_minus_1)) .mod (pp.
getN());

BigInteger [] rlr2 = generateRandomR1R2 (pp.getkK1());

BigInteger ril rir2[0];

BigInteger r2 rir2[1];

BigInteger E_x = rl.multiply(m).add(r2).mod(pp.getN(Q));
BigInteger sign_m = cs2.compare2(E_x);
if (b) {
return BigInteger .ONE.add(E_minus_1.multiply(sign_m)).
mod (pp.getN());
}

return sign_m;
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public static BiglInteger [] generateRandomR1R2(int k1) {
SecureRandom rnd = new SecureRandom();

BigInteger rl, r2;

do {
rl = new BigInteger(kl, rmnd);
r2 = new BigInteger(kl, rnd);

} while (!(rl.compareTo(r2) > O && r2.compareTo(BigInteger
.ZERO) > 0));

return new BigInteger []1{rl, r2};

public BigInteger absVal(BigInteger left, Biglnteger right)

{

SecureRandom rnd = new SecureRandom();
boolean b = rnd.nextBoolean();
if (b) {

BigInteger temp = left;
left = right;

right = temp;

BigInteger m = left.add(right.multiply (E_minus_1)) .mod (pp.
getN());

BigInteger [] rir2 = generateRandomR1R2(pp.getK1());

BigInteger rl rir2 [0];

BigInteger r2 rir2[1];

BigInteger E_x = rl.multiply(m).add(r2) .mod(pp.getN());
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BigInteger absVal = cs2.absVal(E_x);

return absVal.multiply(m).mod(pp.getN());

public List<ArrayList<BigInteger>> Filtration(EncQueryToken
encQueryToken, EncKdNode node) {
List<ArrayList<Biglnteger>> candidatelist = new ArrayList
<>0;

if (node instanceof EncKdLeaf) A{

candidatelist.addAll (((EncKdLeaf) node) .encVectorList.

values ());

} else if (node instanceof EncKdInterNode) {
EncKdInterNode interNode = (EncKdInterNode) node;

BigInteger [] cd = interNode.cipherCd;

BigInteger upperBound BigInteger .ZERO;

BigInteger lowerBound BigInteger .ZERO;

EncQueryRange encQueryRange = encQueryToken.

getEncQueryRange () ;

BigInteger [] upperBounds encQueryRange . getUpperBounds

O

BigInteger [] lowerBounds = encQueryRange.getLowerBounds

O

for (int i = 0; i < cd.length; i++) {
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upperBound = upperBound.add(upperBounds[i].multiply (cd
[i1)) .mod (pp.getN());
lowerBound = lowerBound.add(lowerBounds[i].multiply (cd
[i1)) .mod (pp.getN());
}
if (compare(interNode.cipherCv, lowerBound) > 0) {
candidatelList.addAll (Filtration(encQueryToken,
interNode.left));
}
if (compare(interNode.cipherCv, upperBound) < 0) {
candidatelist.addAll(Filtration(encQueryToken,

interNode.right));

}

return candidatelist;

public List<BigInteger[]> Verification(EncQueryToken

encQueryToken, List<BiglInteger[]> candidatelist) {

List<BiglInteger []> VerifiedRecords = new ArrayList<>();
for (BigInteger[] p : candidatelList) {
BigInteger dist = calEncWeightedManhattanDist (p,
encQueryToken.getEncQ (), encQueryToken.getEncW());
BigInteger E_bi = compare2(encQueryToken.getEncTau(),
dist) ;
BigInteger [] P_prime = new BigInteger[p.length];
for (int i = 0; i < p.length; i++) {

P_prime[i] = E_bi.multiply(p[i]) .mod(pp.getN());
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}

VerifiedRecords.add (P_prime) ;

}

return VerifiedRecords;

private BigInteger calEncWeightedManhattanDist (BigInteger []

p, BigInteger[] q, BiglInteger[] w) {
BigInteger dist = Biglnteger.ZERO;
for (int i = 0; i < w.length; i++) {
BigInteger d_i = absVal(p[i], q[il]) .multiply(w[i]) .mod(
pp-getN());
dist = dist.add(d_i) .mod(pp.getN());
}

return dist;

public Pair<List <BigInteger[]>, List<byte[]>> randomize (

List<BigInteger []> VerifiedRecords, SecretKey aesKey) {

int size = VerifiedRecords.size();

List<BigInteger []> C_Prime2 = new ArrayList<>(size);
List<BigInteger []> random_vectors = new ArraylList<>(size)
for (int i = 0; i < size; i++) {

BigInteger [] p VerifiedRecords.get (i);

BigInteger [] r_vector = new BigInteger[p.lengthl];

BigInteger [] P_prime = new BigInteger[p.length];

for (int j = 0; j < p.length; j++) {
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r_vector[jl= new BigInteger (pp.getK1(), rnd);
P_prime [j] = r_vector[jl.add(p[jl) .mod(pp.getN());
}
C_Prime2.add(P_prime) ;
random_vectors.add(r_vector);

¥

return new Pair<>(random_vectors,cs2.reencryption(C_Prime?2

, aesKey));

B.2 Implementation of CloudServer2

The CloudServer2 class implements a cloud server that stores our private key (sk) and
works together with CloudServerl to implement our privacy protocols and compute

the results of our scheme.

Listing B.2: Java Implementation CloudServer2 Class

public class CloudServer2 {

private final SHEPrivateKey sk;
public CloudServer2 (SHEPrivateKey sk) {
if (sk == null) {
throw new IllegalArgumentException("Private key, cannot
ube null") ;
}

this.sk = sk;
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}
public SHEPrivateKey getSk() {
return sk;
}
public int compare(BigInteger e_x) {
BigInteger result = SymHomEnc.dec(e_x, sk);
if (result.compareTo(sk.getL().shiftRight (1)) > 0) {
return -1;
}
return 1;
}
public BigInteger compare2(BigInteger e_x) {
BigInteger result = SymHomEnc.dec(e_x, sk);
if (result.compareTo(sk.getL().shiftRight (1)) > 0) {
return SymHomEnc.enc (1, sk);
}

return SymHomEnc.enc (0, sk);

public BiglInteger absVal(BigInteger e_x) {
BigInteger ZERO = SymHomEnc.enc (0, sk);
BigInteger result = SymHomEnc.dec(e_x, sk);
if (result.compareTo(sk.getL().shiftRight (1)) > 0) {
return ZERO.add(sk.getL()).subtract(BigInteger.ONE);
}

return ZERO.add(BigInteger.ONE);
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public List<bytel[]> reencryption(List<BiglInteger []>
c_prime2, SecretKey aesKey) {

ArrayList<byte []> C_AES = new ArrayList<>();

for (int i = 0; i < c_prime2.size(); i++) {

BigInteger [] Ep_prime = c_prime2.get(i);
BigInteger [] p_prime = new BiglInteger [Ep_prime.length

1;

for (int j = 0; j < Ep_prime.length; j++) {
p_prime[j] = SymHomEnc.dec(Ep_primel[j],sk);

}

byte [] barray = new byte[0];

try ( ByteArrayOutputStream baos = new
ByteArrayOutputStream() ;

ObjectOutputStream oos = new 0ObjectOutputStream(baos))

{

oos.writeObject (p_prime);

barray = baos.toByteArray();

} catch (IOException e) {

e.printStackTrace () ;

byte[] cipher = AES.encrypt(barray, aesKey);

C_AES.add (cipher);
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return C_AES;

B.3 Implementation of EncQueryToken

The EncQueryToken class defines the parameters and methods that are used to

generate an encrypted query token.

Listing B.3: Java Implementation EncQueryToken Class

public class EncQueryToken {

private BigInteger [] EncQ;

private BigInteger [] EncW;

private BigInteger EncTau;

private EncQueryRange encQueryRange;

private static final int AES_KEY_SIZE = 128;

private SecretKey ssk;

public EncQueryToken(BigInteger [] encQ, BigInteger[] encW,

BigInteger encTau, EncQueryRange encQueryRange) {

EncQ

encl;

EncW encW;
EncTau = encTau;

this.encQueryRange = encQueryRange;

this.ssk = secretKey(AES_KEY_SIZE);
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private SecretKey secretKey(int keySize) {

return AES.getRandomKey (keySize);

public static EncQueryToken genEncQueryToken (QueryToken
queryToken, SHEPublicKey pk){
BigInteger [] encQ = new BigInteger [queryToken.getDimension ()
1
for (int i = 0; i < encQ.length; i++){

encQ[i] = SymHomEnc.enc(queryToken.getQ() [i],pk);

BigInteger [] encW = new Biglnteger [queryToken.getDimension ()
13
for (int i = 0; i < encW.length; i++) {

encW[i] = SymHomEnc.enc(queryToken.getW() [i], pk);

BigInteger encTau;

encTau = SymHomEnc.enc(queryToken.getTau(), pk);

EncQueryRange encQueryRange = new EncQueryRange (queryToken.
getQueryRange (), pk) ;

return new EncQueryToken (encQ,encW, encTau, encQueryRange);

public BigInteger[] getEncQ() {

return EncQ;
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public BigInteger[] getEncW() {

return EncW;

public BigInteger getEncTau() {

return EncTau;

public EncQueryRange getEncQueryRange () {

return encQueryRange;

public SecretKey getSsk() {

return ssk;
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