A Comparison of Machine Learning Algorithms
for Zero-Shot Cross-Lingual Phishing Detection

by
Dakota Staples
Bachelor of Computer Science, UNB, 2022
A THESIS SUBMITTED IN PARTIAL FULFILLMENT OF THE
REQUIREMENTS FOR THE DEGREE OF

Master of Computer Science

In the Graduate Academic Unit of Computer Science

Supervisors: Saqib Hakak, PhD, Computer Science
Paul Cook, PhD, Computer Science
Examining Board: Rongxing Lu, PhD, Computer Science, Chair
Haruna Isah, PhD, Computer Science
Zhen Lei, PhD, Civil Engineering

This thesis is accepted by the
Dean of Graduate Studies

THE UNIVERSITY OF NEW BRUNSWICK
August, 2023
© Dakota Staples, 2023



Abstract

Phishing is a major problem worldwide. Existing studies have focused mainly on
detecting emails in one language (mostly English). However, detecting emails in
multiple languages is challenging due to a lack of datasets. Without ample data
from which to learn, the models cannot detect a benign email from a spam email
accurately, resulting in false positives and negatives. This research aims to compare
the performance of numerous machine learning models and transformers using zero-
shot learning for multilingual phishing detection. In a zero-shot learning set-up,
the model is trained on one language and tested on another. English, French, and
Russian emails are used as the training and testing languages. My results show that,
on average, XLM-Roberta performs the best out of all the tested models in terms of
accuracy scoring 99% testing on English, 99% testing on French, and 95% testing on

Russian.
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Chapter 1

Introduction

The prevalence of phishing emails in today’s society is a significant concern resulting
in a multitude of negative consequences for those who fall victim. Phishing emails
can grant hackers access to various accounts such as email, social media, and e-
commerce sites. These malicious emails can also lead to the download and execution
of malware, which can cause significant damage. As email is widely used, whether
for personal or business purposes, phishing is a severe issue affecting a large number
of people [12].

Phishing is a global problem and not limited to English-speaking countries. In the
year 2021, the French public service site issued a warning against phishing emails
[8], while the Spanish police tweeted an alert about a phishing scam in the year
2022 [79]. It is reasonable to assume that phishing scams exist in various languages.
Therefore, phishers would be more likely to send emails in a language with which
the recipient is more familiar, increasing the likelihood of success.

As phishing does not appear in only one language, it is important for a phishing
detection system to be able to detect in many languages. Furthermore, English is
also not the only language in the world and many other languages are also spoken

and written. In fact, it is estimated there are approximately 6000 languages in the



world [72]. An attacker in Russia would be highly unlikely to send phishing emails to
other Russians in English. This is because Russian is the majority language spoken
in Russia, therefore making it more likely that the victim will understand and fall
for the scam. Although there is no academic literature existing to support this, the
existence of the Russian and French phishing emails used in my experiments [57] can
be conjectured to support this claim. If French scammers only sent phishing emails
in English, then how could these French emails find their way into an end-user’s
mailbox and subsequently be reported? This claim intuitively makes sense, and is
supported by the existence of this data.

Phishing attacks are increasing at an alarming rate, causing considerable damage
to both businesses and consumers. According to CyberTalk, an estimated 6 billion
phishing attacks were predicted to occur in the year 2022 alone, with users opening
30% of phishing emails [61]. In the year 2021, phishing was the second most expen-
sive type of attack to users and businesses, costing them an average of 4.65 million
USD. IBM found in the same year that 1% of all emails are phishing emails. In
addition, 1% of phishing emails reach the user’s inbox if using Microsoft 365 Out-
look, meaning they are not filtered by a spam or junk filter. The Federal Bureau of
Investigation (FBI) IC3 (Internet Crime Complaint Center) has even issued a public
service announcement to businesses in the past, warning them about phishing emails,
which have caused a loss of 43 billion USD between June 2016 and December 2021
[17]. Phishing emails are the most significant type of attack, with reports increasing
from 25,244 in the year 2017 to 323,972 in the year 2021 [26]. These statistics are
not limited to the United States of America (USA), as 177 countries have reported

business email compromise attacks [26].



1.1 Problem Statement

Given the prevalence of phishing and the scale of the problem worldwide, it is es-
sential to have countermeasures to prevent and mitigate it. This research examines
numerous machine learning models and transformer language models (such as GPT-
3) which are tested in various settings to examine how models perform at multilingual
phishing detection. To the best of my knowledge, this is the first work of its kind
where GPT-3 has been tested for multilingual phishing email detection. To perform
tests, data in English, French, and Russian was acquired [57] and will be discussed
further in the thesis. English, French and Russian were chosen to be the languages as
this is the data that was most readily available. To test the models, I examine how
each model performs in a cross-lingual zero-shot setting, as well as a monolingual
setting for comparison. A cross-lingual zero-shot setting refers to training on one

language and testing on another that it did not see during training.

1.2 Research Objectives

This research aims to answer the following research questions.

e R1: Do transformer language models outperform traditional machine learning

models at monolingual detection?

e R2: Do transformer language models outperform traditional machine learning

models at cross-lingual zero-shot detection?

e R3: Does a large language model (GPT-3) perform better than an existing

multilingual transformer language model (XLM-RoBERTa) in this task?

e R4: Does training on multiple languages improve detection capabilities over a

single language?



To answer these questions, two main experiments are performed. The first experi-
ment is a monolingual setting where the models are trained and tested in the same
language. The second experiment is a cross-lingual zero-shot setting where the model
is trained in a language (or languages) that is different from the language of its test-
ing data in a zero-shot setting. The first experiment aims to answer my first research
question, while the second experiment aims to answer the remaining questions two
through four. For all experiments, English, French, and Russian are the languages
that will be used to train and test the models in the various experiments.

It is found that while transformer models do generally outperform traditional models
at monolingual detection in terms of accuracy, albeit only by a small margin, there
are other factors that should be considered in this case such as environmental costs
and training time. Furthermore, when examining cross-lingual zero-shot settings,
transformers perform better at this task by a large amount in terms of accuracy. The
results also show that GPT-3 is not better than XLM-RoBERTA at the zero-shot
multilingual phishing detection task. Finally, it is found that training on multiple

languages improves detection when compared to training on a single language.

1.3 Organisation of Thesis

The organisation of the thesis is as follows. Chapter 2 discusses the related and
previous works and contains a discussion on phishing emails. Chapter 3 contains the
experimental setup. The results are discussed in Chapter 4. Chapter 5 concludes

the work.



Chapter 2

Background

This chapter aims to provide a background for the thesis which includes a definition
of phishing, discussing the tactics used in phishing, the types of phishing relevant
to this research, the structure of an email, and existing studies on monolingual and

multilingual phishing email detection models.

2.1 Phishing Definition

The term phishing is believed to have originated around the year 1995 [45] and has
since become extremely prevalent in the world. The word phishing is purported
to have to come from fishing and phreaking, a form of hacking against telephone
systems[42].

One consistent definition of phishing is impossible to obtain and many researchers
have different ideas about what exactly characterizes phishing. Lastdrager found in
their research that there was at least 113 definitions of phishing showing it is not
an easy term to define[45]. However, there are common themes which were iden-
tified which led the author to describe phishing as a means of deception in which
impersonation is used to obtain information and can be scaled. To expand upon

this, not only is the goal to obtain information, but also to maliciously affect the



victim in any way as the attacker could craft a phishing email containing malware
as an attachment. We can see differences in definitions not only in research, but in
government organizations as well. The Canadian Centre for Cyber Security defines
phishing as using phone calls, texts, emails, or social media to trick the user[27].
The FTC (Federal Trade Commission) in the USA however, only lists emails when
it comes to phishing as a definition, but also warns users against pop-ups[19]. Fur-
thermore, NIST (National Institute of Standards and Technology) defines phishing
as being performed through websites or emails[55]. These American organizations,
FTC and NIST, give similar definitions.

Although it is important to understand that phishing does not have one concrete
definition, it is also important to define phishing from the viewpoint of this research.
For the purposes of this research, phishing will only refer to email phishing and will
be defined as “phishing is an email based means of deceiving users for an attacker’s
malicious purposes.” This is because my work only examines multilingual phishing
email detection. My scope does not include websites, text messages, pages, or mes-
sages on social media, phone calls, or any other medium which has previously been
defined by researchers, government, or websites. However, my definition is still broad
enough to cover the various sorts of emails which may be researched. Whether the
attacker is looking to deceive an end user out of money, to obtain their information,

to infect them with malware, or any other purpose, my definition is still accurate.

2.1.1 Phishing Tactics

Phishing emails themselves have evolved and changed to get around detection mech-
anisms and to better fool their targets, but their underlying tactics remain the same.
The below-mentioned six tactics are not just for phishing emails but remain true
for most social engineering attacks. Social engineering is a general term that refers

to attacks against a user. These typically involve social interaction but that is not



a necessity. This could take the form of dumpster diving for sensitive information.

However, most social engineering attacks work by social interaction[20].

2.1.1.1 Intimidation

This tactic is simply scaring the target into giving the attacker the desired data.
Intimidation often contains direct threats, forcing the victim into giving the attacker
what they need out of fear [20]. This could be in the form of an account “lockout”
which needs their password to be removed; otherwise, their data will be lost. Another
form this could take is threatening to release private information about the victim

unless the attacker gets what they want [38].

2.1.1.2 Consensus

Consensus is making the victim think that since everyone else is doing what the
hacker asks, they should, too [20]. A typical attack here may be tricking the user
into downloading a malicious application. On a website, a hacker may write fake
positive reviews themselves using multiple accounts or with the use of bots. This
way, when the victim sees the application, they are more compelled to download it,
as other users seemingly have used it and liked it. In a phishing email, the attacker
may include the malicious application as a link or direct the victim to a website to

steal their data or have them download the malware there.

2.1.1.3 Authority

An attack using authority is when the attack involves using a position of power over
a victim to get results [20]. Impersonating a boss of a company to get user passwords
is an example of an attack using authority. This is related to intimidation, as the
target will feel scared to react negatively in fear of consequences. So, typically an

attack using authority will use intimidation as well, and it is an effective combination



for hackers to use.

2.1.1.4 Scarcity

Scarcity is frequently used in marketing and not just in social engineering attacks
[49]. When marketing agencies say “only 10 products left at this sale price”, people
are more likely to purchase them. This can also be leveraged in attacks [20]. An
attacker could craft a phishing email telling the victim that they were selected to
be part of a special test group for a program and only five spots are left in it. So,
the user is compelled to download it without considering the potential consequences
and, subsequently, potentially infect themselves. This often ties into urgency as well,

as the victim is encouraged to act quickly before the deal or spots are gone.

2.1.1.5 Urgency

Urgency can be used in attacks by making the user act quickly so that they do not
think about whether the scenario makes sense or not [20]. An example would be
a hacker saying that the account is locked and the password is needed to unlock it
within an hour, otherwise, the account will be permanently deleted. Social engineer-
ing attacks that involve urgency always want the victim to act very quickly so that

they do not have time to think or contact others about it.

2.1.1.6 Familiarity

Familiarity is when an attacker relates the situation to something that the victim is
familiar with and comfortable with [20]. The attacker may impersonate a relative or
close friend, or they may do research through social media to make it seem like they
are familiar with you. These scams can ask for money for hospital bills or bail fees.
This being said, there are many variations that use this tactic.

Phishing may use some of the above tactics or use all of them in a very complex



phishing email to deceive users. Moreover, some tactics align better together than
others like intimidation, urgency and authority, or scarcity and urgency. In addition
to tactics, phishing also needs targets, which can influence what kind of phishing

attack takes place.

2.1.2 Phishing Email Attacks

Phishing attacks are often general with the hackers sending emails out to anyone
they can in as wide a range as possible to increase the likelihood that an email will
be successful [59]. However, under my definition there exists two subcategories of
phishing which are more targeted. These are:

1. Spear Phishing: Spear phishing tailors the attack to a group or organisation
[59]. A spear phishing attack may target a single department at a business or target
numerous low-level employees at a company. The defining factor in spear phishing
is that the phishing emails are personalised to the victim or victims who are not
prominent members of the organization.

2. Whaling: Whaling is when the target is a high-level executive or public target at
a company [59]. These include media managers, C-level executives, presidents, and
more. These emails are often highly personalised and contain a lot of information
about the targets and their businesses. This type of attack is potentially the most
dangerous due to the positions the targets hold. These people often have high levels
of access within an organization or the authority to authorize large sums of money

transfers and therefore, whaling can have disastrous effects.

2.2 Email Structure

In this section, I will highlight the features of an email that attackers exploit to

execute different attacks.



Table 2.1: Summary of an email with the features and description of the feature.

Feature Description

Header Information about the sender, routing details, date And more
Body Main text of the email

Attachment File attached to the email that may not always be present

URL Link inside the body of the email which may not always be present

HTML\JavaScript  Code and markup inside in the body of the email which may not always be present

Emails have a distinct composition that allows detection systems to target a specific
structure. Some of these structures are optional; however, some are not. When
detecting phishing, it is the content that must be analysed and not the structure
or absence of a structure itself. This is because structurally, spam and ham will be
identical as they are both emails, just differing in content [34]. The structure and
various features of the structure are shown in Table 2.1.

The headers of an email, like the email structure itself, contain both mandatory
and optional fields. Every header must have the date, the sender’s address, and the
recipient’s address. Additionally, it will contain the routing path the email took to
arrive at the recipient’s inbox, meaning which domains and IP addresses it went
through. One common field in the headers which is optional is the subject line.
Although optional, it typically appears. Headers may also contain content type,
authentication news, and more [22, 89].

The body of the email contains the main content. This is where the message to the
recipient is found. This can be empty and the message contained all in the subject
line, but this is uncommon. The body is also where most detection systems aim to
analyse. Although headers can be useful, especially for manual analysis, for auto-
mated detection such as machine learning, the body contains the main information
needed to make the decision. A lot of detection systems analyse the URL provided in
an email; seeing if the link and what the link displays match, whether the link is an

IP address, or whether it contains hexadecimal. Not every phishing email contains a

10



URL, however, and therefore it would be naive to think that a system based only on
URL detection would work. Some features from the body include the count of “.”
characters, how many domains are in the email, and if the email contains HT'ML or
JavaScript code [92, 90].

Emails can also contain attachments that can potentially be used; however, because
the systems used to detect phishing train and detect based on email text, a file will
not be much use. However, a rule-based system may choose to use an attachment,
and it certainly aides in manual reviews. For example, a manual reviewer could
scan the file with an antivirus system such as VirusTotal. A rule-based system may
choose to allow all docx (Microsoft Word files) and zip files while banning Python
and Java files [13].

2.3 Monolingual Phishing Email Detection

Monolingual phishing detection is when the system is tasked with detecting only
one language. This could be English, it could be Chinese, or another language as
well. This would mean the model was only trained on one language as well. If
the model is trained on English, French and Chinese, and subsequently tested on
English, this would be a multilingual setup. So, monolingual phishing detection
must train and test on only one language. In this section, I identify three types
of phishing detection: rule based, traditional machine learning, and deep learning.
I also examine monolingual phishing detection in languages other than English as
the majority of research done in this area is performed in English. A summary of

monolingual works is provided in Table 2.2.
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Table 2.2: Summary of related monolingual models on phishing email detection

where each row contains what metrics the experiment used as well as the dataset(s)
and model(s).

Reference Acc P R F1 Dataset Model Used
[36]2020 v X X v  Enron BERT

[25] 2019 v v v v Enron, IWSPA-AP, and More THEMIS

[77] 2020 v v v Y Nazario and csmining dataset Random forest
[92] 2016 v v vV Nazario Random forest
[74] 2022 v v X v PhishTank, Enron and More Rule Based

(2] 2019 v X X X PhishTank, Yahoo, Common Crawl and More Rule Based
[90] 2022 v v v v Ethio Telecom SVM

[76] 2021 v v vV Custom Dataset LSTM

[83] 2020 v v v v Enron, IWSPA-AP and More THEMIS and BERT
[82] 2020 v v vV Enron, IWSPA-AP and More THEMIS

[80] 2021 v X X X Enron and a Private Dataset bi-LSTM

2.3.1 Rule Based Methods

Starting with a basic approach which is not as current or state-of-the-art as deep
learning or machine learning, one method of phishing detection is a rule-based ap-
proach and thus should still be considered and reviewed. SatheeshKumar et al. de-
tailed one such approach, called SniffPhish 2.0 [74]. In this work, they have listed 20
rules and features that phishing emails typically follow. One rule was simply whether
the URL was an IP address, while another rule was how many dots and subdomains
are in the URL. In their experiment, they obtained websites from PhishTank, Enron
Email Dataset [37], and IsitPhishing for malicious websites. Alexa Top Sites, Stuff-
gate Free Online Website Analyser, Yahoo, Google, and Bing were used to obtain
legitimate websites. Once obtained, their system was tested, and it was found that
their work outperformed SniffPhish by a large margin. Their work had an accuracy
of 91.7% and an F1 score of 91.78%, while SniffPhish had an accuracy of 73.95%
and an F1 score of 73.51%. For future work, the system must have more features
specific to mobile attacks, and machine learning needs to be implemented in order
to reduce the false positive rate. It should be noted, however, that while SniffPhish
was designed to specifically be a browser extension and will only examine URLs,

not all phishing emails will contain a URL. If a phishing email does not contain a

12



link, the system will fail. With this being said, this survey is focused on email-based
approaches only. However, rule-based approaches for phishing that do detect based
off of the email alone do not appear to exist at the time of writing.

Another rule based system was designed by Adewole et al. which is another hybrid
system [2]. Their system first uses two datasets, dubbed PhishingDatasetl (1353
emails) and PhishingDataset2 (11055 emails) respectively. PhishingDatasetl had
702 phishing emails, 548 legitimate emails, 103 suspicious emails and 10 features
available. PhishingDataset2 had 4898 phishing emails, 6157 legitimate emails, and
30 features available. Some of the features include the URL length, whether the
URL is an IP address, and whether the website is indexed by Google Index. The
authors use JRip and PART to obtain the rules for their hybrid system. From this
system, they were able to obtain an accuracy of 94% on PhishingDataset1 and 99%
on PhishingDataset2.

It should be noted that there exist other rule based systems to detect phishing emails
[6, 51]; however, since my research does not use rule based methods, they will not

be reviewed in depth.

2.3.2 Machine Learning Based Methods

A step up in complexity from rule-based approaches is simple machine learning
approaches. These include many different algorithms which include, but are certainly
not limited to: naive Bayes, support vector machine (SVM), random forest, and
logistic regression. Machine learning approaches also need features to train and
classify. These features can come from various parts of the email, such as the presence
of the word urgent or the inclusion of an IP address. Feature selection is an important
part of phishing detection, and the optimal features make a large difference in the
system’s ability to detect a phishing email.

Research by Sonowal looks at generating features, finding optimal features using

13



the Pearson correlation algorithm, verifying these best features, and justifying the
process [77]. These features include word-based features from the subject and body,
link-based features, and readability features using eight readability algorithms. To
find these features, preprocessing is used, such as converting to lower case and elim-
inating stop words. It was then found that common keywords for phishing emails
include account, update, security, and important . For URL features, phishing emails
have mismatches in the visible text link and the actual URL. Other URL features
include the use of IP addresses, the length of the URL, the count of “.” in a URL, and
the use of img tags. The algorithms used for readability include automated read-
ability index, Coleman Liau index, Flesch-Kincaid readability test, Gunning Fog
index, SMOG index, LIX readability score, and RIX. To select the features, they
compared sequential forward feature selection (SFFS) and binary search feature se-
lection (BSFES). BSFS was found to have the best features, providing an accuracy
of 97.41% while SFFS had an accuracy of 95.63% and no feature selection had an
accuracy of 95.56%.

Features alone will not detect emails, and a system must be built. One piece of
research examines the naive Bayes model compared to the SVM technique for phish-
ing detection. This research uses emails from Ethio Telecom, an Ethiopian based
telecommunication company [90]. The emails are first preprocessed, which includes
the removal of white space, stop words, and punctuation. In addition, the emails are
tokenised and stemming and lemmatisation are performed. After preprocessing, the
features are extracted, such as URLs containing IP addresses or hexadecimal, differ-
ences in the href and the text shown, the number of dots in the domain name, and
the presence of JavaScript and HTML. After the features are extracted, the emails
go through SVM or naive Bayes and are classified as spam or ham. It was found that
SVM performed better than naive Bayes by a small amount, 2% or less per metric.

SVM achieved 98.76% accuracy, while naive Bayes achieved 97.51% accuracy. In
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every metric, SVM outperforms naive Bayes.

Yasin proposes another model that uses knowledge discovery [92]. This paper de-
scribes the process of knowledge discovery and the steps involved in it. In Yasin’s
model, they preprocess the data by parsing, tokenising, and stemming the words; re-
moving stop words; performing semantic processing using synonymy and hyponymy;
and assigning weight to the phishing terms. The dataset used was the Nazario
dataset [53]. Features the authors have chosen for their model are counts of “.”,
usage of hexadecimal and IP address URLs, the use of images as URLs, and the
count of domains in the URLs in the email. The article proceeds to describe the
classifiers they will test. The research tested the J48 algorithm, naive Bayes, SVM,
Multi-layer perceptron, and random forest. It was found that random forest was the
best classifier for their proposed method, with a precision, recall, and F1 score of
99.1%. Random forest performed best when the number of trees was set to 30, yield-
ing an accuracy of 98.8%. It is noted that, for future work, this could be enhanced
by creating a mechanism that better reflects the term frequency of new emails that

are analysed.

2.3.3 Deep Learning Based Methods

Another survey by Salloum looks at detecting phishing emails using natural language
processing (NLP) techniques such as a bag-of-words model, syntax features, semantic
features, and word embeddings [73]. First, the article defines and examines what
phishing emails are and then looks at some common detection features of them.
Some of these features include body and subject line characteristics such as phrases,
use of HTML, and more. Other features are sender-based features, script-based
features, and URL features. The author then finds that many machine learning
models have been made for phishing detection, all using different classifiers such

as logistic regression, SVM, random forest, and naive Bayes. It was found that
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Bernoulli naive Bayes with a term frequency-inverse document frequency (TF-IDF)
matrix performed the best, with an accuracy of 96.5% in 0.157 seconds. THEMIS is
then examined, which is a deep learning model based on region based convolutional
neural networks (RCNN) [25]. Deep learning is a newer advancement over machine
learning and does not require such intense feature engineering, which reduces the
amount of overhead required for it. THEMIS performed very well with an accuracy
of 99.848%; however, it does not work if the email does not have a header. The
research finds that while there has been discussion of NLP techniques, there is a
focus on machine learning strategies for detection. They found that there is a need
to research the use of NLP techniques such as semantic analysis for detecting phishing
emails. Finally, more research into the deep learning aspect is also needed, such as
recurrent neural networks (RNN) and convolutional neural networks (CNN).

As shown, there are many different models that can detect phishing; however, there
is another advancement. This advancement is transformers. This research has ap-
plied a transformer-based deep learning model, specifically the BERT (Bidirectional
Encoder Representations from Transformers) model, to detect spam phishing emails
alongside an older neural network approach [36]. This trains on the Enron data
set with an 80/20 train test split. In this model, they preprocess the data by re-
moving stop words, converting lines to lowercase, and removing words with special
characters or numbers. They use a bag-of-words model and compare the models
with two features, a count vectorizer and TF-IDF. TF-IDF was found to be a better
option, so this was used when testing and training. For the deep learning models,
the authors use BERT and feedforward neural networks (FFNN). The pretrained
fine-tuned BERT model was found to perform slightly better. It was also found that

doubling or halving the number of neurons lowered the F1 scores [36].
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2.3.3.1 Federated Learning Based Methods

Not much research exists in federated learning in the field of phishing email detection.
While other spam federated learning exists, it is not in the form of emails and
therefore out of scope. Federated learning is a decentralised form of machine learning
in which multiple decentralised edge nodes are trained on local data samples rather
than centralised data samples compared to traditional machine learning approaches
[91]. Federated learning provides benefits over traditional machine learning models.
The main and most prominent benefit of federated learning is its improvements in
privacy [18, 52]. While it is not perfect, it improves privacy over traditional machine
learning since the data is never shared directly with a central third party server.
However, there is not much research in this field and it is still a developing area.

Research by Thapa et al. examines six research questions [83]. The questions relate
to balanced data distribution, scalability, communication overhead, client-level per-
spectives, and asymmetric data distribution. The data used in this research comes
from three sources, Enron spam dataset [37], Nazario dataset [53], and IWSPA-AP
phishing emails. The paper then looks at choosing a model. The authors examine
and compare two models, THEMIS and BERT. The data is preprocessed by extract-
ing headers, cleaning with Beautiful Soup [66], which includes the removal of stop
words using the NLTK package, and finally tokenising the data for each model. It was
found that federated learning is feasible compared to centralised learning but could
not reach the performance of centralised learning. The research then shows that
if the number of clients increases, THEMIS has a degradation in performance and
the speed of convergences decreases, while BERT has an increase. The researchers
demonstrated that the communication overhead per client depends on the model
size and that a client can leverage federated learning to improve its performance.
Finally, federated learning was found to be highly resilient against asymmetric data

sizes, and if the data is highly diverse, the result is model dependent.
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More research by Thapa et al. looks at five more questions related to federated
learning [82]: if federated learning is comparable to deep learning trained on a cen-
tral email repository in terms of model accuracy, how the number of clients affects
convergence and accuracy, what is the communication overhead, if clients with vary-
ing local data sizes can still be learned from, and if a pretrained model can perform
better. The data for this experiment is largely the same as the previous work from
Thapa, using the Enron dataset, the Nazario dataset, and the IWSPA-AP phishing
emails [83]. THEMIS was selected as the model for this experiment. The prepro-
cessing also largely remained the same as the previous experiments, having a step
to extract the headers, cleaning using Beautiful Soup, stop word removal, and tok-
enization. The results of this experiment showed that federated learning is in fact
comparable to deep learning in terms of accuracy. Furthermore, increasing the num-
ber of clients decreased the time to converge and the accuracy, as shown in [83] with
the THEMIS model suffering from the increase in clients. It was also found that
the communication overhead is 0.179 GB per client and that we can still learn from
clients that vary in local data size. Finally, research shows that transfer learning
can be used for a performance boost. It is noted in the end that for a future direc-
tion, homomorphic encryption (a form of encryption in which the cyphertext can be
computed on without having to first decrypt it) and differential privacy (a privacy
standard in which the presence of an individual record or not should not affect the
computation on a dataset - typically achieved by adding noise) may be used along-
side federated learning. However, homomorphic encryption increases overhead and
differential privacy decreases performance.

Sun et al. propose a model called Federated Phish Bowl (FPB) which is comprised
of federated learning and long short-term memory (LSTM) [80]. First, the data goes
through a processing stage, which consists of eight steps. Step one is to remove

any character that is not a letter, then, for step two, every remaining character
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is converted to lowercase. Step three is to tokenise the data, and step four is the
removal of stop words. In step five, the tokens are lemmatised. The next step is to
remove every word with less than two characters and then convert the tokens back to
continuous strings. Finally, the strings are mapped to feature vectors. This research
uses a global word embedding strategy [60], which is trained on six billion tokens
from Wikipedia 2014 and 26 GB of newswire text. For FPB, LSTM is used, which is
based on RNNs. FPB uses a five-layer model comprised of three bidirectional LSTM
layers, a fully connected layer with 200 neurons, and an output layer with one neuron.
For the dataset, the researchers chose to collect emails from Microsoft 365 and used
the Enron dataset to balance it out. There were 1188 emails in total with a 90/10
train validate split. They show that FPB outperforms a client learning on its own
and that increasing the number of clients degrades the performance. They close by
stating that this research was based on synchronous learning and that asynchronous

learning may be a good area of research which could improve FPB.

2.3.4 Monolingual Research in Languages other than En-
glish

While the majority of research is in English, there are a few pieces of research in
languages other than English in the field of phishing detection. There are some
that only detect phishing websites [93], which is not the focus of this research and,
therefore, is out of my scope. One example of a monolingual detection system in
a language other than English was proposed by Siddique et al. [76]. This research
aims to detect phishing emails in Urdu. To do this, the researchers took English
emails from Kaggle and then translated them into Urdu, with manual corrections
being made by the authors. Furthermore, they also changed them to Urdu script
instead of Roman script. This dataset was then published online on GitHub for

future research use. In this work, they preprocessed the data by tokenising the data,
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Table 2.3: Summary of related models on multilingual phishing email detection where
each row contains what metrics the experiment used as well as the languages tested
and model used.

Reference Acc P R F1 Languages Tested
[54] 2017 v X x X En, Zh, Vi

[5] 2014 v v v Vv En, De, Hi, Ur, Fa
[47] 2020 v X X X Not Mentioned

[15] 2015 v v v Vv Es, Fr, En

[65] 2021 v v v v Ru, Lt, En

followed by the removal of stop words. After this, the authors performed stemming
on the tokens and finally picked and extracted their features. Multiple algorithms,
both deep learning and machine learning, were tested. The tested machine learning
algorithms were naive Bayes and SVM while the tested deep learning algorithms were
LSTM and CNN. It was found that LSTM performed the best with an accuracy of
98.4%.

2.4 Multilingual Phishing Email Detection

While phishing detection has been studied by many researchers and a considerable
amount of meaningful research has been done in this field, not as much work has been
done in the area of multilingual phishing email detection. In multilingual phishing
detection, the system is tasked with detecting emails in a language that differs from
the one (or ones) used during training. For example, training on French and testing
on English is multilingual. Another example is training on English and French, and
testing on Russian.

This section will examine existing work in spam detection which can detect or at-
tempts to detect phishing emails in more than one language. Table 2.3 shows the

papers overviewed in this section at a glance.
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2.4.1 Rule Based Approaches

Research by Long et al. looks at examining phishing emails in Vietnamese, Chinese,
and English. They achieve this by using a rule-based approach based upon Spam
Assassin. These rules were then extended and expanded to make them more suit-
able for a multilingual approach. This was done by extending previous rule-based
approaches, as well as using existing Spam Assassin rules made for other languages.
While many tests were performed, the best result for the multilingual dataset was
when they tested with 100 rules at a threshold of 0.5. At these values, they achieved
a spam detection rate of 49.6% and a false alarm rate of 2.9%. The spam detection
rate is defined as the number of spam emails detected as spam divided by the total
number of spam emails, and the false alarm rate is defined as the number of ham
emails detected as spam divided by the total number of ham emails. For future work,
it is mentioned that a bigger dataset is needed, as the dataset they used had only
286 emails [54].

2.4.2 Machine Learning Based Models

Researchers from Lithuania have also looked at multilingual phishing email detec-
tion. Their research used English, Russian, and Lithuanian. The two non-English
languages come from a private dataset and they also use the Spam Assassin corpus
[78] and the Nazario Spam Corpus [53]. Before the data was fed into the model, it
was cleaned of special symbols, HTML, CSS, and JavaScript, leaving only the raw
text. They tested many different models including naive Bayes, random forest, and
SVM. It was found that SVM performed the best, achieving an accuracy of 84%. It
is noted that for future work, deep learning could be leveraged to give better results
[65].

Another piece of research examines multilingual phishing email detection through

translation. The languages they attempt to classify are German, Persian, Urdu,
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Hindi, and English. To do this, they first obtained emails from the TREC 2007
dataset. They subsequently built their model from a Bayesian filter and performed
three different tests. Since the TREC dataset is in English, the authors translated
the emails using Google and Microsoft translator. Test one involved not translating
the data, so the filter was not trained for non-English data. Test two translated
the data at the training stage, so it was trained on non-English data. Finally, test
three translated the data at the classification stage so any non-English emails were
translated to English before classification. It was found that test three performed
best overall for all languages except one. The accuracy scores for each language
were: 89.45% for Urdu, 88.60% for Hindi, 90.05% for Persian, 86% for German, and
91% for English. Test one was found to perform extremely poorly for languages

other than English and test two performed similarly to test three, being the same or

within 2% [5].

2.4.3 Deep Learning Based Models

Researchers at Sophos modified a BERT model into context-aware tiny BERT (Cat-
BERT). Specifically, DistilBERT is used as a base for CatBERT, as it has been
pretrained with multilingual text. They first look at feature extraction, which is fed
into a model head. These features are whether the message is internal communica-
tion (sender and receiver both belong to the same domain), whether the message is
an external reply (if the sender and reply to are different domains), and the number
of recipients and carbon copies. For data, they use private internal data that consists
of 407 161 malicious emails and 3 842 772 benign emails which were all obtained from
customer traffic. The maximum token length was set at 128 and this was also the
amount of mini batches used. For the optimiser, Adam was used. Furthermore, five
epochs were used. CatBERT was found to have a 99.49% =4 0.0042 true positive rate

with a false positive rate of 0.1. This is a good model, as CatBERT downsizes and
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is faster than DistilBERT, which is already smaller and faster than BERT [47].

2.4.4 Custom Models

Finally, Bouarara et al. created a new model that aims to detect spam in English,
French, and Spanish. This approach is unique compared to other models as it utilises
both rule-based and machine learning approaches. The researchers created a new
dataset called MSpam, which consists of 1392 ham emails and 685 spam emails. The
majority of the dataset is English. This model is called the artificial heart-lungs
system (AHLS), which is inspired by biology. In order to do this, they created an
algorithm which first checks to see if the email is blocklisted (a list in which known
malicious email senders are kept). If the email is not on a blocklist, it proceeds
to clean the email and translate it with Google Translate (if it is not in English).
After translation, the email is encoded and vectors for the email are obtained. The
algorithm then uses a “heart” filter (which utilises naive Bayes to calculate the
probability that a new email is spam or ham) and a “lungs” filter (which uses the
result from the heart filter and has two filters representing the right and left lung),
which are used to determine whether the email is spam or ham. If the email is spam,
the sender is added to the blocklist for future analysis. It was found that for all
languages, AHLS achieved an accuracy of 89.80% and for the English group only,
94.08% accuracy was achieved. In addition, they showed that their model beats the

baseline of naive Bayes, K-Means, and Decision Tree C4.5 [15].

2.5 Summary

As shown, many works in the field of phishing detection exist, both monolingual and
multilingual. However, some gaps exist in the research. One direction research could

examine is newer large language models such as GPT-3. Another direction would
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be to train on two languages at once and observe if this can help detect emails in a

third language. These are the open directions that this thesis will aim to address.
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Chapter 3

Methodology

In this chapter, we detail the methodology for my research in detecting phishing
emails both in a monolingual and multilingual set up. In section 3.1, we discuss the
data I used and where it was obtained. Section 3.2 details which machine learning
and deep learning models were used in my experiments. Finally, section 3.3 gives
details on my experiments such as what was tested and how the experiments were
conducted. The entire methodology of my experiments is shown as a flow chart in

Figure 3.1.

3.1 Data Used

In this section, I first analyze various existing datasets and the challenges associated
with them. In addition, I examine one of the most popular email datasets for phishing
detection in depth, the Enron dataset[37]. Following this, I describe the data that I

use, and how it is generated.

3.1.1 Multilingual Dataset Analysis

Multiple datasets were used for this research in order to test the various models (lo-

gistic regression, random forest, SVM, XLM Roberta, GPT-2 and GPT3). In total,
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Figure 3.1: Methodology

I trained and tested on three languages which were English, French, and Russian.
These languages were selected due to what we were able to obtain within the scope
of my research including the budget and time constraints. There is a limited amount
of email datasets for phishing detection. The most well-known email dataset, the
Enron email dataset, was released in 2004 [37]. The benign emails in this dataset are
focused on the Enron Corporation, as the majority are comprised of internal emails
being sent. These emails were obtained as part of the investigation and legal pro-
ceedings into the Enron Corporation by the Federal Energy Regulatory Commission
[43]. Tt is completely possible that the nature of phishing emails from the Enron

dataset and the nature of phishing emails at the time of writing are different due to
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not only scams evolving, but language as well. However, this is a largely unstudied
area with little research. The one piece of research found suggested the opposite of
the claim presented here, that phishing scams have not evolved or that they have
gotten better over time; however, this research is from 2015 meaning that phishing
could have evolved since then [30]. This was only preliminary research and is an area
of study worth investigating further.

There is a negligible amount of phishing datasets in languages other than English.
There is a dataset in Urdu, but it is translated data [76]. There is also a dataset
containing 200 emails in Spanish, English, and Portuguese [69]. However, this dataset
does not have a research paper associated with it and it is difficult to verify the
legitimacy of the data. Based on my studies and consulting research articles, two
datasets (French and Russian) were obtained from previous work [57] and it was
decided that they would be the additional languages based on what could reasonably
be obtained for my research. One major advancement in the field would be the
creation of a single new multilingual phishing/spam email corpus that is comprised

of both spam emails and ham emails, as one currently is unavailable to the public.

3.1.2 Dataset Generation

Table 3.1: Dataset statistics for each language and language pair

Language Training Data Testing Data Combined Ham % Combined Spam %
English 3983 996 71% 29%
French 472 119 52% 48%
Russian 175 44 50% 50%
English and French 5570 0 89% 11%
English and Russian 5198 0 70% 30%
French and Russian 810 0 50% 50%

For the English data, I used the Enron Spam dataset [50] which is a subset of the
Enron dataset [37]. Specifically, the preprocessed version of Enronl was used. This
data was split into a training set and a testing set. The training set contained 3983

emails while the testing set contained 996 emails with 71% of the emails being “ham”
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or benign and the remaining 29% being spam.

For the French data, the spam portion of the whole dataset was obtained from
previous work done by Pan et al. [57] in which they collected phishing emails from
online forums for reporting scams internationally. However, this data only included
spam emails and needed to be balanced with legitimate ones. To do this, emails
from the TRECO7 dataset [1] were translated into French from English using the
Helsinki NLP OPUS-MT-train en-fr translation model[84]. This translation model
was chosen as it is from a research team from the University of Helsinki, and is highly
rated with many downloads. In addition, this is also a specialized model designed
only for translation into French from English instead of a general model which can
also translate such as T5[63]. Examples of translation are shown below in Table 3.2.
Genuine French emails of course would be ideal but data was needed, and if no real
French email dataset in a large enough volume exists, then translation must be used.
In total, the training set consisted of 472 emails and the testing set consisted of 119

emails with 52% being ham and 48% being spam.

Table 3.2: Email Translation

English Email

French Translated Email

I want to produce some boxplots and plot
the logged values but have the axis scale
in the original, not-logged scale

Je veux produire des boites a boite et
tracer les valeurs enregistrées mais j’ai le
Echelle de I'axe & échelle originale et non
guetée

I have a problem with my HP Compaq
nx6110 laptop.

J’ai un probleme avec mon ordinateur
portable HP Compaq NX6110

[ am trying to install the gnomeGUI pack-
age

Jessaye d’installer le package Gnomegui

I think I should not need to do that

Je pense que nous ne devrions pas avoir
besoin de le faire

I’'ve always run jigdo-lite against my own
mirror

J’al toujours couru Jigdo-Lite contre mon
propre miroir

For the Russian data, the process worked very similarly to the French data. Spam
emails were obtained from Pan et al. [57]. Ham emails were obtained from the Enron

Spam preprocessed dataset [50] and were translated into Russian from English using
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the Helsinki NLP OPUS-MT-train en-ru translation model [84]. This translation
model was also chosen for the same reason as the French translation model, that
it comes from a reputable source, is highly rated with many downloads and is a
specialized model.

This was the smallest dataset, with 175 emails being used for training and 44 emails
being used for testing. The Russian test set was perfectly balanced with 50% for
spam and ham.

Finally, I also constructed three more datasets that consisted of two languages that
were used for training. The constructed datasets used both the training and testing
data from both languages to form one large dataset. I was able to use the testing
data here, as I will be testing in another language, meaning that the system will
not see any of its training data during testing time. English and French have 5570
emails, English and Russian have 5198 emails, and French and Russian have 810
emails. Table 3.1 lists each language and language pair used, along with its amount
of training emails and testing emails, and the combined percentage of ham emails

and spam emails.

3.2 Models Used

In total, I tested six models. These models were a part of two different categories, the
first being traditional feature-based non-deep learning models and the second being
deep learning models which specifically are transformers, which are a type of deep
learning model. The code for all experiments including the data used is available at

https://github.com/dks11/MastersThesis.

29



3.2.1 Feature Based Models

These consisted of logistic regression, SVM, and random forest. These were chosen
to provide breadth across traditional fields, as they all work differently from each
other.

To run these traditional methods, the features had to be chosen first. I chose to use
E-mail Features Extraction Tool (EMFET), an open source tool to extract features
from emails [32]. This tool was tested in research and performed well for their data
[31]. T hypothesise that this will work well for me as I am testing in a monolingual
set up as explained below, and that features of emails could persist across languages
for a multilingual setting. I chose to focus solely on the body of the email in my
feature extraction, ignoring the header as not all of my emails have a header attached
to them in the data, making my experiment different in this way from the previous
research. Unlike the aforementioned research which uses attachments for feature
extraction, there are no attachments which EMFET can utilise in my dataset.
There were 59 features focused on aspects of the email body itself, such as the total
number of tabs, the total number of periods, and the total count of spam words.
Spam words and function words were defined in a list that comes packaged with
EMFET when downloaded from the GitHub repository; this list was translated into
French and Russian for the purpose of extracting features in those languages. There
are also 23 features focused on the readability of the body including the count of
simple and complex words and the simple measure of gobbledygook (SMOG) index
feature which is an estimate of how many years of education a person needs to
understand a piece of text. Finally, there were seven features focused on lexical
diversity including hapax legomena, which are words that only appear once in a
given piece of text, in this case, an email. While I use 89 features in total (see
Appendix A), EMFET provides the ability to examine the header and attachments

as well. Using all features, the authors of EMFET were able to obtain 99.3% accuracy
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on the Spam Assassin dataset using random forest.

3.2.2 Deep Learning Transformers

Transformers are a type of deep learning model in which the model utilises atten-
tion to understand the relationships between tokens, even if they are not close in
a given sequence. These models also have an encoding layer that generates hidden
representations from an input sequence and a decoding layer that uses the hidden
representations to generate the output sequence [86].

The transformers which I tested are XLM-RoBERTa[21], specifically the base ver-
sion from HuggingFace (an openly available website which provides many free deep
learning models), GPT-2 from HuggingFace[62], and GPT-3[16] using the OpenAl
API. There is a large version of XLM-RoBERTa available on HuggingFace as well.
As privacy is a concern for users when using a product, I use GPT-2 as it can be
downloaded so that a user never has to send data to an outside system. It repre-
sents currently what can be done in terms of the official GPT series that everyone
can freely access. However, Huggingface has available some open source multilingual
large language models such as Bloom [10] which everyone can also freely access. Some
models such as Llama 2 by Meta have only become available since this research was
completed and the results were obtained [85]. It should be noted that these models
are not the only multilingual transformer models available. These experiments de-
tailed below could be run using these large language models (which are transformers
like GPT) in future work to observe whether the results have any degradation or
improvement compared to the API version of GPT-3 used in this experiment.
GPT-3 represents the best of what can be done most accessibly in the GPT series
at the time of the research. However, this is not free on the OpenAl website. In
addition, the source code is not available, as is the case with HuggingFace models. I

used the API version, specially the “ada” which is the smallest and cheapest model
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available. It has been trained on data up to October 2019 and can handle a maximum
of 2048 tokens at once. For fine-tuning ada, it costs $0.0004 per 1 thousand tokens
when training and $0.0016 per 1 thousand tokens when using the fine-tuned model.
GPT-4 is still inviting users to get access to their API and is not open to all. While
GPT-4 is not downloadable, it stands to reason that a similar model may exist
someday as an openly available Huggingface model.

Finally, XLM-RoBERTa is used to test a model outside of the GPT series and is
an improvement over the traditional mBERT model. Introduced in 2019 by Guil-
laume Lample and Alexis Conneau, XLM-RoBERTa is an improvement over mBERT
by having a larger training size, an improved training method, better multilingual
representations, and better performance [48, 21]. It is important for my work to
consider not only one class of transformer, hence the inclusion of XLM-RoBERTa.
In addition, I wanted to include a model specifically meant for multilingual prob-
lems that was purposely trained to capture representations between languages. For
these reasons, XLM-RoBERTa was chosen. For breadth and future work, other deep
learning models such as RNNs [33, 71, 70] and CNNs [46] could be considered for
the problem of multilingual zero-shot phishing email detection. However, since these
models often require a large volume of training data and not many instances exist
especially for French and Russian, and since they are not designed for multilingual

settings like XLM-RoBERTa, I chose not to test them in this work.

3.3 Experimental Setup

This section overviews the experiments that I perform to answer the research ques-
tions. First, I overview the experiments which do not downsample the data, which
I refer to as full data experiments. Then, the downsampling experiments in which

a partition of the data is purposefully withheld in order to perform the experiment
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are detailed. System specifications for running traditional machine learning models

and deep learning models are also discussed.

3.3.1 Full Data Experiments

To conduct my experiment, I use the training and testing sets to perform 12 ex-
periments in which I train on one or two languages and test on another language
which may be the language it saw during training in the case of the monolingual
experiments. Shown in Table 3.3, these experiments were put into each of my ma-
chine learning and deep learning models for training and classification. Experiments
using feature-based models were run on the Windows 10 operating system using an
i7 processor, 16GB of RAM, and no dedicated GPU, only integrated graphics. Deep
learning models were run on the cloud computing company Paperspace using multi-
ple GPUs such as the NVIDIA Quadro P5000, the NVIDIA Quadro RTX 5000, and
the RTX A4000. These used Intel Xeon E5-2623 v4 and Intel Xeon Silver 4215R as

CPUs. These deep learning experiments were run on Linux architecture.

Table 3.3: The experiments which were run to obtain my results where the first
column is the training data and the second column is the testing data.

Training Data | Testing Data
English English
French English
Russian English

French, Russian English
English French
French French
Russian French

English, Russian French
English Russian
French Russian
Russian Russian

English, French Russian

The first value in Table 3.3 in each row is the training data, while the second value
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indicates the testing data. This tests the model’s performance in a monolingual
setting and a multilingual setting. By these experiments, I also gain insight into
how the models perform when given two languages as training data and testing on
one held out language while still maintaining the cross-lingual zero-shot setting. By
design, these experiments are also performed in a zero-shot setting. In this setting,
zero-shot refers to the model never seeing a language before testing. Typically, zero-
shot refers to the model predicting classes it has not seen in training [3]. In spam
detection, this could be seen as training on only spam emails and seeing if the model
can still predict if an email is ham. However, there are different forms of zero-shot
and in my case, it refers to the model being asked to make predictions on a language
it has not previously seen, while having seen all of the classes during training, both
spam and ham which is the definition used by Schwenk and Li [75]. Being performed
in a zero-shot setting is important as many languages are considered low-resource
languages and have little to no email data available to researchers. If a model can
correctly classify emails as spam or ham in a language it has never seen before, by
being trained on another language or languages that I do have available, this would
be a significant accomplishment in the field of phishing detection. With this, end
users who speak a low resource language such as Lithuanian can still be protected by

a phishing detection system, and therefore, the safety of the system will be increased.

3.3.2 Downsampling Experiments

The downsampling experiments were performed to better understand the increase
in accuracy when I train on two languages. The first possibility is that it is simply
because I add more data to the model when I add another language, and the addi-
tional data increases my accuracy. The second possibility is that the extra diversity
in the training data is the reason why I observe an increase to my accuracy when

training on two languages. If I downsample the data, and the accuracy still is higher
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or similar to the full data experiment with two languages, then it would suggest that
diversity is a bigger factor than volume. If when downsampled, the accuracy is lower
than the full data experiment with two languages, but higher than the experiment
with one language, then it would suggest that diversity and volume both influence
the result. Finally, if it is lower than both full data experiments, one language and
two, then it suggests that volume is a bigger factor than diversity.

I also consider downsampled experiments using XLM RoBERTa. XLM-RoBERTa
is considered, as during my experimental setup, this is the model that showed the
most promising results in preliminary tests. First, I considered two scenarios for the
downsampling experiments. In both setups, I trained on English and French and
tested on Russian.

In the first downsampling experiment setup, I first obtain the downsampled data
using the sample method in the pandas library in Python [88, 58] without setting
the random state to a fixed value, only setting the number of emails to the size of
the English training data, which is the larger of the two training datasets between
English and French. The XLM RoBERTa model is subsequently trained and then
tested. This process was repeated ten times, and the accuracy of the model was
recorded with each iteration. After the experiments were run, the average (mean)
and standard deviation were calculated using these values.

There exists a limitation in this experimental setup which is that the data used is
highly dependent on the aforementioned sample method. The reasoning behind not
setting the random state is that I wish to explore different shuffies of the data to
negate the possibility of one shuffle being better than another and simply getting
fortuitous results due to a good shuffle that I chose beforehand by explicitly setting
the random state to a fixed value. If I had set the state to a fixed value, there
may exist a better random state which leads to better results. In this sampling

methodology, the ratio of English emails to French emails, the ratio of English ham
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to English spam, and the ratio of French ham to French spam could vary greatly
between runs. For example, one run could consist of mostly English ham with
only a very small amount of English spam and French spam or ham. This is, of
course, a worst-case scenario and fairly unlikely to actually happen in practice, but
demonstrates the limitation with the experiment that could happen, or happen to a
lesser degree which still affects the experiments negatively.

The following experiment is ran in order to compare the data of the above experiment
with the data obtained with this one. In this experiment, I first obtain the data by
calling the sample method, selecting all the data, and shuffling it. In this experiment,
only the order of the data will be different between runs, not the aforementioned
ratios between languages and the spam to ham ratio. After this, as in the previous
experiment, I train and test the XLM-RoBERTa model ten times, recording the
accuracy each time as well. Once this was complete, the average (mean) and standard
deviation were calculated.

From the two experiments I ran, I can then analyse if downsampling on average
lessens my accuracy indicated by the mean and if downsampling means I have more
disperse values indicated by the standard deviation. This will also serve to indi-
cate whether the limitation listed above comes into effect when the ratios are not
maintained. If the standard deviations are similar, it would suggest that even if I
downsample and even if I get poor shuffles and splits in the data, the range of my
values compared to only changing the order of the data is not affected.

Finally, I also conducted a controlled downsampling experiment that addresses a
limitation of the experiment listed above. This experiment was where the ratio of
language-to-language and ham-to-spam for each language was balanced to be the
same as the full-scale experiment where I train on all of the data I have available in
two languages.

In this experiment, Table 3.4 provides the amount of emails for each class and lan-
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guage, and shows the ratio between languages, and classes for each language.

Table 3.4: Dataset details for the controlled downsampling experiment.

Experiment Language Class Count
: Ham (71% 2517
English (89%) g 20 ((29%)) 1028
fam (50%) | 219
Spam (50%) | 219
Ham (71%) | 2715
Spam (29%) | 1109
Ham (50%) 80
Spam (50%) 79
Ham (50%) 173
Spam (50%) | 172
Ham (50%) | 64
Spam (50%) 63

English & French
French (11%)

English (96%)

English & Russian
Russian (4%)

French (73%)

French & Russian

Russian (27%)

From this, I maintain the ratios of the languages as well as the ham-to-spam ratios
that exist in the full-size dataset. This experiment is only run once and is compared
to the data obtained from running the experiments at full volume. For example, the
downsampling experiment where I train on English and French and downsample to
the size of English training, can be compared to the numbers I got when training
on English and French together, as well as training on English by itself. By down-
sampling, I can see whether the addition of another language is beneficial to the
training process. In addition, it will tell me whether any increase in performance

when training on two languages is due to volume or diversity.
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Chapter 4

Results

4.1 Overview

This chapter overviews the results of the experiments which are detailed in Chapter
3 where the methodology is explained. First, I detail the motivation behind the ex-
periments and explain the metric used for evaluation including what baseline is used
and how this affects the interpretation of our results. Following this, each subsection
alms to answer a specific question; these questions include which models perform
best on monolingual phishing detection (section 4.2), which models perform best in
the cross-lingual zero-shot setting (section 4.3), how GPT performs at multilingual
phishing detection (section 4.4), does training on multiple languages at once improve
the performance (section 4.5), how downsampling affects the performance (section
4.6), and does diversity or volume of training data cause increases in our accuracy
(Section 4.7).

The first research question, where I examine if transformer models are better than
traditional machine learning models at monolingual detection is answered in section
4.2; question two, where I examine if transformer models are better than traditional

models at cross-lingual zero-shot detection, is answered in section 4.3. The third
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question about the performance of GPT compared to XLM-RoBERTa (XLMR) is
answered in section 4.4. Finally, section 4.5 answers the final question of whether
adding an additional language increases my performance. Sections 4.6 and 4.7 give

additional insights into the final question.

4.1.1 Metric Used

My experiments use accuracy as the metric for evaluation. Accuracy is defined by
the below formula where TP and TN are true positives and true negatives and FP

and FN are false positives and false negatives:

TP+ TN
TP+TN+ FP+FN

accuracy =

In simpler terms, accuracy is the metric of how many predictions the model gave
correctly out of the total number of predictions.

Two out of three of my datasets, French and Russian, are balanced at 50% each,
which means that accuracy is a good metric that is easy to understand. In the
case of the English data, the classes are not balanced which means accuracy can be
misleading. Accuracy can be misleading in this case because the model can simply
pick one class every time and still achieve a high accuracy score. Although I could
use precision and recall to remedy this issue, I instead interpret the results keeping
in mind the baseline, which is the most frequent class baseline. The most frequent
class baseline is determined by the model only picking one label, which is the label
it saw most during training. We can shift our expectations when interpreting the
English results in this way. Instead of the accuracy needing to surpass 50%, it needs
to surpass the percentage of ham emails it saw in training as ham emails are seen
far more than spam. In this case, it will be 72%. If a model does not surpass the

baseline, this indicates that it learned poorly and can suggest that it is not a good
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model. In a binary classification problem such as spam detection, the worst a model
can do is actually meet the baseline (or perform around it) as opposed to scoring
0%. This is because 0% would mean the model learned everything backwards and
if the labels were flipped, it would achieve 100%. However, if the model scores at or
around the baseline, flipping the labels will not help as it would appear the model
selected randomly or consistently selected the most frequent class and did not learn
at all. Surpassing the baseline (in this case 50% for French and Russian and 72%
for English) does not necessarily indicate the model performed well in comparison
to other models; however, it indicates that the model learned something instead of
simply selecting a random value or the most frequent class during training.

Table 4.1 shows my results for the tests in each language. Each row represents the
model which was trained and tested for the experiment where the last row is the
most frequent class baseline. This means that the model only predicts the class it
saw the most during training. As stated above, I use this as a comparison especially
for the English testing data, which is not evenly split across classes. For each column
in the aforementioned tables, it represents the language or languages on which the
models were trained. Each language is represented using its ISO 639-1 code, where

en is English, fr is French, and ru is Russian.

4.2 Performance Analysis of Monolingual Phish-
ing Detection Models

The results in Table 4.1 suggest that monolingual detection is largely a solved prob-
lem, which means that when a model trains and tests on the same language, the
best models can detect phishing emails with nearly 100% accuracy or in the best
cases — 100%. Even very basic traditional non-deep learning models such as logis-

tic regression and SVM perform extremely well at monolingual detection with one
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Table 4.1: Accuracy where the testing language is shown in the testing language
column for each model. The bolded value is the best accuracy for each training
language training on the indicated languages.

Testing Language Model en fr ru frru  en,ru  en,fr
GPT-3 0.99 0.67 0.28 0.76
Logistic Regression  0.93 0.62 0.4 0.74
Random Forest 0.91 0.64 0.28 0.67

en SVM 0.7 0.73 045 0.75
XLM Roberta 0.99 0.72 0.71 0.99
GPT-2 0.99 0.72 0.66 0.61
Most Frequent Class 0.71 0.71 0.71 0.71
GPT-3 0.78 1.00 0.63 0.68
Logistic Regression  0.79 0.96 0.45 0.50
Random Forest 0.41 0.94 0.43 0.41

fr SVM 0.62 0.88 0.49 0.63
XLM Roberta 0.68 0.98 0.68 0.99
GPT-2 0.50 1.00 0.56 0.48
Most Frequent Class 0.50 0.50 0.50 0.50
GPT-3 0.81 0.77 1.00 0.77
Logistic Regression  0.50 0.36 0.50 0.59
Random Forest 0.54 0.45 0.50 0.50

ru SVM 0.47 0.52 0.50 0.63
XLM Roberta 0.95 0.50 0.97 0.95
GPT-2 0.70 0.54 0.95 0.68
Most Frequent Class 0.50 0.50 0.50 0.50

exception. In the case of Russian shown in Table 4.1, logistic regression, random
forest, and SVM did not learn anything and therefore, outputted the most frequent
class in all cases, achieving an accuracy of 50%. However, logistic regression scored
93% in the English test, only 6% lower than the leading results scored by the deep
learning models of 99%. For French, logistic regression scored 96%, only 4% lower
than the highest value scored by GPT-2 and GPT-3 at 100%. 4% and 6% are not an
incredibly large drop in performance. Ultimately, high accuracy values are expected,
and not remarkable, especially for deep learning models such as GPT-3 and XLM-
RoBERTa. Previous research has shown exceptional results in this area, achieving
the same results as I have—near or at 100% accuracy [35, 9, 24, 23, 44].

However, just because the results are not surprising does not mean that they do not
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have value. These results suggest that as long as a system is trained in the language
of its target audience, it will be highly likely to protect them from phishing emails.
The caveat of this is that my experimental setup only uses the text from the body
of the email for the model to make a classification on whether it is spam or ham.
Phishing could be done solely through the usage of the subject line of the email as
well as through an attachment. In this case, since the body would be blank, my
model would not be able to accurately make a prediction. The other case is that the
body of an email could contain an image for the scam as well. My system would not
be able to extract the text of the image in its current state and make a prediction
accurately as it only considers the text in the body of the email. Another caveat
is that the dataset that I used for training, especially in the English case, is quite
old, first created in 2004. For the French and Russian data, I do not have an age
for the spam emails but the ham emails could be outdated as well in these cases,
with the data coming from datasets made in 2004 and 2007. It is highly possible
that phishing emails have evolved since 2004 and 2007 and ham emails would have
also as language evolves. While the training data for my system in English is very
business focused, there has been research done into the field of domain adaptation
for phishing detection, meaning that even a ham email that is not business focused
and is written using modern language could still be detected as ham[4, 28, 64, 67].
Large language models, such as GPT-3, require an extremely large amount of training
data. For my experiment, I am simply fine-tuning the model to my task. However,
previously these models were trained on a very large amount of data. GPT-3 used
570GB of data after filtering in its training[16], while XLM RoBERTa used 2.5TB
of data [21].

The other consideration is environmental costs when considering traditional methods
of machine learning over deep learning methods, including the newest large-language

models. GPT-3 is estimated to have produced 578,460 KG of carbon dioxide in
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emissions on a single training run on North American servers, as shown by Taddeo
et al. [81]. However, the authors note that geography is important, considering that
if the training is done on South African servers, the estimate jumps significantly to
942 330 KG in CO2 emissions. Currently, the exact amount of emissions and exactly
what servers the training was completed on have not been disclosed by OpenAl.
Other research supports the findings that large language models can have a significant
negative effect on the environment in terms of emissions [11, 87, 7, 68].

Finally, I can also consider the computation and training time. To fine-tune a pre-
trained deep learning model, the performance varies greatly based on the hardware.
If the training is done on a CPU compared to a GPU, it will have a very large
impact on training time. However, even with good hardware and powerful GPUs,
it is not uncommon for a pre-trained deep learning model to take hours or days
to finish fine tuning. Although not explicitly captured, as it is not the goal of my
research to compare, training XLM RoBERTa on GPUs such as the NVIDIA Quadro
P5000, the NVIDIA Quadro RTX 5000, and the RTX A4000, training often took
more or less an hour with a batch size of 16. Compared to my feature-based methods
using traditional machine learning methods, this is a massive increase in time. In
the largest monolingual case where the all three models are trained on English and
tested on English, each model is trained and tested in under 5 seconds using only a
CPU. This is a massive decrease in time.

With all of this being said, since monolingual detection appears to be a largely solved
problem, I show that traditional methods perform slightly weaker than deep learning
models. However, at the slight cost of accuracy, I see other benefits in the form of
no huge amount of data is needed to train traditional models beforehand, they are

better for the environment, and they run and train much faster.
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4.3 Performance Analysis of Cross-Lingual Zero-

Shot Phishing Detection Models

The results largely show that cross-lingual detection while training on a single lan-
guage is a very difficult problem with which models still struggle. Traditional feature-
based methods, using non-deep learning models, often perform underneath the base-
line. In addition, when they do perform above the baseline, it is often not by a
considerable amount especially when compared to my deep learning results. The
two exceptions are the tests in Table 4.1 where SVM performs the best when train-
ing on French and testing on English and logistic regression performs the best when
training on English and testing on French. I can also say that SVM trained on
English and tested on French performs well, outperforming the baseline by 12 per-
centage points and only losing to XLM-RoBERTa by 6 percentage points. With this
being said, it still loses to logistic regression by 17 percentage points and GPT-3 by
16 percentage points, making it not a good result by comparison.

While zero-shot cross-lingual classification has proven to be challenging, XLM-
RoBERTa still performs remarkably well. Overall, XLM-RoBERTa performed the
best out of any of the models even if it has some tests it performs poorly at such as
the test in which it trains on Russian and tests on English which performs on par with
the baseline, as highlighted in Table 4.1. It is currently unknown why it performs
so poorly in this setting and could be explored further in future work. Out of the 9
cross-lingual experiments performed, XLM-RoBERTa achieves the best score in 6 of
these tests, which means that it performs the best in 66% of the experiments. So,
overall, XLM-RoBERTa can be viewed as the best model for cross-lingual zero-shot
phishing detection.

This is not to say that the GPT series does not perform well also, it is just to say

that it is does not perform as well and, in some cases, it performs quite poorly. The
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performance of the GPT series specifically will be discussed in the following section.

4.4 Performance Analysis of a Novel Large Lan-

guage Model (GPT)

I also show that GPT 2 and 3 have limitations and, while they excel at generating
text, can perform poorly compared to XLM-RoBERTa. This is important to note
as there is a substantial amount of research that shows that GPT performs many
complicated tasks, such as passing the bar exam in the USA [14, 41] and passing
a medical exam in Japan[40]. There is a massive push by industry to include new
large language models in every product with Google recently embedding Al into 25
products [29]. With such a large push to use these powerful models, it is important
to determine whether they do indeed have limitations, and in which circumstances
end users should not depend on them to be able to perform tasks reliably. In terms
of this research, overall GPT models do not perform multilingual phishing detection
as well as other models, such as XLM RoBERTa.

One reason for this is that XLM-RoBERTa was explicitly trained to be multilingual
[21], while GPT-3 was not [16], although some of the training data for GPT was
in other languages besides English and as a result it does have some multilingual
capacity. This finding should also extend to the current ChatGPT as well because
it trained on similar data.

Based on GPT-4’s technical report however, it could perform well in this instance. In
this report, OpenAl notes its performance in MMLU (Massive Multitask Language
Understanding) tasks for numerous languages, including low-resource languages such
as Nepali, Urdu, and Ukrainian [56]. However, this experiment is done in a three-
shot setting, while my research focuses on zero-shot settings. While they are making

a point to include tests for numerous and low resource languages, it may still not
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perform as well as a dedicated multilingual model. Future work can include this
area and see how GPT-4 performs in this setting as it is slowly being rolled out for

researchers and the public.

4.5 Analysis of Training on Multiple Languages

My results also show that, simply by adding an additional language to training, I
can increase the accuracy of my models on average. This is evident in Table 4.1
(see page 41) where XLM-RoBERTa performs better when trained on two languages
rather than either of them separately. I also see this property in the case of the tra-
ditional models logistic regression, random forest, and SVM, that simply by training
on two languages combined, I can improve the accuracy over training on one alone.
For the previous four models, my findings show that the increase in accuracy when
adding an additional language to training is consistent across most experiments.
This does come with a caveat however, which is that from these results alone, it
is unclear if the increase in accuracy comes from the addition of another language
to the training data or if it simply is because of more data being added. This is
examined in the following sections.

However, on their own, some of the results are very promising, such as the experiment
in Table 4.1 where XLM-RoBERTa is trained on both Russian and French and tested
on English. Training on French on its own only achieves 72% while training on
Russian only achieves 71%. Taking into account that the baseline is 71%, these are
poor results. It means for the most part that the model did not learn anything
and was unable to properly predict an instance it receives, so it defaults to the most
frequent class baseline. However, when I train on the combination of both languages,
I achieve 99% indicating that the model learns very effectively. It would be a great

advancement if models were able to have a large improvement in accuracy simply by
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adding another language. This is especially true for low-resource languages. A low
enough resource language is expected to be an exception to the previous claim that
monolingual detection is a largely solved problem. Since they are low resource and
there is limited training data for them, it is expected that a model would struggle
with detecting spam in a low enough resource language due to the lack of training
data since it would have insignificant examples from which to learn the distinctions
between the two classes of spam and ham. It would be beneficial if I could simply
train on English data, which is plentiful, or English combined with another language
that is available in order to achieve even better results. In the following section,
where I perform the downsampling experiments, I am also simulating low-resource

languages as I ignore training data.

English Test
1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
Logistic Random XLM Roberta GPT-2 GPT-3 Most
Regression Forest Frequent

Class

MW English/English ~ m French/English ~ m Russian/English FrenchRussian/English

Figure 4.1: A visual representation of a portion of the data where English is the
testing language in Table 4.1 which shows the results in accuracy when I train on
French and Russian and test on English.
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French Tests
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Figure 4.2: A visual representation of a portion of the data in Table 4.1 which shows
the results in accuracy when I train on English and Russian and test on French.

4.6 Analysis of Downsampling on my Results

As detailed in Chapter 3.3, I run two experiments in which I examine the results in
terms of accuracy from training XLM-RoBERTa on English and French and testing
on Russian. In one of these experiments, I only use the size of the English data in
training, and in one, I use all available data. The size of the English data is used as
this is the larger of the two languages between English and French. I consider the
larger of the two as it will allow the model to have more training data. The experi-
ment in which I use all the data is replicating the setup in the previous experiments
in which I train on two languages and is used for a point of comparison.

With the number of training instances equal to 5570 (the full number of instances),
I obtain an average (mean) result of 89.5 and a standard deviation of 7.39 which is
shown in Figure 4.4.

When I train on 3983 emails (the size of the English training dataset), I obtain an
average of 83.6 and a standard deviation of 7.36 as also shown in Figure 4.4.

These results, summarized in Figure 4.4, show that I do indeed obtain better results
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Russian Tests

1

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

Logistic Random XLM Roberta GPT-2 GPT-3
Regression Forest

M English/Russian M French/Russian M Russian/Russian EnglishFrench/Russian

Figure 4.3: A visual representation of a portion of the data in Table 4.1 which shows
the results in accuracy when I train on English and French and test on Russian.

when I use all of the available training data. This is not surprising. It has been
shown [86, 39, 16] that the inclusion of additional training data is directly linked
to an increase in performance for deep learning and transformer models, so the fact
that my model exhibits the same behaviour is not unexpected. What is valuable
to examine is the problem of whether my model only has an increase in accuracy
due to the increase in training data or whether it is due to the addition of another
language during training. As mentioned above in Chapter 4.3, 4 models all exhibit
this property of having an increase in accuracy when an additional training language
is added, so whether the increase is because of added volume or diversity is important
to discuss as well. This question is examined in Chapter 4.5.

The downsampling experiment detailed in this section uses English and French for its
training languages and Russian as its testing language but I could also run these on
other language pairs to confirm my results. However, with the data and results which
have been obtained already, it is believed that these would not help to answer the
question of volume versus diversity, as trends in the previous experiments hold true

for each language suggesting it could be similar in this case, and therefore, performing
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additional experiments with the other language pairs is left to be explored in future
work.

I can also examine the standard deviation obtained from the experiments. By exam-
ining the standard deviation, I can clearly see a negligible difference in the standard
deviation between the two experiments. This indicates that the results were not
spread out much farther than the average for one experiment over another. One
might think that the downsample experiment would have more of a spread and vary-
ing results due to the aforementioned limitation of varying ratios between training
languages and classes; however, my results show otherwise. From these results, the
standard deviations of both experiments suggest that the variation was not large
enough to greatly impact the experiment and the accompanying results. In the fol-
lowing subsection, the experiment addresses the limitation between ratios of classes

and languages.

Accuracies of Training on English and French and
Testing on Russian Comparing Downsampling
Versus All of The Data Using XLMR

100
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o

Figure 4.4: Downsample experiment comparing English and French using XLM-
RoBERTa over 10 runs.
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4.7 Analysis of Diversity Versus Amount of Train-
ing Data in Two-Language Training Experi-
ments

As discussed in Chapter 3.3, I run three experiments to determine whether the
increase in accuracy I saw when adding another language was because of diversity

in the data or simply an increase in volume of the data.

Comparison of Accuracies Using XLMR When
Testing on English
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Figure 4.5: Downsample experiment comparing training on all of the data over
French and Russian, the downsampled data over French and Russian, and all of the
French data.

4.7.1 Experiment One

Case one, where I train XLM-RoBERTa on French and Russian and test on English
shows that when I downsample, I see a significant decrease in performance compared
to when I use all of the data. Furthermore, I can see that, compared to the test where
I train on French alone, it is just about equal as shown in Figure 4.5. In this case,

the results do not show, and are unclear about, whether the increase was due to an
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Comparison of Accuracies Using XLMR When
Testing on French
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Figure 4.6: Downsample experiment comparing training on all of the data over
English and Russian, the downsampled data over English and Russian, and all of
the English data.

increased amount of data or increased diversity in the data.

4.7.2 Experiment Two

The second case where I train XLM-RoBERTa on English and Russian and test on
French shows that when I downsample, I have an improvement still over training on
the English data alone which is shown in 4.6. However, it is still a decrease over
training on all of the English and Russian data. This case suggests that training on
multiple languages improves performance, ie., that an increase in diversity of training
languages contributes to an increase in performance. This is because I increase my
accuracy over training on English alone, and since I have the same amount of training
instances, it stands to reason that the addition of Russian is what causes the increase.
The reason that volume is still beneficial is that the model still does not perform as
well when the downsampling occurs compared to using all of the data. This suggests

that the amount of data used is important, as suggested in the literature [86, 16, 39].
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Comparison of Accuracies Using XLMR When
Testing on Russian
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Figure 4.7: Downsample experiment comparing training on all of the data over
English and French, the downsampled data over English and French, and all of the
English data.

4.7.3 Experiment Three

Finally, in the third case, which is when I train on English and French and test on
Russian, the results show a massive decrease in accuracy compared to both when
I train on English and French at full volume and when I train on English alone as
displayed in Figure 4.7. This is in stark contrast to my previous case, as it suggests
that diversity of training languages is actually harmful to accuracy. Comparing the
results when I downsample and the results training only on English, my downsample
experiment performs relatively poorly, which indicates that it is the addition of
French into the training dataset which causes the decrease, as the number of instances

is exactly the same.
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4.7.4 Results of the Diversity Versus Amount of Training

Data in Two-Language Training Experiments

In my three cases, I demonstrate that the results are overall unclear. I am not sure
whether the increase in accuracy when I train on two languages which is shown in
Figures 4.1, 4.2, and 4.3 is because the models were trained on another language
or whether it is because the models were simply trained on more data. However,
this experiment also had a limitation in that the controlled downsample experiment
was run only once. If each downsample experiment was run many times (eg, 10
times) it would mitigate the risk that the findings are an artefact of a particular
shuffle of the data. By doing so, an average could also be taken which would be
more accurate. This could show different results than those I have listed above and
answer the question of diversity compared to volume.

However, it is highly likely, and the results support it, that volume has a positive
effect on accuracy. This is to say that when more data is added, my accuracy
increases. In the downsample experiments, [ see this very clearly. Figures 4.5, 4.6,
and 4.7 all show that when I downsample, I lose accuracy compared to when I use
all of my data. These results suggest that, as said above, volume is important to the

performance of the model. This is a well known finding[86, 16, 39].
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Chapter 5

Conclusion

While phishing is a large problem, we show that there are ways that we can combat
this growing issue. By leveraging pretrained multilingual models such as XLMR,
we can achieve good performance detecting phishing emails in a language not seen
during training. This is important because systems can start to learn to detect what
phishing emails look like in numerous languages, even though training data for that
language may not exist or exist in only a very small amount.

In this work, I explored four main research questions: whether transformer models
perform better than traditional machine learning models at monolingual phishing
detection, whether transformers models perform better than traditional machine
learning models at cross-lingual zero-shot phishing detection, whether GPT-3 per-
forms better than XLM-RoBERTa, and if training on two languages is better than
training on one.

I show that monolingual detection is generally a solved problem, but there are a
variety of considerations when choosing a model. In terms of accuracy, transformers
perform better, but it comes with the cost of higher training times and an envi-
ronmental cost in terms of C02 emissions compared to the traditional models which

have less training time as well as less emissions. For cross-lingual zero-shot detection,
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transformer models have a much higher accuracy than traditional models, offsetting
the cost of time. When comparing GPT-3 and XLM-RoBERTa, XLM-RoBERTa
performs better; however, it should be noted that GPT-3 performs remarkably well
for not being explicitly trained to be multilingual. Finally, I demonstrate that by
simply adding another language to the training set, I can improve my accuracy.
However, whether this is due to adding more data or adding diversity to the data

remains an interesting question for future work.

5.1 Future Research Directions

This section identifies interesting directions that future work may consider in the area
of cross-lingual zero-shot phishing detection. These directions expand and enhance
my work performed in this thesis, answer a new question in this field, and provide a

direction which would greatly aid future research.

5.1.1 Addressing Limitations of This Research

One future direction includes addressing the limitations mentioned in Chapter 3.
Although I address the limitation of the ratios of the data not being the same, the
experiment which addresses it is only ran once, and only for one model. Therefore,
this work would be enhanced by an experiment which addresses this limitation by
testing multiple models, running the experiments 10 times each, and obtaining an

average.

5.1.2 Few Shot Learning

Another direction that could be explored is few shot learning. Low resource languages
may have a few emails available to the developers of a spam detection system that

they may be able to use in the training of the model. As mentioned in my work, the

26



GPT 3 and 4 series were trained as, and ideally used as, few shot models[16, 56]. It
could be that these models perform excellently in a multilingual setting for phishing

detection when trained as few shot models.

5.1.3 Creation of a Multilingual Email Dataset

Finally, this work would be enhanced by the creation of a real non-translated mul-
tilingual email dataset that includes both spam emails and ham emails in multiple

languages, and as such, is a consideration for a future direction as well.
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Appendix A

Machine Learning Features
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Total number of alphabetic characters
Total number of words

Average word length

Words longer than 6 characters

Total number of words (1-3 Characters)
Number of single quotes

Number of commas

Number of periods

Number of semicolons

Number of question marks

Number of multiple question marks
Number of exclamation marks
Number of multiple exclamation marks
Number of colons

Number of ellipsis

Total number of sentences
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ID:

ID:

ID:

ID:

ID:

ID:

1D:

1D:

1D:

1D:

1D:

1D:

1D:

1D:

1D:

ID

38, Feature Details:
39, Feature Details:
40, Feature Details:
41, Feature Details:
42, Feature Details:
43, Feature Details:
44, Feature Details:
45, Feature Details:
46, Feature Details:
47, Feature Details:
48, Feature Details:
49, Feature Details:
50, Feature Details:
51, Feature Details:
52, Feature Details:

: 53, Feature Details:

of each word

ID:

ID:

54, Feature Details:

55, Feature Details

of each word

ID:

56, Feature Details:

each word

Total number of paragraphs

Average number of sentences per paragraph
Average number of words per paragraph
Average number of characters per paragraph
Average number of words per sentence
Number of sentences beginning with uppercase
Number of sentences beginning with lowercase
Character frequency ”$”

Number of capitalized words

Number of words in all uppercase

Number of words that are digits

Number of words containing only letters
Number of words that are single letters
Number of words that are single digits
Number of words that are single characters

Max ratio of uppercase letters to lowercase letters

Min character diversity of each word

Max ratio of uppercase letters to all characters

Max ratio of digit characters to all characters of

ID: 57, Feature Details: Max ratio of non-alphanumeric characters to all

characters of each word
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— ID: 58, Feature Details: Max length of the longest repeating character

— ID: 59, Feature Details: Max character length of words
¢ Readability Feature Details
— ID: 1, Feature Details: Number of simple words features (with and without

stopwords)

— ID: 2, Feature Details: Number of complex words features (with and

without stopwords)
— ID: 3, Feature Details: Word length features (with and without stopwords)

— ID: 4, Feature Details: Fog Index (FI) features (with and without stop-

words)

— ID: 5, Feature Details: Flesch Reading Ease Score (FRES) features (with

and without stopwords)

— ID: 6, Feature Details: SMOG index features (with and without stop-

words)

— ID: 7, Feature Details: FORCAST index features (with and without stop-

words)

— ID: 8, Feature Details: Flesch-Kincaid Readability Index (FKRI) features

(with and without stopwords)

— ID: 9, Feature Details: Simple Word FI features (with and without stop-

words)
— ID: 10, Feature Details: Inverse FI features (with and without stopwords)
— ID: 11, Feature Details: SMOG-I feature
— ID: 12, Feature Details: Automated Readability Index (ARI)

— ID: 13, Feature Details: Coleman-Liau Index (CLI)
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Lexical Diversity Feature Details

— ID: 1, Feature Details:

— ID

- ID

— ID

- ID

— ID

— ID

: 2, Feature Details:
: 3, Feature Details:
: 4, Feature Details:
: 5, Feature Details:
: 6, Feature Details:

: 7, Feature Details:

Vocabulary Richness

Hapax legomena (V(1,N))
Hapax dislegomena (V(2,N))
Entropy measure

YuleK

SichelS

Honore
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