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Abstract

The most recent infectious vector in email attacks is Business Email Compromise
(BEC), which is an entry point for attackers to get access to an enterprise network
and obtain valuable company data. According to the Symantec Internet Threat
Security Report (ISTR), around 7,710 organizations are hit by a Business Email
Compromise attack every month. A BEC is a type of phishing attack that criminals
impersonate a person of authority in an organization (CEO) through spoofing or
take-over accounts. Since spoofing techniques are detectable using SPF, DMARC,
and DKIM, we proposed and implemented a behavioral-based framework for the
detection of BEC when accounts or machines are compromised. This framework
stops malicious emails on the sender-side because the lack of enough email of the
sender on the receiver-side cannot result in a representative user-profile. Moreover,
a compromised account or machine turns into a devastating weapon targeting many
people. Hence it ought to be stopped from the sender-side, and the real owner should
be notified of this disaster. Our framework in the experiment on Enron Dataset for
all users has reached a total average of 92% and 93% for Accuracy and F1 score,

respectively.
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Chapter 1

Introduction

1.1 What is Bussiness Email Compromise (BEC)?

Email is the first step of different types of attacks in the cyber world. It is often
used to spread malware, spam, and phishing attacks. Phishers use deceptive content
to lure people and gain their sensitive information through malicious URL, Drive-by
Downloads, and Malicious Attachments.

Email is also a common entry point for attackers looking to get access to an enter-
prise network and obtain valuable company data. This type of attack is called a
Business Email Compromise (BEC), which is increasing every day. Around 7,710
organizations are hit by a Business Email Compromise attack every month, and
spear-phishing is the most widely used infection vector, according to the Symantec
Internet Threat Security Report (ISTR) [12].

[30] and [31] have tried to understand what happens after a webmail credential is
leaked by applying honeypot methods. They monitored abused Gmail accounts for
seven months and came up with a taxonomy. 1- Curious people 2- Golden diggers
who try to find something valuable through that account. 3- Spammers use that

account to send spam. 4- Hijackers.



According to this study, if an account that belongs to a person of authority gets
pwned by a spammer, he can impersonate that high-rank person and targets all
employees of the company. A BEC is a type of phishing attack that criminals imper-
sonate a person of authority in an organization (CEQO), and tries to get employees’
sensitive information to the phisher. Topics [2] of BEC usually are CEO fraud, Bogus
invoice scam, Attorney impersonation, Account compromise, and Data theft. Unlike
traditional phishing attacks, which target a large number of individuals, BEC attacks
are highly targeted. Cybercriminals will scrape compromised email inboxes, study
recent company news, and research employees on social media sites in order to make
these email attacks look as convincing as possible. This high level of targeting helps
these email scams to bypass filters and evade email whitelisting campaigns. More-
over, it makes it harder for employees to recognize that the email is not legitimate

and coming from an untrusted source.

1.1.1 Attack Target Perspective

In terms of attack target there are different kinds of phishing attacks:

e Regular Phishing Attacks, This type of phishing emails would be sent

toward victims en masse.

e Spear Phishing Attacks, While in traditional phishing, mass emails are sent
to as many people as possible, spear phishing is a targeted attack in which the
hacker knows what specific individual or organization. They research the target
to make the attack more personalized and increase the likelihood of the target

falling into their trap.

e Whaling is a type of spearphishing which is targeting high-profile targets like

C-level executives.



e Bussiness Email Compromise (BEC) as a man-in-the-middle email attack
is an exploit in which the attackers get access to a corporate email account and
spoof the owner’s identity to defraud the company or its employees, customers,

or partners of money.

1.1.2 BEC with Attack Vector Perspective

In terms of attack vector there are different kinds of BEC attacks using Technical

subterfuge:

1. Creating Similar Account: An attacker creates an account with an email

address that is very similar to ones in the corporate network.

2. Envelope From Spoofing: One technique to spoof email addresses is through

the invisible field in the email, which is Envelope From.

3. Header From Spoofing: The other technique for running email spoofing is

through spoofing the Header From.

4. Display Name Spoofing Attack: Impersonating through spoofing the name

in the Header.

5. Compromised Account (mailbox) and Machine Attack: Impersonating

through the compromised account.

BEC Detection refers to the fraudulent email-sender detection in Business Email
Compromise or Email Account Compromise or spear phishing in enterprises. In the
next chapter, we will go over the BEC attack techniques and the solutions to them.
We propose a detection framework to stop BEC attacks on the sender-side before it

is received by the victims.



1.2 Summary of Contributions

The main purpose of this thesis is to develop a new framework for detecting BEC
attacks through compromised accounts or machines on the sender-side. The contri-

butions of this thesis can be summarized as follows:

e Proposed and implemented a behavioral-based framework for the detection of
BEC on the sender-side that enhances the previous frameworks by utilizing

user and group profiling.
e Implementing a parser to get the primary features from the text of emails.
e Implementing different modules for different categories of features.

e The feature extractor can be extended with new modules for getting features

in other categories.

e Supporting timely analysis of streaming features such as network-based and

social-based features.
e Stopping BEC from the sender side before sending.

e Improving detection of BEC emails through a two-stage firewall made by be-

havioral profiling.

e Our experimental evaluation to detect BEC attacks performs reasonably. The
average accuracy is 95% for people who have sent more than 500 emails. The
total average of Accuracy and F1 score for all users has reached more than 92%

and 93%, respectively.



1.3 Thesis Organization

The rest of this thesis is organized as follows:

Chapter 2 reviews different types of email attacks and different detection approaches
to stop them. Email attacks include phishing attacks, spear phishing emails, and
BEC attacks. Machine learning methods and Natural Language Processing can help
to detect phishing and spear emails. Afterward, by analyzing the email structure, we
found out different kinds of impersonation techniques in BEC, such as name spoof-
ing and email address spoofing. Finally, we found that one of the methods that still
is challenging in BEC detection is when it happens through a take-over account or
compromised machine.

Chapter 3 provides a general overview of the framework, followed by a description of
each module. It explains how our two-step alerting system detects malicious emails
sending from the compromised accounts. First, emails are analyzed through the
parser. Then, a two-level feature extractor extracts different categories of features
from the parsed emails. Finally, the framework will make user profiles for each user.
It then inegrates user profiles to form the group profile. The framework detects BEC
attacks using a two-level alerting system according to the user and group profiles.
The design and implementation criteria of the proposed framework are described in
Chapter 4. This chapter introduces the main components and classes implemented
in our framework and lists their primary functions. Chapter 5 reports the evaluation
dataset, metrics, and comparative experimental results of the proposed framework
with one existing spearphishing detector on the sender side. Finally, Chapter 6
concludes the thesis by discussing its contributions, limitations, and possible im-

provements to the work that has been done in this thesis.



Chapter 2

Literature Review

2.1 Email Security

Email is an entry point and the first step of different types of attacks in the cyber
world. Email is often used to spread malware, spam, and phishing attacks. Phishers
use deceptive content to lure people and gain their sensitive information by persuad-
ing them to click on the malicious hyperlinks embedded in the email. In addition
to the malicious URL, we face other attack scenarios, likely including Malicious At-
tachments, and Drive-by Downloads, which is installing malware on the victim’s
device. Email is also a common entry point for attackers looking to get access to an
enterprise network and obtain valuable company data. This type of attack is called
a Business Email Compromise (BEC), which is increasing every day. Around 7,710
organizations are hit by a Business Email Compromise attack every month, and
spear-phishing is the most widely used infection vector, according to the Symantec
Internet Threat Security Report (ISTR) [12]. Hence, Email security includes various
technologies to keep sensitive information safe in email communication and make
accounts secure once unauthorized access, loss or compromise happen [10].

We have studied different types of email attacks, as well as several proposed solu-



tions to prevent and detect them. Our purpose of this study is to find an unresolved
and the most problematic email attack these days. Finally, after going over the
current solutions, we will propose a detection framework which is also covering the

weaknesses of existing solutions.

2.1.1 Phishing Detection

A phishing attack adopts technical subterfuge and social engineering techniques to
get access to people’s credentials or their sensitive information such as electronic
bank account or email account. Attackers target people en masse. Typically, phishers
benefited from people’s emotional weaknesses and put them in an urgent or stressful
situation to persuade them to reveal their credentials. Researchers and industry
have come up with detection approaches using Machine Learning methods to prevent

phishing attacks.

2.1.1.1 Machine Learning Approach

To detect phishing emails, several filtering systems [46][32][29] have applied machine
learning algorithms to train classifiers with previous phishing incidents. These meth-
ods extract features from hyperlinks, header, and body of emails. PhishCatch[46] is
an old framework to detect phishing emails based on some rules and heuristics. It
has three modules, a module for fetching emails, Filtering and classifier module, and
Alerter module. The detection is based on the “recvdFrom” and “From” features in
the header, and the features from hyperlinks such as special characters, IP found,
number _of_folder, number_of subdomain, length of phishing link.

Two papers [32] and [29] have applied SVM classifier to detect phishing emails. In
this method[32] first, it has a test module to detect obfuscated URLs based on 1-DNS
Test 2-IPAddress Test 3-URL Encode Test 4-Shorten URL Test 5-White List Test

6-Black List Test 7-Pattern Matching Test.



Then it will train SVM classification with features from hyperlinks. They|[29] used a
new hybrid classifier which is combining cuckoo search(CS) and SVM due to avoid
the effect of kernel parameter on accuracy. They extracted 23 features from Header,
Body, and URL.

The following items are some of the most applicable features utilized by phishing

filtering frameworks:

e Header Features Sending time of email is not in normal work time, Presence
of dark copy, Content Type of email (HTML Mail, Textmail, Multi Part Mail),
Number of CC, BCC, and To, Whether a reply email, DKIM signature, SPF

e Hyperlink Features Having IP Address, URL Length, Shortening Service,
Having @, -, Symbol, Double slash redirecting, Having Sub Domain, Abnormal
URL from Who-Is Database, Age of domain, Page Rank, Links Pointing to
page, Number of dots in domain name, BlackListURL, Disparities between href
attribute and LINK text, Presence of sensitive words in the LINK text, Active
duration of domain names, ALEXA rank, Registration duration, Number of

http/https in an URL,

e Body and Subject Features Exsiting some specific verbs, You, Your in a
sentence segment, Presence of order, payment,and RE- in the title, Presence
of javascript (Onclick,Popup, ...), HTMLform, Number of Attachments, Size
of Document, Body has words (Dear, Suspension, verify, Function), Number
of Chars in subject and body, Number of Words in subject and body, Number

of Unique Words, Subject has special words (Bank, Debit, Fwd, Reply, Verify)

Applying Artificial Neural Network and Reinforcement Learning Using
the artificial neural network and reinforcement learning, it can adapt itself to produce
a new phishing email detection system that reflects the new behaviors of phishing

attacks [40]. Also Nguyen et. al [28] have applied deep learning and hierarchical

8



long short-term memory networks to model the body of phishing emails(at the word

and sentence level) which is improving anti-phishing detection tools.

Applying Natural Language Processing Phishing emails generally have a spe-
cific context to access people’s property. For instance, if phishers attempt to get ac-
cess to a victim’s account, it is probable to see “your account” in the email content.
To extract such contextual features from the body of emails, Natural Language Pro-
cessing(NLP) plays a vital role. [33][44][43] took advantage of NLP modules such as
n-gram, stemming, removing stop word, wordnet, lexical analysis, part of speech tag-
ging, etc. PhishNetNLP [44] has provided a framework utilizing NLP techniques and
all information in the content of the email(link, header, text body). There are three
classifiers and three types of feature groups: Text Analysis, Link Analysis, Header
Analysis. For combining the result of these three classifiers, “Majority Voting” has
been applied. Text Analysis has two features. The first is Text Score based on “link
indicator words and verbs”, “Number of hyperlinks”, “urgency words”, “place indica-
tors”, and their subsets. The other feature is the Context Score calculating TF-IDF
for vectors of words, then it computes the similarity of the new receiving email with
the previous email and assigns a value between zero and one to the context score.
Then it combines these two scores as a final text score.

For the Link feature, it extracts all domains of URLs. If the size of the vector is 0,
it would be considered as legitimate. Otherwise, if it is more than ten, It will search
the top four of them using their TF-IDFs. If they appear in the first 30 results, it
will be marked as legitimate otherwise not.

The header analysis classifier of this paper is more advanced than PhishCatch[46]. Tt
extracts features from “FROM?”, “Delivered-To”, “Received From” and their DKIM
signature, SPF, and NSLookup.

In this paper [43], they have proposed a semantic feature selection based on a sta-

tistical t-test. They extensively employed different methods of NLP, such as lexical

9



analysis, part of speech tagging, stemming, stop-word removal, and wordnet. Two

Y

modules named “action detector” and “nonsensical detection phase” help to form
the property set to see if the attacker is looking for victims’ properties. In the next
classifiers, part-of-speech tagging, sense and preventing ambiguity in the meaning of
polysemous, and WordNet has been added to improve the accuracy. In comparison
to similar phishing detector PhishNet_NLP [44] and ML-based methods like PILFER
(accuracy is 92%), it achieved a higher accuracy 95.02% only by applying content
features.

[33] performed a semantic analysis over the body text of the email. A sentence is
considered to be malicious if it inquires sensitive information or commands a per-
formance of an action that might expose personal information. If the topic of the
sentence is in the topic blacklist, it is phishing. This framework has another module
based on the Naive Bayes machine learning method to extract all malicious topics.

The result of the whole framework regarding recognizing phishing email on Enron

dataset is 95%.

2.1.2 Spear phishing Detection

Spear phishing is a targeted phishing that is attacking known people or people of
authority in organizations to get access to sensitive information. Since the spear
phishing impersonates trusted sources, it gets believable for recipients. The im-
personation can be either through name spoofing, and address spoofing or through
unseen attacker, and lateral attacker [22].

The problematic issue in spear phishing detection is a significant number of false pos-
itives that the goal is to lower this. Another challenge is the unbalanced dataset in
which the number of spear phishing is so small among the millions record of emails.

On the other hand, even with 99.9% of detection rate, there are still 327000 phishing

10



emails can not be detected.

In [22], they have implemented a practical detection method for enterprises’ secu-
rity teams to overcome the mentioned issues. The first step of every spear phishing
attack is to lure the victim. The next step is to exploit on behalf of the attacker,
which is revealing the credentials. According to these two steps, they have proposed

practical features in Figure 2.1. The key point of their detection method is that in

Data Source | Fields/Information per Entry

SMTP logs Timestamp

From (sender, as displayed to recipient)

RCPT TO {all recipients; from the SMTP dialog)

NIDS logs URL visited

SMTP log id for the earliest email with this URL
Earliest time this URL was visited in HTTP traffic

# prior HT'TP visits to this URL

# prior HTTP visits to any URL with this hostname
Clicked hostname {fully qualified domain of this URL)
Earliest time any URL with this hostname was visited
LDAP logs Employee's email address

Time of current login

Time of subsequent login, if any

# total logins by this employee

# employees who have logged in from current login’s city
# prior logins by this employee from current login’s city

Figure 2.1: Features and Data sources for [22]

addition to employing the features of emails (SMTP logs), they are applying other
features in NIDS and LDAP logs, which help them to detect more precisely.

The name of classification is DAS(Directed Anomaly Scoring), which is simple and
can overcome different issues such as the problem of choosing rules manually like
tuning thresholds in supervised learning, the problem with the base rate in unsu-
pervised learning, and requiring hyperparameter tuning. Besides, it is not direction
agnostic, and if one dimension is remarkably changed, it will not alert.

To limit false positive, each security team has a limited time with a B alert budget.
For each event, it sets a suspiciousness score and then ranks them. Finally, it will
output the B most suspicious events for the security team. They could detect 17 out
of 19 spearphishing (89%), and in comparison to other classical methods, they could
only discover 4/19, which is an outstanding result. They control the cost of FP as
well as the time which is taking less than 15 minutes for an analyst to investigate

alerts during each month.

11



2.1.3 BEC Detection

A business email compromise (BEC) as a man-in-the-middle email attack is an ex-
ploit in which the attackers get access to a corporate email account and spoofs the
owner’s identity to defraud the company or its employees, customers, or partners of
money. In some cases, an attacker creates an account with an email address that is
very similar to one of the corporate network. BEC Detection refers to the fraudu-
lent email-sender detection in Business Email Compromise (BEC) or Email Account

Compromise (EAC) or spear phishing in enterprises.

2.1.3.1 Email Structure

The email was invented in the 1960s, and the standard RFC 822 was written in 1982.
At that time, they did not care about secure infrastructure and protocols for email
communication. Email servers were explicitly configured as open relays. However,
this was changed years later when spammers and criminals began exploiting open
relays. Also, some necessary checks are not considered during email communications.
Attackers can intercept the contents of emails or forge the header fields for spoofing.

Email as we know it today consists of three major sections:

e The envelope
e The message header

e The message body

The box in red above highlights the email’s envelope, which is not visible for neither
the sender nor the recipients. The fields in the blue part are the header and body.
Each email’s envelope has “Mail From” which is invisible. Also, there is another
“From” showing the sender’s name and email to the recipients. In most cases, when
the author composes an email in the email clients, the envelope information is the

same as the information that comes into the header. However, when spoofing an
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mail from: dudel@domainl.com
Ecpt to: dude2@domain2.com Envelope
ata

From: Dudel <dudel@domainl.com>
Subject: Nice To Meet You!

Date: February 13, 2018 3:30:58 PM PDT
ITo: dudel <dudel@domainl.com>
Reply-To: dude? <dude2@domain2.com> Header/ BOdY

Hi1 Dudel,

It's nice to meet you!

Figure 2.2: Email Structure published by Proof Point Co. [11]

email, a threat actor can put whatever they want into the following fields [11]:
Mail from, From, Date, To, Reply-To
There are four types of attack scenarios in BEC described in the following parts with

their mitigation methods. Two mechanisms for spoofing are :

e Method 1-Email Address Spoofing: Alice’s email address and her name are
spoofed on an incoming email so that the sender appears to be: Alice al-

iceQunb.ca.

e Method 2-Display Name Spoofing: Only Alice’s name is spoofed, but not the

email address: alice@gmail.com.

Envelope From Spoofing Attack One technique to spoof email addresses is
through the invisible field in the email, which is Envelope From. SPF can handle

this one by checking the DNS of the server from which email is coming.

Header From Spoofing Attack The other technique for running method 1 is
through spoofing the Header From, but SPF is not enough to detect. However, I'T
staff, by using SPF and DMARC, or DKIM and DMARC, can recognize this kind

of spoofing.

Display Name Spoofing Attack In this attack, which refers to method 2, the

attacker finds the name of a person of authority and register an email with their name
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Receiving Email Server Sending MTA Server

Email in if the DMARC is pass

O

Inbox

O
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_:

Email out with SPF/DKIM

If DMARC is fail, then
will apply the policy

SPF & DKIM

&) zimbra _l

Figure 2.3: SPF, DKIM, and DMARC mitigation methods against spoofing

in one of the existing free web-based emails. Many email clients do not show the
email address while recipients received emails, and only when the receivers click on
the header part can see the full email address. Because display name spoofing cannot
be handled by the real sender in many cases, the solution to detect it automatically is
through applying machine learning methods like the current advanced threat filters

on the receiver-side, detecting phishing and email frauds.

Compromised Account (mailbox) and Machine Attack In Business Email
Compromise, in addition to the spoofing methods, email accounts, or even a machine
which is including an email account, can be pwned by the attackers. If a high-rank
person owns this email, the attacker uses the account for sending spear phishing with
the content of wire transfer, sending back sensitive data, opening an attachment,
and clicking on hyperlinks. In this type of attack, all information in the email is
legitimate. Hence, the only way to detect a compromised account, and a malicious
email is sent through it, is possible via monitoring the behavior of the user. If the
behavior deviates from the normal, it gets suspicious. We had a study on several
protection methods. Although most of them have detection on the receiver-side, not

the sender-side, our platform is similar to a sender-side firewall recognizing malicious
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and benign email messages.

2.1.3.2 Profiling Approach for BEC Detection

The next two papers [16] and [42] have applied user behavior profiling to detect spear
phishing and BEC attacks.

The goal of Email-Profiler [16] is to identify that received email originates from the
author claimed in email’s metadata. It is comparing incoming email with the behav-
ior profile of each exciting senders’ profiles.

Email Profiler [16] has two modes: Receiver-trained Profile and Generating profile

for the sender in a trusted server.

Recognized Author Inbox Profiles

New Incoming Email

Trusted server

) Unrecognized Author

Figure 2.4: Features and Data sources for [16]

Totally 222 features have been extracted to train the classifier. Inbox Profiler aggre-

Feature Type

Lexical features Body Features
Syntactic features Body Features
Structural features Body Features

Email header features Body Features
X-originating-hostname Return-path Features
X-originating-IP Return-path Features
X-spam flag Return-path Features
Timestamp Return-path Features
(morning,afternoon,night, midnight)

Table 2.1: Features by [16]

gates all emails with the same sender, then it extracts the feature values and trains

the SVM classifier (Positive label: corresponding author, Negative label: others)
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after that final weights for each feature are used as coefficients in decision functions.
Sentbox Profiler makes a profile for cooperating users and stores feature vector and
behavior profiles in a trusted server. They also have provided a very trustable pro-
tocol to transfer these profiles to the server.

For doing an evaluation, they used 20 contemporary volunteers’ profiles, using SVM
Classifier and 10-fold cross-validation for generating profiles of each recognized au-
thor that had 215 profiles created in total. For the identified user, the average
accuracy was 93%, and for an unrecognized user the accuracy was between 80% and
100%.

This paper [42] is utilized user profiling to detect whether spear phishing has sent
by a compromised sender/account or not before being sent. The Email Identifier
makes profiles of people using their composition habits, writing habits, and interac-
tion habits. The problem with this method is that it needs sender cooperation and
only can be implemented in company settings for employees and is not practical for
individuals. The difference between Email Identifier [42] and Email Profiler [16] is
that the former detects on the sender-side, but the latter detects on the receiver-
side. [42] has considered only senders’ behavior while [16] has two kinds of profiles 1-
Receiver-trained Profiles 2- Generating profiles which are the employees’ behaviour.
It makes a profile of all previously sent emails by a user. To this end, it compares
all sender’s emails with the sent emails by the others in the company to make a
signature or profile for this specific user by these three classes Composition habits,
Writing habits, and Interaction habits.

Maybe the attackers can mimic the user’s behaviors such as the email address that is
more frequently contacted, and at what time the user generally sends emails. How-
ever, because she cannot access all other emails sent by other users in the company,
she will not know the specific and representative behaviors of this user.

A disadvantage of this method is its high rate of false-positive, which is annoying.
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The other limitation is that it needs sender cooperation and is only applicable in
company settings. The other job [20] for detecting spear phishing is learning profiles
of a large set of senders and identifying spoofed emails based on the characteristic of
sender profiles using Behavior Features, Composition Features, and Transport Fea-
tures.

[21] is detecting spear phishing with email profiling. Four categories of email profiling
features have been applied: origin features, text features, attachment features, and
recipient features. The detection method was attributed to graph propagation-based
semi-supervised learning.

[24] analyzes that there are three threats in BEC. First one is impersonation, the
second one is name spoofing, and the last one is account takeover. So they
proposed multi-phase filtering. It decides the incoming message is malicious, benign,
or neutralized based on the score. For each one, it has a specific action. The first
filter is checking the three risks mentioned above. The second phase is according to

the user experience.

2.1.3.3 Industry-Side Methods

Also, in the industry side, Trend Micro Company [6] has focused on developing a
framework to prevent BEC. They categorized BEC characteristics that make it hard
to detect into three classes. 1)The sense of urgency, a request for action, or a financial
implication. 2)The fake email is made to appear legitimate (impersonating CEO) 3)
When a user’s account or mailbox is compromised. They proposed three modules.
The first one is an expert system to track attackers’ behavior, the second one is for
detecting spoofing, and the third one is using writing styles to detect compromised

accounts.
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2.2 Concluding Remarks

Email fraud is challenging and yet unresolved in email security. More complicated
techniques come to play every day to bypass the controls by which attackers can
reach their goals with a higher success rate. We started our study from the oldest
email fraud, which is the phishing to the newest one, which is BEC.

Researchers and industry have proposed several methods applying machine learning
algorithms, natural language processing, and user profiling to stop phishing and
spear phishing attacks. The newest attack in email fraud, which is growing every
day, is Business Email Compromise. In BEC, attackers impersonate a person of
authority in an organization. They may exploit name/address spoofing or use a
compromised machine or takeover account. Applying DMARC, SPF, and DKIM can
detect spoofing attacks, however detecting BEC is still challenging when it happens

through an account takeover attack or a compromised machine.
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Chapter 3

Proposed Framework

3.1 Overview

We studied different types of email frauds in the previous chapter and some of their
mitigation methods. Around 7,710 organizations are hit by a Business Email Com-
promise attack every month, according to the Symantec Internet Threat Security
Report (ISTR) [12]. A business email compromise (BEC) as a man-in-the email
attack is an exploit in which the attackers get access to a corporate email account
and spoofs the owner’s identity to defraud the company or its employees, customers,
or partners of money. In some cases, an attacker creates an account with an email
address that is very similar to one of the corporate network.

We had a study on some BEC protection methods. However, most of them deter-
mine the malicious emails on the receiver-side, not the sender-side. In phishing and
spear phishing, which is a targeted attack, the sender may not be known at all.
Thus the detection methods have been proposed on the receiver-side. However, in
business email compromises, the attacker impersonates a person in a company who
is a trusted source for the attack targets who are employees, customers, or partners

of money. Hence, impersonation is a necessary step of this kind of attack. There
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exist five impersonation techniques like the following list which help attackers to run

a BEC attack.

3.1.1 Attack Scenarios [9]

e FEnvelope From Spoofing: SPF can handle this one by checking the DNS of the

server which email coming from

e Header From Spoofing: SPF+DMARC or DKIM + DMARC or three of them

can prevent email spoofing

e Display Name Spoofing: It merely is spoofing the name with another domain,
so it can be detectable easily by noticing the unknown domain name. In a
more advanced way, threat filters can automate detection for the recipients.
Since the attacker only spoofs the name in another domain, the impersonated
person would not be involved with this attack. Hence, the detection process

only can carry out on the receiver-side.
e Compromised Account (mailbox)

o Compromised Machine

The first three attacks on the list have mitigation ways of BEC on the receiver-side.
However, the receiver-side should deploy them. Without deploying SPF, DKIM, and
DMARC, the attacks are not detectable.

Some profiling approaches detect BEC on the receiver-side, as mentioned in the pre-
vious chapter although they have some issues. First, making the profile of a sender
on the recipient side with a limited number of their emails is not practical, especially
when the recipients are not company’s employees, such as customers or partners of
money. Second, it is impossible to force all clients to install such tools in their email

clients, especially recipients out of the company’s network. Third, when an account
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or machine has been compromised, it turns to a devastating weapon to target many
people. So it ought to be stopped from the sender-side, and the real owner should
be notified of this disaster.

As a result, there is a gap for detecting malicious emails coming from a legitimate
email address that happened because of the compromised email address or compro-
mised machine. We intend to fill this gap by proposing the following framework.
Our platform is a multi-layer firewall recognizing suspicious, malicious, and benign
emails. We have designed a two-stage identifier. The former is based on the user

profiler, and the latter is employing group profiling.

3.2 Background

3.2.1 Architecture of Email System

Before describing the proposed framework, it is required to go over the electronic mail
system, its modules, and how it works. There are two sorts of software functionality

involved in the transfer of E-mail.

3.2.1.1 Agents

e Mail Transfer Agents (MTAs): MTAs are running programs on hosts
named mail servers permanently. An MTA listens for an incoming e-mail from
both MUAs and remote MTAs. It either saves it locally for retrieval by the
MUA or identifies a remote MTA and transfers the e-mail to that. Several
MTAs may be involved in the transfer of e-mail from originator to destination,

the intermediate MTAs are known as mail relays.

e Mail User Agents (MUAs): An MUA is a program that runs on a user’s

machine to send or receive E-mail. It provides a user interface for composition,
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local storage of mail messages, and also has facilities for communicating with

MTAs. There are several MUAs for desktop-like Outlook or Web-based MU As.

Local mail server Remate mail server

e e

=5 =|=

Mail Trarsfer ST Mail Transfer
Agent Agert
o ha
e 5
e oﬁ\g
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Mail User Mail User
Agent Agent
I k
A N |
~ — o
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H-.

|

Local user Remote usar

Figure 3.1: Email system by [1]

3.2.1.2 Mechanism

The transfer of an E-mail from a local user to a remote user will typically involve

the following steps:

1. Composing: The local user starts composing their email in the MUA program
which is configured with the Internet address of a host running an SM'TP server
MTA. Mail server administrators normally configure MTAs, so they will only

accept requests from or for users in the same domain as the server.

2. Sending E-mail from MUA: After composing the email, MUA sends the email
to MTA using the SMTP protocol. The MUA automatically includes the
required headers in the email message based on information provided by the
user either as part of the MUA configuration or entered interactively during

mail composition.
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3. E-mail transmission: The MTA analyses the headers of the incoming message
to identify the destination mail server. The MTA then attempts to communi-

cate with the destination mail server and transfers the message using SMTP.

4. E-mail receipt: The destination mail server examines the incoming message to
identify the local part of the address from the headers. The server will store

the incoming E-mail in the mail spool.

5. MUA receives E-mail: The remote user runs the MUA program, which is con-
figured with the Internet address of a host running a POP3 server MTA. After
establishing the identity to the POP3 server by username and password, the
server searches into the mail spool and notifies the recipient with the number
of incoming E-mail messages. The user can request to transfer or copy the

E-mail messages to their machine.

3.2.2 User Profile Approach

User profiling is personalization, in which information retrieval is done to personalize
a scenario making a user profile for the individual user. All relevant information
and attributes of the users are extracted from the raw data to make user-profiles.
Then through integrating the extracted information, a user profile will be formed

for individuals. The goal of group profiling is learning the collective behavior of user
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Figure 3.2: User Profiling [25]
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groups who are belonging to the same community. An approach to performing user
profiling at a group level is a two-stage framework, including community discovery

problems and aggregation of members’ profiles [19].

3.2.3 K-means Clustering with Elbow method

K-means is a partitioning-based clustering approach [27], which has a simple algo-
rithm and divides the data into K clusters with their centroids. Described in Sects.
3.3.1 and 3.3.2, we applied the K-means algorithm to find the centroids and the
within-cluster sum of the square (WSS) of each cluster to determine the user/group
profiles. However, K-means clustering inherently cannot recognize the suitable num-
ber of clusters. Thus, using the ELBOW Method helps to find the K or the number

of the clusters. K-means is an iterative clustering that has two steps [4]: 1-Cluster
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Figure 3.3: K-means Clustering

Assignment 2-Move Centroids.

It initializes K random centroids at first. Then assigns each point to the closest
centroid, and finally moves the centroid to the average of points in each cluster. It
repeats this process until no change happens.

To find the optimal K using the elbow method, first, a maximum number of K is
selected. After computing the total within-cluster sum of the square (WSS) of each
clustering, the below figure is formed. The point has the most distance from the

assumed line, which is connecting the first point to the endpoint has the optimal
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value for K.

Elbow method

Best Number of Clusters
at the "Elbow”

i.e., Distortion

1T
1 2 3 4 5 6 7

Number of Clusters

Objective Function Value

Figure 3.4: ELBOW Method

3.3 BEC Framework

Electronic mail works as described above and shown in Figure 3.1. Each email would
be sent from MUA toward MTA. MTA is responsible for receiving the message and
relaying it on the network toward the receiver’s MTA. Here as shown in Figure 3.5, we
have designed a two-level protection system. This protection system is such a plugin
control all incoming emails from MUAs before entering to MTA. This system has
two training modules, the first one is based on user profiling, and the other is based
on group profiling. The result of user profiling and group profiling is two alerting
systems that recognize malicious emails coming from a compromised machine or

account.

3.3.1 Stage One Protection
3.3.1.1 User Profiler Module

We make user-profiles from the user’s behaviors applying K-means clustering with
the elbow method. It extracts the features that specify the user’s behavior from
their sending emails. All feature vectors are sent to the Profiler Module. It makes

a user profile for all users in the company, each of which only contains the centroids
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MTA is responsible for receiving, sending, and storing all emails
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Figure 3.5: System Architecture
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and radius. The radius of each cluster is the average distance of the points from the
corresponding centroid. The user-profiles after a while need to be retrained again

because the behavior of the real users is not stable and changes during the time.

3.3.1.2 User-profile Firewall (Alerting System 1)

After making a profile of the real email owner’s behavior, the result of this profile
would be a few signatures (centroids of the clusters) used on the first firewall to
detect whether the outgoing email belongs to a real user or it is compromised. As a
result, if an email account in MUA is compromised, this firewall should not pass it.
Otherwise, the passed email would be entered into the second firewall as a suspicious
email.

For detection to which cluster it belongs, the following formula has been proposed.

Algorithm 1 Alerting System 1

Require: centroids, radiuses, Email FeatureV ector
Ensure: cluster OR 0
closest = —1
for index, centroid in centroids do
distance = 2 * euclidean(centroid, Email FeatureV ector) — radiuses|index]
if closest == —1 OR distance < closest then
closest = distance
distTocent = euclidean(centroid, Email FeatureV ector)
cluster = index
end if
end for
if distTocent > C * radiuses|cluster] then
return 0
. else
return cluster

. end if

— = = =
Ll A

The regular clustering is formed by computing the distance of the point to the

centroids and select the closest ones. But, our formula not only considers mentioned
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Figure 3.6: Clusters-Alerting System 1

distance but also calculates the distance of the point to the border of each cluster.

distance = (2 x euclidean(centroid, point)) — radius (3.1)

euclidean_distance = \/(centroidl — pointy)? + ... + (centroid,, — point,)? (3.2)

If di + r1 is equal to dy + 79, S0 we consider the other measurement which is the
distance to the border. Here d; and dy determine to which cluster the red point

belongs.

3.3.2 Stage Two Protection
3.3.2.1 Group Profiler Module

After Stage one, user profiling results in the profiles of users’ behavior. Stage two
clusters user-profiles of all people with similar behavior and puts them in the same
group. To this ends, we again employed K-means clustering with elbow method .
For instance, it makes a group of students, prof, bosses, employees, etc. In Group
Profiler, we have two modules here.

The behavior of each user is, in fact, the centroids of user-profiles from the previous

stage. Because each user can belong to more than one group, the group profiler also
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computes the degree of membership. The degree of membership shows that the user

does belong to which group more.

3.3.2.2 Group-profile Firewall (Alerting System 2)

As shown in the system architecture in Figure 3.5, if the email could pass the first
firewall successfully, it is benign. Otherwise, it is suspicious and would enter the
second firewall (group-profile firewall). Each outgoing email’s features would be
checked with the firewall’s conditions.

Here for each group of people based on their behavior, we have a set of signatures
that are centroids of the group-profiles and people’s degree of membership. Thus, for
example, if an outgoing email has been written by a student it would be checked with
the student group’s signatures. Some people may belong to more than one group,

so the degree of membership is considered as a coefficient variable. The distance in

Algorithm 2 Alerting System 2

Require: membershipDegree,person,centroids, radiuses, Email FeatureV ector
Ensure: cluster OR 0

1: closest = —1

2: for index, centroid in centroids do

3: memDegree = membershipDegree[index]

4 distance = (2 x euclidean(centroids|indezx,:], Email FeatureVector) —
radiuses|index])/memDegree

5: if closest == —1 OR distance < closest then

6: closest = distance

7: distTocent = euclidean(centroid, Email FeatureV ector)

8: cluster = index

9: end if

10: end for

11: if distTocent > C x radiuses|cluster] then

12: return 0

13: else

14: return cluster

15: end if

group profiling is the same as the above one, but the difference is considering the

degree of membership. If a user has more similar behavior to one cluster more, its
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email more likely belongs to that group.

(2 x euclidean(centroid, point) — radius)

dist =
reranee (degree_of _membership)

Algorithm 3 Degree of Membership for each user

Require: user_centroids,result_of _group_profiling
Ensure: list_of_membership_degrees
1. user_cent_num = length(user_centroids)
2: list_of membership_degrees =0:0,1:0,2:0,....,.n:0 > keys are clusters
intialized with zero
for user_centroid in user_centroids do
cluster = result_of _group_profiling(user_centroid)
list_of _membership_degrees|cluster|+ = 1
end for
list_of _membership_degrees =
return list_of_membership_degrees

list_of _membership_degrees
user_cent_num

3.3.2.3 A fusion of two alerting systems

A combination of group-profiles and user-profiles help to detect malicious emails and
pass the legitimate ones. If an email passes the first firewall, it is benign. If it does
not, the feature vector of the outgoing email is checked with the second firewall. If

it passes the second firewall, it is suspicious. Otherwise, it is malicious.

3.4 Parser

We have implemented a parser to extract all the following features from emails. The
parser first gets the raw email, including the header and body. Then it separates
all parts and fields of emails such as body, fields in the header with their values.
Finally, different modules are implemented to extract the features in each category,

as described in Table 3.1.
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3.5 Implemented Features

We analyzed all the different categories of features that can be extracted from emails
and chose the ones which can detect outgoing emails from compromised accounts.
Figure 3.7 listed all categories and their features gathered from the following works,
which concentrated on detecting BEC and spear phishing [41][20][15][21][37][38][16][34][17].
The purpose of our system is to detect Bussiness Email Compromise once machines
or accounts are compromised. Thus, we have to select the features which distinguish
outgoing malicious emails with real ones.

In an email spoofing attack, the attacker makes a structure of an email based on
the mail user agent (email client) that converts the provided addresses, text, and at-
tachments into a suitable format for delivery. All composition features of an email’s
header are made with the email client and can be different in email spoofing. How-
ever, when an account or machine is compromised, the attacker has access to the
email client or uses the same email client as the owner does. So features such as
PGP and S/MIME fields would be the same, no matter the activity is malicious or
benign.

Some features also refer to the behavior of the owner as a receiver, not the sender,
which we ignore such as “indegree centrality”.

There are features that refer to the owner’s behavior during a time window and are
not extracted from only a single email, such as social-based, interaction-based, and
netword-based features in Table 3.1.

We also have added two powerful features into our feature set, which help to spec-
ify the user’s behavior more precisely, word2vec, and sentiment analysis. Refer to

Appendix 6.2 for the description of other features in Table 3.1.
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Activity-Based Features

Time

Business Time, Day, Month, Weekday

Geolocation

Longitude, Latitude, UTC offset

Interaction-Based Features

Is Reply, Is Forwarded, Recipient Number, CC Number,
BCC Number, Visited To Address, Visited CC Address

Network-Based Features

Sending Rate

URL-based Features

Has URL

Social-Based Features

Out Degree Centrality

Content-Based Features

Writing Style - Message Characteristics

Has html, Has Attachment, Attachment Type

Writing Style - Stylometry

Number of quoted sentences,

Ratio of quoted total text,

Number of caps sentence start,
Number of caps sentence start,
Number of small sentence start,
Number of sentence end space,
Number of sentence end without space,
Number of Indented lines,

Number of long lines,

Number of short lines,

Average of sentences per paragraph,
Number of paragraphs,

Average word length,

Length of body text of each email,
Number of words,

Number of unique words,
Legomenon, Dislegomenon

Writing Style - Generic

Emotions, Enumerated, Bulletized,
Number of caps, Sentence start,
Has comma in large digits,

Oxford comma, Space Punctuation

Writing Style - Readability

GunningFOG index,
Ari index, Flesph-Kincard Grade,
Rix, Lix, Smog

Writing Style - Syntactic

Number of Adverb, Number of Adjective,
Number of coordinating conjunctions,
Tense Feature, Number of

Complex words, Number of passive,
Sentimental Analysis,

Word embedding

Writing Style - Semantic

Sentimental Analysis,
Word embedding

Writing Style - Subject

Number of Letters in subject,
Number of words in subject,
Ratio of letters in words,
Number of Caps in Subject

Table 3.1: Our Selected Features
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3.5.1 Word Embedding

The vector representations of words learned by word2vec [7] models have been shown
to carry semantic meanings and are useful in various NLP tasks. Consider the fol-
lowing similar sentences: “Have a good day” and “Have a great day”[8]. Then a
set of the vocabularies is made, V = Have, a, good, great, day. Then each word is
represented with a one-hot vector [45]. The results of encoding is as follows:

Have = [1,0,0,0,0]; a=[0,1,0,0,0]; good=[0,0,1,0,0] ; great=[0,0,0,1,0]; day=|0,0,0,0,1]
The problem is that the meanings of “good” and “great” are as different as “day”
and “have”. However, word embedding is a type of mapping that allows words with
similar meanings to have the same representation.

Using the words in a context, we can encode the target words with a hidden layer of
Neural Network. Word2Vec has two types, Skip-gram and Continuous Bag of Words
(CBOW).

For skip-gram, the input is the target word, while the outputs are the words sur-
rounding the target words. A softmax activation function is applied at the end of
the output layer, describing the probability of that word to appear in the context.

However, in Continuous Bag of Words (CBOW), the idea is that by giving a context,

B Output layer

wo,k

k

O Idim

Figure 3.8: Skip-gram-[36]

it results in a word that is more probable to appear in that context.

34



Figure 3.9: CBOW-[36]

3.5.2 Sentiment Analysis

Sentiment analysis or opinion mining is a field of Natural Language Processing and
Data Science. At the most basic level, the task is to analyze a text and automati-
cally score it for the opinions[13]. Sentiment Analysis is applied in movie reviews,

products, elections, predictions, etc.

e “I had the most wonderful day.”(positive)
e “I'm really disappointed with place I have rented.”(negative)

Sentiment analysis is the detection of attitudes. Each attitude has a holder, target,
and type. Types of attitude can be a common weighted polarity such as Positive,
Negative, and Neutral. The most straightforward task in sentimental analysis can

be positive or negative. The more complex one is ranking the attitude from 0 to 5[5].

3.5.3 Generating Malicious Data

There are several emails in each user’s sent box in Enron dataset. However, they are
all benign and legitimate, which have been sent by the real owner. To evaluate our
system, having a negative sample is not enough since it can only assess true negative
or false positive.

To determine whether the alerting system can detect fake or malicious emails being
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sent by legitimate senders, it is required to generate or simulate some malicious

emails. To this end, malicious emails are generated regarding some attack scenarios.

3.5.3.1 Attack Scenarios

e Attacker sends phishing emails containing a malicious attachment, links, or
drive-by download using a compromised machine or account to unknown people

massively.

e Attacker sends phishing emails containing a malicious attachment, links, or
drive-by download using a compromised computer or account to known peo-

ple(exist in the contact list) such as employees, customers, and money partners.

e Attacker sends phishing emails by mimicking the writing style of the real sender
via a compromised account to known people(exist in the contact list) such as

employees, customers, and money partners.

e Attacker sends phishing emails by mimicking the writing style of the real sender

via a compromised account to unknown people.

Malicious emails can affect the typical feature values that the users usually have.
For instance, the attacker can send phishing emails through a real account to many
people who do not exist in the user’s recent contact list. So, in this case, interaction-
based features probably get different values from the usual ones. What we intend
to do is generating some rows of data with different values from the common ones.
In anomaly detection, the number of anomalies should not be high. The power of
alerting systems depends on their detection rate, especially when anomalies happen
rarely.

There are two parts in emails that we can change the values and make the fake data:
header features, and body features. For body features, we will use previous datasets

for phishing emails and extract the body features from them.
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For header features, we need to design an algorithm to generate valid fake data based

on the real attack scenarios. Unfortunately, in the Enron dataset and the header

Geolocation Features | min | max | feature values | discrete? | Association
longitude
UTC- offset - - - and
latitude
Longitude -180 | +180 | (-180)-(+180) | No UTC-offset
Latitude -90 | +90 | (-90)-(+90) No UTC-offset

Table 3.2: Geolocation Features

fields of emails, there is no geolocation information or any IP addresses, so there

is no value for longitude, latitude, and UTC-offset. For generating fake value for

Interaction-based Features | min | max feature values | discrete
To-num 1 infinite | 1-infinite yes
CC-num 0 infinite | O-infinite yes
BCC-num 0 infinite | O-infinite yes
is-reply 0 1 Oorl yes
is-forward 0 1 0-1 yes
visited-xcc-add 0 infinite | O-infinite yes
visited-to-add 0 infinite | O-infinite yes

Table 3.3:

Interaction-based Features

bece_num, to_num, cc_num which are discrete and infinite. We can use the following

formula. C in the following formulas is a constant value as a coefficient.

new_value = mean + C x standard_deviation

(3.4)

For generating fake value for visited_xcc_num and visited_to_num, we consider once

phishers accessing an account might send emails to people whom the real user does

not interact with recently or send emails to unknown accounts. As a result, the
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values can be decreased using the following formula.

new_value = int(mean — C X standard_deviation), new_value > 0 (3.5)

To generate is-reply and is-foward, which are boolean features, we negate the value,

which is in the majority among the rows.

To generate the fake value for sending rate, first, the place of inserting the fake

Network-based Features | min | max feature values | discrete
Sending rate 0 infinite | O-infinite yes

Table 3.4: Netword-based Feature

rows would be selected randomly. To know how many emails should be appended,

we apply the following formula.

number_of_emails = round(mean — C' x standard_deviation) (3.6)

We do not need to generate the values for these fields, because emails are sorted

Time-based Features | min | max | feature values | discrete
Business Time 0 1 0-1 yes
Month 1 12 1-12 yes
week-day 1 7 1-7 yes

Table 3.5: Time-based Features

based on their dates. Only some places in the rows would be selected. Then the

values of these fields are copied from below or above rows.

To generate Business Time, which is a boolean feature, we negate the value, which

is in the majority among the rows.

Using the following formula, out-degree centrality gets a value. The condition is
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Social-based Features | min | max | feature values | discrete
Outdegree Centrality 0 1 0-1 No

Table 3.6: Social-based Features

that the value should be between 0 and 1.

new_value = mean — C * standarddeviation (3.7)

3.6 Concluding Remarks

In this chapter, we proposed a behavioral-based framework for the detection of BEC
on the sender-side that enhances the previous frameworks by utilizing user and group
profiling. The proposed framework has a parser that allows the appending of different
modules to extract features in different categories.

The central part of the framework is a two-stage behavioral detector, which is in
charge of detecting malicious emails before they were sent from the compromised
account or machine. In general, the proposed framework has the following features

and advantages:

e Implementing a parser to get the primary features from the text of emails
e Implementing different modules for different categories of features

e The feature extractor can be extended with new modules for getting features

in other categories

e Supporting timely analysis of streaming features such as network-based and

social-based features
e Stopping BEC from the sender-side before sending

e Improving detection of BEC emails through a two-stage firewall made by be-

havioral profiling.
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Chapter 4

Implementation

4.1 System Overview

This chapter explains the current implementation of the proposed framework for
the detection of business email compromises. All modules have been developed in
Python version 3. The current implementation of the framework is illustrated in
the UML diagram shown in Figure 4.1, followed by the description of the critical

functions of each module.

4.2 Parser

4.2.1 Email Parser

parser(input_email): It receives the email in its standard format. Using regular
expression and pattern matching, it separates the contents of the body from the
header. Then it separates different fields with their values in the header. Each email
can have some non-standard features. However, the parser extracts those features
existing in the list named keys_to_extract. In the body part, first, it removes the

Forwarded part. Thus, it only considers the part written by the sender. Then it will

40



Parser

+ Input : email
- Output: email body,
header fields
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user containing the feature
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Figure 4.1: UML Diagram of BEC Detection System
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send required fields extracted from the email to level-one feature extractors.

re.findall (" [-]+.0riginal.\s.Message", line)

or re.findall("[-]+.Forwarded", line)

4.2.2 Enron Parser

enron_ds():The applied dataset is an Enron dataset containing 150 users. However,
148 of them have sent box folder. For each user, the emails in the sent_items, sent,
sentmail folders are sent to the Email Parser Module. Email Parser Module will
respond to this function call with a key-value list, which is a feature vector of email.
Finally, all emails of one person are stored in a CSV file. For each CSV file, Feature

Extractor Two is called to compute the features that require time-window.

4.3 Feature Extractors

4.3.1 Feature Extractor Level-One

There are some features extracted from a single email without requiring previous
emails. The design of feature extractors is modular. Thus, it is possible to add new

features or remove existing ones.

4.3.1.1 Writing Style

The input of the Writing Style Module is the body of the email. We applied different
libraries in NLP, such as NLTK, SPACY, and StanfordCoreNLP to extract the cor-

responding features. Before extracting the features, we do the below preprocessing

over the input text.
1. Removing URLs, E-mail addresses

2. Sentence Tokenizing
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3. Word Tokenizing
4. Recognizing Proper Nouns
5. Removing Stop Words

6. Word Stemming

body_stylometry_features(body): Tt gets the body of the emails and returns a key,
value array containing the name of features and their values. All stylometry features
have been listed in Appendix 6.2, Table A.8 with their descriptions.
Generic_Style(body_w_lines): This function gets the body of an email and com-
putes the number of emotions using Emojies’ Unicode, bulletized and enumerated
lists, comma _large_digits shows if large digits have a comma, oxford_ comma, and
space_punctuation.

Structural_Features(body, sentences): This function checks the body of an email to
see whether it has a signature or not. To this end, we applied regular expression,

which is an efficient approach to detect signatures in emails.

for ¢ in string.punctuation:# p is a list of all punctuations
pt=c

re.findall (" [\s]*[-]*\n*[A-Za-z\d" + p + "]+$", body)

Syntactic_Features(words, proper_nouns, body): It computes the number of adverbs,
adjectives, coordination conjunctions in the body of an email by using part of speech
library in NLTK.

Applying parts of speech tags of the verbs, it detects the tense of the email. It also
recognizes that the language of the email is passive or active.

The number of complex words is another syntactic feature in which the word has
more than three syllables, and should not be a proper noun.
readability_Features(body): ReadabilityTool is module computing the following read-

ability measurements ari, fleschGrade, gunningFog, smog, coleman, lix, rix. Refer

43



Appendix 6.2 for definition of them.

metrics(words): Tt gets the words of emails and returns the value of hapax legomenon
and dislegomenon.

semantic_Features(words, body) This module has two functions as follows.
sentimental_analysis(body): Stanford’s CoreNLP'[26] makes a text data analysis
module, which is powerful and efficient. Stanford University has developed it in
Java, although it has interfaces to connect to other languages such as Python. We
call CoreNLP for each sentence and get a degree from 0 to 4. The average degree of
all sentences in the body is the sentiment degree of the whole email.
word_embedding._features(words): As described word embedding in the previous chap-
ter, each vector represents a word and some hidden features such as semantic and
analogies. FastText is a library for the learning of word representations. It builds on
modern Mac OS and Linux distributions. Since it uses C++11 features, it requires
a compiler with C++11 support. These include :(gcc-4.6.3 or newer) or (clang-3.3
or newer)[14]

For training the neural network model and numerical vectors, we need a large corpus.
Here we trained the system with English Wikipedia (enwiki9). The configuration of
the training system is Skipgram, and the vector dimension is 300. When the vector
size is larger, it can capture more hidden information. However, the training gets
slower. The popular size of the vector is between 100-300.

When the model is ready, in function word_embedding_features(words), the model is
called for each word of the email through bash codes written in Python. The final
result is two vectors. One is the average of all vectors, and the other is the standard

deviation of them.

Thttps://stanfordnlp.github.io/CoreNLP/
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4.3.1.2 Message Characteristic

msgcharacteristics(content_types, mime_version, content_dispositions): This function
gets the list of content_types, content_dispositions, and mime version of an email.
The outputs has_html, has_attachment, and attachment_type. If text\html exists in
the content_types list, has_html gets 1. If content_disposition has value, it means
that the email has the attachment. To rank the types of the content an email has,

we use the following ranking list based on the possibility of hazards.

{"application": 2, "audio": 1, "font": 1, "image": 1,

"message": 0, "model": 2, "multipart": 0, "text": 0, "video": 1}

4.3.1.3 Activity-Based Module

It includes two modules: Geolocation and Time-based Modules.
date_time_features(date): Based on the format of timestamp, it extracts the weekday,
month, day, and time. It also checks if the email has been sent during the work or

not and sets the business_time feature.

pattern = re.compile("[a-zA-Z] [a-zA-Z] [a-zA-Z],

[0-9]+ [a-zA-Z] [a-zA-Z] [a-zA-Z] [0-9]+ [0-9]+")

geolocation(ip): Plenty of online APIs and services give geolocation information using
the IP address in the email. We applied ipgeolocation API 2, which is returning a

JSON containing ‘longitude’, ‘latitude’, and ‘UTC _offset’.

4.3.1.4 Interaction-Based Module

The interaction-based Module has two parts. The first one gets features that can be
extracted from a single email.

isReply(subject): Using regular expression, it recognizes the email is a reply or not.

2https://api.ipgeolocation.io/
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It returns is_reply, which is a binary variable.

isForward(body): Using regular expression, it recognizes the email is forwarded or
not. It returns is_forward, which is a binary variable.

recipientNumber(to): By counting @ sign in to field, it returns the number of recip-
ients, which is to_num.

ccNumber(cc): By counting commas in cc field, it returns the number of Carbon
Copy recipients, which is cc_num.

beeNumber(bee): By counting commas in bee field, it returns the number of Blind

Carbon Copy recipients, which is bee_num.

4.3.1.5 URL-Based Module

has_url(body): The input of this function is the body of the email. Its functionality
is to find the URL in the body using the regular expression. The output is a binary

value showing that it has a URL or not.

re.findall("https?://(7: [-\w.]|(?:\%[\da-fA-F]{2}))+", body)

4.3.2 Feature Extractor Level-Two
4.3.2.1 Social-based Features

social(address): The input is the address of a CSV file in which all the feature vectors
of the user’s emails exist. The file is sorted based on [‘year’, ‘month’; ‘day’, ‘time’].
Here we used a sliding window to compute outdegree_centrality. For each record, the
value of outdegree_centrality is the number of unique receivers over the number of

people have been contacted during the time window.

4.3.2.2 Interaction-based Features

interaction(address): The input is the address of a CSV file in which the feature

vectors of the user’s emails exist. The file is sorted based on [‘year’, ‘month’,
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‘day’, ‘time’]. Here we used a sliding window to compute visited_to_address and vis-
ited_zxcc_address. In each window, the value of visited_to_address and visited_xcc_address

is the number of receivers in cc and to who have been contacted during the window.

4.3.2.3 Network-based Features

networkfeatures(address): The input is the address of a CSV file in which the feature
vectors of the user’s emails exist. The file is sorted based on [‘year’, ‘month’, ‘day’,
‘time’]. Here we used a sliding window to compute sending-rate. In each formed

window, the sending-rate of the email is the number of emails sent on one day.

4.4 Machine Learning Modules

4.4.1 Kmeans with Elbow Method

This function is the Python implementation of Kmeans clustering with the elbow
method described in detail in the previous chapter. The first input of the function
is X, which is the dataset containing the rows, and each row is a feature vector. The
other parameter is MaxK, which is the maximum number of K in the elbow method.
The outputs are the final Kmeans model and inertia. Inertia is a list that includes

average distances of the points in each cluster to the corresponding centroid.

def kmeans_with_elbow (X, MaxK):
wess = []
kmeans = []
number_of_clusters =1
for i in range(1l, MaxK):
if len(X)>i:
kmeans. append (KMeans(n_clusters = i, init = ’k—means++’,
random_state = 42). fit (X))
wcss . append (kmeans[i —1].inertia_)
number_of_clusters = i

else:
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number_of_clusters = i—1
break
distances = []
pl = Point (1,wcess[0])
p2 = Point (number_of_clusters ,wcss[number_of_clusters —1])
1 = Line(pl, p2)
dist = 0
maxpoint = 0
for i in range(0,number_of_clusters):
p = Point (i+1,wess[i])
distances.append(1l.distance(p).evalf())
if 1.distance(p).evalf() > dist:

dist = 1.distance(p).evalf()

maxpoint = i
labels = kmeans|[maxpoint]. labels_
centers = kmeans|[maxpoint|. cluster_centers_

# Returning Inertia
inertia = {}
counts = {}
for i, label in np.ndenumerate(labels):
if label in inertia.keys():
inertia[label] += euclidean (X[i], centers[label])
counts [label] 4= 1
else:
inertia[label] = euclidean (X[i], centers[label])
counts[label] =1
for key,value in inertia.items():
inertia [key] = value/counts[key]

return kmeans|[maxpoint], labels, inertia

48



4.4.2 Alerting System One

This function is the Python implementation of Alerting System One described in
detail in the previous chapter. The inputs are centroids and inertia of a userprofile
and test, which is the feature vector of an outgoing email that should be checked
with the firewalls. The last parameter is C, which is constant in the algorithm and
can be tuned to get higher accuracy. The output of the function is either -1 when

the point does not belong to any cluster or the number of the cluster it belongs to.

def alerting_system_one (centroids ,inertia ,test, C):
closest = —1
cluster. = -1
test=[float (i) for i in test]
for i, ¢ in enumerate(centroids):
dist = 2«euclidean(c, test) — inertia[i]
if closest = —1 or dist < closest:
closest = dist
dist_to_cent = euclidean(c, test)
cluster. = i
if dist_to_cent > Cxinertia[cluster_]:
return —1, (Cxinertia[cluster_] — dist_to_cent)
else:

return int(cluster_)

4.4.3 Alerting System Two

This function is the Python implementation of Alerting System Two. The inputs are
centroids and inertia of a group-profile, test is the feature vector of an outgoing email,
membership degree is a 2-d array in which each row is a pair containing the cluster
number and the user’s membership degree for that cluster. The last parameter is C,
which is constant in the algorithm and can be tuned to get higher accuracy. The
output of the function is either -1 when the point does not belong to any cluster or

the number of the cluster it belongs to.

def alerting system_two (membership_degree, centroids, inertia, test, C):
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closest = —1

cluster_final = —1

test=[float (i) for i in test]

for index, row in enumerate(membership_degree):
cluster = row|[1]
mem_degree = row [3]
dist = ((2xeuclidean(centroids[cluster ,:], test) —

inertia[cluster])/mem_degree)

if closest = —1 or dist < closest:
closest = dist
dist_-to_cent = euclidean (centroids|[cluster ,:], test)
cluster _final = cluster

if dist_to_cent > Cxinertia[cluster_final]:
return —1, (Cxinertia[cluster_final]— dist_-to_cent)
else:

return int(cluster_final)

4.4.4 User Profiling

userprofile(source_add, dest_add): This function gets the address of the source, which
includes the CSV files. Each CSV file contains the feature vectors of emails sent by a
user. In userprofile function first, the data is preprocessed, such as standard scaling.
Then they are fed into the clustering function. The output of each clustering is a
user-profile, including the centroids and inertia. The user-profiles will be stored in

the dest_add.

4.4.5 Group Profiling

groupprofile(source_add, dest_add): This function gets the address of the source,
which includes a CSV file. The CSV file contains the centroids of the user-profiles.

In group-profile function first, the data is preprocessed, such as standard scaling.
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Then they are fed into the clustering function. The output of clustering is a group-
profile, including the centroids and inertia. In group profiling, we also compute the
degree of membership for each user. The degree of membership shows that the user
belongs to which group more. Finally, the centroids and inertia of the group-profile

and degree of memberships will be stored in the dest address.

4.5 Visualization

tsne(X,Y), pca(X,Y): t-SNE and PCA are two methods for dimensionality reduction,
thus we can show the results of clustering in two dimensions. After dimensionality
reduction, the results will be shown through scatter plot using Python.matplotlib.

The inputs are feature vector and the label of each.

4.6 Conclusion

This chapter describes the implementation of our proposed model for detecting BEC
Attacks. The system has been implemented by Python 3 language. It has three main
parts, Parser, Feature Extractors, and Machine Learning Models. After parsing each
email, the results will be sent to feature extractors. There are two levels of feature
extraction. Some features can be extracted from a single email. After extracting the
level one feature of all emails of a user, the level two features or streaming features
will be extracted using the sliding window. The third part of implementation is user
profiling and group profiling, to which the data will be sent. For the detection of

BEC, A two-layer alerting system has been implemented.
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Chapter 5

Experiments and Results

To demonstrate the capability of the proposed framework in accurately detecting
BEC emails on the sender side, we compare our framework with the only similar
framework proposed previously.

This chapter starts by describing the reference dataset used for the experiments, then
explaining the evaluation method and system setting, which is to tune the parameters
for the maximum performance of the framework. Eventually, our two-step clustering

will be validated by comparing it with one-step clustering using membership degrees.

5.1 Dataset and Labeling

There is a free public dataset we have employed as an email dataset because of hav-
ing roles. Enron[3] is an old dataset. However, it is still employed in this area for
proving the ideas, and also a comparison with previous papers applied this dataset.
The Enron data was originally collected at Enron Corporation headquarters in Hous-
ton in May 2002 and prepared by the CALO Project !. The corpus contains a total
of about 0.5M messages. It includes data of 150 users organized into folders.

I[ts data was initially made public and published into the web by the Federal Energy

Thttp:/ /www.ai.sri.com/project/CALO
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Regulatory Commission 2 during its investigation. MIT later purchased the dataset
and turned out to have several integrity problems that have been fixed. The dataset
does not include attachments, and some messages have been deleted because of pri-
vacy issues. Invalid email addresses were converted a form such as user@enron.com.
Enron dataset is the only publicly available mass collection of real emails.

Enron dataset fits with our needs in this proposed framework. It has 150 users work-
ing in a company. Thus we can make their user profiles, afterward, make a group
profile and assign the people with similar behavior to the same groups. To evaluate
whether this framework and corresponding alerting systems are working precisely,
we ought to test it with both malicious and benign data. However, only benign data
are available in this dataset.

To test the framework with malicious data, we have proposed an automatic approach
which generates fake rows of malicious data among the preprocessed benign emails
of the Enron dataset. The approach has been elaborated in Sect. 3.5.3 of Chapter
3.

To generate data related to header fields, we porposed some formula. However, for
generating the fake data of email contents. One assumtion in attack scenarios men-
tioned in Sect. 3.5.3.1 of Chapter 3 was that the attacker tries to mimic the real
owner’s writing style. The other assumtion is that the attacker sends phishing emails
using the compromised account or machine. Hence for the second assumption, we
need a phishing corpus, so used CLAIR collection [35] of “Nigerian” fraud emails
which is an e-mail corpus containing criminally deceptive information, usually with
the goal of convincing the recipient to give the sender a large amount of money.
It is the best known type of fraudulent e-mails according to the Nigerian Letter or

419Fraud 3.

2http:/ /www.ferc.gov/
3https://www.fbi.gov/scams-and-safety /common-fraud-schemes/nigerian-letter-or-419-fraud
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5.2 Evaluation Method

We evaluate the proposed framework, applying ten times 10-fold cross-validation. As
shown in Figure 5.1, one fold is considered for the test data. Test Generator Module
gets the benign test data, and generates fake malicious data as described in 3.5.3 of
Chapter 3.

The system was trained with nine folds and finally was tested with Test Set, including
benign and malicious data. This procedure is repeated ten times then the results

can be averaged to produce a single estimation.

Fold 1
Fold 2 -

Malicious Data Test Data Including
=z Generator Benign and Malicious

1 fold - Benign
Eold 4 Samples
Evaluating the system
Eold 5 with Test Data
Fold 6
Fold 7
User Profiling .
Alerting Systems

o — > and — > 9Sys

Group Profiling
Fold 9 9 folds
Fold 10

Figure 5.1: Evaluation Method

5.2.1 System Setting

e Kmeans-intial: In ScikitLearn, “kmeans++" smartly selects initial cluster
centers to speed up convergence. The k-means++ initialization finds a solu-
tion that is O(log k) competitive to the optimal k-means solution, especially
when the approximation found can be arbitrarily bad concerning the objective

function. We just applied this function as a blackbox.

¢ Kmeans-random state: random_state is an integer random number. It de-

termines random number generation for centroid initialization. K-means algo-
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rithm is not optimal. Thus, it does not find the best solution necessarily and
can be stuck into a local minimum. Good practice to find a good minimum is
to rerun the algorithm several times with several initializations and keep the

best result.

K-means elbow method-Maximum number of K: In the Elbow method
as described in Chapter 3, k-means was run with 1-k times for K, and the best
k was selected. In our proposed framework, we considered 60 for the maximum

value of K, although it made the training time slower.

Alerting System One and Two-Constant Threshold: As described the
alerting system one in Chapter 3, there is a constant value as a threshold in the
if statement distTocent > C x radiuses|cluster]. Its value affects the choice
of whether a point belongs to the cluster or should be discarded. In alerting
system one, the value of C is 1.5, and in alerting system two, it has been
assigned 1. This value should be chosen in a way to keep the balance between
true positive rate and true negative rate. If it is so big, malicious data are
selected wrongly as legitimate, so true positive lessens. If it is so small, it will

consider legitimate data as malicious and true negative rate comes down.

5.2.2 Visualization and Results

The Enron dataset has 150 users that 148 of them have sent an email which stored

in the sent folder. 129 people out of 148 have sent more than 50 emails. In our

evaluation, we consider these 129 people since the system would not be able to detect

with reasonable accuracy when such a small number of emails is in the training set.

Figure 5.2 shows the accuracy of the framework for all 129 users. The users are sorted

based on the number of emails they have sent. Y-axis shows the average accuracy

of ten times 10-fold cross-validation for each user. As shown in the figure, except
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for some points, the accuracy mostly is between 0.9 to 1. To make the results more

Accuracy for 129 users

0.8 1
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0.6 1

0.5

curacy Rate
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Users based on their number of sample emails

Figure 5.2: Accuracy Figure for all users - Users orderd based on the number of
emails they sent

insightful, we made some batches of users based on their number of sent-emails.
As appeared in Figure 5.3, we considered four measures, which demonstrate that
the suggested framework is detecting precisely. All these four measures have been
computed for all batches as well as the total value, which is the average of them.

Accuracy is one of the metrics that help to choose the best model. However, in some
cases, such as anomaly detection, it cannot show the system incapabilities. Since the
number of anomalies is by far less than the benign data, for instance, out of 1000
benign data 1 malicious can happen. If the system can detect legitimate data even
with 100% rate, but cannot detect the malicious data happened once, the accuracy

would be roughly 99% while the system is not able to detect the malicious one[39].

(T'ruePositive + TrueNegative)
Positive + Negative

Accuracy = (5.1)
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Precision and Recall are two other metrics that indicate how accurate or precise
our model concerns true positive. The cost of false positive can be high, especially
in fraud detection. Thus Precision regarding the number of false-positive in the
denominator of its formula, it considers to keep this cost less.

Recall metric indicates the cost of false negatives. For instance, in fraud detection,

if a fraudulent activity gets discarded, it can have unacceptable consequences.

Precisi TruePositive TruePositive (5.2)
recision = — )
TruePositive + FalsePositive  Total PredictedPositive
Recall — TruePositive TruePositive (5.3)

TruePositive + FalseNegative ~ Total Actual Positive

F1 Score might be a better measure to use if it is required to seek a balance between
Precision and Recall once there is an uneven class distribution such as a large number

of Actual Negatives.

Precision X Recall
1= A4
F 2x Precision + Recall (5-4)

According to Table 5.3 and Figure 5.4, our model in total has achieved a reasonable
percentage regarding four metrics, which is above 91%. Not only did the accuracy
reach a good percentage, but also the F1 score did, which means that the model

does not have a high rate of a false negative or false positive. As it is evident in

Batches Accuracy Precesion Recall F1 Score Frequency
50-500 0.906569 0.919278 0.920078 0.899361 67
500-1000 0.943827 0.938707 0.950126 0.930096 26
=>1000 0.953749 0.925066 0.959616 0.937291 36
Total (> 500) 0.949588 0.930786 0.955636 0.934274 62
Total 0.927245 0.924809 0.937168 0.916141 129

Figure 5.3: Results
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Figure 5.4: Average Accuracy for 129 users- each user belongs to a group based on
the number of emails they sent

the above figures, having more sent emails for each user help to make better user
profiles, which are more representative of the user’s behavior. Thus the accuracy
and F1 score would be higher when there are sufficient samples. However, there
is another criterion affecting the detection rate, which is the consistency of users’
behavior.

For instance, if a user uses their business email for both work and personal use,
their behavior will be variant, and the diversity of feature values increases. Thus
distinction of the anomalous data from legitimate ones gets more complicated.

As explained previously, different types of attack scenarios produce changes in the
value of content and header features. In our experiments, as well as getting the
results of total true positives, we captured the true positive rate for each attack
type. In Figures 5.5 and 5.6, blue and green lines related to the header and both
attack types have mostly detection rates more than 90% to 100%. However, the
orange line, which is related to content attack types, comes down as the number

of emails gets higher. Although if the number of samples gets higher, the accuracy
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should be higher too, here it is not as accurate as it should be.

As mentioned, the other criterion is behavior consistency. To check on this issue, we
selected a user with reasonable accuracy in a content type(Allen-p with 1500 emails)
and a user with an unfortunate result(Mann-k with 8926 emails). As appeared in
Figure 5.7, the green line has a significant standard deviation from the mean and
has a broad normal distribution curve, but the blue curve is a way tighter. It shows
that the great variety of data in Mann-k results in a poor detection rate despite its
vast number of training data.

Since the user’s behavior, especially writing style changes continuously, the solution
to this problem is to make the existing model to a streaming framework. To prove
our idea, we split the data into four batches. We then trained and tested each one.
In Figure 5.7, the yellow, blue, and purple curves are tighter than the original green
curve, which means the data diversity is less in each batch. We predict that the
true positive rate should be improved in comparison to the original data as shown

in Figure 5.8.

positives for each attack

rall

Figure 5.5: True positive over positives of different types of attacks
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Figure 5.6: Rate of detection of different types of malicious emails - Users orderd
based on the number of emails they sent
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Figure 5.8: True Positives in batches of data in Mann-k
5.3 Comparative Evaluation

Our framework is supposed to detect BEC attacks in compromised accounts or ma-
chines on the sender side. IdentityMailer[42] is the first and only framework pub-
lished in 2015 tried to stop malicious emails before they are sent. Hence this is the
most related research to our idea, which has been done so far. Although we have
got inspiration from this paper, our idea and framework try improving the previous

solution in different aspects.

1. Our framework, compared to the IdentityMailer, is lighter. They applied clas-
sification methods to make the user profiles. Then they stored a model for each
user. However, we applied k-means clustering for making user profiles. Each
user profile is just some centroids and inertia of each cluster. Thus it would

not have any overload for the mail servers and is very cost-effective.
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2. Making each user profile is only based on user’s behavior while IdentityMaler
makes each user profile uses other people’s emails too. Thus in comparison to

IdentityMailer, our framework is more straightforward and practical.

3. They claimed that if they classify emails of each user with emails of other people
in the company, they can get the specific behavior of this user. However, if
the other users’ behaviors are similar, this idea will not work correctly. Since
people are working in the same company, they likely have the same behavior,
especially people with the same positions. Unlike their idea, we applied other

people’s user profiles in group profiling to group people with similar behaviors.

4. We have tested our framework with generated malicious emails and reported
the average results of all users in four metrics (accuracy, precision, recall, and
F1 score). IdentityMailer has trained its system with Enron Dataset and tested
its framework with three different datasets of malicious emails. However, they
did not mention that how they handled the features of the header fields of these
datasets because they are not consistent with the Enron dataset. Moreover, it
only has reported the recall, true positive rate, and true negative rate of one
user with 8000 emails. They have reported that as the number of emails that
a user sends increases, the accuracy and recall gets better. IdentityMailer can
detect malicious emails with a 90% rate when the user has sent more than 1000
emails. Also, when the number of emails is 8000, the recall gets 96% while our
framework works more precisely (more than 90%) even when less number of
sent emails(< 1000), as shown in Figure 5.3. Also, It should be noted that
our results are according to the average of all tested users(in batches or total)
while they have reported the results of only one user, so we have no clue how

their system works for other users.

5. IdentityMailer also tested their framework with some simulated malicious emails
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regarding some evasion methods such as sending to coworkers, Time, Top con-
tact, Mimic 10 words, Mimic 20 words, and combinations of them, which are
close to what we did in testing our system by defining some attack scenar-
ios. They reached to 82% detection rate when the number of emails is 1000.
However, our system detection rate is more than 90%, even for fewer emails.
We should add that our simulation has more intensive attack scenarios. For
instance, we copied all content features of a benign email and only changed
some features in the header. This is a replay attack taking an email that was
written by a user in the past, which can evade the detection in IdentityMailer

easily as they confessed.

. We have applied two important content features, which are sentiment analysis
and word embedding, in our framework. By using word embedding, the seman-
tic of words and the context are converted to a numerical feature. However,
IdentityMailer only has used some features with limited and static values for
functional words, particular words, and context words which can be changed

during the time or can be evaded by the attacker easily.

5.4 Validation of two-step clustering

Although user profiling and group profiling are common approaches that have been

proposed or applied vastly before, we show the validity of it in our idea using the

degree of users’ memberships. In Figure 5.11, the first Figure 5.9 is t-SNE of the two-

step clustering, and the second one 5.10 is the result of one-step clustering. To do this,

we compare each cluster of each method with the clusters of the other one. Indeed,

through computing the intersection and union of the differences of the clusters in

each method, we show how much two clusters in each approach have overlapped. For

instance, the intersection of both clusters zero(0-0) in two approaches is 126, and
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Cluster no. from method one(i) | Number of Users in Number of Users in
Cluster no. from method two(j) | each cluster(Method 1) each cluster(Method 2)
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of method one and method two do not belong to the intersection
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Table 5.1: Validation Using Membership

Figure 5.9: Two-step Clustering

Figure 5.10: One-step Clustering

Figure 5.11: t-SNE Figure of clustering users with two ways

only seven users are not in the intersection part. Also, the summation of membership

degrees of users in the intersection set is another criterion that should be similar for

every two clusters. So when the difference between them is smaller, it means that

two clusters are more similar. In 5.1, the gray rows show the best matches. First, we

choose the clusters 1-1 that completely have overlapped. Then we select clusters 0-0,

and finally, we choose 2-2 as the best match. This selection is based on the rows with

minimum values of the summation of column-6 and column-7. So we can conclude

that two-step clustering results in the same with one-step clustering in grouping the

users. The advantage of using two-step clustering in group profiling is that it is lighter

and has less overload for the server.
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5.5 Concluding Remarks

In this chapter, we presented the results of our framework on a real email dataset
named Enron. Our framework in the experiments to detect BEC attacks performs
reasonably. The results range from 0.9 to 1.0 for people who have sent at least 1000
emails. The total average of Accuracy and F1 score for all users has reached more
than 92% and 93%, respectively. We compared our framework with a similar research
IdentityMailer. Our framework outperforms in comparison with IdentityMailer even
when the number of emails is less than 1000. Also, in testing our framework with
designed attack scenarios in compare to what IdentityMailer has done to evade their
detection system, our attack scenarios not only are more intensive, but also the
detection rate is higher.

We found out that the number of samples can result in a stronger detection, however
more diverse data make the detection harder.

Finally, we have shown that clustering the users with two-step clustering, and one-

step clustering brings about almost similar results.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

The newest attack in email fraud, which is growing every day, is Business Email
Compromise. In BEC, attackers impersonate a person of authority in an organiza-
tion. It has to be noted that this type of email fraud is inherently different from
phishing attacks. They may exploit name/address spoofing or use a compromised
machine or takeover account. Applying DMARC, SPF, and DKIM can detect spoof-
ing attacks, however detecting BEC is still challenging when it happens through an
account takeover attack or a compromised machine.

We have proposed a behavioral-based framework for the detection of BEC on the
sender side that enhances the previous frameworks by utilizing user and group pro-
filing. The main part of the framework is a two-stage behavioral detector, which is
in charge of detecting malicious emails before they were sent from the compromised
account or machine. Our framework in the experiments on a real email dataset
named Enron to detect BEC attacks performs reasonably. The total average of Ac-
curacy and F1 score for all users has reached more than 92% and 93%, respectively.

We compared our framework with a similar research IdentityMailer. Our framework
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outperforms IdentityMailer when the number of emails is at least 1000. We finally

found out that the number of samples can result in a stronger detection, however,

more diverse data makes the detection harder.

6.2

Future Work

Experiment on another real dataset: The Enron email dataset is a real dataset
that we evaluated our framework with. However, it is an old dataset. In the
future, if we access an available real dataset and test our framework, we can

find the flaws and weaknesses better, especially a dataset containing happened

BEC attacks.

Experiment with real streams of malicious emails: Simulating malicious emails
may help us to evaluate our system in the experiments. However, it is not
sufficient since the real-world attacks always are harsher and more novel to

evade the detections.

Experiment on streaming type of our framework: As we found out in the
experiments, the number of training data and their degree of diversity can
affect the accuracy of the detection. Because the behavior of users changes
continuously during the time, the diversity of training data increases and have
an adverse effect on the detection rate. The best solution to this issue is to
convert the existing framework into a streaming one. Thus the detection will

focus on the newer behavior which a user has, and the data are less diverse.

Applying Dynamic Feature Selection for Clustering High Dimensional Data
Streams: In our clustering phase, we did not apply any feature selection. Some
more essential features could have had some weights when computing similarity

distances, although changing the users’ behavior and the attack scenarios can
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change the weights too. So it is required to employ a dynamic feature selection.
This approach of dynamic feature selection in clustering has recently in 2019
proposed by [18] that can contribute our idea in the specific field of BEC

detection.
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Appendix A

Selected Features

A.1 Activity Based Features

Machine or

Name Type Account Compromise Window-based | Description
Business Time | Binary | Both No Is it sending during the work time or not?
Week day 1-7 Both No -
Month 1-12 Both No -
Table A.1: Activity-based features (Time)
Machine or . s
Name Type | Type Account Compromise Window-based | Description
Base he TP & 2SS A
Longitude Float | Account Compromise No ?qed.ont ¢ .1d(.iress and
using ipgeolocation.io API
B he TP s
Latitude Float | Account Compromise No a.sed.on the .ad(.iress and
using ipgeolocation.io API
. Based on the IP address and
UTC offset Float | Account Compromise No ased on tae 11 adcress atl
using ipgeolocation.io API

Table A.2: Activity-based features (Geolocation)
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A.2 Interaction-based features

Machine or

Name Type Type ‘Window-based | Description
Account Compromise
Is Reply Binary Both No -
Is Forwarded Binary Both No -
Recipient Number | Unsigned Integer | Both No Number of emails in To field
CC Number Unsigned Integer | Both No
BCC Number Unsigned Integer | Both No
Visited To Address | Unsigned Integer | Both Sliding window | Counts the number of recipients had interaction before in 30(window size) emails
Visited CC Address | Unsigned Integer | Both Sliding window | Counts the number of CC recipients had interaction before in 30(window size) emails

Table A.3: Interaction-based features

A.3 Network-based features

Name

Type

Machine or

Account Compromise

Window-based | Description

Sending Rate

Unsigned Integer

Both

Sending rate is showing the number of
Sliding Window | emails is sending by the user during

the time window

Table A.4: Network-based features

A.4 URL based features

Machine or
Name Type Window-based | Description
Account Compromise
Has URL | Binary | Both No Extracted from the body

Table A.5: URL-based features
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A.5 Social-based features

Name

Type

Machine or

Account Compromise

Window-based

Description

Out degree centrality

Unsigned integer

Both

Sliding Window

Computes the number of different receivers
in the window over the number
of contacts because here we care about the sender’s behavior!

It shows this sender has to announce behavior or not

Table A.6: Social-based features

A.6 Content-based features

Machine or

Name Type Window-based | Description
Account Compromise
It is extracted from content-types,
Has html Binary | Both No mime-version,
content-dispositions fields
Has attachment | Binary | Both No -
Based on the type of the attachment
Attachment type | 0-3 Both No

, they have a risk degree.

Table A.7: Message Characteristics
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Name

Type

Machine or

Account Compromise

‘Window-based

Description

Number of

Unsigned integer | Both No -
quoted sentences
Ratio of

Unsigned float Both No -
quoted total text
Number of caps

Unsigned integer | Both No -
sentence start
Number of caps

Unsigned integer | Both No -
sentence start
Number of small

Unsigned integer | Both No -
sentence start
Number of sentence

Unsigned integer | Both No -
end space
Number of
sentence end Unblgned integer Both No -
without space
Number of

Unsigned integer | Both No Starts with tab or space
Indented lines
Number of

Unsigned integer | Both No length(line) > 70
long lines
Number of

Unsigned integer | Both No length(line) < 40
short lines
Average of sentences

Unsigned float Both No -
per paragraph
Number of paragraphs Unsigned integer | Both No -
Average word length Unsigned float Both No -
Length of body

Unsigned integer | Both No -
text of each email
Number of words Unsigned integer | Both No -
Number of unique words | Unsigned integer | Both No -
Legomenon Unsigned float Both No -
Dislegomenon Unsigned float Both No -

Table A.8: Writing Style Features (Stylometry)
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Machine or
Name Type Window-based | Description
Account Compromise
Emotions Unsigned integer | Both No -
Enumerated Unsigned float Both No -
Bulletized Unsigned integer | Both No -
Number of caps
Unsigned integer | Both No -
sentence start
Has comma in
Unsigned integer | Both No Checks id large digits has comma or not?
large digits
Oxford comma Unsigned integer | Both No -
Space Punctuation | Unsigned integer | Both No -

Table

A.9: Writing Style features (Generic)

Machine or

Name Type ‘Window-based | Description
Account Compromise
GunningFOG index Float | Both No 0.4 x (grords 1 100 x W)
Automated Readability Index (ARI) | Float | Both No Automated Readability Index) 4.71(chars/words)+ 0.5(words/sentences)- 21.43
Flesph-Kincard Grade Float | Both No Flesph — KincardGrade = 0.39 x Igz‘}“;:l:’:ﬁ’“ +11.8 x T;’f::fil‘('i%;“ —15.9
CLI = 0.0588L-0.296S-15.8,
Coleman Float | Both No L is the average number of letters per 100 words.
S is the average number of sentences per 100 words.
LongWords
RIX Float | Both No Sentences
RIX =(long words = words where number of characters >6)
LIX is a readability measure to calculate the difficulty of reading a foreign text.
LIX = A/B + (C x 100)/A, A = Number of words,
LIX Float | Both No
B = Number of periods (defined by period, colon or capital first letter),
C = Number of long words (More than 6 letters)
Smog Float | Both No \/TotalCompleaWords x (Fomries) +3
Table A.10: Writing Style features (Readability) [23]
Machine or
Name Type ‘Window-based | Description
Account Compromise
Number of Adverb Unsigned integer | Both No -
Number of Adjective Unsigned integer | Both No -
Number of
Unsigned integer | Both No -
coordinating conjunctions
Tense Feature Binary Both No If it is present 1 otherwise 0
Number of
Unsigned Integer | Both No Single & Number of words with more than 3 syllabus
Complex words
Numebr of passive Unsigned Integer | Both No Number of Passive sentences
Sentimental Analysis 0-4 Both No -
Word embedding Float Both No -

Table A.11: Writing style features (Syntactic )
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Name

Type

Machine or

Account Compromise

‘Window-based

Description

Number of Letters in subject | Unsigned integer | Both No -

Number of words in subject | Unsigned integer | Both No -

Number of words in subject | Unsigned integer | Both No -

char divide word Float Both No Ratio of letters in words

Number of Caps in Subject Unsigned Integer | Both No Single & Number of words with more than 3 syllabus

Table A.12: Writing style features (Subject)
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