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Abstract

Memory analysis is critical in detecting malicious processes. This is because memory
records process execution, including those which are malicious. This information can
be used as a timeline to find out if a process in memory is malicious. While there is
much research in the field, there are also some major obstacles in malware detection,
such as detection rate and advanced malware obfuscation. The rate of malware
has been rapidly increasing as well as its complexity to avoid detection. This new
complex malware is called advanced malware. Advanced malware uses obfuscation
and other techniques to stay hidden. This presents a strong need for an efficient
framework that focuses on the detection of obfuscated and hidden malware. In this
research, the advancement of the VolMemLyzer, as one of the most updated memory
feature extractors for learning systems, has been extended to focus on hidden and
obfuscated malware used with a stacked ensemble machine learning model to create a
framework of efficiently detecting malware. Also, a specific malware memory dataset
was created to test this framework, focusing on simulating real-world obfuscated
malware as close as possible. The results show that the proposed solution can detect
obfuscated and hidden malware using memory feature engineering extremely fast

with an Accuracy and F1-Score of 99.00% and 99.02%, respectively.
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Chapter 1

INTRODUCTION

1.1 Overview

Since the advent of Malware in the 1980s, it has become one of the focal points in the
field of cybersecurity. Malware is any malicious software used by cybercriminals that
harms the system or user by performing various criminal activities. With the fast
advancement of technology and internet access, malware has also evolved regardless
of the available security measures [18]. Morever, their ability to evade from the
detection methods has made the process of malware detection complex. To prevent

these attacks, first we should understand their history and relevance.

1.2 Malware Analysis Relevance

With diversity in malware categories and families, it is essential to cover all the
bases. There are several Malware categories such as Worms, Viruses, Bots, Botnets,
Trojan Horses, Ransomware, Spyware, Rootkits, etc. Malware families consist of
different approaches and techniques used to infiltrate the system, gain access to
information, prevent access for authorized users, or perform other cybercrimes within

each category. The list below describes the main goals or techniques for each malware



category [62].

e Worm malware consists of independent software that self propagates and fo-
cuses on stealing, modifying, or deleting data. Moreover, this category self

replicates to reduce the systems resources.

e Viruses require an already infected system and are usually attached to a file
that is transported by some means to the system, such as email. In addition,
viruses look to take control of applications and then spread viruses to other

nearby systems.

e Bots and botnet malware are remotely controlled malware that is often used
to collect data or deny service. They are mostly associated with DDOS (dis-
tributed denial of service) attacks and sending mass amounts of messages over

the network.

e Trojan Horse malware hides its true intentions to sneak into the system and

deploys the malicious part hidden inside.

e Ransomware malware collects the victims’ information and locks them out, so

the attacker can try and sell them their data back.

e In Spyware malware, the victim might never know they were compromised as
the malware focuses on staying hidden. In addition, Spyware collects as much

data on the victim and sells it to other cybercriminals.

e Rootkit malware is made up of software that focuses on exploiting weaknesses
in the system through hardware and software vulnerabilities. Usually, rootkit

malware can find a back door into a system and then take control.

In conclusion, malware families consist of multiple types of malware with several

functionalities. Therefore, the best solution to detect them should focus on both



categories and families to prevent and stop them in the future. Cryptowall, for ex-
ample, is a malware family that consists of a Trojan Horse, Ransomware, Rootkit,
and Phishing all used together in tandem [9]. Table 1.1 shows the comparison be-

tween malware types and how they perform.

Table 1.1: Malware Type Comparison

Malware Types | How it works Malware Families
Worm Self replicate to gain access. Conflicker [8]
Virus Take control of applications to spread Hiddad [6]
and infect others.
Bot /Botnet Remote access malware jco harvest data Sality [20]
or deny service.
Trojan Hidden malwtags ;h;teieploys once in Cryptowall [9], Niv-
Y ' dort [16]
Harvests and locks down data to sell
Ransomware back to the victim. Cryptowall [9]
Spyware Secretly harvests data to sell. Triada [38]
: s : Cryptowall [9],
Rootkit Exploits Vulgiiilk;ll;tlssefs gain control HummingBad [13],
Y ' HackerDefender [17]
Phishing Social engineering combination with Cryptowall [9], ZeuS
malware to enter a system. 21]

1.3 Learning Systems

As the complexity and time consumption of manual detection methods are very high,
learning systems are used, which can produce intelligent insights from the data au-

tomatically. Moreover, learning systems excel in both automation and adaptability.

1.3.1 History

With the rapid expansion of malware, many systems have incorporated deep learning

or machine learning to detect malware automatically. These learning systems take in

3



test data to learn from examples, and after the system has taken enough data, it can
process real information automatically. The primary importance of these learning
systems is figuring out which training data to feed to the system to make the quickest

and most accurate assessment.

1.3.2 Machine And Deep Learning Relevance

Machine learning systems take in a set of features that can be looked at with a large
sample size to compare and contrast differences. Furthermore, these features can
be input in different formats, which is a factor in determining the machine learning
system that should be used.

Deep learning algorithms consist of different techniques to accommodate inputs and
objectives from the malware analysis model directly. While some deep learning al-
gorithms are focused on speed, others are focused on accuracy and precision. There-
fore, selecting the different algorithms that correspond to the objective and input
type has an enormous impact on the results of the system. Some of the highest-
performing deep learning algorithms include Convolutional Neural Network (CNN),
Long Short Term Memory Network (LSTM), Recurrent Neural Network (RNN),
Generative Adversarial Network (GAN), Multilayer Perceptron (MLP), Deep Belief
Network (DBN), and the Restricted Boltzmann Machines (RBM) will be discussed
in Chapter 2 along with the related works [55][65].

Based on this, it can conclude that the best solution should be a learning system that
learns the classes and trains the model well to detect and characterize the malware
categories and families. Ensemble machine learning is one such model in machine

learning that correlates well with these goals of detection and characterization.



1.4 Summary of Contributions

This research proposes, designs, and implements a stacking-learning model to de-
tect the obfuscated and hidden malware using system memory analysis. The main

contributions of this thesis are as follows:

e Enhance the current memory-based malware analysis framework by improving

the feature extraction and learning model. (Conl)

e Propose and develop 26 new features for the only available open-source memory
analyzer for learning systems, VolMemLyzer, by focusing specifically on the

obfuscated malware detection. (Con2)

e Enhance the current VolMemLyzer feature extractor by automating the acti-

vation on all memory dump files in a specified directory. (Con3)

e Propose and implement a two-layer stack ensemble learning model to improve

the current malware detection solution. (Conj)

e Generate a comprehensive dataset by executing more than 450 malware sam-
ples on three common obfuscated and hidden categories, including Spyware,

Ransomware, and Trojan Horse, to test and evaluate the proposed framework.

(Conb)

e Propose a memory malware analysis taxonomy to identify the relationships
between malware categories, related attack methods, detection methods, and

extracted features. (Con6)

1.5 Thesis Organization

This thesis discusses the obfuscated malware detection framework using memory

feature engineering. Each chapter focuses on a different aspect of the framework.



The following descriptions focus on explaining the importance of each chapter that

makes up this thesis.

e Chapter 2 discusses the related works in the field. This shows the work process,
the model they have developed, and the final results and conclusions. Moreover,
our proposed taxonomy, created from the research done on the related works,
shows the relationship between the malware families, attack methods, detection

methods, and features.

e Chapter 3 explains the motivation and the new model design for the obfus-
cated malware detection framework. It also discusses the machine learning
stacked ensemble model along with each component selected for this frame-
work. Moreover, this chapter explains the VolMemLyzer feature extractor and
the justifications for selecting 26 added features for the obfuscated malware

detection in memory.

e Chapter 4 gives an overview of the data explaining the importance and goal
of the dataset to simulate real-world malware samples. Moreover, it discusses
the dataset requirements and specifications along with the process of dataset
creation. Finally, the malware types, families, and samples in the dataset are

discussed and explained why they have been chosen as a part of this research.

e Chapter 5 shows the final results of the model based on the dataset that was
explained in chapter 4. These results are then discussed with the weaknesses,
strengths, and importance of having a quick and effective obfuscated malware
in the memory detection model. Finally, these results are compared with some

of the related works.

e Chapter 6 summarises the results by discussing the contributions and limita-
tions of the proposed model. Furthermore, it also discusses the advancement

of cybersecurity threats and insights on what could be done as future work.
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1.6 Concluding Remarks

Malware is a malicious software that invades the system through self-replication,
already infected systems, remotely controlled bots, or exploiting system flaws. Over
the years, malware has become a security threat, and various works have been con-
ducted to address the same. This chapter discusses the relevance of malware analysis
and gives an overview of different learning systems used for malware detection. The
next chapter presents the related works on memory analysis models that used ma-

chine learning and deep learning for malware detection.



Chapter 2

Literature Review

2.1 Overview

Since the inception of malware, it has gained enormous attention in the cybersecurity
field due to its various delivery methods and categories. Although there exist several
detection methods, each carries its own challenges. In this chapter, we highlights the
related works on malware detection through memory analysis.

We can categorize the previous studies in two approaches, static and dynamic. In
static analysis, a malware binary is analyzed without its execution, whereas in dy-
namic analysis, the malware samples are executed in an isolated environment, and
its behavior is captured for further analysis. Memory Analysis is one of the main
components of dynamic analysis. This section will first review related works on mal-
ware memory analysis and then try to summarize the available solutions on malware

detection through memory analysis, especially for obfuscated malware categories.

2.2 Malware Memory Analysis

Among various malware investigation methods, memory analysis is a method that

provides a strong understanding of the activities in the system by capturing the



memory and extract features from the snapshots.

Shree et al. [57] discusses the reliability in malware memory analysis since all critical
information is stored in memory. As depicted in Figure 2.1, this work also shows
what the most common techniques focus on when extracting information from the

system.

Currently
executed
processes

and threads
Rootkits
orother
malware 4

Cryptographic
key

Common
Types of

/M Developing ~A
"\ . Techniques L_ > System
\ v registry
information

Established
network
connections
and related

network data

Open file

Figure 2.1: The Focuses When Extracting Information [57]

The memory analysis that is not performed live needs snapshots, and obtaining these
snapshots is critical to ensure that the memory files are not affected. Affected mem-
ory files could change the results of the memory analysis process and would remove
the reliability of the analysis taking place. Using a framework as depicted in Figure
2.2, Stuttgen et al. [60] shows how to capture a memory from a Linux system with
minimal impact by using a relocation hooking which can copy the information safely.
Furthermore, since this technique doesn’t require the installation of an environment
on the system, those tasks will not be in the analyzed memory.

Memory analysis has been challenging to use in the past due to the inability to auto-
mate it and the complexity of work needed to set up the analysis process. However,

Socala et al. [59] explains the method of automatic profile generation for live mem-
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In addition, the importance of memory acquisition for the windows system is also
essential. While many analysis from professionals takes place on Linux, many users
run the Windows operating system. Therefore, when cybercrime takes place on a
windows machine, it is vital to be able to run memory acquisition, and analysis
techniques as Vomel et al. explain [67]. Figure 2.4 shows the process of mapping

virtual to physical memory for the windows memory acquisition process.

Virtual Memory

Physical Memory

Figure 2.4: Virtual To Physical Memory Mapping [67]

Okolica et al. [47] discusses the importance of having a highly flexible memory
analysis process that can work on many different platforms and systems as this
would significantly reduce the amount of time needed to match the system with
the profile. Moreover, the work also discovered the use of debugging structures on
memory analysis to allow the tools to run on more systems, as shown in Figure 2.5.
Gathering memory snapshots from non-Linux systems has been a challenge in the
past.

Cohen et al. [28] discusses the flaws of the scanning and image prediction techniques,
and instead of the slow and highly volatile method, this work used an assembler
template that allows for higher confidence to be used on a much more diverse set of
systems. Figure 2.6 shows the example of a Windows allocation. The pool header

is attached with a double-linked list to the next allocation, and this pool header

11



_DBGKD_DEBUG_DATA_HEADERG4

Ox 00 List_Entry64 List
Ox10 ULong OwnerTag
Ox14 ULong Size
_KDDEBUGGER_DATAG4
Ox00 _DBGKD_DEBUG_DATA_HEADER64 Header
Ox18 ULongf4 KemBase
(20 ULong6d BreakPointwithStatus
(0x28 ULongf4 SavedContext
=30 UShort ThCallBackStack
0x32 UShort NextCallBack
x34 UShort FramePointer
=36 UShort PAEEnabled:1
48 ULong64 PSLoadedModuleList
0xAD ULong64 OBTypeOhjectType
_DBGKD_GET_VERSION64
0x00 UShort MajorVersion
0x02 UShort MinorVersion
Ox04 UChar ProtocolVersion
0x035 UChar KdSecondary Version
0x06 UShort Flags
0x08 UShort MachineType
Ox0A UChar MaxPacketType
0x0B UChar MaxStateChange
0x0C UChar MaxManipulate
Ox0D UChar Simulation
0x0E UShort[] Unused
0x10 UQuad KemBase
Ox18 UQuad PsLoadedModuleList
0x20 UQuad DebuggerDatal ist

Figure 2.5: Windows Debug Structures [47]

describes the type of allocation.

BlockSize
Tag _POOL_HEADER Tag

Ponter 4

LIST_ENTRY —

PreviousSize

Figure 2.6: Windows Pool Header Allocation|28]

When the memory has been successfully captured, the next step to consider is how
to extract the data from within it. Okolica et al. [48] explains the importance of

DLLs and Windows drivers, which are difficult to extract with no entry point to

12



gain access, especially with no export functions. To get the information from these
drivers, a huge work is needed from a memory forensic professional. The authors
show the method of reversing the drivers to gain access to the driver information

quicker and more efficiently, as shown in Figure 2.7.

Reconnaissance
User Application Offline Code Seed and Harvest
Analysis Analysis Data
| Third Party Software | Beview Driver in Place known values in
Disassembler desired data strustures
Potential Funclion Potential _ - -
and Symbol Names Functions and Potential locations of
Symbols data structures
Live Code Analysis

* When breakpoint triggers, review call stack, analvae function currently executing
+ Add additional breakpoinis as applicable and step through relevant lunctions

Figure 2.7: Reverse Code Engineering [48]

In another work, Dolan-Gavitt [30] discusses the importance of gaining access to
the full registry in memory. As shown in Figure 2.8, with the use of cell indexes,
the virtual address is able to be derived, resulting in full access to the windows
keys. Once these keys are accessed, we can use them to access the full registry
from memory. Zhang et al. [71] explains the extraction of registry information from
physical memory for Windows systems and the importance of understanding the file
structure.

Injected code is often one of the key components investigated when looking into
memory forensics. The extremely high treat level that comes with potentially in-

jected code makes it a huge risk if it goes undetected. Block et al. [31] explains

13



1 bit 10 bits 9 bits 12 bits

‘ sV ‘ Directory Index Table Index Cell Offset

Directory

Table

Figure 2.8: Registry Information Extraction Process [30]

how we can miss the injected code if we are not looking at the entire page table.
As a result, looking into reports of all executable pages is important when detecting
injected code in the system.

Memory analysis can be extremely complex and time-consuming. In another work,
by Block et al. [25], a memory analysis plugin is introduced, which can use to
simplify the analysis process. This plugin focuses on the details of the heap objects in
memory, and these heap objects can help a memory analysis professional understand
what undergoes in the system memory. Figure 2.9 shows the Malloc and heap info
structs in memory.

As depicted in the Figure 2.10, Zhang et al. [70] explain the use of the data structure,
Kernel Processor Control Region for translating the difference from virtual to phys-
ical memory in the address space,thus improving the memory forensics on windows
machines.

Memory analysis can be used in many different ways to find out what happened to
a victim. Thantilage et al. [63] discuss the usage of volatile memory analysis to gain

information on social media evidence. The developed application focuses specifically

14
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Figure 2.10: Kernel Processor Control Region Structure [70]

on targeting volatile memory analysis to obtain social media evidence, as seen in
Figure 2.11 compared with other professional memory forensic tools.

Memory analysis of old systems is sometimes needed as victims may not have up-
to-date technology. Updating lots of systems in an industry can be expensive and
often goes unnoticed until an attack occurs. As shown in Figure 2.12, Zhang et al.

[72] explained their study on converting virtual to physical addresses by using the

As ensuring memory acquisition is extremely important in assuring the accuracy of

memory analysis, Hasanabadi et al. [33] discusses a memory acquisition technique
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Figure 2.11: Social Media Memory Analysis Tool Comparison [63]
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Figure 2.12: Windows 7 Paging Structure [72]

used for Linux systems to maintain a reliable memory profile during acquisition which
is done with sequential memory dumps at designated times. Figure 2.13 shows the
comparisons of those memory dumps at the different designated time intervals.

The increasing complexity of botnets and their network attacks has required new
approaches and tools to analyze the system effectively. For this, Sharafaldin et al.
[56] proposes a new tool called BotViz that uses a hybrid approach for detecting bots

in a network. In addition to that, this model uses hooks to strengthen bot detection.
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Figure 2.13: Memory Dump Comparison At Different Designated Time Intervals [33]

Figure 2.14 shows the framework for BotViz and how it works.

mmp| DGA Detector Module P

mmmp| Memory Forensics Module F

Figure 2.14: BotViz Memory Forensic Framework [56]

In another work, by Martin-Perez et al. [43], an interesting concept of memory dump
pre-processing is explained with two different strategies that can relocate file objects
to make the analysis process quicker and easier. The first strategy, called Guided De-
Relocation, specifically selects a new space for the information. The second strategy
is Linear Sweep De-Relocation, which sweeps through the memory to find a storage

spot. Figure 2.15 shows the system model they proposed.
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Figure 2.15: Pre-processing Analysis Framework [43]

Memory forensic tools have drastically changed how memory analysis is performed;
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however, they can still be refined and improved to be faster, more efficient, and easier
to use. Lewis et al. [41] discusses the method by which the defects are fixed, and
improvements are added to professional tools such as volatility. Improving memory
forensic algorithms to adapt to current standards is also needed as they explain many

novel memory analysis algorithms.

2.2.1 Detecting Malware Through Memory Analysis

Dynamic and static methods of malware classification can be both inaccurate and
imprecise. The method of using grayscale imaging is an accurate way of classifying
malware. According to Dai et al. [29], the idea of using an extracted malware
memory dump file that is converted into a grayscale image results in higher accuracy
and precision than static and dynamic methods. Results show as high as a 20 percent
increase in accuracy when converting to a grayscale image before comparison with
other known malware. Figure 2.16 shows the model of the grayscale imaging method
with the step-by-step process from extracting the malware, converting it to the 8-bit

vector file, and finally, the final grayscale image.
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Figure 2.16: Model Of The Grayscale Imaging Method [29]

According to Yucel et al. [69], using a three-dimensional heat mapping system can

reduce the time it takes to classify malware along with increasing its accuracy. The

18



work discussed the use of layering the levels on top of each other, which shows the
intensity of malware in each section of the malware memory dump. This heat map
can be compared to other malware systems to show a higher accuracy detection and
classification rate. Figure 2.17 shows a detailed layer of the process for the three-
dimensional heat mapping system that explains the entire life cycle with the different

situations that could occur throughout the process.
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Figure 2.17: Three Dimensional Heat Mapping System Process [69]

Malware classification analysis can be costly in time and accuracy; therefore, Kang
et al. [35], suggests the use of vectoring assembly source code using the Long Short-
Term Memory-Based (LSTM) method for classifying malware. Using word2vec with
the LSTM system, the increase in accuracy reached 0.5 percent higher than other
methodologies. The learning time for the system was also quicker by around 10 min-

utes. This results in more malware being properly classified, decreasing the amount
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of malware about to go undetected. Figure 2.18 shows the malware classification
process with both the learning and execution phases in which each step is broken

down into components for the LSTM model.
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Figure 2.18: Learning And Execution Process For The LSTM Model [35]

Classification and analyzing advanced malware can be time-consuming and impre-
cise. According to Rathnayaka et al. [50], the process can be reduced in time and
increased in precision by using their malware processing method. Using static means,
along with a quick investigation using malware detection tools, and comparing the
results to already labeled malware families from VirusTotal, can result in a 90 percent
detection rate of advanced malware. This method also shows the key identification
method and explains how the system detected the advanced malware. Figure 2.19
shows the classification and analysis process, which also visualizes the comparison
of the two approaches being used together to create a fluid model that verifies the
results. This can be seen looking at section A in contrast to section B in the Figure.

Malware detection and analysis are difficult for advanced systems; however, malware
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Figure 2.19: Classification And Analysis Process [50]

detection in a cloud is even more difficult with more liabilities. It can be hard
to examine if malicious acts are happening with constant live processes running,
especially while taking privacy into account. Using an unbiased training set, the
minHash method was able to have a nearly perfect detection rate.

With increasing cloud operations, using the minHash method can increase efficiency
and reliability, as shown in the numerous experiments as Nissim et al. [46] has
shown. In this work, the results are drastically different in detection across the
different classifiers, which shows the impact of the classifiers based on the different
types of malware being input into the system. To reduce this variance, classifiers
can work together to make up for their weaknesses.

With Malware analysis, the goal is to check if a system is infected, but figuring out
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how it was infected is just as important in some cases. Converting the malware
dump file, using memory forensics tools, and scanning them directly to a binary
image Aghaeikheirabady et al. [22], suggests creating a comparable memory image.
With this new memory image, the malicious activity can be detected, categorized,
and compared directly to explain how the infection occurred. This can then be used
to strengthen security to protect the system from future attacks. Figure 2.20 shows
the live malware analysis process. This process takes place to live rather than being
captured with a memory dump and directly performs memory forensics. As the chart
shows, after forensic memory comparison, the process is checked and compiled into

granting access or declining access.

Incorrect information
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Allocated

Directly Scanned Binary Image

Hidden Process

Memory
Forensic
Analysis
Tool

Hook

Running Process
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Response
Tools

Unallocated
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( Terminated Process |

Figure 2.20: Live Malware Analysis Process [22]

The use of virtual machines in advanced malware analysis is prevalent in most mal-
ware investigation techniques. Setting up the virtual machine (VM) to be specific
for the infected system is required to get all of the possible information. According
to Tien et al. [64], the use of VM introspection, which monitors the runtime of the
VM, can be used with the proposed new VM model. This will capture live events
performed in the VM, which can be used without refactoring the VM after every use

of a new system. This method is still able to maintain a detection rate of roughly 90
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percent. Figure 2.21 shows the VM malware analysis process. The snapshot before
and snapshot after are compared and investigated for malicious content, and a threat

report about the contents of the VM is returned.
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Figure 2.21: Virtual Machine Advanced Malware Analysis Behavior Process [64]

The current direction of remote computing leads to more information stored in the
cloud; as such, they have been a bigger target for malware with an increase in demand
for security. With the static and dynamic approaches not being applicable for cloud
computing, the need for new security methods has increased for specialized cloud
computing security. Li et al.[42] suggests a deep learning approach that collects
a memory snapshot of the system and converts it into a grayscale image. The
convolutional neural network then models the system and trains with deep learning
to differentiate between malicious and benign memory snapshots. Results showed
that this process reduces runtime for analysis as well as accurately identifies malware.
Figure 2.22 shows the framework used in the model along with the deep learning
approaches. After obtaining the Target virtual machine introspection, it is fed to
the extracting model, which converts it to the grayscale image passed from the target

VM to the secure VM for analysis.
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Figure 2.22: Malware Detection System Architecture [42]

Malware detection methods have advanced but still lack strong approaches in certain
areas; as such, Sai et al. [54], developed the concept of managing memory with API
call mining. This method analyzes API calls that access the system’s memory and
observes the transitions in the memory to watch the management and ensure that
the system does not contain any malicious activity. This method can check the
allocated memory during runtime and detect roughly 95 percent of all malicious
programs from the system memory behavior. Figure 2.23 shows the full process
of managing memory using API call mining. The input is labeled samples that
are either benign or malicious and passed to the data collection process. The API
monitors the program execution and results as an API call log. Once this is done,
the feature extraction model selects two main features and will classify the sample
as malicious or benign based on the training.

The importance of detecting new malware is extremely high to prevent new attacks
from harming systems. Many techniques have high detection rates on known malware

using in-depth training techniques. However, while comparing previous works, it can
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Figure 2.23: Managing Memory With API Call Mining [54]

be identified that the works do not deal with new never seen before malware. As
a solution for this, Siwail et al. [58] suggest using memory forensics to extract
artifacts from memory combined with memory feature extraction. Based on past
known malware and using the extracted artifacts, the framework can determine what
future malware will consist of. Results showed that the model has an extremely high

detection rate and accuracy while still keeping a low amount of time needed to run.

Figure 2.24 shows the four-step process to extract artifacts in memory.
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Figure 2.24: Four Step Process To Extract Artifacts From Memory[58]

As some malware like Objective-C malware, also known as userland, puts MacOS X
systems at risk, Case et al. [27] proposed a plugin for the Volatility framework that
focuses on automatically analyzing the artifacts of the system that have importance.
This is done by monitoring the Objective-C at runtime and outputting a file that
can be analyzed. Based on this file, it can be examined and determined how to deal

with the current situation. This results in a fast analysis time and less work for the
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analysts, thus allowing more systems to be monitored in the same amount of time.

2.2.2 Detecting Obfuscated Malware Through Memory Anal-
ysis

As typical Malware detection and unpacking tools can be detected from the mal-
ware debuggers, malware stays dormant during scans and avoids malware detection
methods. However, according to Kawakoya et al. [36] while using the stealth debug-
ger, malware is not aware when to stay dormant or when to run to avoid malware
detection scans. In addition to that, the stealth debugger takes the virtual machine
memory and sends it to the guest operating system. After which, it runs the analysis
to identify the true origins of the code. Since most malware is advanced enough to
contain obfuscation methods, this model can detect most packers at an incredibly
high accuracy rate, with some packers getting a perfect detection rate. Figure 2.25

shows the proposed stealth debugger detection model.
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Figure 2.25: Stealth Debugger Detection Model [36]

While static and dynamic approaches are a good start for detecting malware, they
can often be exploited by obfuscated malware, leading to malware deactivating the
detection methods. Using application-specific detection with machine learning, Xu

et al. [68] was able to get nearly a perfect malware detection rate. This method
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works on the top layer and works down to the kernel level, where many corruption
attacks can occur. With this approach, corruption attacks were stopped 99 percent
of the time with less than a five percent false positive rate. Figure 2.26 explains the
application-specific detection model, from the summary histogram obtained from the

program to the classifier and authenticated handler.
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Figure 2.26: Application-specific Detection Model [68]

In order to combat these obfuscation techniques used by malware, the detection
method needs to be designed with obfuscation in mind. This can be done using a
specifically designed dataset to test how well a detection system deals with obfuscated
malware. Sadek et al. [53] challenged detection methods by using a large dataset
that consists of positive and negative memory snapshots, advanced payload systems,
and malware obfuscation. Bozkir et al. [26] have come up with a novel approach that
uses an RGB image to show memory dump files in their malware detection system.
Figure 2.27 shows the four phases in classifying obfuscated malware with the RGB
image feature extraction model from malware memory dumps.

While using the manifold learning technique called UMAP, Javaheri et al. [34] iden-
tified the original memory dump file showing malicious or benign activity. After
testing with ten malware families and benign samples, the results were roughly 96
percent accuracy at the extremely fast speed of only 3.56 seconds. Moreover, a

framework was also developed to combat the obfuscation of malware. Using the
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Figure 2.27: Four Phase Classification Process [26]

detection presence time of the malware at each level of the operating system down
to the kernel, they were able to dump the malware memory at the precise time and
view the malware installation. The framework was focused specifically on obfus-

cation and packaging in mind to challenge one of the biggest problems in malware
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detection. After testing the framework, it obtained roughly 85 percent accuracy in
detecting kernel-level malware. Though there are many different methods to detect
obfuscated malware, each method has to be looked into for different situations. Fig-
ure 2.28 shows the detection rates of the different packed malware when using the

manifold learning technique UMAP.
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Figure 2.28: Detecting Packed Malware Results Using UMAP[34]

Malware and botnets can be difficult to the blacklist when they use obfuscation
and concealment. Botnet command and control servers can also make a real-time
prediction for domain names extremely challenging. Akarsh et al. [52], discusses
the use of a framework to counter obfuscation by using the LSTM network. This
framework operates for both binary and multi-class data with a high recall rate and
precision, producing a good F'1 score. This F1 score consists of over 80 percent for
binary class data and over 60 percent for multi-class data. Moreover, this framework
can be used to help identify concealed and obfuscated malware in botnet systems.

VMShield, a proposed method by Mishra et al. [44], protects virtual domains in the
cloud from obfuscated and stealthy malware attacks. This work used a state-of-the-
art method that collects runtime behavior from the different processes and analyzes

the results to make obfuscated and stealthy malware unable to sneak past detection.
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Passing down to the system, VMSheild is able to monitor the results of each layer
and trace all of the system calls and extract the features that are the biggest impact
on the system. VMShield can detect more than 97 percent of the attacks using these
introspection techniques, including hidden and obfuscated attacks. Figure 2.29 shows
the VMShield cloud protection process step by step, where it discusses the tracing of
the hypervisor from the virtual machine, feature extraction, selection process, and
profile generation. Finally, VMshield obtains the result of the model and delivers a

status report that can be looked at from the admin.
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Figure 2.29: VMShield Cloud Protection Process [44]
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Virtual machine introspection has become a common tactic with detecting malware
and other malicious sources as it can miss hidden, dead, or obfuscated malware. With
the use of a virtual machine monitor, otherwise known as a hypervisor, Kumara et
al.[39], discusses an automated internal and external system that can detect hidden,
dead, and obfuscated malware inside the virtual machine with the aid of machine
learning. After testing the system with an advanced data set using cross-validation,
the authors found that their system has a 99.55 percent accuracy rate while still
holding the extremely low false-positive rate of 0.004 percent. Figure 2.30 shows the
virtual machine introspection model, which is comprised of two VMs: the monitoring
VM and the monitored VM, which are used by the hypervisor to classify if the
monitored VM had benign or malicious activity.
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Figure 2.30: Virtual Machine Introspection Model [39]

2.3 Proposed Taxonomy

In this section, based on the previous works, a taxonomy is proposed as shown in

Figure 2.31. This taxonomy shows the relationships between malware families, the
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attack methods, the detection methods, and the features(Achieved Con6). As the
cybersecurity field is rapidly evolving, it is important to reflect on past methodologies
to avoid repeated mistakes. Based on the study, it can be identified that the dynamic
and static methods of malware classification can be both inaccurate and imprecise.
Moreover, it is also noted that the obfuscated malware memory model is a dynamic
system that focuses on obfuscated and hidden malware. Malware families, attack
methods, detection methods and feature are dynamic based on the specific case. The
taxonomy shown is based specifically on the related works of this research and could

be different given different cases.

2.4 Concluding Remarks

The previous works has focused on detecting malware found in different layers of the
system for general and obfuscated malware cases. However, the previous work did
not focus on the detection in the memory through feature extraction, as the methods
used are very complex and time-intensive. The VolMemLyzer was developed as the
first memory-based malware analysis feature extractor for learning-based solutions,
but it did not focus on obfuscated malware analysis [40]. As a result. there is
a lack of obfuscated malware memory analysis frameworks that focus on a simple
and low-cost solution. Also the taxonomy in this chapter covers the different findings
obtained from analyzing the past works (Achieved Con6). The next chapter discusses
an obfuscated and hidden malware detection framework that tackles the challenges

identified in this study.
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Chapter 3

Proposed Framework

From the previous research, it can be identified that there exists several approaches
for obfuscated malware detection based on memory analysis. However, in most of
the works, the complexity and time consumption are high, which makes them not
suitable for real-world application. This is the motivation to propose a simple, fast
and efficient solution for obfuscated malware detection by making use of the most
effective features captured through memory analysis. For this, there are executed
malware samples from three different categories including Ransomware, Spyware and
Trojan Horse which will be explained in the below sections. This chapter presents

the proposed model that uses memory analysis for obfuscated malware detection.

3.1 Overview

The overview of this obfuscated malware detection framework is depicted in the
Figure 3.1.

The components of the proposed framework include:

e Memory Dump File: Memory dumps can be obtained by using programs such

as Magnet Ram, ManTech Memory DD, Forensic Tool Kit (FTK) or virtual
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Figure 3.1: Malware Memory Analysis Process

machines managers with the memory capturing feature. This is a snapshot

showing the activity that took place in memory on the system [14][15][12].

Volatility: A memory analysis program that extracts about 30 features from a

memory dump file [4].

VolMemLyzer: The memory feature extractor with the 26 new features imple-
mented as part of the proposed model to target obfuscated and hidden malware.
VolMemLyzer extracts the features from volatility when memory dumps are

passed into the system [40].

CSV Feature File: This is the output from the VolMemLyzer feature extractor

which contains all the features that have been extracted in a compact comma-

separated values file (CSV).

Ensemble Learning: A machine learning technique that focuses on combining
classifiers to cover its weaknesses. As some classifiers are easily swayed by
outliers or have a high bias,ensemble learning allows these weaknesses to have
less impact on the overall results [11]. The stacking ensemble technique was

used for this framework which has two layers of classifiers [10].

Malicious and Benign Classification output: The binary output for each mem-
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ory dump file that shows whether there is a malicious activity or benign activity.

3.2 Features

The first step in this model is to obtain the memory dump which is compatible with
the current volatility version 2.6 [4] used for the framework with the VolMemULyzer
[40]. The memory dumps are then passed to the VolMemLyzer feature extractor
which uses volatility to extract 58 features. Among these 58 features, the newly
added 26 features specifically focuses on targeting Obfuscated and hidden malware
as explained in this section (Achieved Con2).

Features were chosen based on the related works and the analysis of the three main
obfuscated malware families. After analyzing how Spyware, Ransomware and Trojan
Horse malware preforms, the features were able to be specifically tailored to detect
malware in the system.

There are five different categories that these features belong to from Volatility.

1. The first category is called Malfind, which detects potential malicious executa-
bles that are usually DLLs associated with Trojan malware. Malfind flags all
suspicious executable based on location, tags and timing of executable when
compared to the system. These features extracted from Malfind will be able to
check the changes in executables and the unique injections to find unintentional

and hidden downloads.

2. The next category is called Ldrmodule which gives information on potential
injected code into the system which is often the way which spyware enters
the system. As Ldrmodule finds the modules that are missing in memory, the
initilization list and the load list, this will show if the process was injected

into the system. The features extracted from this category shows the average
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amount of missing modules from these three lists and helps in finding spyware

and some ransomware as well.

. The handle category is the one which looks at the type of information in
memory and its classification. This can show not only what the information
is classified but also if it makes sense for there to be as many listed in the
CSV compared with the other information extracted in the CSV. When the
processes contain strange handles that do not correlate with the Process View

information it might contain malware.

. The process view features show the process list with information that can be
used to find malicious processes. The process information is very important
to show if malware is trying to delete or hide malicious information in mem-
ory. Ransomware commonly deletes process information during the execution

process.

. The last feature type is the apihook features which show the total number of
apihooks of key types. This also checks whether the apihook is set to user mode.
Apihooking is often done with injected processes which is used by obfuscated

malware often, especially the Ransomware and Spyware families.

Table 3.1, shows the five feature categories along with the features used for each

category to specifically target obfuscated malware.

The above-mentioned features were added to the already extensive list from the

VolMemLyzer and the feature extractor works on specifically targeting the key fea-

tures that focus on obfuscated malware rather then extracting all known features.

As individual features will not decisively show whether the memory had malicious

activity on it, the combination of the features working in tandem were used to obtain

the results.
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Feature Type

Feature List

Feature Description

commitCharge Total number of Commit Charges
protection Total number of protection
Malfind uniquelnjections Total number of unique injections
o The average amount of modules missing
avgMissingFromLoad from the load list
- .. | The average amount of modules missing
avgMissingFromInit from the initilization list
Ldrmodule | avgMissingFromMenm The average amount of modules missing
from memory
port Total number of port handles
file Total number of file handles
event Total number of event handles
desktop Total number of desktop handles
key Total number of key handles
thread Total number of thread handles
directory Total number of directory handles
semaphore Total number of semaphore handles
timer Total number of timer handles
section Total number of section handles
Handles mutant Total number of mutant handles
pslist Average false ratio of the process list
psscan Average false ratio of the process scan
thrdproc Average false ratio of the third process
pspcid Average false ratio of the process id
session Average false ratio of the session
Process View deskthrd Average false ratio of the deskthrd
nhooks Total number of apihooks
nhookInLine Total number of in line apihooks
Apihooks nhooksInUsermode | Total number of apihooks in user mode

Table 3.1: Extended Feature List
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Here are the new features added to the VolMemLyzer feature extractor for obfuscated
malware detection. While some features are directly looking for malware, others are
used to set a baseline understanding of the process to compare with other features

that will determine if it is malware or not.

e commitCharge (Malfind): commitCharge is a feature of the Malfind type which
counts the total number of commit charges. This shows the virtual memory
size and determines whether a process is an executable that should not be in

the system.

e protection (Malfind): protection is a feature of the Malfind type which counts
the total number of protections in the system. A total protection count can be

used to show the protected memory amount and indicate malicious executable.

e uniquelnjections (Malfind): ungiuelnjections is a feature of the Malfind type
which counts the total number of unique injections. This can be used to de-
termine if injections into the system are executable and malicious in nature by

trying to hide in the background.

e avgMissingFromLoad (Ldrmodule): avgMissingFromLoad is a feature of the
Ldrmodule type which contains the average amount of modules missing from
the load list. This shows the count of potential modules that have been injected
into the system when compared with the average amount of modules missing

from the initialization list and memory.

e avgMissingFromInit (Ldrmodule): avgMissingFromInit is a feature of the Ldr-
module type which contains the average amount of modules missing from the
initialization list. This shows the count of potential modules that have been
injected into the system when compared with the average amount of modules

missing from the load list and memory.
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avgMissingFromMem (Ldrmodule): avgMissingFromMem is a feature of the
Ldrmodule type which contains the average amount of modules missing from
memory. This shows the count of potential modules that have been injected
into the system when compared with the average amount of modules missing

from the initialization list and load list.

port (Handle): port is a feature of the Handle type which counts the total

number of port handles found in memory.

file (Handle): file is a feature of the Handle type which counts the total number

of file handles found in memory.

event (Handle): event is a feature of the Handle type which counts the total

number of event handles found in memory.

desktop (Handle): desktop is a feature of the Handle type which counts the

total number of desktop handles found in memory.

key (Handle): key is a feature of the Handle type which counts the total number

of key handles found in memory.

thread (Handle): thread is a feature of the Handle type which counts the total

number of thread handles found in memory.

directory (Handle): directory is a feature of the Handle type which counts the

total number of directory handles found in memory.

semaphore (Handle): semaphore is a feature of the Handle type which counts

the total number of semaphore handles found in memory.

timer (Handle): timer is a feature of the Handle type which counts the total

number of timer handles found in memory.
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section (Handle): section is a feature of the Handle type which counts the total

number of section handles found in memory.

mutant (Handle): mutant is a feature of the Handle type which counts the

total number of mutant handles found in memory.

pslist (Process View): pslist is a feature of Process View type which contains

the average of false to true ratio of the process list.

psscan (Process View): pslist is a feature of Process View type which contains

the average of false to true ratio of the process scan.

thrdproc (Process View): thrdproc is a feature of Process View type which

contains the average of false to true ratio of the third process.

pspcid (Process View): pscid is a feature of Process View type which contains

the average of false to true ratio of the process id.

session (Process View): session is a feature of Process View type which contains

the average of false to true ratio of the session.

deskthrd (Process View): deskthrd is a feature of Process View type which

contains the average of false to true ratio of the process list.

nhooks (Apihooks): nhooks is a feature of the Apihook type which counts the
total number of apihooks found in memory. The total amount of apihooks can
be compared with the Process View features and Handle features to make sure

the amount of hooks matches the number and type of processes.

nhookInLine (Apihooks): nhookInLine is a feature of the Apihook type which
counts the total number of in line apihooks. Inline apihooks allow for cus-

tomizability which is often used to conceal and obfuscate malware.
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e nhooksInUsermode (Apihooks): nhooksInUsermode is a feature of Apihooks
which counts the total number of apihooks in usermode. Usermode apihooking
is often used to try and hide processes from the task manager which is very

important for malware to prevent the user from shutting it down.

3.3 Proposed Detection Model

Once these features are extracted, they are ready to be fed in to the proposed ensem-
ble learning. The ensemble learner has two stages, being the training stage and the
validation stage. In the training stage, the ensemble learner runs the base learners
and the prediction results from these classifiers are used as input for the second layer
classifier. After the ensemble learner is trained, it is then validated going through
the same process as the training to validate the data set results and ensure that the
training was successful.

In this proposed work, stacking is selected as the method for ensemble learning
due the speed and variance performance. As mentioned earlier, the first layer runs
individually allowing them to run in tandem and reduce the time needed for classifi-
cation. The second layer deals with a small variance of inputs which allows it to be
run quickly after the first layer is finished. The different classifiers are able to make
up for each others weaknesses, keeping the accuracy high while classifying fast.

As there are a plethora of machine learning classifiers, it is vital to identify the
suitable classifier that can be applied to the proposed model. Usually, the classifier
is selected based on the type of dataset used for classification. In this work, the chosen
classifiers are SVM, Decision Tree, Linear Perceptron, Naive Bayes, Random Forest,
and KNN as base learners, experimenting with different combinations. However,
only three were selected at a time, as the proposed model developed using python

is built in a way that uses three base learners and one meta learner. Similar to
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base learners, different meta-learners such as SVM, KNN, Naive Bayes, and Logistic
Regression were also used for finding the best classifier. All these classifiers were
chosen with the goal in mind for speed and accuracy. The best combination among
these will be selected in the experimentation phase(Achieved part of Conl). Finally,
the meta learner outputs the binary results showing whether the memory snapshot
was malicious or benign(Achieved Con4 ). Figure 3.2 shows the different base learners

and meta learners used in the proposed model.

Stacked Ensemble Learners

Input Data

v

[ & First Layer Classifiers @ ]
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Random Forest SVM Linear Perceptron
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[ & Second Layer Classifiers & ]

‘ KNN ‘ Naive Bayes

£32%
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Figure 3.2: Stacked Ensemble Learning Classifiers

Here are the components of the proposed ensemble learning model:

e Input Data: Input data is in the form of a CSV file and passed to the classifiers.

e Random Forest Classifier: Random forest is a supervised machine learning
algorithm that performs classification or regression using a group of decision

trees. This is one machine learning algorithm that handles missing values

43



and maintains better performance in large datasets. In this proposed model,

Random Forest is used as one of the base learners.

Decision Tree Classifier: Decision Tree is another machine learning algorithm
used for classification and prediction. It is a tree structure flowchart with
attributes as internal nodes and labels as a leaf node. In this model, the
Decision tree is another base learner that takes in the input data and classifies

it as malicious or benign.

Naive Bayes Classifier: Naive Bayes is a machine learning algorithm based on
Bayes Theorem, mainly used for classification. Unlike other algorithms, this
algorithm considers each feature as an independent feature that does not relate
to other features. In the proposed model, Naive Bayes is used as both base

and meta learners in the experimentation phase.

Linear Perceptron: A Perceptron is a supervised learning algorithm that makes
the neurons learn the input and predict the results. Linear perceptron is mainly

for binary classification, and in this work, it is used as a base learner.

SVM Classifier: Support vector machine is a simple and standard machine
learning algorithm used for outlier detection, classification, and regression.
This is effective for high dimensional spaces, even when the number of samples
is less than the number of dimensions. SVM is used as both a base learner and

meta learner in this work.

KNN Classifier: K- Nearest Neighbors is another commonly used machine
learning algorithm for classification and regression. The results generated using
this algorithm are highly competitive to other machine learning algorithms.
Therefore, this is used as both meta learner and base learner in the proposed

model.
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e Logistic Regression Classifier: Logistic regression is a statistical machine learn-
ing algorithm that predicts the result by analyzing the relation between the
existing independent features or variables. Logistic regression is used as a meta

learner in the proposed model.

e Binary Classification: The final result showing if the data had malicious pro-

cesses in the memory dump file.

This system focuses on targeting obfuscated and hidden malware as accurately as
possible while also maintaining a fast completion speed. These classifiers work well
due to the ability to analyze the system for patterns which is what malware leaves
behind in memory. The ensemble learner trains with all of the classifiers to focus on

getting results that have less error and biases for the machine learning system.

3.4 Implementation

The implementation process uses the VolMemLyzer for feature extraction and the
expansion of features. The VolMemLyzer pulls this feature information one feature
at a time and goes through each feature category and extracts it using volatility and
JSON. The features are then formatted and listed in the CSV file for analysis. Figure
3.3 is a flowchart showing how implementation was conducted for the expansion of
the VolMemLyzer feature extractor and its working.

The handle feature code that was added for the VolMemLyzer feature extractor to
target obfuscated malware is depicted in the Figure 3.4. Similar to counting the
amount of handles that correspond with the selected type, the newly added features
are implemented in a similar style with a general overall method for the feature type
and the individual features.

For developing stacked ensemble learner, python was used with sklearn library for

simplifying the development of model [19]. Figure 3.5 displays the code used for the
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stacked ensemble learner model.

3.5 Concluding Remarks

In summary, the goal of this model was to develop a fast, simple and accurate way
to detect obfuscated malware in memory. This is done with the feature expansion
of the VolMemLyzer feature extraction tool focusing specifically on features found
in obfuscated malware from the three main obfuscated malware categories being
Spyware, Ransomware and Trojan malware. The newly added features (Achieved
Con2) are used in the machine learning ensemble learner made up of a two layer
classification system consisting of several machine learning algorithms enables the
features to be as effective and accurate (Achieved part of Con1) . This model takes
the results of the first layer and uses it as input for the second layer with each
classifier being selected to match the models goals as closely as possible. Moreover,
this takes into account the coordination they will have with each other. After the
second layer finishes processing the results from the first layer it outputs the final
binary classification showing the memory dump files to be benign or malicious in
nature(Achieved Con4) .The next chapter shows an in-depth look into the dataset
and how it was prepared to get the results of this model along with explanation to

why these specific malware samples were chosen.
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def extract_handles_features(jsondump):

# "columns™: ["Offset(Vv)", "Pid", "Handle", "Access", "Type", "Details"]
handles = re2kv(json.load(jsondump))
return {
# Total # of opened handles
*handles.nhandles’: len(handles),
# Avg. handle count per process
‘handles.ave_handles_per_proc': len(handles) / len(set(h[’'Pid'] for h in handles)),
# # of handles of type port

‘handles.nport': sum(1 if t['Type'] = 'Port' else @ for t in handles),

# # of handles of type file

‘handles.nfile': sum(1 if t['Type'] = 'File' else @ for t in handles),

# # of handles of type event

‘handles.nevent’: sum(1 if t['Type’] = 'Event’ else @ for t in handles),

# # of handles of type desktop

"handles.ndesktop’: sum(1 if t['Type'] = 'Desktop’ else @ for t in handles),
# # of handles of type key

‘handles.nkey': sum(1 if t['Type'] = 'Key' else @ for t in handles),

# # of handles of type thread

"handles.nthread': sum(1 if t['Type']l = 'Thread' else @ for t in handles),

# # of handles of type directory

‘handles.ndirectory’: sum(1 if t['Type'] = 'Directory’ else @ for t in handles),
# # of handles of type semaphore

"handles.nsemaphore’: sum(1 if t['Type'] = 'Semaphore’ else @ for t in handles),
# # of handles of type timer

‘handles.ntimer’: sum(1 if t['Type’'] = 'Timer' else @ for t in handles),

# # of handles of type section

"handles.nsection’: sum(1 if t['Type'] = 'Section’ else @ for t in handles),
# # of handles of type mutant

"handles.nmutant’: sum(1 if t['Type'] = 'Mutant’ else @ for t in handles),

Figure 3.4: Code Snippet Of Handle Features From VolMemLyzer

# Stacking set up
estimators = [

]

{'naive-bayes', GaussianNB()),
{'random-forest’, rfc(n_estimators = 188, random_state = @)),
('decision-tree’, DecisionTreeClassifier(criterion="entropy"”, max_depth=3))

clf = StackingClassifier(

estimators = estimators,
final_estimator = LogisticRegression{random_state = @)

clf.fit(x_train, y_train)
y_pred = clf.predict(x_test)
print(classification_reporti(y test, y pred))

Figure 3.5: Code Snippet Of The Stacking Ensemble Model
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Chapter 4

Generated Dataset

As this malware detection framework focuses explicitly on targeting Obfuscated mal-
ware, a dataset is developed to simulate real-world conditions close to the malware

found in the real world.

4.1 Overview

In this, a dataset of 8,996 records with 4,498 benign and 4,498 malicious records are
created by capturing malicious as well as benign dumps. For capturing malicious
memory dumps, the 468 malware samples collected from VirusTotal that has different
malware categories such as Ransomware, Spyware, and Trojan Horse are executed
in a windows10-x64 virtual machine with 2 gigabytes of memory. Similarly, for
the creation of benign memory dumps, normal user behaviour is captured by using
various applications in the machine. The detailed process will be discussed in the

below section.
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4.2 Creating Dataset

Four main steps were considered in this dataset creation: research, memory dump

extraction, memory dump transfer, and feature extraction.

e First step is the research of the malware category, family, and sample type. It
is important to have malware that simulates as close to a real-world example as
possible. As such, malware designed to specifically target old systems that are
no longer in use and do not work on newer systems would not accurately detect
the malware of current systems. This is the reason why in-depth research was

done on each family and type of malware.

e The second step is memory dumping. The memory dump can be activated
outside the virtual machine, where the memory snapshot is captured from
using the VirtualBox virtual machine management system. This ensures that
the memory dump is not contaminated with a process usually not on the typical
system. The memory dump is captured from a windows ten system rather
than a windows XP or older system that is not used as much. This is to
ensure that the malware being tested is as close to a real-world simulation as
possible. In order to expand the dataset, this process was automated where
468 malware samples from three malware categories such as Trojan Horse,
Ransomware, and Spyware were executed in the VM. As this memory dump
creation is automated, it makes sure that there would be no loss in integrity. As
it is important to have some benign processes executed during the malicious
memory dump creation, different applications in Windows VM were opened
along with executing the malware samples. This is done to make sure that
the classifier is not able to determine the difference just based on the benign
processes alone. For each sample execution, ten memory dumps, each with a

15 seconds gap, were captured, and finally, the dataset contained a total of
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4680 malicious memory dumps.

e The third step consists of transferring the resulting memory dump files to a
Kali Linux machine to perform the features extraction using the VolMemLyzer

with the 26 new features added to target malware obfuscation(Achieved Con3).

e The fourth main step on the initial process was the feature extraction of the
memory dump files and the creation of the final combined CSV file for all
tested memory dump files, which is to be used in the ensemble learning sys-
tem as explained in chapter 2. After the memory dumps were acquired, the
VolMemLyzer feature extractor ran on all the memory dumped files in the
folder and generated the resulting CSV file to be used in the ensemble learning

system (Achieved Cond).

Figure 4.1 which shows the processes used in malicious memory dumps during the
time of capture.

As part of the dataset creation, the benign dumps were also captured from the nor-
mal user behaviour in windows virtual machine. For this, several applications such
as calculator, media player, photo viewer, snipping tool, notepad, sticky notes, paint,
Wordpad, google chrome, file manager, Microsoft Edge, solitaire, minesweeper, and
ChessTitans were used in such a way that a normal user behaves. Meanwhile, the
benign dumps were captured using these applications for performing calculations,
sending emails, exploring youtube, saving bookmarks, playing games, changing back-
grounds, and going questions to simulate a real-world user. Figure 4.2 shows the

processes used in benign memory dumps during the time of capture.

4.3 Malware Categories

The malware categories discussed in the dataset process were carefully selected to

cover as many possible real-world examples of obfuscated malware from Ransomware,
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Spyware, and Trojan Horse. Figure 4.3 shows the percentage of total samples from

each of the three malicious categories as well as the benign samples.

Spyware: 16.67%

Ransomware: 16.67% Benign: 50.00%:

Trejan Horse: 16.67%

. Benign 468 Trojan Horse 156 . Ransomware 156 . Spyware 156

Figure 4.3: Dataset Categories

4.3.1 Trojan Horse

Trojan horse is a malware category that consists of malware that is hidden inside a
benign shell. The malware samples that were selected for the Trojan malware part
of the dataset were; Zeus, Emotet, Refroso, scar, and Reconyc, with 31-32 samples
from each family. Figure 4.4 shows the number of samples taken from the malware

category.

e Zeus is a Trojan horse that is normally found on Microsoft Windows, which
is spread through phishing schemes and drive-by-downloads [21]. This family
performs malicious and criminal activities such as data theft, form grabbing,
and keystroke logging. In addition to that, it is used for downloading and

installing other malware families, such as CryptoLocker ransomware.
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Figure 4.4: Trojan Malware Samples

Emotet is a banking Trojan that attempts to sneak onto the computer and
perform criminal activities like data theft [32]. Moreover, in the latest versions,
this malware shows spamming as well as malware download services. Similar

to a worm, Emotet spreads to other computers and distributes the malware.

Refroso is a Trojan that arrives on a system from another malware or files
that downloaded to the system while visiting malicious sites [45]. Moreover,
some registry entries are added to the system at each system startup using this

malware family.

Scar is a trojan that modifies local hosts files and redirects to certain websites
while browsing. Usually, this malware is installed in the system by another
malware like trojan downloader, and it has been observed that these are hosted

on other remote sites as well [51].

Reconyc is another Trojan malware similar to Refroso where the malware ar-
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rives on the system from files that downloaded from malicious websites or
downloaded due to another malware [3]. This is mainly found on windows

systems like Zeus malware.

4.3.2 Ransomware

Ransomware is a malware category that gains control, locks down the user’s system,
and requests a monetary exchange to release control. The malware samples that
were selected for the Ransomware part of the dataset were; Conti, MAZE, Pysa,
Ako and Shade. Each of these malware samples consists of 31-32 malware samples.

Figure 4.5 shows the breakdown of samples taken from this malware category.

Shade: 19.87% Conti: 20.51%

Ako: 19.87% MAZE: 19.87%

Pysa: 19.87%

.Cunli 32 MAZE 31 '.'P',fsa 31 .Ako 31 '.'Shade 31

Figure 4.5: Ransomware Malware Samples

e Conti is a ransomware variant that offers ransomware-as-a-service and has a
different structure from a typical affiliate model. This family attains initial ac-
cess to networks using email, phishing campaigns, phone calls or weak Remote

Desktop Protocol credentials [66].
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e MAZE is ransomware that operates through an affiliated network and shares to
various organizations from several industries [37]. Usually, there will be several
malware author groups, and they will be sharing this malware which is later

deployed in organizational networks.

e Pysa, also known as ” Protect Your System Amigo”, is categorized as a ransomware-
as-a-service (RaaS) similar to Conti [61]. In this, malware authors rent ran-
somware to several criminal groups or other malware groups. As it is offered

as a service, it can be customized based on customer interest.

e Ako is another ransomware that targets the whole network instead of the in-
dividual network. This malware encrypts both windows desktop, as well as

Windows SBS 2011 server, [24].

e Shade, also known as Troldesh, is a ransomware that encrypts office documents,
archives, pictures and demands the victim to pay ransom for decryption [49].
This family is also called breaking bad and da Vinci code by different malware

groups.

4.3.3 Spyware

Spyware is a malware category that gathers information without the system user’s
knowledge. Once the malicious user gains the information they desire, they exploit
this for monetary gain and other purposes. The malware samples that were selected
for the Spyware part of the dataset were; 180Solutions, CoolWebSearch, Gator,
Transponder, and TIBS, with 31-32 samples from each family. Figure 4.6 shows the

breakdown of samples taken from the malware category.

e 180Solutions is spyware which is downloaded from the internet and installs

itself in the system registry [1]. Moreover, this malware installs a browser
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Figure 4.6: Spyware Malware Samples

helper object and also redirects the user to malicious websites, which can later

spy on them.

CoolWebSearch is a spyware that is known for installing suspicious bookmarks
and creating shortcuts in the system by hijacking the user’s browser [23]. This
family is found on several versions and installs itself on computers with Mi-

crosoft Windows operating system.

Gator is one of the low-risk spyware that downloads or install updates and
other malware in the system. Similar to a virus, this family replicates itself
and is found on windows platforms [2]. Moreover, Gator spies on the user by

identifying the browsing patterns and performing data theft.

Transponder is spyware that acts as an IE Browser Helper Object for mon-
itoring various malicious websites and data given as input into online forms
[5]. Moreover, it can perform keylogging and able to send the information to

malware authors.

TIBS is another spyware that installs itself into the user’s system through
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email or the internet. Once it is installed, the modem is hijacked and dials
certain telephone numbers that access several paid websites that consist of

pornographic content[5].
Figure 4.7 shows the overall breakdown of all samples used in this dataset.

Zeus: 3.42%
Emotet: 3.31%
Refroso: 3.31%
Scar: 3.31%

Reconyc: 3.31%
1805clutions: 3.31%
Coolwebsearch: 3.31%

Benign: 50.00% Gator: 3.31%
Transponder: 3.31%

TIBS: 3.42%
Conti: 3.42%
MAZE: 3.31%
Pysa: 3.31%
Ako: 3.31%
Shade: 3.31%

Zeus 32 Emotet 31 @ refroso 31 @ scar 31
® reconye 31 @ 180Sclutions 31 @ coolwebsearch 31 Gator 31
@ Transponder 31 @ Tes 12 @ conti 32 MAZE 31
@ ry: 31 Ako 31 @ shade 31 @ eenign 468

Figure 4.7: Sample Breakdown Used In The Dataset

4.4 Concluding Remarks

In summary, the importance of a strong data set that simulates the real world shows
how the model would perform in important scenarios. The dataset created for this
model was designed specifically to simulate obfuscated malware that could be found
in day-to-day life. This chapter covers the enhancement of VolMemLyzer (Achieved
Con3) and dataset creation by automation(Achieved Cond) .The next chapter dis-
cusses the results of the proposed models as well as a comparison with the related
works in the field that also work on detection obfuscated malware in terms of speed,

accuracy, memory usage, and overall complexity.
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Chapter 5

Analysis And Discussion

In this chapter, presented is the analysis and results that are used for finalizing the

proposed model using the classifiers mentioned in chapter 3.

5.1 Data Repository

In this work, a balanced dataset of 4998 malicious records and 4998 benign records

was created for finalizing the proposed model and comparing it with existing works.

5.1.1 Data Distribution

For the dataset creation, there were 31-32 malware samples collected from five differ-
ent families in three malware categories: Trojan Horse, Ransomware, and Spyware
as shown in the Figure 5.1.

To ensure no malware behaviour is left out, the collected samples are then executed
on an isolated virtual machine and nearly 10 memory dumps were captured with
15 seconds gap. Moreover, 4998 benign records were are also extracted from the
memory dumps captured while performing a normal user behaviour in the virtual

machine. Table 5.2 illustrates the dataset distribution used for the proposed model.
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Malware Category | Malware Families | No. of Samples
Trojan Horse Zeus 32
Emotet 31
Refroso 31
scar 31
Reconyc 31
Spyware 180Solutions 31
Coolwebsearch 31
Gator 31
Transponder 31
TIBS 32
Ransomware Conti 32
MAZE 31
Pysa 31
Ako 31
Shade 31

Table 5.1: Distribution of malware samples in each family

Total Records | Benign Records | Malicious Records
8,996 4,998 4,998

Table 5.2: Dataset Distribution

The memory dumps are then used as the input to VolMemLyzer which extracts the

features for learning systems.

5.2 Finalizing the Proposed Model

This section finds the best combination of base learners and meta learners by per-
forming several experiments.

First, each base-learner is evaluated using the created dataset, and results are ana-
lyzed using different evaluation metrics, including Accuracy, weighted average pre-
cision, weighted average recall, and F1-score, as shown in the Table 5.3. From the
results, it can be identified that RF, Decision Tree, and KNN exhibited better per-

formance, whereas Linear perceptron has the least performance.
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Weighted Weighted
Classifiers Avg Avg F1-Score | Accuracy
Precision Recall
Random Forest 0.97 0.96 0.96 0.96
Naive Bayes 0.94 0.93 0.93 0.93
Decision Tree 0.96 0.95 0.95 0.95
K-Nearest Neighbors 0.95 0.94 0.94 0.94
Support Vector Machine 0.91 0.91 0.91 0.91
Linear Perceptron 0.77 0.59 0.52 0.59
Table 5.3: Individual Classifiers Result
Base-learner Meta-learner Weighted | Weighted
Classifiers Classifier Avg Ave F1-Score | Accuracy
Precision Recall
Naive Bayes
Linear Perceptron SVM 0.95 0.94 0.94 0.94
Decision Tree
SVM
Linear Perceptron KNN 0.97 0.97 0.97 0.97
Decision Tree
Naive Bayes Logistic
Linear Perceptron Regression 0.97 0.97 0.97 0.97
Random Forest
Naive Bayes Logistic
Random Forest } 0.99 0.99 0.99 0.99
.. Regression
Decision Tree

Table 5.4: Ensemble Model Comparison

To select the best stacking model and finalize it, different combinations of base-

learners and meta-learners as shown in the Table 5.4 were chosen. Results proved

that the performance of the model is increased when ensemble methods like stacking

are used. Moreover, it is also identified that although some classifiers perform poorly,

their performance can be enhanced when combined with some other classifiers.

Hence, based on the results, the selected classifiers were Naive Bayes, Random Forest,

and Decision Tree for the base-learners and Logistic regression as the meta-learner

in the finalized model, depicted in the Figure 5.1(Achieved Conl).

Furthermore, since the memory dump used for feature extraction is taken from a
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Figure 5.1: Stacked Ensemble Learning Model

windows 10 system, the size of each memory dump is 2GB which is quite large.
However, the size of the resulting CSV files created is around 2KB, allowing for
scalability in the proposed model. Moreover, this model could solve the complexity
and time-consuming issues found in the existing works.

Table 5.5 shows the approximate time for samples to be classified as malicious or
benign. From this, it can be identified that classification time displayed is linear
which proves the scalability of the model. Overall, the proposed stacked ensemble
model has a classification time of around 0.008 milliseconds per sample, which is
significantly lower than most of the other models listed in the related works (the

second column of the Table 5.6).
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No.of samples | Approximate Classification time(seconds)
50 0.4
100 0.8
150 1.2
200 1.6
250 2
300 2.4

Table 5.5: Approximate Classification Time Based On The Number Of Samples

Method Accuracy | Speed N{Jesr;lgzy Complexity
Xu et al. [68] Very High | Not Mentioned High Medium
Bozkir et al. [26] High Medium Very High High
Javaheri et al. [34] | Medium High Low High
Nissim et al. [46] High Medium Not Mentioned Medium
Proposed Model High Very High Low Medium

Table 5.6: Comparison Table With Other Obfuscated Malware Detection Methods
5.3 Comparison And Discussion

The comparison mainly focused on existing works that targeted obfuscated malware
or hidden malware that belonged to one of the three categories of Ransomware,
Spyware, and Trojan Horse malware. Table 5.6 shows the results of the four various
related works in the targeted area. Due to the differences in datasets and approaches,
the exact results are difficult to compare and often biased towards a specific method.
The four criteria for comparison were overall accuracy of the technique, overall speed
per sample, memory usage needed to classify a sample, and overall model complexity.
Based on these criteria, each work was given a result on a scale from very low to very
high. These four related works are then compared to the proposed model, Detecting
Obfuscated Malware using Memory Feature Engineering.

The first work selected for comparison is the work by Xu et al [68] which has very
impressive accuracy and medium complexity. However, the memory usage is high
and speed is not mentioned. In the second work, Bozkir et al [26] detected obfus-

cated malware with high accuracy and a speed of 3.56 seconds to detect per sample.
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Although the complexity of this model is high, the primary concern is the memory
usage as the system needs to store the RGB image representation for each sample,
and three different images are used to create the final image.

The third work is from Javaheri et al [34] which has a model with less accuracy
than the previous methods. Moreover, it is worth noting that this framework does
have high complexity. However, this method is faster and requires a lower amount
of memory. The fourth work is from Nissim et al [46], and the model exhibits a high
accuracy with lower complexity compared to the previous two methods. However, it
is slower, and the amount of memory used is not mentioned.

Comparing these related works shows the importance of a fast detection method for
obfuscated or hidden malware. The high amount of obfuscated malware has made
speed and scalability a requirement rather than a luxury. From the results, it can
be identified that the new features and stacked machine learning model improve the

overall accuracy for obfuscated and hidden malware detection.

5.4 Concluding Remarks

In summary, this chapter presents the experimentation details for finalizing the pro-
posed model and compares it with existing works. Based on the results, it can be
identified that the best results are achieved when classifiers such as Naive Bayes,
Decision Tree, and Random Forest are used as base learners and Logistic Regression
as the meta-learner(Achieved Con1). Moreover, the proposed framework achieves
the goal of a quick and efficient method for detecting obfuscated or hidden malware
in memory by considering 26 new features added to the VolMemLyzer feature extrac-
tor. Finally, the next chapter discusses the overall contribution of this work along

with the future work.
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Chapter 6

Conclusion And Future Works

6.1 Conclusion

As networking and the internet evolved, malware authors swiftly adapted their ma-
licious code, and most of them are used to exploit vulnerabilities in Microsoft Win-
dows. Although several techniques exist to detect obfuscated or hidden malware
based on memory analysis, the time consumption and complexity of the works are
high. As a solution for this problem, an obfuscated malware detection model is pro-
posed, which extracts features from memory dumps using VolMemULyzer, a feature
extractor for learning systems. For this, a dataset was constructed by executing mal-
ware samples from three main categories, Spyware, Ransomware, and Trojan Horse
malware, in an isolated virtual machine.

The model was designed to use memory feature engineering with a stacked ensemble
learner to achieve the goals of this research. Using the created dataset, different
combinations of base-learners and meta-learners were used, and the final model was
selected based on different evaluation metrics. The best results were exhibited when
Naive Bayes, Decision Tree, and Random Forest were used as base learners and Lo-

gistic Regression as the meta-learner with an accuracy of 99%. Moreover, this model
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is compared with related works that focus on obfuscated malware detection in mem-
ory. The comparison results showed that the proposed model has less classification

time and better performance.

6.2 Future Works

Detecting obfuscated malware in memory using feature engineering with the VolMem-
Lyzer shows a quick and precise way of dealing with malware that is attempting to
hide in memory. The next steps of this research is to work with more advanced
designer malware that is specifically designed for different systems other than Win-
dows10.

The goal of these next steps is to protect both Mac and Linux based systems as
well. This then ensures that older systems are protected with this detection model
and planning for incorporation with up incoming systems. This would protect most
systems from obfuscated malware attacks by focusing on automated detection. With
ransomware running rampant in today’s society, ensuring that this malware is de-
tected and dealt with before it causes harm is extremely important. The speed of
this model is able to help detect the malware before such harm is caused and thus

reduces overall harm.
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Glossary

Ransomware — as — a — service(Raas) : Has attackers splitting the profits of the

ransom with the developer. This allows hackers to attack without having to make a

ransom themselves [7].
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