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ABSTRACT

A mobile ad hoc network is a dynamic and autonomous system of self-organized nodes
operating without infrastructure support. MANET’s topology is dynamic and can change
rapidly because nodes move constantly, making the properties of such a network difficult
to predict. To facilitate communication among active nodes on the network, a routing
protocol is used to determine routes for forwarding data packets. A routing protocol plays
an important role for the overall performance of MANETS. In this report we investigate
and compare the performance of three well known routing protocols DSR, AODV and
DSDV by using a number of performance metrics including the hop count, delivery ratio,
end to end packet delay and node utilization. The report also discusses and analyses the
impact of hypothetical Denial of Service security attacks on MANETSs. The performance
analysis is done using the simulation tool NS2. The experiments show that on-demand

protocols AODV and DSR seem to outperform proactive protocols like DSDV.
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Chapter 1

Introduction

1.1 Introduction

In areas in which there is little or no communication infrastructure or where the existing
infrastructure is expensive or inconvenient to use, wireless mobile users may prefer to
communicate through an ad hoc network [1]. An ad hoc network is comprised of a set of
mobile nodes that are connected using wireless links. These nodes can communicate and
share information without a central facilitated infrastructure. Nodes in an ad hoc
environment are not always stationary, but most are mobile. Hence, the network topology
(the physical connectivity of communication in a network) keeps changing [2].

The hosts in an ad hoc network move according to various patterns; to make
communication possible between active nodes a routing protocol is used to find path(s) to
be followed by data packets, from source to destination nodes. A central challenge in the
design of ad hoc networks is the development of dynamic routing protocols that can
efficiently find routes between two communicating nodes [3]. Hence the performance of

a routing protocol in a mobile ad hoFc network (MANET) is important.

The purpose of routing protocols is to establish the shortest, correct and most efficient
route between a pair of nodes. However, not all routing protocols developed perform well
in a given situation; hence factors affecting routing protocols require thorough

investigation. Factors such as mobility, throughput, network size, delivery ratio, and



delay, bandwidths, and signal strength and path length do affect the performance of
MANET routing protocols.

1.2 Background

A routing protocol is a principle or a standard that controls how nodes come to agree in
the way to route packets (using multi-hops) between computing devices in a network.
Communications and formalizing agreement among nodes is crucial to the overall
performance of a MANET [4]. Recently there has been a renewed interest in this field
due to the common availability of low-cost laptops and palmtops with wireless interfaces.
Interest is also partly fueled by growing enthusiasm in running common network
protocols in dynamic wireless environments without the requirement of specific

infrastructures [3].

MANETSs are being extensively deployed currently since they provide features that
conventional networks find impossible or difficult to emulate. A MANET uses mobile
nodes to support basic networking functions like packet forwarding, routing and network
management, and all these functions are carried out by all available nodes [5]. The
dynamic nature of MANETS also brings about drawbacks in regards to communication
link formation. The movement of nodes causes uncertainty of when nodes disappear and
reappear from the network communication range, causing highly variable message delays
[6]. The use of a large number of independently operating, forwarding nodes without
central control, may also lead to security problems. These factors have an impact on the

performance of routing protocols in MANETS.



1.3  Objectives

The research objective is to investigate and analyze the performance of reactive and
proactive routing protocols in terms of their average throughput, average delay, route
formation (length, frequency of changes) path length, node utilization and packet delay.
Factors like node density, distance source/destination and node movement pattern/speed
are considered. For the investigation portion, we compare the routing protocols using
selected parameters to determine the network performance. The performance of these
protocols is analyzed with the NS2 simulator. The comparison considered is with respect
to these three major protocols: DSDV, DSR, and AODV. A scenario modeling a network
security breach is investigated. The focus is on the evaluation of network performance in
terms of a Denial of Service (DoS) attack by the introduction of rogue nodes that might
affect global throughput and delay in a mobile ad hoc network operation. The rogue
nodes simply try to disable the network by sending lots of DoS data.

1.4  Report Organization

Chapter 1 gives an introduction. Chapter 2 and Chapter 3 present background material. In
Chapter 2, the literature on MANET routing protocols is presented. Chapter 3 describes
the simulation tool. Chapter 4 describes the research methodology adopted. The
experimental designs, investigation and experimental results carried out are described in

Chapter 5. The conclusions and proposed improvement are presented in Chapter 6.



Chapter 2

Ad Hoc Networks
This chapter gives a brief background about MANET networks including the details of
the common routing protocols used in MANETS. Additionally, various existing mobility
models for MANETS are discussed.
2.1 Networking
A network is a group of two or more computers and other devices linked together by
communication channels that allow sharing of information and data [7]. Networked
computing devices pass data to each other along data connections; data is transferred in
the form of packets. The connections between nodes are established using either cable
media or wireless media.
Network communication can be divided into two main categories:

e  Wired Networks,

o Wireless Networks.
Wireless networks are networks that have a number of devices connected to each other
without any kind of cables to deliver the data packets. A wired network connects devices
using cables. Wired networks can be created within limited area by using cables and
routers that allow the sending and receiving of data. The most common wired networks
use cables connected to Ethernet ports on the network router on one end, and to a
computer or other device on the cable's opposite end.
In the wireless networks the links between the nodes are established without cables using

radio waves. Wireless networks have very different operational characteristics from



wired networks. First, packet losses in wireless networks are mostly due to physical link
failures instead of network congestion. Second, the signal attenuation often causes the
link to break down when environmental interferences increase or a node moves out of the

maximum radio distance.

Nodes in ad hoc wireless networks play an important role in sending and receiving data
packets while simultaneously acting as routers. There are six types of wireless network;
wireless personal area network (WPANS), wireless local area networks (WLANS),
wireless wide area networks, wireless metropolitan area networks, and wireless mesh

networks [4].

2.1.1 Main Factors that impact network performance

Network performance is not always consistent across networks because there are multiple
factors at play. Two main parameters that can make the difference are bandwidth and
latency.

Bandwidth, or effective throughput, is the number of the packets delivered in a unit of
time [8]. Another important performance parameter is the latency, it’s the time taken by a
data packet to arrive at the destination. It includes the delay caused by the route discovery
process and the queuing in data packet transmission [8]. When calculating latency, only
the data packets successfully delivered to destinations are counted.

2.2 Routing

Routing is the process of moving a packet of data form source to destination along a

specific route. Every node in a MANET can assist in the routing of packets in the



network. Thus, routes between two hosts in the network may consist of hops through
other hosts in the network. The dynamically changing topology where nodes may join
and leave the network at any time, the multi-hop routing may keep changing as nodes
join and depart from the network [9].

2.3 Ad hoc Networking

An ad hoc is originally from a Latin phrase meaning for this purpose. An ad hoc network
IS a connection between two or more devices without central control, and it can be either
wired or wireless. An ad hoc network is a collection of possibly mobile nodes that are
self- configurable to form a network without the aid of any established infrastructure. The
(mobile) nodes handle the necessary control and networking tasks in a distributed
manner. An ad hoc network can be tailored to specific applications and it’s highly robust
to single node failure and provides a high level of fault tolerance because of node
redundancy and its distributed nature. In such a network, each mobile node operates not
only as a host but also as a router, forwarding packets for other mobile nodes in the
network that may not be within direct wireless transmission range of each other. Each
node participates in an ad hoc routing protocol that allows it to discover “multi-hop”
paths through the network to any other node [1].

Figure 2.1 provides a diagram illustrating of this concept. In the example two users are
highlighted showing two paths through several nodes to the router. Some examples of the
possible uses of ad hoc networking include students using laptop computers to participate
in an interactive lecture, business associates sharing information during a meeting,
soldiers relaying information for situational awareness on the battlefield, and emergency

disaster relief personnel coordinating efforts after a hurricane or earthquake.
6
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Figure 2.1: Basic Structure of an ad hoc Network [11]

There are three main applications that are based on wireless ad-hoc networks. They are
Wireless Mesh Networks (WMN), Wireless Sensor Network (WSN), and Mobile Ad hoc
Networks (MANET) [10].

e Wireless Mesh Network: is acommunications network made up
of radio nodes organized in a mesh topology. Wireless Mesh Networks often
consist of mesh clients, mesh routers and gateways [10]. Wireless mesh networks
have the advantage of low up-front costs, easy maintenance and good coverage
service. The coverage area of the radio nodes working as a single network is
sometimes called a mesh cloud.

e Wireless Sensor Network: the sensor nodes in a WSN are tiny devices operating
on Dbatteries and employing low-power radio transceivers to enable

communication. It is assumed that the amount of power necessary to



communicate with the base station does not exceed the amount of power
necessary to communicate with neighboring sensor nodes [12].

e Mobile Ad hoc Networks (MANET): a MANET uses mobile nodes to support
basic networking functions like packet forwarding, routing, and network
management. These functions are carried out by all available nodes [5].

2.4  Mobile Ad Hoc Networks (MANET)

A MANET is a sub category of ad hoc networks. MANET is a collection of wireless
nodes communicating with each other in the absence of any infrastructure. Classrooms,
battlefields and disaster relief activities are a few scenarios where MANETS can be used
[19]. Due to concerns such as radio power limitation and channel utilization, mobile

nodes may not be able to communicate directly (Figure 2.2).

Figure 2.2: Mobile Ad hoc Network [10]

In ad-hoc networks, all nodes are mobile and connect dynamically in an arbitrary manner
because the range of each host’s wireless transmission is limited. So to communicate with
hosts outside its transmission range, a host needs to enlist the aid of its nearby hosts in

forwarding packets to the destination [10].



Most Ad-hoc networks are multi-hop; a message from a source node must go through
intermediate nodes to reach its destination [23]. The packets sent by the source node are
delayed by several intermediate nodes before reaching the destination node. The growing
interest in Mobile Ad-hoc Networks has been largely influenced by current wireless
technology growth and demand from a number of civil and military applications. Figure
2.3 shows some applications of MANETSs. Some challenges in MANETS include power
control at the physical layer, efficient routing at the network layer, quality of service
(QoS) at the transport layer, and security.

MANETS present a larger security problem than other networks [27]. First, all signals go
through wireless links in a MANET, which makes it more prone to physical security
threats than fixed landline networks. Possible link attacks range from passive
eavesdropping to active interference.

Second, mobile nodes are roaming independently and are able to move in any direction.
Therefore, any security solution with a static configuration would not be adequate for the
dynamically changing topology.

Finally, some or all of the nodes in a MANET may rely on batteries or other exhaustible
means for their energy. An attacker could create a new type of DoS attack by forcing a
node to replay packets to exhaust its energy supply. Due to the limited network capacity
and battery power of wireless nodes, frequent disconnections are common in wireless
MANETSs, which makes anomalies hard to distinguish from normalcy. For instance,
denial of service (DoS) can easily be launched if a malicious node floods the network

with spurious routing messages [27].
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Figure 2.3: Example applications of MANETS [27]

2.5  Sensor Networks

A wireless sensor network is a group of specialized sensor nodes with a communications
infrastructure that uses radio to monitor and record physical or environmental conditions
[46]. Sensor networks hold the promise of facilitating large-scale, real-time data
processing in complex environments. Their foreseeable applications might help protect
and monitor military, environmental, safety-critical, or domestic infrastructures and
resources [41].

2.6 Security in MANETS/Sensor Network

The research in security for MANETS is still in its infancy. Several security schemes for
MANETS have been proposed [27]. A MANET is more vulnerable than a wired network
due to mobile nodes, threats from compromised nodes inside the network, limited
physical security, dynamic topology, scalability and lack of centralized management.
Because of these vulnerabilities, a MANET is more prone to malicious attacks.

Attacks can be classified into passive and active attacks. A passive attack does not disrupt
the operation of a routing protocol, but only attempts to discover valuable information by

listening to routing traffic, which makes it very difficult to detect. An active attack is an
10



attempt to improperly modify data, gain authentication, or procure authorization by
inserting false packets into the data stream or modifying packets transiting through the
network. Active attacks can be further divided into external attacks and internal attacks.
An external attack is one caused by nodes that do not belong to the network. An internal
attack is one from compromised or hijacked nodes that belong to the network [27].
Internal attacks are typically more severe, since malicious nodes already belong to the
network as authorized parties. Therefore, such nodes are protected with the network
security mechanisms and underlying services.

Some types of active attacks that are performed against MANETS are:

Black Hole: In this attack, a malicious node uses the routing protocol to advertise itself
as having the shortest path to the node whose packets it wants to intercept [28].

Denial of Service (DoS): The DoS attack results when the network bandwidth is
hijacked by a malicious node. It has many forms. The classic way is to flood any
centralized resource so that the network no longer operates correctly or crashes. For
instance, a route request is generated whenever a node has to send data to a particular
destination. A malicious node might generate frequent unnecessary route requests to
make the network resources unavailable to other nodes [27].

Routing table overflow: The attacker attempts to create routes to nonexistent nodes. The
goal is to have enough routes so that creation of new routes is prevented or the
implementation of the routing protocol is overwhelmed.

Impersonation: A malicious node may impersonate another node while sending the

control packets to create an anomaly update in the routing table [27].

11



Energy consumption: Energy is a critical parameter in the MANET. Some or all of the
nodes in a MANET may rely on batteries or other exhaustible means for their energy.
Battery-powered devices try to conserve energy by transmitting only when absolutely
necessary. An attacker can attempt to consume batteries by requesting routes or
forwarding unnecessary packets to a node.

Information disclosure: The malicious node may leak confidential information to
unauthorized users in the network, such as routing or location information. In the end, the
attacker knows which nodes are situated on the target route [27].

2.7  Routing Protocol

Design of the efficient routing protocol in the MANET environment is difficult because
of the route “short live” nature and as the network topologies are dynamically changing
[10]. In ad hoc networks, the routing protocol is expected to implement three main
functions: determining and detecting networking changes (e.g. breakdown of nodes and
link failures), maintaining network connectivity, and calculating for proper routes.

The routes between two hosts in the network may consist of hops through other hosts in
the network. The nodes in the network may be static (e.g. nodes dropped from an aircraft
to a remote terrain or a toxic environment), static most of the time (e.g., books,
projectors, furniture), or moving (vehicles, people, small robotic devices) [16]. A routing
protocol is a principle or standard that controls how nodes come to agree in the way to
route packets (using multi-hops) between computing devices in MANETS.
Communications and formalizing agreement among nodes is crucial to the overall

performance of a MANET [6].

12



2.8 Routing approaches for MANETS
Routing Protocol for MANETS can be broadly classified into two categories. These are:

e Proactive or table-driven routing protocols,

e Reactive or on-demand routing protocols.
Proactive routing protocols are table driven and actively determine the layout of the
network. Through a regular exchange of network topology control packets between each
node, a complete picture of the network is maintained at every single node [10]. Every
node in this routing protocol maintains information of only active paths to the destination
nodes. Packets are transmitted to the next node along a predefined route as in routing
table. The packet forwarding is done faster but the routing overhead is greater because
all the routes have to be defined before sending any packet [17]. DSDV, OLSR are
example of proactive protocols.
On-demand [reactive] routing is a popular routing category for wireless ad hoc routing. It
is a relatively new routing philosophy that provides a scalable solution to relatively large
network topologies. This routing protocol doesn’t keep the record of a route in the
routing table so there is no overhead for maintaining the routes to the nodes [17]. The
design follows the idea that each node tries to route the packets when communication is
requested [10]. A route to a specific destination is computed on demand, which is only
when needed. To efficiently use resources in controlling large dynamic networks,
hierarchical routing, including cluster based and dominating set based, is normally used
[12]. Common for most on-demand routing protocols is the route discovery phase where
packets are flooded in to the network in search of an optimal path to the destination node

in the network. Some reactive MANET protocols include: DSR, AODV and TORA.
13



2.8.1 Destination Sequence Distance Vector Routing (DSDV)

This protocol is based on the classical Bellman-Ford routing algorithm [10] designed for
MANETSs. DSDV is a table driven routing protocol, and as in all table driven protocols
each node maintains a table that contains the next hop to reach all destinations [13].
DSDV packets are routed between nodes of an ad-hoc network using routing tables
stored at each node. Each entry is marked with a sequence number.

The sequence number is used to distinguish stale routes from new ones and thus it avoids
the formation of loops. The stations periodically transmit their routing tables to their
immediate neighbors. A station also transmits its routing table if a significant change has
occurred in its table from the last update sent. So the update is both time driven and
event-driven. After receiving an update, a neighboring node utilizes it to compute the
routing table entries [10].

One disadvantage of DSDV is that it constantly uses energy and bandwidth through
regular updates of the routing table. This is due to new sequence numbers being
generated along with the changes in topology. Therefore it is unsuitable on a highly

dynamic or large-scale network scenario [14].

2.8.2 Dynamic Source Routing (DSR)

Dynamic Source Routing (DSR) is an easy and an effective reactive routing protocol. The
routing processes of the DSR protocol are composed of the main mechanisms of “Route
Discovery” and “Route Maintenance”, which work together to allow nodes to discover

and maintain routes to arbitrary destinations in the ad hoc network [10].

14



Route Discovery

Route Discovery is used whenever a source node desires a route to a destination node.
First, the source node looks up its route cache to determine if it contains a route to the
destination. If the source finds a valid route to the destination, it uses this route to send its
data packets. If the node does not have a valid route to the destination, it initiates the
route discovery process by broadcasting a route request message. The route request
message contains the address of source and the destination, and a unique identification
number. An intermediate node that receives a route request message searches its route
cache for a route to the destination. If no route is found, it appends its address to the route
record of the message and forwards the message to its neighbors. The message
propagates through the network until it reaches either the destination or an intermediate
node with a route to the destination. Then a route reply message, containing the proper
hop sequence for reaching the destination, is generated and unicast back to the source
nodes [12].

Route Maintenance

Route Maintenance is used to handle route breaks, when a node encounters a fatal
transmission problem at its data link layer; it removes the route from its route cache and
generates a route error message. The route error message is sent to each node that has
sent a packet routed over the broken link. When a node receives a route error message, it
removes the hop in error from its route cache. Acknowledge messages are used to verify

the correct operation of the route links [10].
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Figure 2.4: DSR Request and Reply [15]

2.8.3 Ad hoc On Demand Vector (AODV)

The Ad-hoc On Demand Vector routing protocol uses an on-demand routing algorithm,
that builds routes between nodes only as desired by source nodes. AODV includes route
discovery and route maintenance [10]. In this protocol, when a node starts a connection it
broadcasts a request for a connection. This protocol also uses sequence numbers to ensure
the freshness of routes. It is loop-free, self-starting and scales to a large number of mobile
nodes. For example, when node S intends to find a route to node D, the process is shown

in the Figure 2.5.
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Figure 2.5: AODV Routing Protocol Model [10]

AODV builds routes using route request (RREQ) and reply query (RREP) cycle, when a
link fails, a routing error is passed back to a source node, and the process repeats. Nodes
receiving the RREQ may send a RREP if it is the destination, or if it has a route to the
destination, with the corresponding sequence number greater than or equal to that
contained in the RREQ. If this is the case it unicasts a RREP back to the source node,
otherwise it rebroadcasts the RREQ. Nodes keep track of the RREQ’s source IP address
and broadcast ID [10].

2.9  Comparison of routing protocols

Every routing protocol reacts differently to enable connections and routes. The task of
routing protocols is to establish and enable transfer of data packets from a source to a
destination node in a MANET. The three routing protocols (DSDV, DSR, and AODV)
have similar properties and are also distinct in their own ways.

When using proactive routing (i.e. DSDV), one is certain to use valid routes. Each route

is stored in a route cache, or a route table, for a period of time. In most reactive routing
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(i.e. DSR, AODV) the route maintenance is carried out by real time monitoring, rather
than periodic updates and only entries for the active destination are monitored. Table 2.2

is presented to compare the three routing protocols:

Table 2.1: Comparison for Routing Protocols (DSDV, DSR, and AODV) [16]

Parameter DSDV DSR AODV
Route maintained Route table Route cache Route table
Route computation Table-Driven On demand On- demand
Route updates Periodically As needed (event | As needed (event

driven) driven)
Mechanism of One hop Source routing Next hop
routing
Update Neighbours link | Route error Route error
information on

state

route

2.10 Mobility Models

Many mobility models were designed in order to simulate the real world scenarios better
for MANET applications. A mobility model tries to mimic the movement of real mobile
nodes that change the speed and direction with time and how their location, velocity and
acceleration change over time [18].

In ad hoc wireless mobile networks, the mobility models focus on the individual motion
behavior between mobility epochs, which are the smallest time periods in a simulation in

which a mobile host moves in a constant direction at a constant speed [2].
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One intuitive method to create realistic mobility patterns would be to construct trace-
based mobility models, in which accurate information about the mobility traces of users
could be provided. A trace is where actual node movements have been experienced and
observed in real life systems. In this type of model, accurate information can be captured
when the simulations include a large number of mobile nodes over a long observation
period of time. However, since MANETS have not been implemented and deployed on a
wide scale, obtaining real mobility traces becomes a major challenge. Therefore, various
researchers proposed different kinds of mobility models, attempting to capture various
characteristics of mobility and represent mobility in a somewhat 'realistic’ fashion. Much
of the current research has focused on the so-called synthetic mobility models that are not
trace-driven [12]. One popular example of synthetic mobility is the random mobility
model. According to this model, the speed and direction of motion in a new time interval
have no relation to their past values in the previous epoch. This model can generate
unrealistic mobile behavior such as sharp turning or sudden stopping [29].

Based on specific mobility characteristics, the random mobility models can be classified
into three categories.

2.10.1 Random-based Mobility Models

In random-based mobility models, the mobile nodes move randomly and freely without
restrictions. The destination, speed and direction are all chosen randomly and
independently of other nodes [12]. This kind of model has been used in many simulation

studies.
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2.10.2 The Random Waypoint Model

The node movements in Random Waypoint Models (RWP) are random and independent
of each other, and the nodes use pause time between changing direction and velocity.
This model became a 'benchmark’ mobility model to evaluate the MANET routing
protocols, because of its simplicity of implementation and analysis. To generate the node
trace of the random waypoint model the setdest tool from the CMU Monarch group may
be used. This tool is included in the widely used network simulator NS2 [18]. This
model was used for the experiments in this report.

In the Random Waypoint model nodes normally stay for a certain period of time, known
as pause time, before moving toward the destination. After the pause time passes, a
mobile node randomly chooses a destination within an allocated simulation area. The
minimum and maximum velocities of a node are chosen, hence a mobile node moves
toward a destination with a particular constant velocity, which is uniformly distributed
between the minimum and maximum velocities. When a destination is reached, a mobile
node pauses for a specific time before repeating the random process.

Some limitations of Random waypoints are [19].

1) Temporal dependency: Due to physical constraints of the mobile entity itself, the
velocity of a real mobile node changes continuously and gently instead of abruptly, i.e.
the current velocity is dependent on the previous velocity. However, the velocities at two
different time slots in the RWP model are independent in the random waypoint model.

2) Spatial dependency: The movement pattern of a real mobile node may be influenced
by and correlated with nodes in its neighborhood. In random waypoint, each mobile node

moves independently of others.
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3) Geographic restrictions: In many cases, the movement of a real mobile node may be
restricted along the street or a freeway. In the RWP model the movement is restricted by

the geographical boundary only.

Figure 2.6: Example of node movement in the Random waypoint model [31].

2.10.3 Random Walk Model

The Random Walk model was originally proposed to emulate the unpredictable
movement of particles in physics. It is also referred to as the Brownian motion. Because
some mobile nodes are believed to move in an unexpected way, random walk mobility
model is proposed to mimic their movement behavior [12] [3]. In this model, the nodes
choose their location, velocity and direction at each time randomly. The random walk
model has similarities with the random waypoint model because the node movement has
strong randomness in both models. We can think of the random walk model as the
specific random waypoint model with zero pause time [18]. An example of random

waypoint model is shown in Figure 2.7.

21



200 250 300

150

100

50

600
500 |
400 |
300 |
200 |
100 |

Figure 2.7 : Traveling pattern of an MN using the 2-D Random Walk Mobility

Model [12].
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Chapter 3

Network Simulator and Simulation

Chapter 3 describes network simulation and the tool used for simulation. The simulator
used for the research is discussed in Section 3.1, and Section 3.2 shows architectural
design of NS2. Features and simulation steps are explained in 3.3 and finally the setdest
command and tool of NS2 is described in 3.5.

3.1  Overview

The network simulator (NS2) is an object-oriented simulator developed as part of the
VINT project at the University of California in Berkeley. NS2 is extensively used by the
networking research community [20]. It provides substantial support for simulation of
TCP, UDP, routing, multicast protocols over wired and wireless (local and satellite)
networks, etc. The popularity and the number of users of this tool have increased in
recent years.

NS2 allows simulating MANETS. It is an object oriented open source simulator written in
OTcl and C++ [29]. NS2 helps to debug problems in a controlled environment. NS2 also
helps in performing analysis of hypothetical changes. Figure 3.1 shows the architectural

view of NS2 simulator.
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Figure 3.1: Architecture of NS2 [21]

3.3  NS2 Features

In NS2, network simulation is set up using a scripting language (TCL) which defines
simulation objects. At the end of simulations a trace file is generated which contains the
record of all events during the simulation.

As shown in Figure 3.1, NS2 is composed of TCL, OTCL, TCLCL, event scheduler and
network component. TCL stands for Tool Command Language which is used for creating
various simulation scenarios in NS2. OTCL is an object-oriented TCL programming
language. In NS2, programs are written in OTCL as it provides object-oriented support in
order to link the simulation scenario script written in TCL and programs written in C++.
Above all of this is the simulator co-ordinates with models of various network
components and the event scheduler implemented in C++. In order to create a simulation,
OTCL is used to line these C++ files to the simulation script written in TCL and

simulation program which is generated with OTCL [21].
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Figure 3.2: NS2 simulation Execution [10]

Figure 3.2 shows the procedure of executing the simulation in NS2. First, we create a
simulation script which contains the simulation scenario and parameters which are to be
applied. This simulation script is the TCL file in which parameters like protocol to be
used, energy model to be used, and physical layer are specified. These parameters are

modeled in NS2 using object oriented extension of C++ that is linked the current

simulation script using OTCL linkage.

NS2 is utilized for three broad reasons in research [10]: selecting a mechanism or
protocol variant, investigating the performance of composite networks, and exploring

unanticipated connections of various protocols. For this research we used it to investigate

the performance of routing protocols.

3.4 Main NS2 Simulation Steps

The following shows the three-step used in defining a simulation scenario in an NS2
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Step 1: Simulation Design: The first step in simulating a network is to design the
simulation. In this step, the user determines the simulation purposes, network
configuration and assumptions, the performance measures, and the type of expected
results.

Step 2: Configuring and Running Simulation: This step implements the design in the
first step. It consists of two phases:

Network configuration phase: In this phase network components (e.g. node, TCP and
UDP agents) are created and configured according to the simulation design. Also, the
events such as packet size, data transfer and number of nodes that are scheduled to start at
a certain time (simulation time).

Simulation Phase: This phase starts the simulation which was configured in the network
configuration phase. It maintains the simulation clock and executes events
chronologically. This phase usually runs until the simulation clock reaches a value
specified in the network configuration.

Step 3: Post Simulation Processing: The main tasks in this step include verifying the
integrity of the program and evaluating the performance of the simulated network. While,
the first task is referred to as interpreting the script, the second one is achieved by
properly collecting and compiling simulation results [10]. After the completion of
simulation, a trace file is generated. The output can now be fetched from the trace file.
An AWK or Perl script may be coded that extracts the required output from that trace
file. We used AWK scripts. From these results, direct generation of charts and graphs is
possible using x-Graph or excel, and x-Graph is a tool supported by NS2. NS2 also

provides support for visualization of the network with the help of NAM, which is the
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Network Animator tool. Figure 3.3 shows the graphical interface used by NAM. NAM
uses the trace file generated by the simulation carried out in NS2 and generates an

animation based on it [21].
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Figure 3.3: Graphical Network Animator (NAM)

However, there is a problem with setting up large simulation experiments in NS2:
performance testing requires large numbers of nodes and packets. This would require a
lot of work to set up manually the position and movement of all the nodes. To conquer
this we use the setdest tool which is included in the NS2.

3.5  Setdest Tool & Command

NS2 simulation requires the ability to generate node movements for a large number of
nodes. A utility called setdest is supplied with the simulator. It was developed in C++ to
address the mobility simulation issues in NS2. It uses system dependent/dev/random and
calls the library functions initstate() for generation of random numbers [10]. The setdest
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utility is a tool used to generate the positions of nodes and their moving speed and
moving directions, by first generating the nodes in the specified boundary and then using
the Random Waypoint Mobility (RWP) model algorithm to create random movements
for the mobile nodes [22]. This tool is under "NS2_home/indep-utils/cmu-scen-
gen/setdest. This program randomly generates a random waypoint mobility scenario and
sends it to stdout in the form of a TCL script that NS2 will later use.

Setdest uses the following parameters: setdest version number, node number, pause time,
maximum speed of the movement, simulation time, x coordinate, and y coordinate. It has
two versions.

The Syntax is:

. Isetdest [-n num_of _nodes] [-p pausetime] [-s maxspeed] [-t mintime] [-x maxx] [-y
maxy] > [outdir/movement-file]

In the first version v1 of setdest there was no setting for the nodes minimum speed. For
this the node could use random speed that can be too small for a node to reach its
destination. This was not helpful in providing a true simulation scenario. In the second
version v2 of setdest this problem was fixed by adding the option to set a minimum
speed, along with some other features. The utility file must be called by NS2 to get the
simulation to run with the random movement, using the waypoint mobility model.

3.6  TraceFile

Trace files are text-based results of packet tracing in NS2. Trace files are generated
during the simulation and are created to collect the detail of all packets traversing the
network. Once the trace file is extracted it is useful in processing and analyzing data.

AWK and Perl are the most popular languages used in analyzing the output from the
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trace file. They are coded to extract the required output from the trace file. Let's consider

these two lines of code from the trace file:

r 149.397366557 1 AGT -- 13652 ack 60 [13a 1 0 800] ------- [2:0 1:1 29 1] [4217 0]
20
s 149.399632637 0 RTR --- 13674 tcp 1060 [0 0 0 0] ------- [0:0 1:0 30 1] [2605 0] 0 0

Table 3.1 shows the interpretation of every field in the sample trace file example.

Table 3.1: Trace File description

Field &Value Description

r,s,f,D Represent “received”, “sent”, “forwarded” and “dropped”,

respectively.

149.397366557 | The second field is the time.

0,12, ... The third field is the node number.
AGT,RTR, The fourth field is MAC address to indicate if the packet concerns a
IFQ MAC layer. AGT indicates the transport layer (e.g. tcp) packet, or

RTR if it concerns the routing packet. It can also be IFQ to indicate
events related to the interference priority queue(like drop of

packets)

13652 After the dashes, there comes the global sequence number of the

packet (this is not the tcp sequence number).

tcp,ack At the next field there comes more information on the packet type.
500,1060 Then comes the packet size in bytes.
[13a 1 0 800] The four numbers in the first square brackets concern the MAC
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layer information. The first hexadecimal number, 13a, specifies the
expected time in seconds to send this data packet over the wireless
channel. The second number, 1, stands for the MAC-id of the
sending node, and the third, 2, is that of the receiving node. The
fourth number, 800, specifies that the MAC type is

ETHERTYPE_IP.

[2:01:1 29 1] The next numbers in the second square brackets concern the IP
source and destination addresses, then the ttl (Time To Live) of the
packet.

[4217 0] The third bracket concerns the tcp information: its sequence

number and the acknowledgment number.

30




Chapter 4

Performance Evaluation of MANETS

This chapter outlines the methodology used in investigating the performance of selected
MANET routing protocols. This chapter is divided into three sections. Section 4.1
presents the introduction. Section 4.2 outlines the goals. Section 4.3 describes the
performance metrics, 4.5 the parameters used in carrying out the experimental research.
Section 4.6 summaries the chapter.

4.1  Introduction

In networking, the methods used for evaluation of routing protocols are analytical
modeling, real experiment and computer simulation. Analytical modeling is based on
mathematical computation and analysis. In a MANET, the nodes move and the topology
changes dynamically and unpredictably [23], therefore using a real experiment might be
too expensive. As a result performance evaluation using analytical methods or real
methods is not attempted in this study.

Simulation is the process of constructing a model of a system which represents a system
under investigation and conducting experiments with the model on a computer for a
specific purpose of experimentation to solve the problem [24]. The goal of using any
simulator is to accurately model and predict the behavior of a real world problem in a
system. The simulator used in this study is NS2.

42  Goals

The experiments aim to observe the performance of different routing protocols (AODV,

DSDV and DSR) on a MANET. Performance metrics are used to analyse the
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performance of each protocol under two broad scenarios. The impact of a DoS attack on a
network, as compared to there no DoS attached is investigated. A DoS attack diminishes
or eliminates a network’s capacity to perform its expected function. Although attackers
commonly use Internet but here we are considering a rogue node (or malicious node) that
might generate frequent unnecessary route requests thereby limiting the resources
available to the legitimate node or other nodes. These malicious nodes will flood the
network with enough messages to impede its proper use.

4.3  Performance Metrics and Criteria

To evaluate the performance of routing protocols, both qualitative and quantitative
metrics are needed. A Metric is a standard measurement used in a routing algorithm to
determine the best possible, effective and efficient route to a destination. There are many
performance metrics that can be used to observe the performance of routing protocols.
This experiment is evaluated based on the following performance metrics: effective
bandwidth/throughput, node utilization, end to end delay, packet delivery ratio, and hop

count.

4.3.1 Effective Bandwidth or Throughput

Throughput or effective bandwidth can be defined as how many data packets are received
by receiver within data transmission time or simulation time. It is the average rate of
successful data packets received over a communication channel and is measured in bits
per second (bits/s). Throughput measures the effectiveness and efficiency of routing
protocols usage (performance) over the network. In any network higher throughput is the

most essential factor.
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4.3.2 Packet delivery ratio

Packet delivery ratio is defined as the number of data packets received by the destination
node divided by the number of data packets transmitted by the source node. It is used to
calculate the loss rate of packets during transmission in the network. A higher packet
delivery ratio gives a better network. This number presents the effectiveness of a

protocol.

4.3.3 Average end-to-end delay

It is the average time taken by a data packet to arrive at the destination. It includes the
propagation delay, delay caused by route discovery process, retransmission delays at
medium access control (MAC) and the queue in data packet transmission. Only the data
packets successfully delivered to destinations are counted [8].

The end to end delay for packet p which was sent by the node n, as a source node and
received successfully at destination node is:

End-to-end delayy, = starttime,, — endtime,,

where starttimey, is the time when sending of packet p at node n starts. Endtimeyy, is the
time when packet p is received successfully at destination node [15].

The lower the value of end to end delay means the better performance of the protocol.
End to end delay evaluates the ability of routing protocols to make efficient use of

network resources.
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4.3.4 Hop Count

Hop count is the number of hops it took each packet from the source node before it got
the destination node. Hop count also refers to the number of intermediate devices (like
routers) through which data must pass between source and destination, rather than

flowing directly over a single wire. Each router along the data path constitutes a hop [25].

4.3.5 Node Utilization

In order to address the issue of routing in wireless networks consideration must be given
to minimize the energy consumption on nodes that is how many times a node participates
during routing. This could have a significant effect on the batteries of the node and
ultimately the performance of the network. Node utilization is an important metric since
battery power at each node is limited. Due to limited battery power, the communication
overhead must be minimized if the number of routing tasks is to be maximized. A longer
path that passes through nodes that have plenty of energy may be a better routing
strategy. Alternatively, some nodes in the network may be temporarily inactive and the
power consumption metric may be applied on active nodes [26].

4.4 Processing Simulation Results

The first two metrics (packet delivery ratio and Effective bandwidth) are the most
important for best-effort traffic. Note, however, that these metrics are not completely
independent. For example, the larger the hop counts or the longer path lengths, the

higher the end to end delays.
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Now that we know the performance metrics the post simulation process can be down.
After the completion of simulation, a trace file is generated, the output is fetched from the
trace file, and AWK scripts were coded to extract the required output from that trace file.
From these results, direct generation of charts and graphs is possible by using x-Graph or
excel. Note that x-Graph is supported by NS2 and that excel is widely available.

For example the number of packets sent by the source node and the number of packets
received by the destination nodes can be extracted from the trace file using the following
AWK and grep scripts. Counting the sent packets from the source node, the command
below executes that
awk /s -t/ out.tr> sent.out
To print the received and sent packets from source node (0) and destination node (1)
BEGIN{
sent=0;
received=0;

}
$1~/s/&&IAGT/&&$31~/0.0/{sent++}

$1~/r/&&IAGT/&&$33~/1.0/{received++}

END{
print(sent,received);

}

NS2 also provides support for visualization of the network with the help of NAM, which

is a Network Animator tool. From this tool we can see (i.e. visualize interactively) the

packets sent, received and some that have been dropped.
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44  Assumptions

The assumptions made for experimental investigation are: 1) only the source node in a
network is supposed to generate CBR traffic at any given time. Others nodes act as a
forwarding nodes to the destination node; 2) dropped packets were not considered in
calculating some metrics, such as delay. 3) all nodes are mobile and follow the RWP
model, except the source and destination which are stationary; and 4) not all the nodes in
a network are moving at a given time (pause time).

45  Simulation Environment and Set up

The network scenarios to be examined were chosen to mimic the common scenarios
chosen to test MANET routing protocols. The three routing protocols AODV, DSDV and
DSR are used in investigating a network based on the analysis of performance metrics.
Network Simulator2 (NS2) is used to investigate the scenario. The three routing protocols
are used in investigating varying network sizes with a bounded 1000 x 1000 meters area,
the same node speed and 802.11 as the network standard.

Each wireless node uses Wireless Channel with 802.11 MAC and a WirelessPhy layer
implemented in NS2. The simulation uses the TwoRayGround propagation model and an
omnidirectional antenna. The random node mobility for the experiments is generated
using a node movement generator “setdest” built into NS2. The setdest application
generates a node movement file using the random way-point algorithm. The maximum
speed is set to 2 m/s and the pause time is 2s the node speed of 2 m/s reflects the
movement of people. We use a 1000m x 1000m square area as stated before wherein the
source and the destination wireless nodes (nodes 0 and 1, Figure 4.1) are stationary, at

locations (200, 650) and (900,700).
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In setting up the Denial of Service (DoS) and Distributed Denial of Service (DDoS)
Figure 4.1 shows the graphical set up on a NAM interface. The DoS has a rogue node
sending packets across the legitimate traffic, DDoS has two rogue nodes (nodes 2 and 4,
Figure 4.1) sending packets across the legitimate traffic all at the same time. The rogue
nodes are set at locations (600,900) and (500,800), the nodes are sending at 0.05Mbps
(20packets sent every 1 second). Every packet has a size of 512 bytes.

Data in the MANET are transmitted from the source to the destination node over a UDP
connection at a constant bit rate and are generated using the NS2 built-in CBR traffic
generator at the rate of 0.05Mbps (20 packets sent every 1second). Every packet has a
size of 512 bytes. The buffer size at each node is 50 packets, the number of nodes used in
the experiments varied from 20 to 120 and all simulations are carried out in 300 seconds
of simulation time.

NS2 has parameters that help change the network settings and control the simulation

process. Some of the parameters are listed Table 4.1.

Table 4.2: General parameters used in simulation

Parameter Value

Channel Type Channel / wireless channel
Network interface type Phy/wireless channel
Simulation time 300.0s

Simulation model Two Ray Ground

MAC Type 802.11

Antenna Antenna/Omni Antenna
Traffic Source CBR

Packet size 512bytes
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Figure 4.1: DoS &DDoS graphical illustration
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Table 4.3: Traffic loads experimental scenarios

Scenario 1 NO DoS Attack

Scenario 1 consists of experiments with No DoS attack.
Each experiment implementss AODV, DSR, and DSDV.
All experiments are implemented using the network
environment and configuration illustrated in Figure 4.1
with a network size varying from 20-120, speed of 2

m/s and packet size of 512 bytes.

Scenario 2 DoS Attack

Scenario 2 consists of experiments with DoS attack.
MANET seems to be more vulnerable to security
attacks due to mobile nodes. It has same parameters as
in Scenario 1 but now with malicious nodes added to
the network. The node speed and packet size are kept

constant.
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Chapter 5

Results and Comparative Analysis

This chapter reports on experimental results and the summary of the report.

51  Experimental Results

Figure 5.1 compares the packet delivery ratio of AODV, DSDV and DSR. As shown in
this figure the delivery ratio of AODV and DSR performs best in delivering above 80%
of data packets as compared to 60% of the DSDV protocol. This can be attributed to the
nature of the algorithm in DSDV; it maintains node entries for each and every node in the
routing table of every node. This causes more overhead in the routing table leading to
consumption of more bandwidth which in turn reduces the network performance. With
varying network sizes from 20-120, packet delivery ratio of DSDV increases as the

network size increases, i.e., with 20 nodes, we get only a delivery ratio of 30%.
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Figure 5.1: Packet delivery ratio for varying network sizes
Figure 5.2 shows the packet delivery ratio with Denial of Service (DoS). The delivery

performances of the routing protocols were distorted, since The network resources were
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unavailable because of the compromised or hijacked nodes in the network. The protocols
performed similarly but DSDV seems the worst affected maintaining low delivery ratio,
while the highest delivery ratio stands at 50%, because all the routes have to be defined
before sending the packet. AODV seems to perform better than DSR because of the

algorithm used in AODV.
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Figure 5.2: Packet delivery ratios for varying network sizes with DoS

Figure 5.3 shows average end to end delay. DSDV protocol has a lower delay, DSR
approach has the highest delay, while AODV maintains a consistency in this metric. The
reason for this is DSR uses source routing, i.e., the source must know the complete hop
sequence to the destination. A mobile node continues to use a route to a gateway until it
is broken. But in DSDV, periodic information sent by the gateways allows the mobile
node to update their route entries for the gateways more often, resulting in fresher and

shorter routes.

41



0.4
0.35
0.3
0.25
=
F 02 o= AODV
[
o
e=li= DSDV
0.15 //\
4 \ DSR
0.05 — N
- —a—u -
0
0 20 40 60 80 100 120 140
Legitim

Figure 5.3: Average delay for varying network sizes

Figure 5.4 shows average delay for varying network sizes with DoS attack on the
network. As we already know, a DoS attacks tries to shut down the target (victim)
preventing authorized users from using any of the resources. Figure 5.4 show that DSR
has a high delay of 5.5s at 80 nodes for instance. Other protocols however, have lower
delays than that of DSR. DSDV and AODV have 0.965s and 0.386s of delay,
respectively. The reason for the good performance of AODV is it gets new route to the
destination node faster when the network is under attack than other routing protocols. DSR takes

longer time to find new routes.
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Figure 5.4: Average delay for varying network sizes with DoS

Figure 5.5 shows the effective throughput for the AODV protocol with the number of
nodes NN = 60 and packet size PS= 512bytes. The graph shows throughput in MBits/s
against time from 0-300s. The protocol performance is good with the average throughput
of 85Mbit/s. Although the network transmission seems to breakdown (rerouting) at time
90s likely because of the movement of the nodes, but pick up within 10s of transmission.
A high throughput from Os in transmission means that the routes are found very early in

this protocol. Also, the throughput shoots up to 120Mbit/s between time 110s to 120s.
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Figure 5.5: AODV Effective Bandwidth (NN=60, PS 512bytes)

Figure 5.6 shows the effective throughput for DSDV protocol. As shown in the figure,
DSDV gives a fluctuating throughput performance, with best throughput at 85Mbit/s.
Another time the network doesn’t seem to be stable. This is a result of the mechanism
that DSDV employs. Mobile nodes update their route entries for the gateways more
often, resulting in fresher and shorter routes. DSDV protocol doesn’t start transmission
early. As shown in Figure 5.6, its first transmission seems to start at time 35s with very
low effective throughput, though it begins to perform better as the transmission
continues. It also shows that the packet delivery ratio is 60% as packets didn’t get to the

destination until about 40s. We can confirm this in Figure 5.1.
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Figure 5.6: DSDV Effective Bandwidth (NN=60, PS 512bytes)

Figure 5.7 shows the effective bandwidth for DSR protocol. It performs much better than
DSDV with good throughput from Os and maintained for a long transmission time until
till it breaks at 80s. Because it’s an on-demand protocol (the routes are created when
required) it maintains the route until it’s no longer needed.

Next, let’s consider the three protocols AODV, DSR, and DSDV under DoS attack,

where Figure 5.8, 5.9 and 5.10 shows the results respectively,
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Figure 5.8: AODV DOS Effective Bandwidth
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Figure 5.10: DSDV DOS Effective Bandwidth
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The red line graph signifies the legitimate network, the green line graph represents the
malicious traffic. The graphs show the division of the available bandwidth between the
legitimate and DoS traffic. AODV transmits the legitimate traffic better than DSR and
DSDV.

Figure 5.11 shows the node utilization for AODV plotted against the number of nodes.
As expected, the source (0) and destination nodes (1) have higher node utilization,
whereas node 16 for instance has low utilization. So we didn’t consider node 1 and 0 in
the calculation of average utilization. Utilization is how many times a node has been
used during packet transmission, which could also be called the usage frequency of each
node. The higher the node usage the less the battery power and vice versa. Node
utilization affects the battery life of a node.

The average node utilization for AODV is 780. It means that for this protocol to perform
effectively, each node needs at least enough battery life that can be utilized for
retransmitting data over 780 times. For comparison with protocols DSDV and DSR,

graphical illustration are given in Figure 5.12 and in Figure 5.13.
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Figure 5.11: Node Utilization AODV (NN= 60, ST = 300s), Average Utilization =780
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Figure 5.12 shows node utilization for DSDV protocol. The average node utilization for
DSDV is 500, which is better than AODV protocol. DSDV needs less battery power to

run the same simulation.
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Figure 5.12: Node Utilization DSDV (NN= 60, ST = 300s), Average Utilization = 500
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Figure 5.13: Node Utilization DSR (NN= 60, ST = 300s), Average Utilization = 450

Figure 5.13 shows the Node utilization for DSR routing protocols. The average utilization
for DSR is 450. DSR has the least node utilization.
An attacker can attempt to consume batteries by requesting routes or forwarding

unnecessary packets to a node.
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Figures 5.14, 5.15, 5.16 show the node utilization with DoS attack for each protocol.
The average utilizations are DSR = 393, DSDV = 385 and AODV = 483. These averages

are less than those without DoS network.
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Figure 5.14: Node Utilization DSR with DOS, Average Node Utilization 393
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Figures 5.17 and 5.18 present the delay for each packet in a no-DoS network and a DoS
network for AODV routing protocol. Network size is 60 nodes, delay (s) is on the vertical
axis and individual packets are on the horizontal axis.

From the Figures 5.17 and 5.18 we can see a significant difference in delay when the
network is under attack. Because of the aggressive flooding in the network, it is difficult
to establish a valid route and as a result the packets have more delay.

Figures 5.19 and 5.20 show the path length for DoS and no DoS network. Path length is
the number of hops it took each packet from the source node before it got the destination
node. From the figures, the path length average for no DoS is lower than DoS. Also from
these figures, we can relate the path length to the delays in packet delivery which are

shown in Figure 5.17 and Figure 5.18.
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Figure 5.20: DoS Path lengthAverage Path length

Figure 5.21 shows the degradation of delay per packet in AODV. The degradation in this

case is defined as the difference between the no DoS delay per packet and the DoS delay
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per packet. It shows the delay difference in seconds on the vertical axis and individual

packets on the horizontal axis.
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Figure 5.21: Degradation of delay per packet in AODV

DSDV

Figures 5.22 and 5.23 show the delay per packet in a no-DoS network and a DoS network
for DSDV routing protocol. Delays (s) is on the vertical axis and individual packets on
the horizontal axis. The average delay for DSDV with DoS 0.025263s is higher than the
delay DSDV with no DoS 0.6643s. Though the delay in DSDV is not as high as AODV,
there is still a significant difference when the network is attacked. We can confirm this
from Figures 5.24 and 5.25: the path length averages are 6.27 and 11.7, the lower path

length shown means less delay for each packet.
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Figure 5.25: DOS Path length, Average Path length= 11.72133

Figure 5.26 shows the degradation of delay per packet in AODV. The degradation in this
is the difference in the packets delivered in No DoS delay per packet and the DoS delay
per packet. It shows the delay difference in seconds on the vertical axis and individual

packets on the horizontal axis.
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DSR has higher delays, and it also has the highest delay among the three routing

Figures 5.27 and 5.28 present the delay time for each packet in a no-DoS network and a
DoS network for DSR routing protocol. Network size of 60 nodes, delay (s) is shown on

Figure 5.26: Degradation of delay per packet DSDV

DSR
protocols.
o

the vertical axis, while individual packets are indicated on the horizontal axis. DoS with

0.34227s
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Figure 5.27: DSR delay per packet, Average delay packet
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Figure 5.28: DOS DSR delay per packet, Average delay per packet

Figures 5.29 and 5.30 show the path length for DSR with no DoS and DoS. The average

path length also differ as a result, the DoS attacks make the path longer which causes

more delay to the destination node.
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Figure 5.29: DSR Path length, Average Path length
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Figure 5.30: DOS Path length, Average Path length

Figure 5.31: Degradation of delay per packet DSR

5.2 Summary

DSR and DSDV, the simulation results gave

In comparing the three protocols AODV

important findings, especially on those which have impacted the performance of routing

protocols in MANETS. The presence of varying network size and security attacks in the

network gave different response to DSDV, DSR, and AODV routing algorithms.
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These routing protocols were compared in terms of packet delivery ratio, average end-to-
end delay, effective bandwidth, node utilization and path length. Our simulations have
shown that performance of a routing protocol varies across different performance metrics.
Figure 5.32 gives a summary of the packet delivery ratio of the three routing protocols, in
a scenario of a legitimate network and the same network with multiple DoS attacks. From
this figure AODV performs better than DSR and DSDV respectively. AODV performs
better by having a prior knowledge of neighbors, hence preventing loops and determining
the freshest routes. In DSR, where RREQ and RREP messages are used every node in
this routing protocol will be able to communicate by maintaining information of only

active routes to the destination node [25].

PACKET DELIVERY RATIO
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Figure 5.32: PDR with DDOSL, 2.

End to end delay plays an effective role in the scalability of routing protocols. The time it
takes a packet to arrive at its destination has an impact on routing protocol performance.

Regarding the average end to end delay for varying network size, as shown in Figure 5.3
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DSDV has the least delay for large, medium or small network sizes. One factor for this is
that it uses full dump or incremental update on nodes, resulting in fresher and shorter
routes.

AODV has a lower delay than DSR because of its RREQ mechanism. In DSR when a
RREQ message is sent, a destination replies to all RREQ when it receives which
therefore resulting in difficulty in determining the least congested route. whereas in
AODV a destination replies only to the first RREQ it receives.

The presence of DoS on the network, as shown in Figure 5.4, increases the delay of each
routing protocol. DSR still has the highest delay and AODV the lower delay.

For the node utilization metric some or all of the nodes in a MANET may rely on
batteries or other exhaustible means for their energy. Nodes of a mobile ad hoc network
are often battery-powered, thus, energy is a precious resource that they may not want to
waste for the benefit of other nodes [14]. In Figures 5.11, 5.12 and 5.13 DSR has the least
average node utilization at 450 while AODV has the highest average node utilization
which means it requires more battery power.

Figures 5.14, 5.15 and 5.16 show the reaction of routing protocol to MANET’s
performance in node utilization under DoS attack. An attacker forces a node to replay
packets to exhaust its energy. An attacker can attempt to consume batteries by requesting
routes or forwarding unnecessary packets to a node.

The addition of malicious nodes makes the node utilization lower in our experiment,
which implies that DoS disrupts the network thereby reducing the routing function of

each node rather than serving the network the rogue nodes were been used. AODV has
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the highest utilization and DSDV has the least. The average utilizations are DSR = 393,
DSDV =385 and AODV =483.

For the path length and the delay per packet metric, in routing protocols the path length,
in terms of the number of hops, determines the delay of each packet. Figures 5.19, 5.24
and 5.29 show the path length for AODV, DSDV and DSR respectively. DSDV has the
least hop count with an average of 6.3 hops for each packet to reach its destination, while
DSR has the highest hop count with an average hop count of 11.8 and AODV has an
average hop count of 10.6. Figures 5.17, 5.22 and 5.27 show the delay per packet for
different protocols, which indicate that DSDV outperformed the other routing protocol
AODV and DSR with very low delay. This delay is dependent on the hop count. DSDV
has the least hop count because every node in this routing protocol maintains information
of only active paths to the destination nodes and the packet forwarding is done faster,
therefore the delays are also the least.

AODV has lower hop count and lower delay than DSR because we have only one source
node and one destination in our network. It is only the source node that caches the route
to the destination when the DSR protocol is used, while with AODV each node on the
discovered route maintains a routing entry.

DSR's higher hop count may be attributed to the fact that it maintains and uses non
optimal routes from the cache [23]. As transmission increases, DSR becomes more
aggressive in its caching, therefore hop count increases, and thereby delay increases. In
the DoS scenario the results were still the same, DSDV still the least and DSR having the

highest hop count.
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In summary on-demand protocols AODV and DSR seems to outperform proactive

protocols DSDV.

Table 5.1: Result comparisons

Packet delivery Ratio | Packet delay Node utilization | Path length
AODV Highest Medium medium Medium
DSR Medium Highest lowest Highest
DSDV Lowest Lowest Highest lowest

63




Chapter 6

Conclusions and Recommendations

The simulation based study of the impact of routing protocols DSDV, DSR, and AODV
in MANET has been conducted to evaluate the performance of each of them based on
CBR traffic. The results of the comparative analysis show that our performance
evaluation mechanisms are effective enough in NS2. The routing protocols were
compared in terms of packet delivery ratio, average end to end delay, effective
throughput, node utilization and path length. Our simulations have shown that
performance varies across different performance metrics. It is observed that AODV and
DSR perform better in simulations than DSDV. These results not only help by doing a
comparative analysis but also an insight into the variables that are affecting routing
performances.

In any network size where the resources are not distorted (by a DoS attack) the AODV
protocol performs well in most cases. One of the contributing factors towards the good
performance of AODV protocol could be due to the type of data traffic used, AODV
employs the algorithm that prevents loops and determines the freshest routes. From the
results, in the throughput/delivery ratio metrics, the performance of the routing protocols
varied with varying network sizes. DSR and AODV performed very well, while the
performance of DSDV was poor. Mobility in MANETs makes end to end delay metric
important. The results suggest that DSR have high delays in small, medium or large
network size which is not good for an ad hoc network, but the DSDV and AODV

protocol perform much better. For the utilization metric, battery life (energy) of each
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node in an ad hoc network is very important. According to the results DSR will maintain
the least battery usage in any network size. AODV will still maintain the energy of each
node but will run out much earlier than the two other protocols.

The results also provide some insights to the effect of security attack in MANETS. The
presence of a security attack (DoS) causes a decline in performance of each protocol. Our
results suggest that in any network size, traffic load and mobility, an ad hoc network
will be very low. The throughput/delivery ratio metric of an ad hoc network under DoS
attacks shows that AODV performs better, DSR decreases performance while DSDV is
hugely affected. The average delay metric in a distorted network shows that AODV and
DSDV have the least delays, DSR in a small network size may perform well but with
medium or large network size it will have a woeful performance. The utilization metric
shows that DSR reacted favorably since it requires the least energy needed for the
network. DSDV can also be recommended. AODV didn’t react well as the node
consumes more energy under the attack.

In all, AODV protocol reacted favorably under DoS attack, which makes it more
recommended at such a time. DSDV performs well in average delay and energy needed.
It performs poorly in delivery ratio, which makes the protocol not suitable during DoS
attacks. Though DSR protocol has the least amount of energy needed, the end to end
delay is very high and delivery ratio is very low. Thus, it won’t be a good protocol when

ad hoc network is under attack.

Security attacks should be taken into account at the early stages of a routing protocol

design. When no countermeasures are taken, the network performance is distorted and
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could be very damaging to the network operation. The analysis has proven that AODV
can perform better using our metrics with least delays in packet delivery, less path length
from source node to destination node, less amount of energy needed, and packets
delivered safely to the destination. The on-demand protocol AODV performs better,
being an improvement from DSR and DSDV, and turns out to be a highly versatile
protocol. We attribute a slight advantage in the performance of the AODV protocol to the
specifics of our experiment and to a different way the three protocols maintain and update

the route information.

6.1 Future Work

The report focuses on investigating the performance of MANETS routing protocol, and
impact of security attacks (DoS) in MANETSs. Further investigations and research on
security issues in MANETS are possibilities in future work. Since we can conclude that
AODV and DSR perform better than DSDV in implementing a new protocol the features
of AODV should be improved upon. Conduct future investigation of routing protocols

under different mobility models and different DoS scenarios (other than RWP).
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