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Abstract

Forensic investigators employ methods, procedures and tools of digital forensics to

identify and present reliable evidence in court against attackers’ crime. However,

the attackers employ a set of malicious methods and tools as anti-forensics to im-

pact results of digital forensics and even mislead a forensic investigation. Therefore,

regarding the challenging threat of anti-forensics in the forensic investigation, to

detect anti-forensics, the investigators employ counter-anti-forensics. The review of

previous studies in digital forensics shows that existing shortcomings are related to

the evaluation of forensic tools; accelerating forensic methods; and the lack of addi-

tional research for understanding the attacker’s behaviour. The review also shows

the existing shortcomings in the area of anti-forensics as the necessity of additional

research on anti-forensics; understanding the attacker’s behaviour when he/she em-

ploys anti-forensics and the evaluation of forensic tools against anti-forensics.

In a forensic environment, the attacker and the investigator interact ratio-

nally and competitively to increase their payoff. The simulation of their interactions

can provide beneficent knowledge for the investigator. However, the simulation of

their interactions in the real-world requires enormous financial and human resources.

Game theory provides a capability for simulating their interactions. However, the

employment of game-theoretic algorithms to simulate their interactions in the foren-

sic environment requires dealing with some shortcomings. The shortcomings are 1)

a need for addressing the players’ capability to expand their action spaces in the
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forensic environment; 2) the necessity of constructing a beneficiary model regarding

the attacker’s behaviour when he/she employs anti-forensics; 3) a need for a crite-

rion to compare the performance of game-theoretic algorithms, and 4) a need for

addressing the acceleration for current memory mechanisms. Therefore, in this the-

sis, we propose a memory-based game-theoretic defensive approach. The proposed

approach is for forensic investigators against anti-forensics. The approach lets us

simulate interactions between an attacker and an investigator (players) in the foren-

sic environment when the attacker employs anti-forensics, while the investigator uses

counter-anti-forensics. The approach enables the investigator to identify the most

stable and desired defensive strategies against the attacker’s most stable and desired

offensive strategy. The investigator can assess the existing counter-anti-forensics

using the approach.

We identify a set of comprehensive characteristics regarding the players’ in-

teractions in the forensic environment to profile potential game-theoretic algorithms

and models. Next, we evaluate them using a set of criteria to choose the most coor-

dinated game-theoretic algorithms and models for the simulation of interactions. We

consider anti-forensics (i.e. rootkits, backdoors and Trojans) to define the attacker’s

action spaces and counter-anti-forensics (i.e. anti-rootkits, anti-backdoors and Anti-

Trojans) to determine the investigator’s action spaces, and we build three datasets.

We formulate the players’ payoff functions and calculate their payoff matrices. Fi-

nally, the fictitious and gradient play algorithms are selected as the most coordinated

game-theoretic algorithms. Furthermore, to introduce a capability for the players to

expand their action spaces in the forensic environment and examine Nash equilib-

rium of the game without a need for re-simulating the game since the beginning, we

propose a memory component and introduce an extended game-theoretic algorithm.

We identify the fictitious play algorithm as the best game-theoretic algorithm and

introduce assistive rules for the investigator.
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Chapter 1

Introduction

Cyber attackers compromise organizations’ computers and networks to reach their

malicious goals, while security experts try to discover remaining traces of attacks for

tracing the attackers back; to mitigate further potential attacks, and to defend the

organizations. Digital forensics investigators use forensic tools to shape a solution

approach for extracting remaining traces after attack. Digital forensics includes a

set of procedures, techniques, and tools that enable forensic investigators to acquire,

examine and represent evidence in the court. Digital forensics enables investigators

to acquire dumps from various components of a compromised system. These com-

ponents can be a physical memory (RAM), a hard disk drive (HDD), etc. Next,

the investigators examine these acquired dumps to identify the latest status of these

components during attacks. For instance, the examination makes it possible for the

investigators to determine the list of running malicious processes on the compromised

system or the presence of malicious packets in a dumped network traffic.

Furthermore, digital forensics plays a crucial role in the improvement of the

defence line against the threat of cybersecurity attacks. Digital forensics let the

investigators identify weaknesses and vulnerabilities of compromised systems and

targeted networks. Thus, the security experts can employ results of the investiga-
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tions to design and implement preventable and mitigating solutions (regarding those

weaknesses and vulnerabilities) for reducing the chance of occurring similar attacks

in the future.

However, anti-forensics threaten digital forensics using a set of malicious tech-

niques/tools that negatively manipulate the traces of criminal activities in a com-

promised system. The anti-forensic techniques let the attackers remove, hide, or

manipulate remaining traces of attacks to reduce the possibility of detection and

examination by further investigations. For instance, the attackers can employ anti-

forensic applications to delete remaining trace of attack in the HDD of the compro-

mised system, or even to hide the presence of malicious processes (that were running

on the compromised system) from forensic tools. Furthermore, anti-forensics impact

the authenticity of evidence to put the results of forensic procedures under doubt.

Thus, the attackers employ anti-forensics to misguide forensic investigations. The

attackers also are interested in improving the strength of anti-forensics to put fewer

traces behind.

However attempts to develop counter-measures against anti-forensics revived

the trustworthiness of forensic techniques against anti-forensics [228]. Based on the

remaining trace of anti-forensics, counter-anti-forensics can provide a possibility for

detection of anti-forensics [87]. Furthermore, counter-anti-forensics enable forensic

investigators to accomplish an investigation based on an anti-forensic perspective.

1.1 Motivation and Contributions

In this thesis, we review previous studies in digital forensics (in various subjects

such as memory forensics; hard disk drive forensics; image forensics; video forensics;

network forensics; etc.) to identify the existing shortcomings. Based on the review,

digital forensics are dealing with some shortcomings, such as:
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1) A need for the evaluation of forensic tools (to identify their reliability);

2) The necessity for extra research to understand the attackers’ behaviour and

intentions (to strengthen forensic techniques and tools);

3) The need for speeding up forensic methods.

Next, we review previous studies in the area of anti-forensics to identify existing

shortcomings, while these shortcomings make it harder for the community of forensics

to deal with anti-forensics. Based on the review, we can state these shortcomings:

1) The lack of extra research on anti-forensics;

2) The lack of understating the attacker’s behaviour regarding employing anti-

forensics;

3) The lack of evaluation of forensic techniques and tools against the threat of

anti-forensics.

The attacker and the investigator involved in a forensic environment to achieve

their aims. They interact rationally to increase their payoff in their interactions.

Simulating their interactions in the forensic environment provides a valuable source

of knowledge for the investigator that he/she can employ against the threat of anti-

forensics. To simulate to simulate their interactions in the forensic environment

in the real-world there is a requirement for a huge financial resources and human

assets. Game theory lets us simulate their interactions. However, there are some

shortcomings regarding employing game-theoretic algorithms to simulate the players’

interactions in the forensic environment. These shortcomings can be listed as:

1) The necessity of addressing the players’ capability to expand their action

spaces;

2) The need for constructing a beneficiary model on the attacker’s behaviour

regarding using anti-forensics;

3) The lack of a criterion for comparing the performance of game-theoretic

algorithms;
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4) The necessity of addressing the speed-up for current memory mechanisms.

Our proposed defensive approach is a memory-based game-theoretic approach

for forensic investigators against anti-forensics. The proposed approach simulates

competitive interactions between the attacker and the investigator who use anti-

forensics and counter-anti-forensics, respectively. Furthermore, according to the

mentioned shortcomings and the proposed approach, this research offers these con-

tributions:

1. The first contribution is a taxonomy on behaviour of anti-forensics (C1). We

survey studies in the area of anti-forensic to determine a taxonomy on be-

haviours of anti-forensics. The taxonomy can help forensic investigators to

examine anti-forensic methods.

2. The second contribution is proposing a defensive game-theoretic approach (C2)

which evaluates the forensic tools in a simulated environment instead of real

world. We simulate the interactions between the attacker and the investigator

in the forensic environment when they employ anti-forensics and counter-anti-

forensics, respectively. The contribution of this evaluating approach includes

the following sub-contributions.

(a) Profiling existing game-theoretic algorithms and models to identify po-

tential algorithms and models for simulating the players’ interactions in

the forensic environment (C2.1.1); and identifying the most coordinated

algorithms and models (C2.1.2).

(b) Enabling the investigator to evaluate existing counter-anti-forensic tools

against anti-forensic tools; identify the attacker’s behaviour; and discover

the investigator’s the most stable and desired defensive strategies regard-

ing the attacker’s most stable and desired strategies (C2.2).
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3. The third contribution is adding a memory component to the proposed game-

theoretic approach (C3). Here, we illustrate the contribution of adding this

component into the proposed approach by following sub-contributions.

(a) Enabling the players to expand their action spaces without requiring to

re-simulate the game since the beginning to examine the Nash equilibrium

of the game. Furthermore, the investigator can achieve the results of the

evaluation earlier (C3.1).

(b) Introducing an extended memory-based algorithm(C3.2);

(c) Introducing a new criterion as the decremented rate of a game-theoretic

algorithm to reach the Nash equilibrium of the game (C3.3.1); and a set of

assistive rules for the investigator (C3.3.2).

(d) Finding the best game-theoretic algorithm for the investigator who uses

counter-anti-forensics (C3.4).

1.2 Thesis Organization

We organize the contents of the thesis as it comes:

• The Background and Literature Review chapter provides a comprehensive re-

view on topics of digital forensics, anti-forensics, and game-theoretic algorithms

in security. The chapter includes various subjects in digital forensics. It also

presents a taxonomy on behaviour of anti-forensics and another taxonomy on

further tasks in the era of anti-forensics. Furthermore, it presents the existing

shortcomings of the included topics.

• Propose Approach: Propose Approach introduces the proposed memory-based

game-theoretic defensive approach for forensic investigators against anti-forensics.

The chapter represents the approach design and characteristics of the players’
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interactions in the forensic environment. Next, we profile the existing poten-

tial game-theoretic models and algorithms and introduce the proposed memory

component.

• Experiment and Analysis: Experiment and Analysis builds three datasets for

further experiments to simulate the players’ interactions in the forensic environ-

ment (by considering rootkits and anti-rootkits; backdoors and anti-backdoors;

and Trojans and Anti-Trojans). The chapter identifies the players’ action

spaces; formulates the players’ payoff functions; and calculates the players’

payoff matrices. Next, we identify the most coordinated game-theoretic mod-

els and algorithms and perform a set of experiments regarding the proposed

extended memory-based algorithm.

• Result and Discussion: Result and Discussion provides a discussion on the re-

sults of the experiments from the previous chapter. The discussion includes the

results of experiments based on the fictitious play algorithm, and the gradient

play algorithm. This chapter also formulates players’ efficiency and presents

an analysis of the weights of players’ strategies. These weights are based on the

Nash Equilibrium that the game has in each test. Next, it provides beneficiary

rules for the investigator.

• Conclusion and Future Works: Conclusion and Future Works concludes the

thesis and presents potential future works of the thesis.
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Chapter 2

Background and Literature Review

2.1 Forensics

The increasing rate of criminal activities that depend on digital artifacts (e.g. im-

age forgery, computer attacks, etc.) has caused a big demand of digital forensics.

Forensics use science for examining artifacts, transferring evidence and explaining

how it can be related to the investigation [67]. Therefore, forensic techniques focus

on the authenticity of the digital artifact to fight against the spreading of digital

forgeries [202]. Digital forensics support a variety of topics. To achieve a perspective

on previous studies in the area of digital forensics, in this section we review previous

studies in a variety topics of digital forensics. The topics include image forensics

(Section 2.1.1); video forensics (Section 2.1.2); hard disk drive forensics (Section

2.1.3); memory forensics (Section 2.1.4); mobile forensics (Section 2.1.5); network

forensics (Section 2.1.6); and other forensic topics (Section 2.1.7).

2.1.1 Image Forensics

Digital images can be used by investigators to describe a crime scene in the court or

contain some information that leads to investigations. Sometimes, the contents of the
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Figure 2.1: Digital Forensics

images are the asset of organizations. Nowadays, cybercriminals maliciously employ

editing technologies on these images to remove any potential evidence regarding

their malicious activities. Thus, investigators need to acquire detection techniques

and methods to guarantee the authenticity and integrity of these artifacts. In this

section, we discuss digital image forensics.

The acquisition and manipulation of digital images have been much easier

regarding equipment (i.e. tools and applications) that provide high-level quality and

accuracy [234]. Demands for the authentication of these methods are high [222].

Furthermore, editing activities on multimedia artifacts can be discovered by forensic

techniques [222].

Image forensic techniques have two objectives, 1) the detection of any tamper-

ing and 2) the identification of an image source [91, 234]. For the first objective,

digital image forensics employ fragile watermarking techniques, while for the second

objective digital image forensics use robust watermarking techniques [234]. Regard-
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ing the applicability of digital watermarking techniques in digital forensics, Zhou

and Lv [234] discussed three issues 1) reaching two objectives of image forensics at

the same time; 2) applying watermarking embedding techniques into the image gen-

eration process; and 3) embedding an imperceptible watermarking into text images,

and addressed these issues using research paths.

Image forensics can be categorized into two approaches, the active and pas-

sive approach [234]. The active approach depends on an implanted authentication

information into an original image using watermarking techniques to provide evi-

dence in the case of a forgery, while the passive approach does not depend on similar

techniques (e.g. watermarking techniques) [234].

Furthermore, forensic techniques rely on traces of editing and generating ac-

tivities on an image to reach their purposes (e.g. identifying the authenticity of an

image) [200]. For instance, forensic techniques are interested in traces of compression

of an image because an image is compressed during the generation, the storing, or

even the transferring on Internet [200]. Furthermore, in JPEG images, the statis-

tical traces of compression play a key role in forensic analysis [214]. Various kinds

of evidence can be discovered from the history of a JPEG compression such as the

possibility of being manipulated, areas of manipulations, and the acquisition tool

[204].

There are different kinds of editing operations that can be applied to images

legitimately or illegitimately. A common editing operation on the image is copy-move

that attackers can use it maliciously for a forgery [33]. An effective forensic approach

to detect this kind of forgery is employing “scale-invariant feature transform (SIFT)”

that enables an investigator to identify similarity among visual contents even when

a forger applied a real and precise copy-move forgery [33].

The evaluation of digital image forensic techniques and algorithms is an im-

portant issue. The evaluation lets forensic analysts trust results of their analysis

9



when they use the image forensic algorithms. Robustness and reliability play an

important role in forensic techniques that are applied for separating between benign

and malicious post manipulation activities when the reliability is defined regarding

benign activities and security is formulated regarding the reliability of detection of

hidden malicious activities that happen by intention [45].

2.1.2 Video Forensics

Same as digital images, videos are another kind of digital artifacts that may contain

important information for an organization or an individual. Thus, the assessment of

the authenticity and integrity of video artifacts is important. Furthermore, different

kinds of crimes can be captured by video cameras; thus, these artifacts can play a

key role in solving the investigation cases. However, cybercriminals employ forgeries

to manipulate these artifacts to reach their malicious goals, removing or hiding any

evidence that can be extracted later regarding their crimes.

The term of forgery applies into the manipulation of an artifact between other

artifacts (e.g. video) [27]. The availability of advanced editing platforms for forgers

made it easier for them to tamper original videos, and make forged videos similar to

original ones [27]. There is also another perspective on the issue of video tamper-

ing. The increasing feasibility of video tampering by available editing technologies

[27], makes the authenticity of a video artifact more challenging [116]. However,

manipulation operations on video may leave some traces behind (e.g. irregularities

on optical flow) that can be employed to identify the authenticity of a video artifact

[194].

Thus, regarding the simplicity of manipulation of digital artifacts, forensic tech-

niques presented an approach to identify the authenticity of these artifacts [205].

Forensic techniques employ remaining traces from an applied modification or an ac-

quisition process on a digital artifact [205]. Previous tampering detection techniques

10



that have been introduced on images may not bring satisfactory result if they apply

on the video tampering detection because of the complexities of videos, and the pos-

sibility of an incremental cost regarding the computation [194]. Also, video forensics

are dealing with more challenges in comparison with image forensics [27].

There are three categories for video tampering as 1) the tampering pixels of

frames or neighbour frames inside a video (spatial tampering); 2) the manipulation of

sequences among frames (temporal tampering); and 3) a mixture of these approaches

(temporal-spatial tampering) [27]. An instance of tampering techniques regarding

spatial and temporal-spatial is copy-paste [194].

Furthermore, K. and Mehtre [114] categorized the video tampering techniques

into the inter-frame (manipulating an entire frame) and intra-frame techniques (ma-

nipulating part of a frame). The tampering techniques in the inter-frame forgery

category has subcategories such as 1) frame deletion (removal of frames); 2) frame

insertion (inserted frames belong to another video); 3) frame duplication (insertion

in the same file but in different temporal locations); and 4) frame shuffling [114].

There are forensic techniques for the detection of the inter-frame forgeries [116].

Video tampering detection techniques can be categorized into the active and

passive-blind [27]. The active detection techniques (e.g. watermarking) employ

some embedded information in a video file to authenticate it [194]. The passive-blind

detection techniques identify and protect the origin of a digital artifact independently

[27].

There is broad research on digital video forensics. These research have focused

on designing and implementation of forensic detection methods. For instance, regard-

ing remaining traces of video processing activities (i.e. frame addition or deletion)

forensically, Stamm et al. [205] theoretically introduced a model, and employed it to

improve an existing detection model. K. and Mehtre [114] employed remaining traces

of spatio-temporal and compression on videos to introduce a detection approach on
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inter-frame forgeries. Existing video editing approaches require to decompress a

video file before editing operations and again re-compress after the operations; thus,

some detection techniques have focused on the recompression of video [116].

Sitara and Mehtre [194] presented a survey on existing video tampering de-

tection techniques that specifically focused on the passive category. However, they

could not evaluate the accuracy of those techniques because of varieties of datasets

that have been employed to train and test each technique. To present a standard on

existing methods in video forensics (i.e. tampering detection), Al-Sanjary et al. [27]

introduced an approach that models a dataset that includes a set of the tampered

video for investigation purposes.

2.1.3 Hard Disk Drive Forensics

Hard disk drives keep individuals’ data and information, while attackers are in-

terested in stealing or corrupting them. Attackers use different kinds of malicious

software and tools to compromise a system and access to contents of their disks to

accomplish their malicious aims. However, during the compromising, it is mostly

possible that the attackers’ activities leave some fingerprints behind. For instance,

a common type of attack is targeting access control of an operating system, while

fingerprints of this type of attacks can be discovered from an authentication log [206].

Therefore, detection techniques and tools can be applied on hard disk drives to

extract any evidence regarding these attacks. The examination of the authentication

log lets the investigator investigate this type of attacks; thus, Studiawan et al. [206]

introduced an automated anomaly detection approach regarding this kind of attacks

by analysing logs of an operating system that are related to access control.

Hard disk drive forensics is a specific branch of digital forensics. It includes

advanced approaches, methods and tools to enable an investigator to examine traces

of attacks on these disk drivers. In disk forensics, data are extracted data from disk
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storage such as hard disk, CD, etc. in a forensic manner [171]. For instance, user’s

activities can be represented by a large amount of data that have been provided

by running programs and operating systems [89]. Therefore, they can represent

valuable evidence for further investigations [89]. Evidence will be identified, acquired,

authenticated, collected, analysed, and getting reported and documented in disk

forensics [171].

However, hard disk forensics are dealing with different kinds of issues. One of

these issues is the increasing volume of storage devices. Furthermore, the increasing

number of investigation backlogs is happening as the number of potential devices

that may contain digital evidence to increase [106]. Researchers in the commu-

nity of forensics have tried to suggestion solution approaches for the existing issues.

For instance, James and Gladyshev [106] introduced an automated signature-based

approach to an approximate instance of actions, for reconstructing user’s previous

actions in a compromised system to guarantee that an investigation follows a time

perspective.

A requirement of computer forensics is identifying correlations among files and

understanding these files; however, achieving this aim (i.e. parsing information) is

a complex task, and its analysis may do not let an investigator acquire required in-

formation to bring legal proceedings against a crime [92]. Various tools can identify

origins and activities of files; however, to reach this kind of information it is required

that these tools have been installed previously on a specified system to collect infor-

mation when they are generating [92]. Thus, to address this issue Good and Peterson

[92] introduced a tool that automatically rebuilds this kind of information from vari-

ous artifacts, and helps an investigator to acquire information regarding correlations

between files when correlations support user-based and time-based perspectives.

Data carving is a challenge in digital forensics [179]. Based on a forensic-

perspective, data carving is understanding and analyzing data across a huge amount

13



of data in a file system [179]. Recovering the fragmented files is a challenge in

file carving [163]. Thus, Pal et al. [163] addressed this challenge by improving the

recovery of fragmented files via an approach to detect the fragmentation point of

a file. Their proposed approach is capable of reducing detection error to identify

fragmentation points of files. More advanced applications are required in the context

of data recovery and forensic recovery regarding the increasing usage of storage media

in lawful and criminal activities [163].

Recovery of deleted files is one of the capabilities of forensic tools even after

formatting; however, the identification of attributes of a file is not an easy task

for a damaged header file [179]. Thus, Ryu et al. [179] proposed an approach to

identify this kind of attributes even in small clusters, and a technique for identifying

malignancy of a damaged file.

Advancing technologies in digital storage devices bring new kinds of challenges

for disk forensics. For instance, the motivation of controllers of solid-state drives

to conceal their internal operations from the operating system may impact forensics

procedures for analysis of the content of these drives [46]. To assist forensic inves-

tigators to acquire knowledge on how solid-state drives act during acquisition and

analysis process, Bonetti et al. [46] introduced a practical methodology.

2.1.4 Memory Forensics

An important component of digital forensics belongs to the acquisition of physi-

cal memory and the analysis of physical memory [121]. Physical memory analysis,

as an effective technique, detects the presence of malware in a compromised sys-

tem [207]. There are a set of factors that have attracted more attention regarding

memory forensics such as increasing number of unresolved computer forensic cases,

increasing amount of forensic targets, employing memory forensics against malware

in incident response, and patterns in malware implementations [53]. However, in
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comparison with disk forensics, the existing memory forensic research and tools are

still in primitive stages [73].

Running applications in an operating system will be loaded into the physical

memory; thus, they leave some traces in the physical memory that can be analyzed

by an investigator to discover potential evidence. In the first part of memory foren-

sics, memory acquisition, an investigator employs forensic techniques to acquire an

image from the physical memory of the running system. This image includes con-

tents of physical memory and lets the investigator analyze the physical memory of a

compromised system to collect potential evidence for an investigation case.

There are a variety of tools on different kinds of operating systems that acquire

an image from physical memory. Traditionally there are two memory acquisition ap-

proaches, software-based, and hardware-based [216]. In the software-based approach,

an application will be executed on the operating system of the machine to capture

the contents of physical memory. Memory acquisition can be accomplished by run-

ning a script in various layers of a system such as kernel-mode, user-mode, etc [121].

In both approaches, the investigator must validate the authenticity of the captured

contents of physical memory and check the accuracy of this step.

In the second part of memory forensics, memory analysis, an investigator exam-

ines the content of the acquired image. Memory analysis determines the applicable

data structures and extracts evidence [208]. For instance, Dolan-Gavitt [73] pre-

sented an assistive approach for forensics investigators to employ a tree structure in

images of Windows memory (Virtual Address Descriptor). The structure enables the

investigators to manage the physical memory and identify a semantic perspective on

available units in physical memory dump in comparison with simply analyzing the

page directory of a process [73].

The evaluation of memory forensic techniques and tools is an important aspect.

Memory forensic tools must be reliable against threats of smearing and tampering
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regarding the importance of memory forensics and increasing automated mechanism

in this field [54]. Thus, Case et al. [54] provided a solution approach as a fuzz-testing

architecture (Gaslight) that evaluates memory forensic frameworks (open-source and

closed-source) via a stress-testing mechanism. The proposed architecture selects

automatically critical paths of codes that analyze samples of memory and changes

memory samples efficiently to detect any implementation error.

Korkin and Nesterov [121] introduced a memory forensic framework (MASHKA)

that is reliable against anti-forensics, and can perform various kinds of tasks in mem-

ory forensics. Case and Richard [53] presented a survey on memory forensics to ex-

amine existing techniques, potential impacts of modifications of the operating system

on memory forensics, and future research tasks in this area.

2.1.5 Mobile Forensics

Security and privacy shape two noticeable concerns regarding incremental approval of

smartphones [74]. However, cybercriminals may compromise smartphones and access

users’ private in formations. Therefore, there is a need for a counter-measure against

the threat of potential attacks on smartphones or even gathering enough evidence on

a compromised device to make an investigation case. Digital forensic methods enable

forensic investigators to collect potential artefacts, identify any traces of forgery

or attack, and represent evidence in court. Thus, the results of digital forensic

examinations are acceptable by the court. The usage of evidence that is extracted

from social network sites in the court is increasing regarding court permission [151].

Mobile forensics can be defined as the acquisition of potential evidence regard-

ing an occurred incident or crime that includes smartphone devices [74]. Mobile

forensics provides the possibility of extracting vital information for forensic investi-

gators and shape an important research direction [198]. van Zandwijk and Boztas

[215] evaluated the reliability of health information data that are collected by an
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application of smartphones (“iPhone Health App”) to identify their potential appli-

cability in a forensic investigation. Furthermore, investigation of cyberattacks lets

mitigate damages of attacks and improve prevention techniques [70].

Knowing the structure of evidence on this family of devices is important. Mo-

bility and volatility are two structural characteristics of evidence in mobile devices

[198]. Another critical aspect that must be addressed by forensic methods is the au-

thenticity of the collected evidence. Authenticity can be defined as the maintenance

of evidence since its acquisition and proving its integrity after awhile [168]. There

are three places that evidence of a smartphone device can be located, its SIM card,

its internal memory and its portable memory [168].

New forensic tools and technologies are getting implemented in response to

ever-increasing functionalities of mobile devices [37]. Thus, acquiring data from

mobile devices and their analysis are getting more challenging [37]. The existing

commercial forensic frameworks for iPhone need extra hardware for analysis pur-

poses, are complex and expensive [103]. Thus, Husain et al. [103] proposed an easy

to use, and affordable forensic framework (iFF) for the iPhone and showed that the

introduced framework is effective for discovering evidence.

Checking the validity of forensic approaches and generated evidence is an im-

portant task that is required to be addressed [37]. Azadegan et al. [37] showed the

weakness of existing forensic tools, and a necessity for improving forensic tools to

meet two expectations of forensic acquisition and forensic analysis, accuracy and

authenticity.

Smartphones, as integrated devices contain components that are not standard

and undocumented running applications that change frequently [117]. The assump-

tion of correct functionality of smartphone applications plays a key role in forensics

investigations; however, any modification on the functionality of them can mislead

the analysis [117]. Thus, understanding of smartphone applications is required for
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identifying the authenticity of digital evidence [168]. Pieterse et al. [168] proposed

architecture to model the normal behaviour of smartphone applications and their

components.

The percentage of using phone devices in criminal activities is increasing; how-

ever, still doing forensic analysis on this family of devices is not proficient regarding

existing technology-based and methodology-based issues [71]. Mobile forensics is

facing some challenges because of the unavailability of standards, and technologies

that modify continuously [198]. Furthermore, there are other kinds of issues such

as existing limitations of acquisition techniques and diversity of these devices [71].

To address the lack of forensic capabilities such as identifying, collecting, examining

and analysing data on programming layout of the smart environment (i.e. smart

applications), Babun et al. [38] proposed a new forensic framework.

2.1.6 Network Forensics

Computer security attacks and digital frauds made an interesting research trend in

the area of digital forensics [172]. In a cyberattack, when an attacker compromises

a targeted system, the attacker’s malicious activities may leave some traces on the

compromised system. For instance, if the attacker targets a financial institution using

online attacks, then the attacker’s malicious network activities can unintentionally

create noticeable traces in network traffic.

Network forensics, a part of digital forensics, mainly analyze a variety of data

sources such as network traffics, logs, and data from intrusion detection frameworks

[134]. There are two kinds of network forensics, static analysis and dynamic analysis.

In static analysis, there is no need for executing an attack to examine the construction

of an attack [56]. The static analysis includes various steps such as examining system

files, analyzing logs of firewalls, etc. [56]. While, the dynamic analysis examines

network in a live manner, analyze network traffic, etc [56].
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The analysis of network traffic and captured packets during a forensic investi-

gations let an investigator identify the origin of an attack that is an IP address (the

attacker’s location) [57]. The deeper examination of attacks guarantees to choose a

more reliable and strong network configuration [57]. The concept of attack graphs

has been implemented by some applications to secure networks [133]. Two compo-

nents of systems configurations and its known vulnerabilities can be employed to

calculate possible attack paths using attack graphs [133].

Forensic investigators must follow specific procedures and steps during an in-

vestigation (e.g. acquiring, examining, generating a report). Investigators may have

to deal with some challenges to accomplishing each forensic steps. Montasari et al.

[151] addressed the challenge of evidence acquisition from social networks sites and

identified an approach to acquire evidence in a forensic-sound manner and authenti-

cally.

Cloud forensics is part of network forensics that focuses on analyzing systems

with particular characteristics (e.g. supporting virtualization, distributed process-

ing, etc.) after a security incident [134]. Digital forensic investigations have been

challenged in the area of cloud computing because existing forensic frameworks are

built for investigations that have offline structure, and there is an assumption that

an investigator has control access upon logs [134]. A challenge for an investigator

is dealing with distributed structure off evidence in clod computing that in some

cases there is no control upon them [134]. Moussa et al. [152] represented the main

challenges of cloud forensic, and proposed a cloud-based forensic model based on

requirements of cloud-based forensic investigations.

2.1.7 Other Forensic Topics

Previous studies in digital forensics have addressed different aspects, such as improv-

ing the effectiveness of forensic approaches and strengthening forensic steps. For in-
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stance, to follow legal requirements for representing events in a digital investigation,

Soltani and Seno [195] proposed a framework that rebuilds events mathematically us-

ing a temporal logic model. To address the improvement of capabilities for accessing

and reasoning upon gathered evidence, Amato et al. [32] proposed correlating pieces

of evidence using a semantic approach and a systematic design. To accomplish an

improvement on two forensic steps (i.e. examining and analysis), Dimitriadis et al.

[70] introduced a framework (D4I) to investigate a cyber attack by 1) categoriz-

ing and mapping of digital artifacts into phases that target cybersecurity; and 2)

representing comprehensive instructing phases for those steps.

Furthermore, forensic investigations are dealing with special challenges such

as increasing number of investigation cases; an abundant volume of data that need

to be analyzed; and following efficient examination regarding time limits of legally

authorized system (i.e. justice system) [36]. Furthermore, the lack of the implemen-

tation of reliable techniques to shape forensic analysis in a mechanism-based format

is another challenge [36]. Thus, Asquith and Horsman [36] discussed the concept of

“Robotic Process Automation” for the automation of forensic tasks, and debated its

potential applicability in the area of digital forensics.

There is a variety of research that have proposed new forensic methods, tech-

niques and frameworks. For instance, Servida and Casey [188] focused on under-

standing traces that can be discovered from smart-home IoT devices and their ap-

plicability for forensic goals. Jo et al. [111] introduced five forensic techniques to

extract evidence from various AI speaker technologies and built an application to

extract the history of user’s command in a specific AI speaker, NAVER Clova.

Investigators, before applying digital forensic approaches require a set of foren-

sic tools and applications. These tools enable them to accomplish their tasks. How-

ever, forensic tools must meet some expectations. Tools and applications that collect,

represent and examine data have a direct impact on the direction of digital forensics
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[102]. Thus, the reliability of results and repeatability (by supporting fact) of re-

sults must be guaranteed when a forensic investigation uses these tools, to let justice

firms understand findings during judge [102]. Thus, investigators must follow some

procedures, such as acquiring enough knowledge before using these tools or using

specific manuals during the employment of these tools. Meeting these circumstances

improve the reliability of presentable evidence for an investigation case in the court.

2.1.8 Summary

Our review in digital forensics shows the abundance of malicious techniques and tools

that forge attackers’ fingerprints in their criminal activities. These forgery techniques

have been applied in various subjects, and are getting more advanced against ex-

isting forensic methods. Their improvements challenge the reliability of forensic

approaches; thus, the existing forensic techniques and tools need to be evaluated

against the threat of these malicious techniques. The evaluation lets investigators

identify the limitations of the existing forensic techniques and tools to strengthen

them. The evaluation also let them design more effective and efficient detection

techniques to guarantee more accurate and reliable investigations.

Furthermore, there is a necessity to expand research in this field of science

to suggest more proficient forensic tools and methods. Further research can lead

to acquiring knowledge about attacker’s malicious behaviour and their intentions

behind their forgeries. This kind of knowledge is helpful for forensic community

for improving the effectiveness and efficiency of the existing forensic techniques and

tools and even designing an implementing new advanced techniques.

Also, another challenge in digital forensics is increasing the amount of forensic

back-log cases, that shows a necessity for speeding up the existing forensic methods

and tools to complete digital forensic investigations in a predefined timeline. There-

fore, the improvement of the existing forensic techniques regarding their elapsed time
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should be addressed by further research.

2.2 Anti-forensics

Anti-forensic techniques negatively impact the integrity of evidence that are related

to a computer forensic investigation [185]. Anti-forensics manipulate and/or delete

evidence (e.g. traces of anti-forensic attacks) [129], and prevent forensic investigators

from recovering crime evidence reliably and discovering facts of the crime [198].

Therefore, anti-forensics is becoming a popular topic in academia and indus-

try, and its limitations and shortcoming need more attention. Anti-forensics make

it necessary to perform a more deep and comprehensive analysis to collect more

reliable evidence, and also providing mitigation techniques (e.g. developing anti-

anti-forensics) [96]. Thus, forensic investigations will have more effectiveness and

efficiency by considering anti-forensic principles [190]. For instance, Al-Saleh and

Al-Shamaileh [26] focused on removed user accounts to collect evidence against anti-

forensic activities.

Anti-forensic techniques target a forensic investigation or interfere with digital

evidence [61]. Anti-forensics threaten the authenticity of forensic procedures and

try to put the procedures under doubt to misguide digital investigations. This mis-

guiding happen by manipulating the traces of criminal activities in a compromised

system to evade detection methods.

However, anti-forensic approaches enable forensic science to understand the

attacker’s behaviour [37]. Identifying the attackers’ behaviour can be helpful for

designing and implementation more effective detection techniques and tools against

them. For instance, counter-anti-forensics are a set of procedures that are devel-

oped by law enforcement and experts in network forensic to identify criminals [63].

Counter-anti-forensic tools, techniques, and methods must be improved by new re-
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search initiatives and strategies [61].

2.2.1 A Taxonomy on Behaviour of Anti-forensics

Here we take a look at previous studies in the context of anti-forensics. The re-

view includes a variety of subjects such as memory anti-forensics; hard disk drive

anti-forensics; image anti-forensics, video anti-forensics; network anti-forensics; ap-

plication anti-forensics; and mobile anti-forensics. We present a taxonomy on be-

haviour of anti-forensics and discuss each item of the taxonomy. Figure 2.2 shows

the taxonomy.

The taxonomy on behaviour of anti-forensics includes 1) manipulation and

distortion techniques; 2) data hiding techniques (steganography techniques, wiping

techniques, evidence hiding techniques, prevention of evidence detection, and en-

cryption techniques); 3) prevention of the evidence acquisition; 4) using legitimate

applications for malicious intents; 5) increasing the complexity of forensic analysis;

6) targeting trustworthiness of evidence; and 7) attacking forensic approaches and

tools.

2.2.1.1 Manipulation and Distortion Techniques

Anti-forensics manipulate and distort characteristics of an artifact to reduce the

applicability of forensic methods and make forensic investigations more challenging.

This category of anti-forensics threatens various branches of digital forensics such

as image forensics, video forensics, hard disk drive forensics, and memory forensics.

For instance, there are anti-forensic techniques that manipulate or distort features

of an image (e.g. removing remaining traces of JPEG compression [80]) because

investigators employ features of legitimate manipulation of an original artifact to

discover any trace of anti-forensic methods.

Here, we review studies that focused on anti-forensics that manipulate charac-
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Figure 2.2: A taxonomy on anti-forensic approaches

teristics of an image. By removing the “DCT coefficient quantization artifacts” of

a compressed image, Stamm et al. [204] introduced an image anti-forensic technique

to obstruct some image forensics. By focusing on “JPEG blocking artifacts” of a

compressed image, Stamm et al. [201] removed their statistical traces to introduce

an anti-forensic technique. By removing the traces of compression in images, Stamm

and Liu [200] and Sreelakshmi and Venkataraman [199] introduced some anti-forensic

techniques. Stamm and Liu [203] focused on traces that wavelet-based compression

techniques put behind, and by removing them introduced an anti-forensic approach.

Wu et al. [222] introduced an anti-forensic approach that remains no fingerprints of

median filtering operations on the image.
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Stamm et al. [205] introduced an anti-forensic technique that removes traces

of a frame deletion or a frame addition, and proposed an approach to detect the

anti-forensic technique. Su et al. [209] proposed an anti-forensic technique based on

the possibility of applying intra-prediction after tampering.

Jadied [104] addressed the vulnerability of swap files by proposing swap file

anti-forensic approaches to inject fake data into swap file that is live, or manipulate

the header of swap file then refill it. In the context of memory acquisition, anti-

forensics substitute fabricated data instead of original data [207].

2.2.1.2 Data Hiding Techniques

A significant part of anti-forensic tools belongs to data hiding approaches [96]. To

conceal evidence from investigators, attackers employ hiding approaches [52]. For

instance, attackers obstruct investigations using steganography approaches, encryp-

tion and wiping tools [65]. Here, we review a variety of anti-forensic that employ

hiding techniques in diverse areas of digital forensics such as image forensics, hard

disk drive forensics, video forensics, mobile forensics, etc.

Steganography Techniques An essential approach for information hiding that

requires a lot of research is a complete and secure steganography [95]. However, it is

possible that anti-forensics leave traces behind [116, 205]. For instance, the earliest

steganography approach (i.e. “LSB subsituation”) may leave some footprints that

can be detected by steganalysis [95]. Therefore, there is a need for balancing the

strength of anti-forensics [116].

To address the problem of detecting signal, steganalysis has been established

that examine the presence of a message that is embedded secretly inside of an artifact

[88].
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Wiping Techniques A broad category of anti-forensic attacks prevents complete

analysis by removing the gathered evidence [207]. For instance, data wiping tech-

niques remove evidence in a secure manner and impede any potential recovery by

forensic methods [126].

Some researchers have focused on this behaviour of anti-forensics. Savoldi et al.

[186] proposed a statistical approach to detect the presence of wiped areas in the

disk drive. Albano et al. [28] proposed an anti-forensic approach to securely remove

selective data from Android OS that cannot be traced by forensic algorithms. Lee

and Lee [124] examined the features of ”IconCache.db” files to prove its usability,

and behaviour of anti-forensics by introducing some techniques. Liu et al. [133] have

introduced the concept of employing attack graphs in forensic analysis and considered

its applicability for representing eliminated evidence by anti-forensics.

Digital forensics conventionally have examined the evidence in storage devices

[53]. However, commercial counter-forensic tools, as a challenge for digital forensics,

impair forensic investigation by removing evidence [89]. The fingerprints of wiping

tools include installation directories, registry keys, prefetch files, etc. [186]. Re-

garding commercial tools that wipe data from disk drives, Geiger [90] analyzed a

set of anti-forensic tools to identify their presence, their usage and the possibility of

recovering the evidence. Conlan et al. [61] made a categorization on 308 collected

anti-forensic tools and proposed a more comprehensive taxonomy on anti-forensic

tools to make linguistic standardization in this area easier. Geiger [89] evaluated the

performance of several counter-forensic tools and represented their shortcomings to

help a forensic analyst to discover evidence.

Evidence Hiding Techniques A set of anti-forensics hide potential traces of at-

tacks after compromising a system. This kind of anti-forensics have been identified

in various subjects of digital forensics such as memory forensics, and hard disk drive

forensics, and mobile forensics. Rootkits, as an example of data contraception tech-
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niques, prevent generating any evidence on the disk [49]. Rootkits let a malicious

software to remain undetected, and also hide the attacker’s malicious code from

detection tools and the operating system [109].

Furthermore, rootkits let malicious functions to be executed by changing point-

ers of functions in memory space of the kernel [82]. Blunden [44] discussed anti-

forensic techniques that can obstruct investigators’ examination on a disk drive. The

exploitation of a security feature enables a mobile application to hide evidence, and

even an application logically removes data from the file system after an uninstalling

[28].

Prevention of Evidence Detection Anti-forensics prevent memory analysis tools

from identifying and detecting fingerprints of an operating system, kernel objects,

etc. [125]. Forensic investigators require to address challenges of this kind of anti-

forensics in forensic investigations. Lee et al. [125] proposed a robust algorithm

using a kernel data structure (KiInitialPCR) to assure forensic-based analysis steps.

Furthermore, FATKit, a practical memory forensic analysis framework, enables an

analyst to clarify anti-forensic artifacts [219].

Network security is a new target of anti-forensics [56]. Li [129] stated a char-

acteristic of network anti-forensics as preventing event detection. Network forensics

and Malware analysis in network intrusion investigation need more attention because

attackers do not leave enough evidence behind and make forensics less effective [55].

Chandran and Yan [57] considered the implementation, modelling and interpretation

of attack graphs by collecting evidence of anti-forensic techniques in attack graphs

to identify more effective defensive strategies.

Encryption Techniques Encryption builds a barrier against reaching files by us-

ing an encryption algorithm if there is no any access key [126]. However, the structure

of the encrypted files facilitates the detection of these malicious techniques [126]. The
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growing usage of cellphones in criminal activities [71], and usage of legal experts from

extracted evidence from mobile devices necessitate the integration of mobile foren-

sics into the community of law and justice [37]. Sporea et al. [198] reviewed several

smart-phone based anti-forensic applications and proved their effectiveness against

two commercial forensic tools.

2.2.1.3 Prevention of the Evidence Acquisition

A broad category of anti-forensics attacks evidence acquisition step [207]. This family

of anti-forensics prevents acquisition tools and techniques from acquiring an image

(dump) from the comprised system when the dump is required for further analysis by

investigators. Regarding the threat of anti-forensics, memory acquisition techniques

can be categorized into techniques that depend on the integrity of an operating

system or those that depend on a hardware [207].

The limitations of the existing acquisition tools to defend themselves against

anti-forensic attacks can be the result of the lack of research about how anti-forensics

threaten memory acquisition [207]. Still, the reliability of acquisition tools based on a

forensic perspective cannot be guaranteed against anti-forensics [207]. For instance,

anti-forensics exploit the memory acquisition tools using rootkits (that act in ring

zero) [68]. Thus, Stüttgen and Cohen [207] evaluated existing free and commercial

acquisition tools based on some anti-forensic measures. Distefano et al. [71] presented

automated anti-forensic techniques on Android devices to assess their effectiveness

against acquisition tools and analysis tools.

There are two approaches for detecting anti-forensics that attack memory ac-

quisition: 1) checking system calls that are in blacklisted places of a file system,

and 2) checking the size of continuous read/write operations by an application [68].

CoPilot is a hardware-based memory acquisition tool that uses a PCI card to prevent

rootkit interference [44]. Furthermore, Schatz [187] introduced the injection of a spe-
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cific operating system into the kernel of a compromised system to perform memory

acquisition when the operating system decreases the possibility of being subverted

by attacks. Zheng et al. [232] proposed an anti-forensic method to prevent obtaining

AES keys via the attacker (by using forensic applications) because these applications

can acquire privacy information from mobile devices.

2.2.1.4 Using Legitimate Applications for Malicious Intents

Attackers can use legitimate applications for their anti-forensic aims. Rochmadi

et al. [173] proposed a framework to enable investigators to analyze a user’s browsing

effectively by considering anti-forensic effects. They addressed the discovery of digital

evidence in web browser applications when the browser applications act in private

mode. Also, third-party applications of mobile devices can behave as anti-forensics

depending on the level of restrictions imposed by the operating system [117].

2.2.1.5 Increasing the Complexity of Forensic Analysis

Anti-forensics are capable of reducing the efficiency of digital forensic procedures

[159]. For instance, anti-forensics impede forensic analysis using an incremental

impact on the required time [129]. Li [129] outlined the complexities of wireless in-

trusion investigation in wireless environments regarding the presence of anti-forensics

and addressed it by a solution approach. The author also provided a benchmark and

discussed applied anti-forensics, and recovery techniques (to mitigate anti-forensic

effects).

2.2.1.6 Targeting Trustworthiness of Evidence

Accessibility to sharing platforms and the expansion of digital devices (that capture

multimedia, e.g. an image) have increased multimedia artifacts [165]. Forensic tech-

niques suggest detection techniques (in the context of image, audio and video) to
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identify traces of editing, the origin of media, and history of operations on a digital

multimedia artifact [205].

However, the trustworthiness of these artifacts and the reliability of information

source are issues because these multimedia content can be created and modified easily

[165]. Furthermore, anti-forensic techniques challenges the trustworthiness of digital

images [91]. Also, the impact of anti-forensics on the investigation reports is putting

doubts [129].

2.2.1.7 Attacking Forensic Approaches and Tools

There are many forensic algorithms that can be misled by malicious approaches (e.g.

hiding traces of manipulation) because they did not consider these kinds of threats

during their design [45]. For instance, Pasquini and Boato [165] introduced an anti-

forensic technique that attacks forensic detectors (that are related to JPEG com-

pression). Amerini et al. [33] proposed a classification approach on SIFT keypoints

to model an attacker’s perspective when the attacker employs copy-move forgery and

remove SIFT-based features to defeat forensic techniques.

The tampering attacks are classified into universal and targeted attacks [45,

120]. In the targeted attacks, the attacker knows about a potential forensic method

that can detect tampering; however, in the universal attacks, the attacker assumes

he/she is acting upon even unknown potential forensic methods [45, 120]. It is

also possible that these forensic detection techniques be targeted by anti-forensics.

Furthermore, there is another categorization for these attacks that hide the presence

of tampering that classified them into integrated and non-integrated attacks based

on the stage that the tampering attacks happen in the process of image generation

[45, 120]. The integrated attacks interact with legitimate operations that belong

to image manipulation, while the post-processing (non-integrated) attacks focus on

hiding traces after using image manipulation methods [120].
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Forensic tools provide more accurate and efficient results for investigators; how-

ever, the possibility of being exploited (because of a software bug) is the weakness

of the forensic tools that can obstruct investigations [101]. Anti-forensics target au-

thentic and legitimate outputs of forensic tools [37]. The forensic tools are vulnerable

to some rootkits and advanced persistent threats and may not illustrate all poten-

tial information (e.g. physical addresses) regarding the presence of a malware [208].

Furthermore, unknown vulnerabilities of forensic techniques enable the forgeries to

remain undetected [203].

Figure 2.3: Future directions in the areas of anti-forensics

2.2.2 A Taxonomy on Future Tasks in Anti-forensics

In this section, based on the literature review, we discuss the existing shortcomings

and limitations of anti-forensics. We consider five categories for shortcomings and

limitations. The categories are 1) Research and Development; 2) Analysis; 3) Mitiga-

tion; 4) Detection; and 5) Evaluation. Future research in the community of forensic

should address these categories. Figure 2.3 shows the categories. We provide more

detail for each category.
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Research and Development: This category refers to a lack of research in

the area of anti-forensics. It illustrates the necessity of 1) identifying a correlation

among the frequency of anti-forensic techniques usage, and the complexity of their

implementation and embedding into malware [34]; 2) an automated classification of

anti-forensic tools [61]; 3) determining effects of advanced anti-forensic attacks on

forensic investigations [67]; 4) extra research on the optimization techniques (e.g.

to examine original distribution of image) [80]; 5) performing more research and

development on concealment programs to have a more accurate and useful detection

tool [65]; 6) categorizing anti-forensics [34, 119]; and 7) extra research on more

advanced anti-forensic models (in the context of median filtering) that have higher

performance and support a better quality improvement [79];.

This category also represents the necessity of further developments such as

1) understand the technology and develop technologies against anti-forensics [34,

112, 119]; 2) the development of more robust forensic tools against anti-forensic

attacks [105]; 3) implementing an assistive decision support system for investigators

in the context of mobile anti-forensics and building a knowledge-base from mobile

anti-forensics to prevent evidence forgery [198]; 4) the development of a general anti-

forensic framework that has better performance in “histogram restoration in DCT

domain” [192], and 5) the development of an anti-forensic framework that covers

general purposes [78].

Analysis: Analyzing traces of anti-forensics is an important aspect. This

category refers to the importance of 1) examining the traces of anti-forensics and

extending whether forensic methods can detect them [165], and 2) examining “online

anti-forensics” and proposing a formal analysis model for anti-forensic evidence [172],

and 3) analysing which options exist that can trigger anti-forensic behaviour at the

different layers (e.g. operating system) [117].

Mitigation: The third category focuses on the mitigation of anti-forensics
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such as 1) mitigating anti-forensics in web browsers [173], and 2) implementing more

resistant forensic tools against an informed attacker [91].

Detection: The fourth category represents the necessity of more effective

techniques to detect anti-forensics (i.e. discovering features that guarantee more

reliable and distinguishable detection results in the context of “JPEG compression

forensics” [123]).

Evaluation: The fifth category illustrates the necessity of the evaluation of

anti-forensics and forensic tools to check their robustness against anti-forensics. Sup-

porting security evaluation as apart of future proposed forensic techniques is a good

practice [45]. Fixing the root issues of forensic tools prevents their exploitation by

anti-forensic methods [97].

This category refers to 1) an approach that systematically compares the perfor-

mance of detection approaches [123], and 2) the assessment and applicability of the

threat model in realistic forensic investigations [100]; 3) deeper simulation of an anti-

forensic attack against forensic applications [223]; 4) evaluating forensic tools based

on a security perspective [147]; 5) developing a methodology for evaluating steganal-

ysis [39], and 6) evaluating forensic approaches that want to detect anti-forensics

[162].

2.2.3 Summary

Based on our review Anti-forensics shape various challenges for forensic techniques,

while the presence of these challenges makes a necessity for extending research on

the area of anti-forensics. There is a need for understanding attacker’s behaviour

regarding the usage of anti-forensics; moreover, anti-forensics impact the reliability

of forensic methods and tools. Thus, the evaluation of existing forensic tools against

anti-forensics is required to be addressed by further research. Their evaluation lets

investigators assess the reliability of existing forensic tools against anti-forensics,

33



and identify limitations and weaknesses of existing forensic tools. The acquired

knowledge from the evaluation also enables the forensic community to identify how

they can develop more effective mitigation and detection techniques to prevent anti-

forensic attacks and reduce their success.

2.3 Game-theoretic Algorithms

The applicability of game theory to address challenges of the domain of security has

been proved. Here, we examine existing studies that have focused on game theory

to address security-based issues. Chen and Leneutre [59] identified rational attack-

ers’ expected behaviours and defenders’ optimal strategy in the intrusion detection

problem. He et al. [99] built a framework for risk assessment based on a proposed ap-

proach for calculating the probability of threats. Alpcan and Basar [30] represented

an analytical security game model regarding intrusion detection in the context of

access control systems (between an attacker and an intrusion detection system) by

considering two different versions of kernels. Agah et al. [25] built a framework in

a sensor network for defensive nodes to identify the most vulnerable node and its

protection. For the optimization of consumed resources during rootkit detection,

Muthumanickam and Ilavarasan [153] introduced a mathematical model based on

game theory to achieve this aim. They focused on reducing the number of required

API for monitoring while keeping the accuracy of detection.

Here, we categorized the existing game-theoretic research in security based on

the applied game-theoretic algorithms and models into security.

1) Fictitious play algorithm: Nguyen et al. [157] examined a two-player

security game between an attacker and a defender using fictitious play algorithm.

They considered two scenarios for the game: 1) players know that a communica-

tion channel between them is error-prone (knowing related error probabilities), and
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2) the players do not know the channel is error-prone (not knowing related error

probabilities). Luo et al. [139] selected a non-zero-sum dynamic game to simulate

non-cooperative interactions between the network administrators and attackers in

multi-stage attacks using a fictitious play algorithm.

2) Stochastic game theory: In each stage of stochastic games, a player se-

lects her/his action based on the available actions in that state of the game [127].

Sallhammar et al. [184] calculated the attackers’ expected behaviour using stochas-

tic game theory. Zonouz et al. [237] proposed a new automated intrusion response

mechanism as “a response and recovery engine (RRE)”. The mechanism uses Stack-

elberg’s stochastic game to build a response strategy against adversaries of computer

networks in a two-player game.

Lye and Wing [140] introduced a game-theoretic approach using a stochastic

game (between an attacker and an administrator) to examine the security of com-

puter networks, and identified in which manner the Nash Equilibrium of the game

(as realistic strategies) can be used to improve the security of networks.

3) Evolutionary game theory: When the game theory was adapted into

evolution research (i.e. evolutionary game theory), some modifications happened,

e.g. the concept of population found more importance in comparison with the indi-

vidual, and evolutionary stability replaced the rational act, etc. [84]. Tosh et al. [212]

proposed an evolutionary game-theoretic approach to formulate a non-cooperative

security information exchange game to let firms choose independently to participate

in the information sharing game or not, and improve the participants’ cost. They also

proposed a distributed learning heuristic that helps players to achieve the evolution-

arily stable strategy under special circumstances. Sun et al. [211] used evolutionary

game theory for modelling and addressing a solution for the problem of information

security in a specific industry chain.

4) Markov game theory: Regarding potential attacks in online social net-
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works, White et al. [221] proposed a game-theoretic approach to model some attack

scenarios on these networks, and results showed that there are several vulnerabilities

in these networks, and a defensive mechanism is required for improving the security

of data that have been involved in these networks. Xiaolin et al. [225] used Markov

game theory to model the risk assessment by an assumption that the potential future

risk affects an assessment of present risk.

5) Stackelberg game theory: Zhiheng Xu and Quanyan Zhu [233] modelled

interactions between an attacker and a defender using a Stackelberg framework. They

also modelled the interactions between a physical-layer controller of the 3D-printing

system and disturbance, and connected physical layer and cyber-layer of 3D-printing

systems. Xiao et al. [224] modelled the interactions between three players (a security

agent, an attacker, and a mobile device) using a Stackelberg game regarding the

mobile offloading. They also examined Nash equilibria or Stackelberg equilibria for

the game and discussed the conditions for their existence.

6) Gradient play algorithm: Sagduyu et al. [181] used a gradient play

algorithm in power control games. Each player in gradient play adjusts her/his next

action based on her/his evaluation of the gradient of her/his utility by considering

her/his current action.

7) Bayesian game theory: To model interaction among attackers and de-

fenders in a wireless ad hoc network, Liu et al. [137] proposed a game-theoretic

framework. Furthermore, in a Bayesian game with static and dynamic scenarios,

they analyzed the Nash Equilibrium of the game. The dynamic Bayesian game that

is more realistic gives this capability to defenders to adapt their beliefs based on their

opponent’s behaviour during the game. Lack of knowledge of wireless networks (e.g.

players’ identities, the channel aspects) motivated Sagduyu et al. [181] to employ

Bayesian games for modelling a security game between jammers and transmitters at

the MAC layer.
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2.3.1 Memory and Game Theory

A game-theoretic approach can guarantee an accurate simulation of the players’ in-

teractions by addressing the involved players’ characteristics. There are some char-

acteristics for each player; however, an essential characteristic is a player’s memory.

The players remember (memorize) the history of their opponent’s played strategies.

Thus, their memory let them examine their opponents’ status.

The game-theoretic algorithms adapt the players’ memory into their structure.

For instance, Yu et al. [227] addressed adaptive agents’ bounded rationality and

their incomplete knowledge by a memory model on the fictitious play. Regarding

learning in fictitious play, Perepelitsa [167] analyzed characteristics of fictitious play

with/without a memory factor in a large population of agents.

There are two approaches for adapting the players’ memory into the algorithms,

1) bounded and 2) unbounded memory. In the bounded approach, the algorithms

consider only partial parts of players’ memory (partial history of his/her opponents’

played strategies). However, in the unbounded approach, the players know the com-

plete history of their opponents’ played strategies. In this section, we review the

previous related works that adapted memory-based approaches into the algorithms

to address existing gaps. We summarize their shortcomings to illustrate potential

future works in a forensic-based perspective.

To address the gap of lacking design for interactions against opponents with

unbounded memory who following learning-based interactions, de Cote and Jennings

[69] focused on planning regarding interactions against opponents who acquire un-

bounded memory learning capability. However, in their proposed planning, they

only considered two actions for players. In a forensic environment, there are various

anti-forensics and counter-anti-forensics for the attacker and the investigator, respec-

tively. Therefore, we identify a shortcoming (S1) as addressing expanding forensic

agent’s action space.
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To address a need for the identification of distinct games, Benäım et al. [42]

introduced an empirical test between games with “Time Average of the Shapley

Polygon” and games with Nash equilibrium. They employed a stochastic fictitious

play that is based on weight and puts larger weight on more recent observations.

They estimated their introduced test is beneficiary for understanding behaviour in

economical models. Thus, we identify the second shortcoming (S2) as the constitu-

tion of a beneficiary model for understanding the attackers’ behaviour in applying

anti-forensics.

To address the gap of the necessity for identifying a set of criteria for game-

theoretic algorithms with adaptive opponents’ who learn during interactions, Powers

and Shoham [170] proposed an extension on the existing criteria for game-theoretic

algorithms, based on the adaptive opponents who have bounded memory. They fo-

cused on games with specific characteristic (e.g. two-player games, repetitive games,

etc.). Their future work is addressing games with different sets of characteristics (

e.g. general stochastic games, imperfect-information games, etc.). Thus, we identify

the third shortcoming (S3) as a new criterion to compare the performance of different

game-theoretic algorithms.

To address the gap of forgetting of players’ desired traits in coevolutionary

algorithms, Ficici and Pollack [83] proposed a new memory mechanism for coevo-

lutionary algorithms that match constant-sum symmetric and asymmetric games.

Their proposed mechanism simulates the results of a coevolutionary process; col-

lects desired traits (as a mixed strategy that approaches the Nash equilibrium dur-

ing search progress); and manages intransitive cycles. To provide monotonicity for

asymmetric games, Oliehoek et al. [160] proposed Parallel Nash Memory as an ex-

tended version of Nash Memory. They listed their future works as 1) the speed-up

of Parallel Nash Memory, and 2) extending it to multiple players. Thus, we identify

the fourth shortcoming (S4) as the necessity of addressing the speed-up for memory
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mechanisms.

2.3.2 Summary

Based on the review of previous works, if a forensic framework employs game-

theoretic algorithms to simulate the interactions between the attacker and the in-

vestigator, then there is a need for addressing the collected shortcomings. The first

shortcoming refers to the lack of considering expanding forensic agent’s action space.

The second shortcomings refer to the lack of building a beneficiary model to under-

stand the attackers’ behaviour in applying anti-forensics. The third shortcoming

is the lack of a new criterion for comparison of the performance of different game-

theoretic algorithms. Finally, the fourth shortcoming is the lack of addressing the

speed-up for the current memory mechanisms.

2.4 Summary

In this chapter, we reviewed previous studies in digital forensic; anti-forensics; and

game-theoretic algorithms in security (also memory in game theory) and identified

existing shortcomings. For digital forensics, we considered various topics such as

image forensics; video forensics; hard disk drive forensics; memory forensics; mobile

forensics; network forensics; and other forensic topics. Furthermore, we proposed

taxonomy on anti-forensic approaches (covering contribution C1.1) and another tax-

onomy on future research tasks in anti-forensics.
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Chapter 3

Propose Approach

Presenting evidence in a forensic manner in the court is a goal of forensic science.

Therefore, some perspectives need to be followed by forensic procedures such as

accuracy and authenticity , etc. regarding the evidence. But, unfortunately, these

procedures are attacked by anti-forensics that follow specific goals such as manipulat-

ing, hiding, and even removing evidence. Thus, an attacker uses anti-forensic tools to

hide or manipulate the remaining trace of his/her attacks. To detect anti-forensics,

forensic investigators use counter-anti-forensic techniques and tools.

The review of previous studies in previous chapters show us that more re-

search is required in the area of forensics and anti-forensics to 1) identify attacker’s

behaviour; 2) suggest more effective forensic approaches; 3) evaluate existing foren-

sic (i.e. counter-anti-forensic) tools against anti-forensics, and 4) increase the ef-

ficiency (speeding up) of existing forensic methods and tools. If the investigator

knows how the attacker employs anti-forensics, then he/she can choose more ap-

propriate counter-anti-forensic techniques against the attacker, and extract more

self-explanatory evidence to prove the presence of anti-forensics in an investigation.

Furthermore, if the investigator can evaluate the existing counter-anti-forensic tools

against anti-forensics, then the evaluation lets the investigator 1) identify more ro-
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bust defensive techniques against attackers who employ anti-forensics; 2) assess the

reliability of the existing counter-anti-forensics, and 3) improve existing counter-

anti-forensics and design more advanced counter-anti-forensics. Therefore, the ex-

amination of the attacker’s behaviour and the evaluation of the existing counter-

anti-forensic tools are necessary for the investigator to strengthen the reliability of

digital forensic investigations against the threat of anti-forensics.

However, there are restrictions and issues to achieve these aims. Here, we dis-

cuss some of these issues. The attacker and the investigator have private information

while their performance is dependent on each other. Furthermore, in a forensic en-

vironment, the investigator and the attacker interact repeatedly and rationally to

examine their most reliable strategies to defeat their opponents. These factors in-

crease the complexity of the simulation of their interactions and even the evaluation

in a real-world scenario.

Game theory provides a math-based framework that can be employed for study-

ing strategic interactions among agents when they are interested in maximizing their

rewards and their actions impact others’ utilities [69]. Game theory lets us 1) illus-

trate the structure of a situation such as reasons behind the situation, causes of

the situation, and effects of the situation [81]; 2) forecast the human’ behaviour

in a variety of subjects (e.g. economics) [183]; 3) simulate interactions that hap-

pen between a system and an attacker [183], and 4) find the optimal decision in a

multi-player environment [48]. Therefore, game theory can be used to simulate the

interactions between the investigator and the attacker in the forensic environment.

The examination of interactions between the attacker and the investigator enables

the investigator to identify the attacker’s behaviour. Furthermore, in a game, Nash

equilibria represent the players’ most desired and stable strategies. In a Nash equi-

librium, no players have any interest in deviating from the selected strategy (as the

equilibrium strategy) when their opponent maintains an equilibrium strategy [189].
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In this thesis, we propose a defensive game-theoretic approach that models the

interactions between the attacker and the investigator (players) in a forensic envi-

ronment when the attacker uses anti-forensics and the investigator employs counter-

anti-forensics. The proposed game-theoretic approach also examines the investiga-

tors’ most desired and stable defensive strategies against the attacker’s most desired

and stable offensive strategies. Because the attacker use anti-forensics and the inves-

tigator employs counter-anti-forensics, we identify different sets of characteristics to

profile the employed anti-forensics and counter-anti-forensics. Furthermore, the iden-

tified characteristics will be employed later to calculate the players’ payoff functions

(i.e. damage functions and cost functions).

In the proposed approach, we consider specific characteristics for modeling the

interactions between the attacker and the investigator in the forensic environment

(Section 3.2). The main reason behind of identifying these characteristics is that

some various game-theoretic algorithms and models can be used to simulate the in-

teractions; thus, we profile the existing game-theoretic algorithms and models (from

Section 3.3) based on these characteristics, to identify which ones match for the

simulation of interactions in the forensic environment. Next, we evaluate the iden-

tified game-theoretic algorithms and models based on a set of criteria to choose the

most coordinated game-theoretic candidates (models or algorithms) for the simula-

tion of the players’ interactions. Furthermore, the proposed game-theoretic approach

enables the investigator to evaluate the existing counter-anti-forensics.

Game-theoretic algorithms examine the presence of Nash Equilibria of a game.

However, in these algorithms, the players’ action spaces are fixed. Thus, if the players

want to introduce new actions into their action spaces (an expansion), then the orig-

inal game will be modified. The expansion requires the algorithms re-simulate the

modified game from the beginning. The re-simulation identifies the lack of a memory

component in the structure of these algorithms. Furthermore, the literature review
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showed that if a potential forensic approach employs game-theoretic algorithms to

simulate the interactions between the attacker and the investigator, then the ap-

proach needs to address some lacks such as 1) considering unlimited forensic agent’s

action space; 2) building a beneficiary model to understand the attackers’ behaviour

in applying anti-forensics; 3) a new criterion for comparing the performance of dif-

ferent game-theoretic algorithms, and 4) addressing the point of speed-up regarding

the current memory mechanisms. Thus, we introduce a capability for the players to

expand their action spaces using a memory component. We test the hypothesis of

applying the memory component to decrease the required players’ iterations to reach

the steady-state of the game. We assess the proposed memory component using a set

of experiments. We also formulate the players’ efficiency after applying the memory

component.

The design of our proposed approach will be stated in following part.

Figure 3.1: Components of the methodology
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3.1 Approach Design

Here, we discuss the manner that we design our proposed approach. Figure 3.1 shows

components of the design. In the first component, we collect existing anti-forensic

and counter-anti-forensic tools. Next, we identify different sets of comprehensive

characteristics. We use the characteristics to profile these tools manually. The

profiling knowledge helps the players to identify the structure of their actions.

After identifying anti-forensics and counter-anti-forensics, we need to compute

a realistic set of values for the calculation of the players’ pay-off matrices. These

extracted values will be employed later for calculating the players’ payoff matrices.

The attacker and the investigator use their pay-off matrix to choose their strategies

based on their opponents’ played strategies. Thus, in the second component, we focus

on the setting up of these tools, their preparation in an isolated forensic environment,

and attack scenarios for future experiments

In the third component, we use previously identified characteristics for the

existing anti-forensics and counter-anti-forensics and other characteristics to define

the players’ payoff functions. next, we execute and examine each of these anti-forensic

and counter-anti-forensic tools against each other. We perform these experiments to

calculate a realistic set of values.

In the fourth component, we employ the collected anti-forensic tools and counter-

anti-forensic tools to define the attacker’s and the investigator’s action space, respec-

tively. Next, we calculate the players’ payoff matrices regarding their action spaces.

In the fifth component, we identify a list of characteristics for the players’ inter-

actions in the forensic environment. The characteristics let us simulate interactions

between the attacker and the investigator in a realistic environment. Next, we con-

sider a set of existing game-theory models and algorithms in security and profile

them manually using these determined characteristics to identify a set of potential
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game-theory models and algorithms for the modelling of the players’ interactions.

In the sixth component, we implement and run the identified game-theory

models and algorithms, and evaluate them using a set of criteria. The evaluation

lets us choose the best match (for the modelling of players’ interactions) among the

selected game-theoretic models and algorithms.

In the seventh component, we add a memory part into the proposed approach.

The memory part addresses the extending the players’ action spaces to facilitate the

game simulation without any need for replaying all the strategies again to calculate

Nash equilibria. For instance, if the players expand their action spaces (by adding

a new counter-anti-forensic or anti-forensic tool into their action spaces), then the

approach does not need to re-perform all the game simulation since the beginning

to identify the Nash equilibria of the game.

Finally, in the eighth component, we extract a set of assistive rules for the

investigator. In the next section, we identify a set of characteristics regarding players’

interactions in the forensic environment.

3.2 Characteristics of the Players’ Interactions

Before applying game theory for the simulation of the players’ interactions, it is

required to identify characteristics of the players’ interactions in the forensic envi-

ronment. We employ these characteristics to profile potential game-theoretic models

and algorithms (from Section 2.3) in a standard manner by identifying which char-

acteristics should be supported by a game-theoretic algorithm to model the players’

interactions in the realistic forensic environment.

Here, we list the characteristics of the players’ interactions. If a game is an

incomplete-information game, then there is at least one player who cannot deter-

mine payoff functions of other players, that prevents the player to estimate the effect
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Table 3.1: Characteristics of player’s interactions

ID Description ID Description

F1 Supporting incomplete-information games F8 Supporting player’s learning(updating strategies)
F2 Supporting complete-information games F9 Supporting repetition games
F3 Supporting perfect-information games F10 Evolving opponent’s strategies in strategy selection
F4 Supporting imperfect-information games F11 Presence of Equilibria (NE,BNE,ESS,SE,MPE))
F5 Supporting normal-form games F12 Supporting non-sequential(simultaneous) games
F6 Supporting non-zero games F13 Supporting dynamic games
F7 Supporting non-cooperative games F14 Necessity of the existence of a transition matrix

of his/her actions on other players [220]. In contrast, in a complete-information

game, players know their opponents’ payoff and strategies. Thus, the first set of

characteristics (supporting incomplete-information games (F1 in Table 3.1) and sup-

porting complete-information games (F2 in Table 3.1)) determines how information

is available for each player.

In a perfect-information game, all players know their opponents’ previously

played strategies [220]. However, an imperfect-information game does not provide

the possibility of an accurate observation; therefore, there is a noisy observation of

other players’ previous actions for each player (that shows the usability of stochastic

techniques) [72]. Thus, we introduce the next characteristic as supporting perfect-

information games (F3 in Table 3.1) and supporting imperfect-information games

(F4 in Table 3.1). These characteristics determine whether the players observe the

history of their opponent’s played strategies or not.

A Normal-form game uses a matrix representation to explain strategies and

payoffs of a game [81]. Thus, to consider the representation model of the players’

payoffs, we introduce another characteristic as supporting normal-form games (F5 in

Table 3.1). In a zero-sum game, the sum of the player’s payoffs is zero. General-sum

(non-zero-sum) games are more realistic in the domain of security in comparison

with zero-sum games [130]. Thus, we introduce the next characteristic as supporting

non-zero games (F6 in Table 3.1). This characteristic determines the presence of a

relationship between the player’s payoffs.

The structure of players’ payoff functions divides the matrix games into entirely
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collaborative and completely competitive games [48]. In a competitive game, the

players adopt a non-cooperative nature to maximize their payoff while reducing their

opponent’s payoff. Therefore, the next characteristic that we consider is supporting

non-cooperative games (F7 in Table 3.1). This characteristic determines the structure

of the players’ payoff functions.

The lack of a players’ knowledge about his/her opponent’s best strategies man-

dates the player to play a game repetitively. Repeated games, a particular form of

dynamic games, provides a possibility for players to play a game repeatedly [131].

Therefore, we introduce new characteristics regarding the players’ learning capability

(F8 in Table 3.1), the repetitive structure of the interactions (F9 in Table 3.1), and

evolving opponent’s strategies in strategy selection (F10 in Table 3.1 to represent an

opponent-dependant structure for the players’ interactions).

An equilibrium represents a player’s strategies that can be employed regarding

the maximization of the payoff; thus, the equilibrium shows the predictive power

of the game theory model [51]. The equilibria of a game identify the players’ best

strategies. The players’ interactions can be interpreted by game theory and also it

extracts any equilibrium; thus, we present another characteristic as the presence of

Equilibria (F11 in Table 3.1). There are different kinds of equilibria. For instance,

if a strategy is selected by the most significant portion of the population, then it

is called an evolutionary stable strategy (ESS) [131]. A Bayesian Nash Equilibrium

(BNE) is the examined equilibrium of a Bayesian Game [131]. By considering Markov

strategies in a game, the perfect equilibrium of a subgame is called a Markov perfect

equilibrium (MPE) [24].

Furthermore, we introduce other characteristics such as supporting simultane-

ous games (F12 in Table 3.1), supporting dynamic games (F13 in Table 3.1), and the

necessity of the existence of a transition matrix (F14 in Table 3.1).

These game-theoretic characteristics here will be described based on forensic
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perspective. In the forensic environment, the players usually do not know their

opponent’s payoff matrix. Therefore, an incomplete-information structure matches

the structure of the interactions in the environment. We assume the players know

their opponent’s played strategies; thus, the interactions in the forensic environment

follow a perfect-information structure. We also use Normal-form to represent the

players’ payoffs.

Furthermore, there is no guarantee that there is any relationship between the

player’s payoffs in the forensic environment. Thus, we select a general-sum struc-

ture for the games in the environment. In the environment, the players follow a

non-cooperative nature and a repetitive structure in their interactions. They learn

and evolve an opponent’s strategies in their strategy selection. They also adapt to

an opponent-dependant structure for the interactions. The players are interested

in their most desired and stable strategies (equilibria of the game), a simultaneous

dynamic game with no transition matrix. Table 3.1 shows our proposed fourteen

characteristics (F1. . .F14) for profiling potential game-theoretic models and algo-

rithms to select the closely matched ones to simulate the interactions in the forensic

environment. In the next section, we profile game-theoretic models and algorithms.

3.3 Profiling Potential Game-theoretic Models and

Algorithms

We profile potential game-theoretic models and algorithms (listed in section 2.3)

based on the defined characteristics (in Table 3.1). Table 3.2 shows the profiling of

game-theoretic models and algorithms based on the characteristics (covering contri-

bution C2.1.1). In Table 3.2, ’X’ shows that a model supports a specific characteristic,

and ‘X’ shows that the model does not support a specific characteristic. In Table 3.2,

the columns represent the models and algorithms and “Reference” row represents the
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list of used references to infer the value of each characteristic.

In Table 3.2, we calculate a score for each game-theoretic model or algorithm.

The score is based on these characteristics; thus, the score lets us choose the most

suitable game-theoretic models and algorithms. The characteristics have two types,

desired and undesired. We expect that the interactions in the forensic environment

include the desired characteristics. The desired characteristics have value (+1). In

contrast, we expect the interactions in the forensic environment do not include un-

desired characteristics. The undesired characteristics have value (-1).

To measure the score of each game-theoretic model or algorithm, if the model or

algorithm supports a desired characteristic of the forensic environment, then we add

a positive point (+1) to the score. If the model or algorithm supports an undesired

characteristic, then we add a negative point (-1) to the score. As the last row of

Table 3.2 shows 1) the fictitious play algorithm; 2) the gradient play algorithm; 3)

the Bayesian game theory, and 4) the evolutionary game theory has the highest score.

3.4 Proposed Memory Component

In the interactions between the attacker and the investigator, each player learns

more about his/her opponent’s strategies. Furthermore, the player is interested in

applying their knowledge to improve their existing tools or even developing a new

set of techniques. Therefore, in further interactions, the players are interested in

employing their recently improved or developed techniques. This kind of employment

lets them evaluate the applicability of their techniques.

Previous game-theoretic studies did not consider the capability of expanding

on the players’ action spaces in game-theoretic algorithms. Thus, if a player wants

to extend his/her action space, then for finding the Nash equilibrium of the game

the players need to re-simulate the game since the beginning. In this thesis, we
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Figure 3.2: Proposed memory component for game-theoretic algorithms in the foren-
sic environment

formulate a hypothesis: does a memory component can let the players examine

the Nash equilibrium of the game after expanding their action spaces without re-

simulation of the game since the beginning?

To test the hypothesis, and to address the mentioned shortcomings in Section

2.3.1, we propose a memory component. The proposed component lets the investi-

gator and the attacker expand their action spaces (addressing the first shortcoming

- S1). Also, the component lets us evaluate the hypothesis, the quicker examina-

tion of the Nash equilibria of the game (addressing the fourth shortcoming - S4).

Furthermore, Regarding the memory component, we propose an extended game-

theoretic algorithm in Section 4.1.5 (Contribution C3.2) that can be stated as the

main theoretical contribution.

Figure 3.2 shows the structure of the proposed component. We explain the

component by describing its parts. Two players are involved in the component. The

first player is the attacker (a rational player) that his/her action space includes anti-

forensics. The second player is the investigator (another rational player) that his/her

action space includes counter-anti-forensics. The attacker and the investigator player

can expand their actions spaces. The attacker can introduce a new anti-forensic tool

into his/her action space. The investigator can introduce a new counter-anti-forensic
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tool into his/her action space. Therefore, the component lets them evaluate their

recently developed/improved anti-forensics or counter-anti-forensics.

Next, the most coordinated game-theoretic models and algorithms simulate the

players’ interactions in the forensic environment. These game-theoretic algorithms

examine the Nash equilibrium of the game. The examined Nash equilibrium contains

the weights of the attacker’s strategies and the investigator’s strategies. Each player

receives the examined Nash equilibrium and one of them expands his/her action

space by introducing a new action. The memory component simulates the effects

of newly introduced action on the weights of the players’ strategies. By simulating

the interactions between the investigator and the attacker, the memory component

provides contributions to the forensic community.

3.5 Summary

Regarding extending research on forensics and anti-forensics, we proposed a defensive

game-theoretic approach to simulate the players’ interactions in the forensic envi-

ronment, identify their most stable and desired strategies, and evaluate the existing

counter-anti-forensic tools. We identified characteristics of the players’ interactions

in the forensic environment to make sure the proposed approach matches them. Fur-

thermore, to speed up the proposed approach, we consider a memory component in

the proposed approach. Finally, we presented the design of the proposed approach.

Furthermore, we profiled the existing game-theoretic algorithms and models

to identify potential game-theoretic algorithms and models that the proposed ap-

proach can employ to simulate the players’ interaction in the forensic environment.

The profiling shows that the potential game-theoretic algorithms and models are the

fictitious play algorithm; the gradient play algorithm; the Bayesian game theory;

and the evolutionary game theory. Finally, we proposed a memory component to
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enable the players to expand their action spaces in the forensic environment without

requiring to re-simulate the game since the beginning to examine the Nash equilib-

rium of the game. In the next chapter, we will construct three datasets for further

experiments. We will also select the most coordinates game-theoretic models and

algorithms.
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Chapter 4

Experiment and Analysis

In this chapter to construct the forensic environment that includes the attacker

(who employs anti-forensic tools) and the investigator (who employs counter-anti-

forensic), we use three popular and common families of anti-forensics. The first

family is rootkits (i.e. anti-forensics). Based on the level of an attacker’s expertise,

anti-forensics can range from a shallow effort to an expert mode. In the expert mode,

rootkits (as an anti-forensic technique) help the attacker to conceal traces of attacks

on compromised systems. Rootkits use various hiding strategies to influence forensic-

based incident response and network auditing [44]. Anti-rootkits (i.e. counter-anti-

forensics) can be employed to detect rootkits.

The second family is backdoors (i.e. anti-forensics). Backdoors as another fam-

ily of malware have specific capabilities that illustrate an anti-forensic role. Back-

doors enable the attacker to manipulate or remove evidence of compromising a system

to mislead forensic investigations. Backdoors employ hiding techniques [138], that

challenges any attempt to detect evidence in a forensic investigation. Furthermore,

backdoors have some capabilities such as forging cookies and employing hiding tech-

niques to talk with their owners [47]. Anti-backdoors (i.e. counter-anti-forensics)

can be employed to detect backdoors.
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The third family is Trojans (i.e. anti-forensics). Cybercriminals target con-

fidential information of various organizations by employing more advanced and so-

phisticated malware. They try to gain unauthorized access to targeted systems to

steal users’ information that is sensitive and confidential. Trojans are a family of

malware. Trojans compromise a system and damage it while they seem to be legit-

imate applications [41]. Trojans play an anti-forensic role during compromising a

system without the user’s knowledge [93], when their anti-forensic behaviour makes

the forensic investigation challenging. Trojans employ evasion techniques (e.g. zero-

day vulnerabilities) to prevent being detected [132]. Furthermore, Trojans try to

hide by following their activities as plugging or a DLL and prevent any abnormal

impact on the normal systems’ activity [149]. Trojans also can be embedded in

Advanced Persistent Threats (APT) to steal users’ confidential information [132].

Anti-Trojans (i.e. counter-anti-forensics) can be employed to detect Trojans.

For the simulation of the players’ interactions in the forensic environment, we

need data. Thus, in this chapter, we perform a set of experiments to construct

datasets to employ for the simulation of the players’ interactions in the forensic

environment. The first dataset includes rootkits and anti-rootkits. Before building

the first dataset, we need to identify anti-forensics and counter-anti-forensics that the

attacker and the investigator employ, respectively. Therefore, we collect the existing

instances of rootkits and anti-rootkits to build the attacker’s actions space and the

investigator’s action space, respectively. In Section 4.1, we discuss how we build the

first dataset.

The second dataset includes backdoors and anti-backdoors. For building the

second dataset, we need to identify anti-forensics (backdoors) and counter-anti-

forensics (anti-backdoors) that the attacker and the investigator employ, respectively.

Therefore, we collect the existing instances of backdoors and anti-backdoors to con-

struct the attacker’s actions space and the investigator’s action space, respectively.
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In Section 4.2, we provide more detail regarding the second dataset.

The third dataset includes Trojans and Anti-Trojans. First, we require to

identify anti-forensics (Trojans) and counter-anti-forensics (Anti-Trojans) that the

attacker and the investigator employ, respectively. Therefore, we collect the existing

instances of Trojans and anti-Trojans to build the attacker’s actions space and the

investigator’s action space, respectively. In Section 4.3, we discuss how we build the

third dataset.

4.1 Rootkits and Anti-rootkits

Kernel-mode rootkits are high-powered and Windows kernel has been targeted by

the advanced rootkits to conceal files, registry keys, etc [86]. In the kernel’s memory

space, rootkits modify function pointers to execute malicious functions [82]. They

protect the stealthy nature of malicious applications by detecting avoidance meth-

ods via changing the behaviour of malicious applications to seem legitimate [109].

Rootkits use hooking techniques to manipulate a feature of the system (by overwrit-

ing it or putting code inside of it) to control some parts of activities of that specific

feature [142]. For example, in the system service descriptor table (SSDT) hooking

technique, an address inside of SSDT will be overwritten by a rootkit to point to a

malicious code that is going to be executed with the highest privileges in the oper-

ating system [142]. Thus, rootkits act as an anti-forensic approach. To identify and

detect rootkits, the investigator uses rootkit detection tools (anti-rootkits).

4.1.1 Rootkit Detection

Presenting a category on rootkit detection techniques helps investigators to use an

appropriate technique. Molina et al. [150] categorized these techniques. The first

category is signature-based techniques that monitor system files to examine the pres-
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ence of rootkit fingerprints [150]. Cui et al. [62] discovered the memory fingerprints

of kernel rootkits in the compromised system by introducing a memory analysis sys-

tem and applied the analysis system into large samples of malware and Kernel crash

dumps. To presenting inconsistencies in a system and illustrating suspicious objects

(i.e. indicators of threat), Vömel and Lenz [218] introduced a plugging for a popular

forensic framework (DFF). The introduced plugin, rkfinder, combined the capabili-

ties of Volatility and performs a set of check to reach this aim, and represents system

states in a tree-like manner and provides an easy interface for users.

The second category is cross-view based techniques that act based on detecting

any inconsistencies or abnormalities among various views of system parameters [150].

By focusing on hidden processes, Xu and Su [226] have designed, implemented, and

evaluated a cross-view rootkit detection method (XView) that acts dynamically. The

third category is integrity-based techniques that is based on the comparison of the

existing snapshot of a system with a legitimate one [150]. For instance, Flatley [85]

implemented and evaluated a rootkit detection method that is based on a clean boot

and it employs two partitions (a compromised partition and a legitimate partition).

In the Linux Kernel, David et al. [64] focused on hardware states and introduced a

framework to detect rootkits (e.g. Cloaker, a constructed proof-of-concept rootkit)

using integrity checks on these states of devices of the system.

The next category is heuristic-based techniques that monitor the normal be-

haviour of systems to find any deviation [150]. In the fifth category, hardware-

based techniques, for examining rootkit fingerprints they use direct memory access

to achieve information [150]. Some research proposed rootkit detection methods

by mixing several detection techniques. Liu et al. [135] designed and implemented

X-Anti a new detection structure to detect rootkits. To assist the forensic inves-

tigation, Molina et al. [150] introduced a rootkit detection tool that is based on

correlating the outputs of multiple data collecting methods (without any need for
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pre-installation) when the live analysis is required for the systems. The evaluation of

rootkit detection methods is an important issue. By considering a some common set

of Windows-based rootkits, Arnold [35] evaluated various rootkit detection methods.

More research is required in the area of rootkit detection to 1) constructing

optimal rules regarding heuristic-based detection methods on rootkits to improve

the detection and reducing the false positive [35]; 2) improve the quality of detec-

tion using specific heuristics [218], and 3) implement more detection features [218].

Furthermore, attackers are interested in more advanced rootkits to strengthen their

attacks. Undetected vulnerabilities of a system enable attackers to install and ex-

ecute their malicious codes on a compromised system. However, investigators are

not aware of these vulnerabilities to improve their detection tools. Therefore, the

identification of the most desirable and stable defensive strategies for an investigator

against a rootkit is essential.

4.1.2 Players’ Action Spaces

Here to profile the instances of rootkits we consider some characteristics. Thus, to

explain the structure of the players’ actions, we use characteristics of rootkits that

are presented in Table 4.1. To describe characteristics of rootkits listed in Table 4.1,

we refer to each characteristic with the letter ’N’ plus its id (e.g. N10 is the 10th

characteristic in Table 4.1). A rootkit is persistent (N12) if it resists against wiping,

disabling using a manipulated control flow or restore its core malicious functionality

even after removing [142]. A rootkit may hide processes (N31), services (N30), or files

(N27). Furthermore, a rootkit can target anti-virus and intrusion detection systems

(N24). Direct kernel object manipulation (N20) refers to a family of attacks that

modify kernel objects inside an OS [142]. Rootkits use some techniques to remain

hidden and undetected such as patching techniques (N9), etc. [85].
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Table 4.1: Characteristics of rootkits

ID Characteristic ID Characteristic
N1 User-Mode Type [85] N19 Using Encryption [142]
N2 Kernel-Mode Type [85] N20 DKOM [142]
N3 Bootkit-Mode Type [85] N21 The capability of Raw Access into RAM

[66]
N4 Hypervisor-Mode Type [85] N22 Filtering Capability [142]
N5 FIRMWARE-Mode Type [85] N23 Network Traffic
N6 PCI-Mode Type [142] N24 Targeting Anti-virus and IDS [142]
N7 SMM-Mode Type [142] N25 Privilege Escalation Capability [142]
N8 GPU-Based Mode Type [142] N26 Manipulating of Configuration [142]
N9 Using Patching Techniques [85] N27 File Hiding [66, 142]
N10 Highly CPU Usage N28 Registry Hiding [66]
N11 Highly RAM Usage N29 Driver Hiding [66]
N12 Persistent [142] N30 Service Hiding [218]
N13 SSDT Hooking [142] N31 Process Hiding [66, 142]
N14 IAT Hooking [142] N32 Device Hiding
N15 IDT Hooking [142] N33 Code Injection Capability [142]
N16 API Hooking [142] N34 Process Injection Capability [142]
N17 INLINE Hooking [142] N35 Data Injection Capability
N18 IRP Table Hooking [66] N36 Malicious Logic [142]

Table 4.2: Characteristics of anti-rootkits

ID Characteristic ID Characteristic
M1 Supporting User-Mode Detection[85] M15 Detection by employing Direct RAM

Access[155]
M2 Supporting Kernel-Mode Detection[85] M16 Filtering Detection
M3 Supporting Bootkit-Mode Detection M17 Network Traffic Detection[35]
M4 Supporting Hypervisor-Mode Detection[85] M18 Self Protection[35]
M5 Supporting FIRMWARE-Mode Detection M19 Privilege Escalation Detection
M6 Supporting PCI-Mode Detection M20 Detection of Configuration Manipulation
M7 Supporting SMM-Mode Detection M21 Detection based on File [85, 135, 155]
M8 Supporting GPU-Based Mode Detection M22 Detection based on Registry [85, 135,

155]
M9 Supporting Malicious Packing Detection M23 Detection based on Driver [85, 135, 155]
M10 Detection based on CPU Usage[155] M24 Detection based on Service [155]
M11 Detection based on RAM Usage M25 Detection based on Process [85, 135, 155]
M12 Supporting Rootkit Removal[35] M26 Detection based on Device [155]
M13 Detection of Hooking[35, 85, 135, 155] M27 Supporting Patching Detection[85]
M14 DKOM Detection[35, 85]

Flatley [85] categorized rootkits based on privileges into user-mode (N1), kernel-

mode (N2), bootkit-mode (N3), hypervisor-mode (N4), firmware-mode (N5), and

PCI-mode (N6). In the description of N21, a physical memory device can access ker-

nel memory without requiring drivers in Windows or kernel modules in Linux [66].

System Service Descriptor Table N13, Import Address Table (N14), and Interrupt

Descriptor Table (N15) can be used by rootkits [142].

Next, we select a set of ‘popular’ rootkits. Table 4.5 shows the attacker’s action
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Table 4.5: Attacker’s Action Space

ID Rootkit name Ref

A1 Fu [176]

A2 FuTO-Enhanced [175]

A3 Hxdef084 [177]

A4 Hxdef100 [177]

A5 AFX2005 [174]

Table 4.6: Investigator’s Action Space

ID Anti-rootkit name Ref

D1 RootkitRevealer(v.1.71) [60]
D2 ESET SysInspector(v.1.3.14.0) [77]
D3 Malwarebytes Anti-Rootkit Beta(v.1.10.3.100) [143]
D4 Sophos Rootkit Removal(v.2.7.0) [196]
D5 RootkitBuster—Trend Micro(v.5.0-1212) [213]
D6 Panda Anti-Rootkit(v.1.08.00) [164]
D7 McAfee RootkitRemover(v.0.8.9.209) [146]
D8 Kaspersky TDSSkiller(v.3.1.0.28) [118]
D9 MalwareFox Rootkit Removal Tool (v.2.74.206.150) [144]
D10 AVZ Antiviral Toolkit(v.4.46) [236]

space. Based on selected rootkit in Table 4.3, we define the attacker’s action space

as A1 (“Fu rootkit”), A2 (“FuTO-Enhanced rootkit”), A3 (“Hxdef084 rootkit”), A4

(“Hxdef100 rootkit”), and A5 (“AFX2005 rootkit”). We profile the instances of

selected rootkits in Table 4.3 based on the characteristic of Table 4.1. In Table 4.3,

a ‘X’ shows an instance of rootkit has a specific characteristic from Table 4.1. To

achieve this, we check the source code of rootkits, their documentation, and their

GUI-based or command-based interfaces.

Furthermore, we need to identify a set of characteristics for anti-rootkits to

profile the instances and identify the structure of the investigator’s actions. Table

4.2 represents twenty seven characteristics for anti-rootkits. We refer to these char-

acteristics as M1, M2, . . . , and M27. Here, we describe some of these characteristics.

Anti-rootkit software may detect user-mode (M1), kernel-mode (M2), boot-kit (M3),

and hypervisor-mode rootkits (M4). They detect rootkit based on their activities,
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such as service hiding (M42), network traffic (M17), hooking (G13), or CPU usage

(G10). Also, some of them have rootkit wiping capability after detection (M12).

Next, we select a set of ‘popular’ anti-rootkits. Table 4.6 shows the investi-

gator’s action space. Based on selected anti-rootkits in Table 4.4, we define the in-

vestigator’s action space as D1 (“RootkitRevealer”), D2 (“ESET SysInspector”), D3

(“Malwarebytes Anti-Rootkit Beta”), D4 (“Sophos Rootkit Removal”), D5 (“RootkitBuster-

Trend Micro”), D6 (“Panda Anti-Rootkit”), D7 (“McAfee RootkitRemover”), D8

(“Kaspersky TDSSkiller”), D9 (“MalwareFox Rootkit Removal Tool”), and D10

(“AVZ Antiviral Toolkit”). We profile the selected anti-rootkits in Table 4.4 based

on the characteristic of Table 4.2. In Table 4.4, a ‘X’ shows an instance of anti-

rootkit has a specific characteristic from Table 4.2. To achieve this, we check their

documentation, their GUI-based or command-based interfaces, and their outputs.

Table 4.4 also shows the version of each anti-rootkit.

4.1.3 Players’ Payoff Matrices

In this section, we calculate the pay-off matrix for each player. We need two functions

to calculate the players’ payoff matrices. The first function is a damage function

(Functiondamage). The damage function calculates the amount of damage that a

player’s action causes for their opponent.

Functiondamage
att =

h1 +
∑12

m=2 ¬hm
11

(4.1)

Functiondamage
inv =

∑12
m=2 hm − h1

11
(4.2)

Each anti-rootkit software provides several characteristics as we listed in Table

4.2. To evaluate the anti-rootkit software will listed the available parameters (h1

. . .h12) in Table 4.7. For example, an anti-rootkit may detect an installed rootkit

based on the presence of malicious files (M21) which is related to h4. Generally, an
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Table 4.7: Evaluation parameters

ID Title Description

h1 Scan time The scanning time of an anti-rootkit on the compromised VM that is
infected by a specific rootkit

h2 Detection Whether an anti-rootkit found the specific rootkit or no

h3 Registry Whether the output of an anti-rootkit refers to any malicious activities
on registry keys of the compromised VM

h4 File Whether the output of an anti-rootkit refers to any malicious activities
on files of the compromised VM

h5 Service Whether the output of an anti-rootkit refers to any malicious activities
on services of the compromised VM

h6 Driver Whether the output of an anti-rootkit refers to any malicious activities
on drivers of the compromised VM

h7 Port Whether the output of an anti-rootkit refers to any malicious activities
on ports of the compromised VM

h8 Network Whether the output of an anti-rootkit refers to any malicious activities
on network traffic of the compromised VM

h9 DLL Whether the output of an anti-rootkit refers to any malicious activities
on DLL(s) of the compromised VM

h10 API Whether the output of an anti-rootkit refers to any malicious activities
on API(s) of the compromised VM

h11 Device Whether the output of an anti-rootkit refers to any malicious activities
on devices of the compromised VM

h12 Process Whether the output of an anti-rootkit refers to any malicious activities
on processes of the compromised VM

63



anti-rootkit software supports a parameter if there is an implemented module in the

anti-rootkit software that supports a related characteristic. These parameters have

been considered in the definition of damage functions in our proposed model. The

values of these parameters can be identified after running an anti-rootkit against

a running rootkit. Equation (4.1) presents the damage function for the attacker.

Equation (4.2) presents the damage function for the investigator.

Functioncost
att =

∑36
m=1 N

rootkit
m

36
(4.3)

Functioncost
inv =

∑27
m=1M

anti−rootkit
m

27
(4.4)

The second function is a cost function (Functioncost). The cost function basi-

cally approximates the paid expense of the implementation of a rootkit or an anti-

rootkit. If the attacker is interested in a more powerful rootkit, then he/she must

pay more cost to embed more malicious characteristics in the rootkit. The expense

may include hiring developers plus the evaluation of the implemented rootkit. The

values of the cost function for a player’s action equals the average number of in-

cluded characteristics in the player’s action. Thus, a player’s action that includes

more characteristics has a higher implementation cost. To calculate Functioncost,

we use the contents of Tables 4.3 and 4.4. Equation (4.3) presents the attacker’s cost

function. Equation (4.4) presents the investigator’s cost function.

For calculating the players’ payoff, we prepare an isolated forensic environment

for the experiments. The rootkits are downloaded from www.rootkit.com (the most

popular rootkit website) to infect Microsoft Windows XP. There were no varieties of

different versions of rootkits; thus, the selected instances are a few items. To prepare

the isolated environment, we use Virtual Box version 5.1.38 to build virtualization

machines. The operating system of the host VM is Linux Ubuntu with 2.2GHz

Intel CPU and 2GB RAM. We select Microsoft Windows XP as the guest OS with

1GB RAM. In the experiments, traces of rootkits are less; thus, to facilitate the
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experiments we consider 1GB RAM.

A rootkit is installed on a legitimate, unmodified guest VM, and a snapshot is

taken for restoring after each anti-rootkit analysis. Furthermore, after the installa-

tion and activation of a rootkit, anti-rootkit software will be installed and analyzed

separately.

Furthermore, to simulate interactions between the attacker and the investiga-

tor, we need a realistic full-coverage installation and activation scenario for each

rootkit. Thus, for each rootkit, we define an attack scenario. The scenarios include

hiding services, hiding ports, and overwriting objects. The attack scenario of the

“Fu rootkit” includes hiding processes, hiding drivers, and assigning a new privilege

to a process. The attack scenario of the “FuTo-Enhanced rootkit” includes hiding

processes, hiding drivers, hiding processes with GUI, and assigning a new privilege

to processes.
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For the “Hxdef84 rootkit” and the “Hxdef100 rootkit”, attack scenarios include

hiding files, directories, processes, registries, and services. The attack scenario of the

“AFX2005 rootkit” includes hiding processes, hiding services, hiding registry keys,

and hiding files.

To extract the values of mentioned parameters (the content of Table 4.8), we

run each rootkit and anti-rootkit against each other. The outputs of anti-rootkits

provide detected traces (evidence) of a rootkit on a compromised VM. The evidence

includes any malicious behaviour in registry keys, files, services, ports, etc. Table 4.8

shows the total number of detected evidence and the title of a detected rootkit based

on the output of each anti-rootkit. Table 4.7 presents a definition for the columns

of Table 4.8. ‘Evidence’ shows the number of malicious traces that an anti-rootkit

found and ‘Detected name’ shows the title of the detected rootkit by an anti-rootkit.

h1 (the scanning time of each anti-rootkit) is normalized in Equations (4.1) and (4.2).

Other parameters (h2 . . .h12) accept a value, 0 or 1.

The experiments provide a realistic set of values to calculate the players’ pay-off

matrices. Table 4.8 contains five experiments for each selected anti-rootkit software.

For instance, the experiments for the “RootkitReavelaer anti-rootkit” show that the

anti-rootkit detects the “Hxdef84 rootkit” and the “Hxdef100 rootkit”. However,

the anti-rootkit could not detect the “Fu rootkit”, the “FuTO-Enhanced rootkit”,

and the “AFX2005 rootkit”.

If we consider each row of Table 4.8 as an experiment, then the third experi-

ment shows that “RootkitRevealer” elapse 84 seconds for scanning the compromised

VM before detecting the “Hxdef84 rootkit”. The third experiment shows that the

“RootkitRevealer” detected 11 malicious evidence on the compromised VM. The de-

tected items belong to registry keys, files, and drivers. The fifth experiment shows

that the “ESET SysInspector” detected the “Fu rootkit” after 81 seconds based on

two pieces of evidence, a file and a driver.
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Figure 4.1: Scanning time of each anti-rootkit on the compromised VM

Figure 4.2: Evidence found by each anti-rootkit on the compromised VM
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The eleventh experiment shows that the scanning time of the “Malwarebytes

Anti-Rootkit Beta” for detecting the “Hxdef84 rootkit” was 366 seconds. Also,

the “Malwarebytes Anti-Rootkit Beta” presented a label for the detected rootkit as

”rootkit.hackerdefender”.

Figure 4.1 shows the scanning time of each anti-rootkit for a rootkit. The

values on the x-axis of the diagram present the elapsed time per second. The values

on the y-axis of the diagram present the list of selected anti-rootkits. Figure 4.2

presents the total number of detected evidence by an anti-rootkit. The values on

the x-axis of the diagram present the number of found evidence. The values on the

y-axis of the diagram present the selected anti-rootkits.

Matt = Functiondamage
att − Functioncost

att (4.5)

Minv = Functiondamage
inv − Functioncost

inv (4.6)

Table 4.9: Attacker’s pay-off matrix

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

A1 0.165 -0.012 0.090 0.034 -0.019 0.164 0.161 -0.014 0.009 -0.041

A2 0.137 -0.040 0.065 0.001 0.134 0.136 0.133 -0.042 -0.014 0.018

A3 0.219 0.039 0.336 0.287 0.121 0.124 0.575 0.401 0.333 0.281

A4 0.219 0.039 0.333 0.379 0.121 0.124 0.575 0.399 0.330 0.278

A5 0.394 -0.032 0.071 0.141 0.323 0.144 -0.222 0.147 0.166 0.388

We use Table 4.8 to calculate the attacker’s pay-off matrix (Matt) and the

investigator’s pay-off matrix (Minv). We compute Matt and Minv using Equations

4.5 and 4.6, respectively. The matrices are presented in Tables 4.9 and 4.10. For

instance, in Table 4.9 the attacker knows his/her payoff is 0.165 if he/she chooses

A1, and the investigator selects D1. Also, the attacker knows his/her payoff is 0.018

if he/she chooses A2, and the investigator selects D10.

The players do not know their opponent’s pay-off functions and their opponent’s

pay-off matrix. Thus, Table 4.8 does not help them to estimate their opponent’s
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Table 4.10: Investigator’s pay-off matrix

A1 A2 A3 A4 A5

D1 -0.152 -0.151 0.117 0.116 -0.219

D2 -0.030 -0.030 0.149 0.149 -0.031

D3 0.013 0.011 -0.090 -0.088 0.012

D4 -0.132 -0.126 -0.152 -0.153 -0.077

D5 -0.390 -0.482 -0.118 -0.118 -0.481

D6 -0.262 -0.262 0.100 0.100 -0.080

D7 -0.222 -0.222 -0.222 -0.222 -0.222

D8 -0.082 0.007 -0.084 -0.082 -0.083

D9 -0.460 -0.464 -0.461 -0.458 -0.547

D10 -0.278 -0.274 -0.186 -0.184 -0.546

performance. For example, an attacker may be interested in leaving less evidence on

the compromised system rather than being detected by an anti-rootkit. As another

example, an investigator may prefer to spend less time scanning a compromised

system (because of the restrictions on forensic cases) rather than collecting more

evidence.

4.1.4 Selecting Most Coordinated Models and Algorithms

In Section 3.3, we identified four most related game-theoretic models and algorithms

as 1) the fictitious play algorithm; 2) the gradient play algorithm; 3) the Bayesian

game theory, and 4) the evolutionary game theory. In this section, first, we simulate

the game using these four models and algorithms. Next, we evaluate the simulation

results (of four models and algorithms) to identify the most coordinated model or

algorithm for the modelling of the players’ interactions in the forensic environment

when the attacker uses rootkits and the investigator employs anti-rootkits.

Fictitious Play Algorithm: The fictitious play provides the capability of

learning opponents’ mixed strategies and calculating players’ best responses when

the players do not know their opponents’ payoff matrices (while this point matches

practical cases) [157]. In the discrete-time fictitious play, a two players game, the

players play a bimatrix game repeatedly [43]. After starting the game with random
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Algorithm 1: Fictitious Play Algorithm

for Iteration ∈ {0, 1, . . . } do
Pi (i ∈ {1, 2}) chooses her/his best response regarding the empirical
frequencies of her/his opponent’s strategies;

After observing her/his opponent’s selected strategy, Pi updates the
empirical frequencies of her/his opponent’s strategies;

Iteration = Iteration + 1;
end

Algorithm 2: Gradient Play Algorithm

for Iteration ∈ {0, 1, . . . } do
Pi (i ∈ {1, 2}) computes her payoff;
Pi computes the gradient of her payoff;
Pi chooses her/his better response based on the empirical frequencies of
her/his opponent’s strategies;

By observing the opponent’s selected strategy, Pi updates the empirical
frequencies of the opponent’s strategies;

Iteration = Iteration + 1;
end

moves, In each iteration of the game, each player chooses her/his best response (to

choose maximum expected payoff) based on her/his belief about her/his opponent’s

strategies [43]. Algorithm 1 represents the mechanism of the fictitious play algorithm.

The game has a repetition structure; thus, we pick a discrete-time fictitious play

algorithm.

Gradient Play Algorithm: In the fictitious play, players choose their best

response; however, in the gradient play the players choose their strategies based on

projected gradient [189]. Algorithm 2 represents the mechanism of the gradient play

algorithm.

Bayesian Game Theory: Li and Wu [128] defined Bayesian games as a

mixture of probability theory and game theory. The mixture presents incomplete-

information games. Each player in the Bayesian game has private information that

affects the progress of the game. Other players have some beliefs about a player’s

private information. The players’ beliefs about other players are probability distri-
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Table 4.11: Evaluation criteria for choosing most coordinated model or algorithm

ID Description ID Description

M1 Stability M8 Robustness
M2 Applicability M9 Profitability
M3 Efficiency(Time) M10 Iterations
M4 Efficiency(Memory) M11 Safety
M5 Feasibility M12 Targeted-Optimality
M6 Scalability M13 Auto-Compability
M7 Individual Rationality

butions. Bayes’ rule updates these probability distributions if new information is

available.

Evolutionary Game Theory uses the techniques of non-cooperative game

theory to forecast animal behaviour [50]. In an evolutionary process, the population

behaviour illustrates which pure strategy is trendy or not (acting best regarding

the payoff in the population or acting worst) [50]. We use the distributed learning

heuristic algorithm (Algorithm 1 in [212]) for the evolutionary game model.

Evaluation Criteria Vu et al. [217] introduced some criteria to extend previous

criteria that have been used for the evaluation of learning techniques in repeated

N-player games that are general-sum. Also, Liang and Yan [131] presented a set of

criteria to evaluate existing game-theoretic studies (i.e. game modelling and analysis

using game theory). We select a set from their criteria to evaluate the selected game-

theoretic models and algorithms to identify the most coordinated game-theoretic

model or algorithm for the simulation of the players’ interactions in the forensic

environment. The selected criteria are listed in Table 4.11. We describe the mea-

surement of each criterion later. Here, we discuss each criterion.

• Stability criterion (M1) shows that a game model guarantees reaching a steady-

state and players are satisfied with their payoffs and they have no motivation

for betraying unilaterally [131].
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• Applicability criterion (M2) shows the extent to which the game model can

solve practical problems that belongs to a concrete system [131].

• Efficiency (M3,M4) is a game model-dependent criterion. A game model is

efficient if NE of the game can be calculated in a polynomial time, players’

payoffs can increase, and there is any extra resource wasting. Furthermore,

the modelling of the game should not be expensive [131].

• Feasibility criterion (M5) shows that the formulation of players’ payoff functions

is feasible based on the available information and designing of the game is not

expensive. If the game model is not feasible, then it cannot examine players’

interactions [131].

• Scalability criterion (M6) shows that a game model can support large scale

scenarios (i.e. including more players) without any conditional restrictions on

the experiments [131].

• Individual Rationality criterion (M7) shows a player does not receive only neg-

ative profits after participating in the game; thus, a useful model guarantees

an equilibrium when all players achieve positive profits [131].

• Robustness criterion (M8) shows the capability of a game model to resist de-

viations by reaching a stable state in a short time [131].

• Profitability criterion (M9) depends on the condition that the platform keeps

its profitability when all players have positive utilities [131].

• Iterations criterion (M10) shows the number of iterations that a game model

needs to reach a steady-state.

• By considering the security value of a game, Safety criterion (M11) shows that

an algorithm guarantees to achieve a payoff that at least is inside the range of

ε of security value versus any opponent [217].
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• To describe Targeted Optimality criterion (M12), an algorithm needs to receive

a payoff that is inside the range of ε of the expected value of best response

versus a real opponent (when an opponent can be selected from the target set

of opponents) [217].

• To support Auto-Compatibility criterion (M13), in a self-play, an algorithm

needs to receive a payoff that is at least inside the range of ε of the value

of a Nash equilibrium when there is no any Pareto domination for the Nash

Equilibrium [217].

To run the four selected game-theoretic models and algorithms, we imple-

mented a JavaFX application. The experiments are performed on a MacOS with

2.7GHz Intel CPU Core i7 and 4GB RAM. The players select their initial strategies

randomly.

Here, we illustrate how we evaluate these four game-theoretic algorithms and

models by measuring the considered criteria (Table 4.11) in the game. If a game-

theoretic model or algorithm finds more than one equilibrium, then the game does

not support Stability (M1 = X). If a game-theoretic model or algorithm can find

any equilibrium for a game, then it supports Applicability (M2 = X). We measure

the performance of a game-theoretic model or algorithm using the criteria M3 and

M4. M3 represents the execution time of the game-theoretic model per milliseconds.

M4 represent the consumed memory of the game-theoretic model per Byte.

We were able to formulate the players’ payoffs using available information, and

we modelled games with less expense; thus, all of the game-theoretic models and

algorithms support Feasibility (M5 = X). We considered two players that their

action spaces include more than 4 actions to simulate the players’ interactions in

a large scale scenario. Therefore, all of the game-theoretic models and algorithms

guarantee Scalability (M6 = X). If the players’ payoffs in the steady states of

the game have positive values, then the modelling of the game supports Individual
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Table 4.12: Evaluation of the selected game-theoretic models and algorithms

Model M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13

Fictitious Play Algorithm X X 334 ms 1671648 B X X X X X 298 X X X
Gradient Play Algorithm X X 994 ms 594800 B X X X X X 94 X X X
Bayesian Game X X 191 ms 489936 B X X X NA X NA X X NA

Evolutionary Game X X 2151 ms 11742176 B X X X X X 893 X X X

Rationality (M7 = X).

To check the robustness of a game-theoretic model or algorithm, we perturb the

player’s payoffs using an entropy function and a random perturbation (τ) parameter.

If the players reach a steady-state of the game in a short time and the perturbation

does not deviate the game, then the modelled game is robust (M8 = X). To deter-

mine if a game-theoretic model or algorithm is profitable or not, we need to check

the values of players’ utilities and make sure the values are positive, and the plat-

form of the game has its profitability. To measure the value of M10 criterion, we run

game-theoretic models and algorithms with different iterations to examine steady

states of the game.

To guarantee Safety (M11 = X) by assuming that there is one opponent, a

game-theoretic model or algorithm needs at least to achieve a payoff that is greater

than the security value for the game against the opponent or be inside of its range

(ε). If a game-theoretic model or algorithm achieves the payoff that is not less than

the expected value of best response against the opponent or is inside of its range

(ε) when the target set of opponents includes one member, then the game-theoretic

model or algorithm supports Targeted Optimality (M12 = X). To support Auto-

Compatibility (M13 = X), a game-theoretic model or algorithm should receive a

payoff that is at least be inside of range (ε) of a Nash equilibrium when there is no

any Pareto domination for the Nash Equilibrium.

Because of the repetitive normal-form structure of the game, we consider the

same configurations for each iteration of the game. Each game-theoretic model and
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Figure 4.3: Investigator’s empirical frequencies in the fictitious play algorithm.

algorithm has an input parameter as an iteration number to make sure the model po-

tentially reaches stable (steady) states. The selected values for the iteration number

of the fictitious play algorithm, the gradient play algorithm, and the evolutionary

game model are 298, 94, and 893, respectively. The Bayesian game theory could not

reach a steady-state in the experiments; thus, we choose NA for the value of the

parameter.

Table 4.12 shows results of the experiments. The criteria are presented as the

columns of Table 4.12. Each row of Table 4.12 represents the values of the criteria

for each game-theoretic model or algorithm. We discuss experimental results for

the fictitious play algorithm, the gradient play algorithm, Bayesian model and the

evolutionary model.
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Figure 4.4: Attacker’s empirical frequencies in the fictitious play algorithm.

Figure 4.5: Investigator’s empirical frequencies in the gradient play algorithm.
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Figure 4.6: Attacker’s empirical frequencies in the gradient play algorithm.

4.1.4.1 Fictitious Play Algorithm

The players’ empirical distributions in the fictitious play algorithm are identified in

Figure 4.3 and Figure 4.4. The experiments show that the fictitious play algorithm

reached the steady-state of the game in iteration 298. The algorithm discovered

an equilibrium; thus, the equilibrium must be a Nash Equilibrium. The algorithm

also represents a stable version of the game and guarantees Stability because of the

uniqueness of examined Nash Equilibrium. The algorithm took 1.12 milliseconds per

each iteration (334 milliseconds per 298 iterations of the game) to model the game

and consumed 5609.55 Bytes per each iteration (1671 KB per 298 iterations of the

game). The algorithm supports Feasibility and Scalability.

The calculated investigator’s payoff at the steady-state of the game is negative.

Thus, the algorithm cannot guarantee Individual Rationality for the players. The

algorithm supports Targeted Optimality. It also supports Safety by considering
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Figure 4.7: Investigator’s empirical frequencies in the Bayesian game.

ε=0.004. The algorithm guarantees Robustness. However, the algorithm does not

guarantee Profitability because the experiments show that the investigator’s payoff

is not positive. The algorithm supports Auto-Compatibility because it has a unique

Nash Equilibrium.

4.1.4.2 Gradient Play Algorithm

In the first environment, Figure 4.5 and Figure 4.6 represent the players’ empirical

distributions in the gradient play algorithm. The experiments show that the gradient

play algorithm reached the steady-state of the game in iteration 94. The algorithm

found an equilibrium; thus, the algorithm can model a stable version of the game

and guarantees Stability. The execution time of the algorithm is 10.57 milliseconds

per each iteration (994 milliseconds per 94 iterations of the game). It consumed

6327 Bytes per each iteration (594 KB per 94 iterations of the game). Similar to

the fictitious play algorithm, the gradient play algorithm supports Feasibility and
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Figure 4.8: Attacker’s empirical frequencies in the Bayesian game.

Scalability.

The investigator’s payoff is negative at the steady-state of the game. Thus,

the gradient play algorithm does not guarantee Individual Rationality and Prof-

itability. The algorithm supports Targeted Optimality by considering ε=0.04. The

gradient play algorithm guarantees Safety by considering ε=0.004. It guarantees

Auto-Compatibility (because it has a unique Nash Equilibrium), and Robustness.

4.1.4.3 Bayesian Game Theory

The players’ empirical distributions in the Bayesian game model are represented in

two Figure 4.7 and Figure 4.8. The Bayesian game did not reach the steady states

of the game and the game is not convergent. Also, there is no any equilibria for the

game. The execution time of the algorithm is 191 milliseconds per 100 iterations. It

consumed 489 KB per 100 iterations of the game. The Bayesian game guarantees

Scalability and Feasibility.
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Figure 4.9: Investigator’s empirical frequencies in the evolutionary game.

Figure 4.10: Attacker’s empirical frequencies in the evolutionary game.
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The investigator’s payoff at the steady-state of the game is negative. Thus, the

modelling cannot completely guarantee Individual Rationality. The Bayesian game

supports Targeted Optimality by considering ε=0.04. The Bayesian game also sup-

ports Safety by considering ε=0.004. Furthermore, it does not support Profitability

because the investigator’s payoff is not positive. Furthermore, because the Bayesian

game could not reach the steady-state of the game, the number of required iterations

to reach the steady-state of the game, Auto-Compatibility and Robustness could not

be identified.

4.1.4.4 Evolutionary Game

Empirical distributions in the evolutionary game model for the players are identified

in Figure 4.9 and Figure 4.10. We achieved more than one equilibrium for the

game. Thus, the evolutionary game theory cannot model a stable version of the

game in contrast to the fictitious play algorithm and the gradient play algorithm.

Furthermore, the experiments show if we use the evolutionary game theory to model

the players’ interactions, then it needs 893 iterations to reach to one of its steady

states. The execution time of the algorithm is 2.4 milliseconds per each iteration

(2151 milliseconds per 893 iterations of the game). It consumed 13149.1 Bytes per

each iteration (11742 KB per 893 iterations of the game). Similar to others, the

evolutionary game theory supports Feasibility, Scalability.

The investigator’s payoffs at the steady-state of the game is not positive; thus,

the evolutionary game model does not guarantee Individual Rationality and Prof-

itability. The evolutionary game theory does not support Targeted Optimality (by

considering ε=0.04), Safety (by considering ε=0.004), and Auto-Compatibility (by

considering ε=0.001).

Based on the experiments, the fictitious play algorithm reaches a steady-state

of the game and identifies unique Nash equilibrium. Also, the gradient play algo-

82



rithm reaches a steady-state of the game and identifies the unique Nash equilibrium.

Furthermore, these algorithms support a significant portion of the criteria. Thus, the

most coordinated model for the simulation of the players’ interactions in the forensic

environment when the attacker employs rootkits and the investigator employs anti-

rootkits are the fictitious play algorithm and the gradient play algorithm (covering

contribution C2.1.2).

4.1.5 Experiments of the Extended Memory-Based Algo-

rithm

In this section, we employ the proposed memory component to propose an extended

game-theoretic algorithm for the selected game-theoretic algorithms (covering con-

tribution C3.2). Algorithm 3 represents the extended game-theoretic algorithm that

adapts with the fictitious play algorithm and the gradient play algorithm. The ex-

tended algorithm accepts some Inputs. The inputs are the players’ prior action

spaces (A1 and A2), the players’ payoff matrices (M1 and M2), and a list of actions

(L) that the players will add into their action spaces during the execution of the

algorithm.

The outputs of the algorithm are the Nash equilibria of the games. The algo-

rithm initializes the players’ action spaces (S1 and S2) based on the provided inputs

((A1 and A2)). It also initializes the list of examined Nash equilibrium (NE) as an

empty set. The variable of iteration keeps the required iterations of the game to

reach the Nash equilibrium of the game.

The variable of k refers to each game. The first game contains the original

predefined players’ action spaces; however, in next expanded games, each time, a

player expands his/her action space using a member of L list. In the first while loop

of the algorithm, the algorithm examines the Nash equilibrium of the first game. In

its first iteration, the algorithm initializes the players’ empirical frequencies based
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Algorithm 3: The extended game-theoretic algorithm

Data: A1 (prior P1’s action space), A2 (prior P2’s action space),
M1 (prior P1’s payoff matrix), M2 (prior P2’s payoff matrix), L (list of new
actions)
Result: Nash Equilibria of the game
S1 ←− A1

S2 ←− A2

NE ←− ∅
k ←− 1
iteration←− 1
while the game does not reach NE do

if iteration==1 then
Q1 ←− P1 picks a random strategy
Q2 ←− P2 picks a random strategy

end
Pj∈1,2 chooses optimal response based on Q−j
Pj∈1,2 observes P−j’s selected strategy and updates Qj

iteration=iteration+1

end
NE ←− {NEk}
while Pi∈1,2 is interested to expand Si by ak ∈ L do

k ←− k + 1
iteration←− 1
Si ←− Si + {ak}
M1 ←− Expand and recalculate M1 based on the expansion ({ak})
M2 ←− Expand and recalculate M2 based on the expansion ({ak})
while the game does not reach NE do

if iteration==1 then

Q1 ←− PNEk
2

Q2 ←− PNEk
1

end
Pj∈1,2 chooses optimal response based on Q−j
Pj∈1,2 observes P−j’s selected strategy and updates Qj

iteration←− iteration+ 1

end
NE ←− NE + {NEk}

end
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on random strategies. Next, in each iteration, the players choose their optimal

strategies. They also observe their opponent’s selected strategy and update their

empirical frequencies (Q1 and Q2).

At the end of the first while loop, the examined Nash equilibrium for the first

game will be appended into the NE list (NE ←− {NEk}). The algorithm reaches

the second while loop that enables a player to expand his/her action space using the

items of the L list. The algorithm stays in this loop until no players are interested

to expand their action spaces. The algorithm again initializes the variables of k and

iteration for the next coming game. A player chooses an action from L as (ak).

The added action (ak) will be appended into the player’s action space. Next, each

player calculates and extend his/her payoff matrices to include required payoffs for

the added action.

Table 4.13: The players’ action spaces in each test for rootkits and anti-rootkits

Test IDAttacker’s Action Space Investigator’s Action Space Total Actions

1 A1, A2 D1, D2 4

2 A1, A2 D1, D2,D3 5

3 A1, A2,A3 D1, D2,D3 6

4 A1, A2,A3 D1, D2,D3,D4 7

5 A1, A2,A3,A4 D1, D2,D3,D4 8

6 A1, A2,A3,A4 D1, D2,D3,D4,D5 9

7 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5 10

8 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5,D6 11

9 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5,D6,D7 12

10 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5,D6,D7,D8 13

11 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5,D6,D7,D8,D9 14

12 A1, A2,A3,A4,A5 D1, D2,D3,D4,D5,D6,D7,D8,D9,D10 15

The algorithm reaches the next inner while loop and stays in this loop until it

reaches the Nash equilibrium of the current expanded game. In the first iteration of

the current expanded game, the algorithm initializes the players’ empirical frequen-

cies (Q1 and Q2) using the last examined Nash equilibrium from the NE list. Next,

in each iteration of the current expanded game, the players choose their optimal
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strategies and observe their opponent’s selected strategy to update their empirical

frequencies. If the expanded game reaches the Nash equilibrium, then the equilib-

rium will be appended into the NE list and it gets ready for the next expanded

game.

Experiments

Here, we perform a set of experiments to evaluate our hypothesis on the fic-

titious play algorithm and the gradient play algorithm. Each experiment includes

twelve tests. In each test, a player introduces a new action into his/her action space.

Each test (each row of Table 4.13) contains a set of actions for each player. Table

4.13 shows the players’ action space in each test. The attacker’s action space has

been represented in second column in Table 4.13 and the investigator’s action space

has been represented in third columns in Table 4.13, in each test.

We consider two scenarios for the experiments based on the inclusion of the

memory component. In the first scenario, we consider the expansion of a players’

action space without the memory component (without considering the examined

Nash equilibrium of the previous test). Therefore, the sequential tests in the first

scenario are independent. For instance, in the second test, the investigator just adds

an action (D3) into his/her action space.

Table 4.14: Results of experiments for first scenario in the fictitious play algorithm

Test IDIterations PA1
PA2

PA3
PA4

PA5
Iterations PD1

PD2
PD3

PD4
PD5

PD6
PD7

PD8
PD9

PD10

1 67 0.5540.446 - - - 67 0.5540.446 - - - - - - - -
2 67 0.5540.446 - - - 83 0.3200.2570.423 - - - - - - -
3 240 0.3180.2570.425 - - 261 0.3200.2570.423 - - - - - - -
4 240 0.3180.2570.425 - - 241 0.3120.2530.4180.017 - - - - - -
5 241 0.3120.2530.4180.017 - 241 0.3120.2530.4180.017 - - - - - -
6 241 0.3120.2530.4180.017 - 314 0.2570.2080.3430.0160.176 - - - - -
7 281 0.2570.2100.3430.0140.176 314 0.2570.2080.3430.0160.176 - - - - -
8 281 0.2570.2100.3430.0140.176 279 0.2230.1790.2950.0120.1520.139 - - - -
9 281 0.2570.2100.3430.0140.176 285 0.1880.1510.2480.0100.1280.1170.158 - - -
10 281 0.2570.2100.3430.0140.176 294 0.1630.1320.2170.0090.1110.1020.1400.126 - -
11 281 0.2570.2100.3430.0140.176 293 0.1430.1140.1880.0080.0970.0890.1200.1100.131 -
12 281 0.2570.2100.3430.0140.176 298 0.1180.0960.1580.0070.0810.0740.1000.0920.1120.162
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Table 4.15: Results of experiments for second scenario in the fictitious play algorithm

Test IDIterations PA1
PA2

PA3
PA4

PA5
Iterations PD1

PD2
PD3

PD4
PD5

PD6
PD7

PD8
PD9

PD10

1 67 0.5540.446 - - - 67 0.5540.446 - - - - - - - -
2 3 0.5530.447 - - - 65 0.3190.2580.423 - - - - - - -
3 206 0.3190.2580.423 - - 9 0.3180.2580.424 - - - - - - -
4 9 0.3180.2580.424 - - 42 0.3130.2530.4170.017 - - - - - -
5 42 0.3130.2530.4170.017 - 2 0.3130.2530.4170.017 - - - - - -
6 2 0.3130.2530.4170.017 - 133 0.2580.2090.3430.0140.176 - - - - -
7 133 0.2580.2090.3430.0140.176 6 0.2580.2080.3430.0140.176 - - - - -
8 156 0.2580.2090.3430.0150.177 118 0.2220.1800.2960.0120.1520.139 - - - -
9 7 0.2580.2080.3430.0140.176 126 0.1870.1510.2490.0100.1280.1170.158 - - -
10 1 0.2580.2080.3430.0140.176 112 0.1630.1320.2170.0090.1120.1020.1380.126 - -
11 1 0.2580.2080.3430.0140.176 115 0.1420.1150.1890.0080.0970.0890.1200.1100.131 -
12 1 0.2580.2080.3430.0140.176 128 0.1190.0960.1580.0070.0810.0740.1000.0920.1100.162

In the second scenario, we consider the expansion of a players’ action space with

the memory component. Thus, we initialize empirical frequencies of each player’s

strategies using the examined Nash equilibrium of the previous test. Therefore, in the

second scenario, the sequential tests are dependant. For instance, in the third test,

we initialize the empirical frequencies of attacker’s strategies based on the examined

Nash equilibrium of the second test. In the third test, the attacker introduces a new

action (A3) into his/her action space.

We consider a set of thresholds (based on experiments) for the algorithms to

identify the steady-state of the game in each test. For the gradient play algorithm,

the thresholds in all tests equal 0.0001. For the fictitious play algorithm, the thresh-

olds in first and second tests equal 0.0001 while for the other tests equal 0.00001.

We simulate each test using the selected algorithms. To run the game-theoretic al-

gorithms, we implemented a JavaFX application. The experiments are performed

on a Linux Ubuntu with 2.2GHz Intel CPU and 2GB RAM. In each iteration of the

game, the players choose their mixed strategies from their action spaces.

Fictitious Play Algorithm Tables 4.14 and 4.15 represent the results of the

experiments when the players follow the first scenario and the second scenario in the
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fictitious play algorithm, respectively. Tables 4.14 and 4.15 also list the attacker’s

and the investigator’s most desired and stable strategies (Nash equilibrium) in their

interactions.

In Tables 4.14 and 4.15, columns PA1 , PA2 , PA3 , PA4 , and PA5 represent the

empirical frequencies of the attacker’s strategies at the steady-state of the game.

These empirical frequencies are parts of the Nash equilibrium of the game. Columns

PD1 , PD2 , PD3 , PD4 , PD5 , PD6 , PD7 , PD8 , PD9 , and PD10 also represent the empirical

frequencies for the investigator’s strategies at the steady-state of the game. The

results show that each test has a Nash equilibrium.

Table 4.16: Results of experiments for first scenario in the gradient play algorithm

Test IDIterations PA1
PA2

PA3
PA4

PA5
Iterations PD1

PD2
PD3

PD4
PD5

PD6
PD7

PD8
PD9

PD10

1 67 0.5540.446 - - - 67 0.554 0.446 - - - - - - - -
2 67 0.5540.446 - - - 83 0.320 0.2570.423 - - - - - - -
3 76 0.3180.2570.425 - - 83 0.320 0.2570.423 - - - - - - -
4 76 0.3180.2570.425 - - 76 0.312 0.2530.4180.017 - - - - - -
5 76 0.3120.2530.4180.017 - 76 0.312 0.2530.4180.017 - - - - - -
6 76 0.3120.2530.4180.017 - 99 0.257 0.2080.3430.0160.176 - - - - -
7 89 0.2570.2100.3430.0140.176 99 0.257 0.2080.3430.0160.176 - - - - -
8 89 0.2570.2100.3430.0140.176 88 0.223 0.1790.2950.0120.1520.139 - - - -
9 89 0.2570.2100.3430.0140.176 90 0.188 0.1510.2480.0100.1280.1170.158 - - -
10 89 0.2570.2100.3430.0140.176 93 0.163 0.1320.2170.0090.1110.1020.1400.126 - -
11 89 0.2570.2100.3430.0140.176 93 0.143 0.1140.1880.0080.0970.0890.1200.1100.131 -
12 89 0.2570.2100.3430.0140.176 94 0.11080.0960.1580.0070.0810.0740.1000.0920.1120.162

Table 4.17: Results of experiments for second scenario in the gradient play algorithm

Test IDIterations PA1
PA2

PA3
PA4

PA5
Iterations PD1

PD2
PD3

PD4
PD5

PD6
PD7

PD8
PD9

PD10

1 67 0.5540.446 - - - 67 0.5540.446 - - - - - - - -
2 3 0.5530.447 - - - 65 0.3190.2580.423 - - - - - - -
3 65 0.3190.2580.423 - - 3 0.3180.2580.424 - - - - - - -
4 3 0.3180.2580.424 - - 13 0.3130.2530.4170.017 - - - - - -
5 13 0.3130.2530.4170.017 - 1 0.3130.2530.4170.017 - - - - - -
6 1 0.3130.2530.4170.017 - 42 0.2580.2090.3430.0140.176 - - - - -
7 42 0.2580.2090.3430.0140.176 2 0.2580.2080.3430.0140.176 - - - - -
8 2 0.2580.2080.3430.0140.176 37 0.2220.1800.2960.0120.1520.139 - - - -
9 1 0.2580.2080.3430.0140.176 40 0.1870.1510.2490.0100.1280.1170.158 - - -
10 1 0.2580.2080.3430.0140.176 36 0.1630.1320.2170.0090.1120.1020.1380.126 - -
11 1 0.2580.2080.3430.0140.176 36 0.1420.1150.1890.0080.0970.0890.1200.1100.131 -
12 1 0.2580.2080.3430.0140.176 40 0.1190.0960.1580.0070.0810.0740.1000.0920.1100.162
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Table 4.14 includes the attacker’s and the investigator’s required iterations to

reach the steady-state in the fictitious play algorithm in the first scenario. Table

4.15 contains required iterations for the attacker and the investigator for reaching

the steady-state when they employ the fictitious play algorithm and consider the

second scenario.

Gradient Play Algorithm The results of the first scenario and the second sce-

nario when they players employ gradient play have been represented in Tables 4.16

and 4.17. Furthermore, these tables include the examined Nash equilibrium of each

game, and the required iterations to reach the steady state of the game.

4.2 Backdoors and Anti-backdoors

Backdoors let the attacker controls the compromised host; therefore, their detection

is getting more important [29]. The detection of backdoors is a challenging task

because backdoors first employ exploits of systems to comprise them and consequen-

tially provide the unauthorized access for attackers [158]. Therefore, it is necessary

to understand the attacker’s malicious intent to choose more effective defensive tech-

niques against the attacker.

The threat of backdoors that target digital investigations makes it necessary

to develop more advanced detection techniques and to improve the existing forensic

tools. The detection tools must examine evidence based on an anti-forensic perspec-

tive and enable the forensic investigator to identify the attacker’s malicious goals.

Previous studies mainly have focused on the detection of various families of back-

doors.

Trojans and backdoors have different aspects in comparison with virus and

worms that are lower spreading speed and making less attention of antivirus [182].

Entrance techniques of backdoors into a compromised system include embedding
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backdoors into the source code of a legitimate program, employing a malicious code

(e.g. viruses), embedding them into the compiled segment of source code, and hid-

ing security holes of programs [182]. Attackers install backdoors based on two ap-

proaches, 1) choosing an automated malicious code, and 2) tricking a user to install

them [182]. Attackers install backdoors usually on high-number ports [113].

Without users’ allowance, backdoors provide unauthorized remote access for

attackers [41]. Backdoors penetration ways are 1) “denial of service”; 2) “unau-

thorized access from a remote machine”; 3) “unauthorized access to local superuser

(root)”; and 4) “surveillance and another probing” [182]. After installation, back-

doors wait for their owner to employ them. Backdoors may choose various statuses

on the compromised system such as 1) “Sleep”; 2) “Upload”; 3) “Download”; 4)

“CMD”; and 5) “Nothing” [158].

Salimi and Arastouie [182] categorized backdoors into 1) system backdoors

(granting unauthorized root access by employing a vulnerability); 2) application

backdoors (that include “support backdoors”, “malicious backdoors”, “special cre-

dential backdoors”); and 3) Crypto backdoors. Nasser et al. [154] discussed three

categories of backdoors, application backdoors, system backdoors and Crypto back-

doors.

4.2.1 Backdoor Detection

Backdoors participate in the major portion of intrusions against global networks [29].

Therefore, some of the previous studies have applied network intrusion detection ap-

proaches to detect backdoors. For instance, Juslin and Virtanen [113] proposed an

approach to employ network intrusion detection systems to detect backdoor attacks

to prevent backdoors to reach their malicious intents. Alminshid and Omar [29]

proposed the employment of Stepping Stone Detection, one of network-based intru-

sion detection approach, for detecting backdoor attacks that reduce false native rate,
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false-positive rate, and required scanning time.

Here, we review different kinds of backdoor detection approaches. Backdoor de-

tection methods can be categorized into signature-based and behaviour-based meth-

ods [29]. The signature-based methods employ the features of backdoors and re-

quire less scanning time; while they cannot deal with unseen backdoors [29]. The

behaviour-based methods employ the malicious behaviour of backdoors and they

detect polymorphic backdoors better [29]. However, still, the behaviour-based meth-

ods have some shortcomings such as having a high false-positive and the challenge of

identifying more effective features for a training phase [29]. Loi and Olmsted [138]

introduced a set of simple checks to detect the presence of backdoors.

Behaviour of the system can be analyzed by various features such as network-

level, system-level, etc. We discuss previous studies that focused on backdoor de-

tection using the analysis of system-level features, network-level features and hybrid

ones.

4.2.1.1 System-level Features

In this level, system-level features enable backdoors detection techniques to acquire

knowledge on resource-usage behaviour of backdoors in a compromised system. For

instance, checking the integrity of written block sporadically is a solution to detect

backdoors on hard disk drivers [230]. To detect backdoors based on their systemic

and behaviour features, Nia and Nowroozi [158] proposed an approach that mainly

focuses on an attacker’s commands on the compromised system. They calculated two

scores regarding the collected features to estimate the probability of the presence of

backdoors on the compromised system. The increasing rate of security threats such

as backdoors and Trojans motivated Javed and Akhlaq [108] to focus on extracting a

set of static features (e.g. API(s), URLs, etc) that are embedded into these malicious

codes.
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4.2.1.2 Network-level Features

Backdoors act as a portal for exploiting systems, achieving root access on the com-

promised systems and expanding their attacks into other networks [113]. Monitoring

network packets for any backdoor command is a solution to detect backdoors on

network [230].

Backdoor channel attacks let attackers gain access on user’s resources, user’s

confidential information and even turn the compromised system into a zombie for a

distributed denial-of-service attack [148]. Backdoor channel attacks can be detected

by intrusion detection systems (anomaly-based or signature-based) [148]. Borders

and Prakash [47] employed patterns of benign web requests to propose an anomaly

detection system (Web Tap) for detecting backdoors and covert communications on

the network.

Table 4.18: Characteristics of backdoors

ID Characteristic ID Characteristic
H1 Being System Backdoor[154, 158, 182] H14 Including Malicious Process Activity
H2 Being Application Backdoor [154, 158, 182] H15 Including Malicious Port Activity
H3 Being Crypto Backdoor[154, 182] H16 Gaining System Control [29, 158, 182]
H4 Hiding System Compromise Activity [113, 158] H17 Planting themselves in Legal Software [182]
H5 Including Malicious Service Activity H18 Planting themselves in Malicious Software

[182]
H6 Lunching Exploits [113, 158, 182] H19 Planting themselves in Compiled Segment of

Source Code [182]
H7 Being installed on Ports [113] H20 Tricking Users to Install it [182]
H8 Accessing User’s Information [138, 154] H21 Including Malicious Driver Activity
H9 Evading Detection [182] H22 Including Malicious DLL Activity
H10 Self Installation [182] H23 Including Malicious Resource Usage Activity
H11 Obtaining Remote Access to Bypass Security

Mechanism[29, 154, 182]
H24 Including Malicious Registry Key Activity

H12 Including Malicious File and Folder Activity
[182]

H25 Including Malicious API Activity

H13 Avoiding Normal Authentication [138, 154,
158]

H26 Including Malicious Network Activity

4.2.1.3 Hybrid-level Features

Salimi and Arastouie [182] employed system behaviour and network traffic to propose

a detection approach. They also participated in the artificial neural network and

genetic algorithm to predict the probability of the presence of backdoors in the
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Table 4.19: Characteristics of anti-backdoors

ID Characteristic ID Characteristic
K1 Detection based on System Behaviour [182] K11 Detection based on File and Folder Activity [158,

182]
K2 Detection based on Network Traffic [29, 158, 182] K12 Detection based on DLL Activity [158, 182]
K3 Detection based on Backdoor Penetration Way (De-

nial of Service) [182]
K13 Detection based on Registry Key Activity [158, 182]

K4 Detection based on Backdoor Penetration Way
(Unauthorized Access from Remote Machine) [182]

K14 Detection based on Driver Activity [158]

K5 Detection based on Backdoor Penetration Way
(Unauthorized Access to Local Super User)[182]

K15 Detection based on Memory Analysis

K6 Detection based on Resource Usage Activity [182] K16 Detection based on Archive Scan
K7 Detection based on Signature [29] K17 Self-Protection
K8 Detection based on Backdoor Penetration Way

(Probing) [182]
K18 Detection based on Malicious API Activity

K9 Detection based on Process Activity [158, 182] K19 Detection based on Malicious System Modification
K10 Detection based on Port Activity [29, 158, 182] K20 Detection based on Malicious Service Activity

compromised system in a deterministic manner. The included system features are

network traffic, registry keys, files and folders, DLL, etc.

By reviewing studies on backdoors, we have determined some shortcomings

regarding backdoors such as 1) there is no game-theoretic approach for the family

of software-based backdoors; 2) there is no an accurate mathematical formulation

to represent the damage and the cost of software-based backdoors; 3) there is no

an evaluation technique for existing anti-backdoors in Microsoft Windows operating

system, and 4) there is no modelling expanding the attacker’s and the investigators’

action spaces (by considering backdoors and anti-backdoors) when the attacker and

the investigator involve in forensic interactions.

4.2.2 Players’ Action Spaces

The literature review on previous studies on backdoors enables us to collect a set

of comprehensive characteristics for backdoors. Table 4.18 represents the character-

istics. We identify characteristics of backdoors as as H1, H2, . . . , and H26. The

characteristics represent the structure of the attacker actions.

Each instance of backdoors has some of these characteristics to facilitate its

malicious goals. The attackers’ action space contains five instances of backdoors.
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Table 4.22: Evaluation parameters

IDTitle Description

h1 Scan time The scanning time of an anti-backdoor on the compromised VM that is infected
by a specific backdoor

h2 Detection Whether an anti-backdoor found the specific backdoor or no

h3 Registry Whether the output of an anti-backdoor refers to any malicious activities on
registry keys of the compromised VM

h4 File Whether the output of an anti-backdoor refers to any malicious activities on
files of the compromised VM

h5 Service Whether the output of an anti-backdoor refers to any malicious activities on
services of the compromised VM

h6 Driver Whether the output of an anti-backdoor refers to any malicious activities on
drivers of the compromised VM

h7 Port Whether the output of an anti-backdoor refers to any malicious activities on
ports of the compromised VM

h8 Network Whether the output of an anti-backdoor refers to any malicious activities on
network traffic of the compromised VM

h9 DLL Whether the output of an anti-backdoor refers to any malicious activities on
DLL(s) of the compromised VM

h10 API Whether the output of an anti-backdoor refers to any malicious activities on
API(s) of the compromised VM

h11 Process Whether the output of an anti-backdoor refers to any malicious activities on
processes of the compromised VM

The attacker’s actions are E1 (“Win32.Turla”), E2 (“Win32.OnionDuke.B”), E3

(“Win32.Caphaw.Shylock”), E4 (“Win32.Hupigon”), and E5 (“Win32.Alina”). Ta-

ble 4.18 lets us profile instance of backdoors that have been listed in Table 4.20. We

identify the presence of characteristics in these instances of backdoors from some

online encyclopedias [1, 4, 8, 10, 17, 18].

The similar procedure has been performed for anti-backdoors. First, we collect

a set of comprehensive characteristics for anti-backdoors. Table 4.19 represents the

collected characteristics. K1, K2, . . . , and K20 are characteristics that have been

identified regarding anti-backdoors. The characteristics let the investigator defines

the structure of his/her actions in his/her action space. These characteristics provide

this opportunity for the investigator to design advanced detection techniques in the

future against backdoors and even make the existing anti-backdoors better.

We also consider five instances of anti-backdoors to formulate the investigator’s
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action space. Thus, the investigator’s actions are L1 (“MalwareByte”), L2 (“Mal-

warFox”), L3 (‘TrojanRemover‘”), L4 (“COMODO Anti-virus”), and L5 (“PANDA

Anti-virus”). These anti-backdoors are profiled in Table 4.21 based on the character-

istics of Table 4.19. These applications are available online and we download them

for the experiments.

Functiondamage
att =

h1 +
∑11

m=2 ¬hm
10

(4.7)

Functiondamage
inv =

∑11
m=2 hm − h1

10
(4.8)

4.2.3 Players’ Payoff Matrices

To calculate the players payoff matrices in the second environment, we identify two

functions as damage function and cost function. The damage functions (regarding

backdoors) shows how much the attacker puts damage on the investigator. Equation

4.7 shows the attacker’s damage function and Equation 4.8 shows the investigator’s

damage function. In the definition of these functions, some parameters have been

used. Table 4.22 defines these parameters. Later, we calculate the values of these

parameters by running an anti-backdoor against an installed and running backdoor.

Each anti-backdoor employs specific detection options in its implementation

e.g. it may detect an instance of the backdoor based on the presence of malicious

DLL(s) in the compromised system. The parameters in Table 4.19 may be included

in an anti-backdoor to detect backdoors.

h1 has been normalized in Equations (4.7) and (4.8). Also, the rest of param-

eters (h2, h3, . . . , and h11) regarding Table 4.23 take 0 or 1.

The second type of function is a cost function (Functioncost). The players’ cost

function can be calculated based on the characteristics that have been considered in

a tool. Therefore, for a powerful backdoor the attacker needs to pay more cost. The

value of cost function is the average of considered characteristics in a tool.
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Figure 4.11: Scanning time of each anti-backdoor on the compromised VM

Functioncost
att =

∑26
m=1H

backdoor
m

26
(4.9)

Functioncost
inv =

∑20
m=1K

anti−backdoor
m

20
(4.10)

Equation (4.9) presents the attacker’s cost function if he/she uses backdoors.

Equation (4.10) presents the investigator’s cost function if he/she uses anti-backdoors.

The content of Table 4.20 have been used to calculate Equation (4.9) and the content

of Table 4.21 have been employed regarding calculating Equation (4.10).

Similar to the methodology of Section 4.3.3, we perform another set of experi-

ments regarding backdoors and anti-backdoors. We prepare an isolated environment

when the configurations for operating system and host are same as Section 4.3.3.

The instances of backdoors for the experiments have been downloaded from zoo [23].

Backdoors have been installed on a legitimate guest VM, next, a snapshot has been

acquired to restore after each analysis of using anti-backdoors. Furthermore, an

anti-backdoor has been installed and analyzed after executing a backdoor.
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Figure 4.12: Evidence found by each anti-backdoor on the compromised VM

Table 4.23 presents the results of experiments after running backdoors and

anti-backdoors. Anti-backdoors provide any potential traces of backdoors in the

compromised VM. These traces can be stated as any malicious activity in registry key,

etc. Table 4.22 provides the columns that have been used in Table 4.23. Table 4.23

include the information such as number of detected evidence, and title of detected

backdoor.

Table 4.23 contains five experiments for each selected anti-backdoors. Using

these experiments, a set of values have been identified that can be used to calculate

the players’ payoff matrices. For instance, the experiments for the “MalwareBytes”

show that the anti-backdoor detects the “Win32.Alina.3.4.B”, the “Win32.Hupigon”,

and the “Win32.Turla”. However, the anti-backdoor could not detect the “Win32.OnionDuke.B”,

and the “Win32.Caphaw.Shylock”. If we consider each row of Table 4.23 as an ex-

periment, then the fourth experiment shows that the “MalwareBytes” elapse 1135

seconds to detect “Win32.Hupigon”.

The “Backdoor.Win32.Hupigon” presented as the label of the detected back-
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door. The fourth experiment shows that the “MalwareBytes” detected two malicious

evidence on the compromised VM. The detected items belong to registry keys and

files.

The sixteenth experiment shows that the “COMODO Anti-Virus” detected the

“Win32.Turla” after 436 seconds. The twelfth experiment shows that the scanning

time of the “Trojan Remover” to try detecting the “Win32.OnionDuke.B” was 1144

seconds; however, it could not find the backdoor.

In Figure 4.11, x-axis provides the elapsed time for scanning per seconds while

the y-axis presents the title of anti-backdoors. Also, Figure 4.12 shows detected

evidence regarding backdoors, when the x-axis presents number of evidence and the

y-axis shows the title of anti-backdoors.

Matt = Functiondamage
att − Functioncost

att (4.11)

Minv = Functiondamage
inv − Functioncost

inv (4.12)

Table 4.24: The attacker’s pay-off matrix

L1 L2 L3 L4 L5

E1 0.084 0.281 0.285 0.077 0.183

E2 0.339 0.135 0.339 0.131 0.039

E3 0.308 0.005 0.308 0.400 0.008

E4 -0.131 -0.234 0.169 -0.037 -0.032

E5 -0.077 -0.080 -0.075 0.018 0.023

Table 4.25: The investigator’s pay-off matrix

E1 E2 E3 E4 E5

L1 -0.357 -0.558 -0.558 -0.258 -0.258

L2 -0.555 -0.354 -0.155 -0.254 -0.254

L3 -0.608 -0.608 -0.608 -0.608 -0.310

L4 -0.550 -0.450 -0.850 -0.552 -0.553

L5 -0.457 -0.158 -0.158 -0.357 -0.357

We use Equation 4.11 to calculate the attacker’s pay matrix (Table 4.24) and

also we employ Equation 4.12 to calculate the investigator’s pay off matrix (Table
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Table 4.26: Evaluation of the selected game-theoretic models and algorithms

Model M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13

Fictitious Play Algorithm X X 130 ms 295216B X X X X X 99 X X X
Gradient Play Algorithm X X 823 ms 465992B X X X X X 99 X X X
Bayesian Game X X 139 ms 300240 B X X X NA X NA X X NA

Evolutionary Game X X 1262 ms 4788176 B X X X X X 1037 X X X

4.25), based on the information of Table 4.23. For instance, based on Table 4.24 the

attackers identified his/her payoff as 0.084 if he employs E1 and the investigator uses

L1.

4.2.4 Selecting Most Coordinated Models or Algorithms

In this section, similar to the Section 4.1.4, four potential game-theoretic algorithms

are considered regarding backdoors and anti-backdoors. The game has been simu-

lated using these four models. In the next step, we evaluate them to identify the

most coordinated model to employ for the simulation of players’ interactions.

The experiments employ similar system configuration as we employed in Section

4.1.4. Furthermore, the players choose their initial strategies randomly from their

action space and they employ mixed strategies in each iteration of the game.

Also, regarding the configuration of games similar methodology has been em-

ployed that has been described in Section 4.1.4. The values that have been identified

for each game-theoretic model to reach the steady-state of the game are 99,99, 1037

for fictitious play algorithm, gradient play algorithm, and evolutionary game theory,

respectively. NA has been considered for Bayesian game theory because it was not

able to reach the steady state in the experiments.

The results of the evaluation for game-theoretic models have been presented in

Table 4.26. Each column represents a criterion and each row shows the results for

reach game-theoretic model. We will discuss these results.
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Figure 4.13: Investigator’s empirical frequencies in the fictitious play algorithm.

Figure 4.14: Attacker’s empirical frequencies in the fictitious play algorithm.
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Figure 4.15: Investigator’s empirical frequencies in the gradient play algorithm.

Figure 4.16: Attacker’s empirical frequencies in the gradient play algorithm.
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Figure 4.17: Investigator’s empirical frequencies in the Bayesian game.

4.2.4.1 Fictitious Play Algorithm

The players’ empirical distribution have been presented in Figure 4.13 and Figure

4.14. The results show the fictitious play algorithm found a Nash equilibrium, and it

reached the steady-state of the game in iteration 99. It supports stability regarding

unique Nash equilibrium. The model requires 130 milliseconds for 99 iterations and

it uses 295 KB for this amount of iterations. Furthermore, the model supports

Feasibility and Scalability. Regarding the results, the investigators’ payoff at the

steady state of the game is negative, so, the model does not guarantee Individual

Rationality. However, it supports Target Optimality, Robustness and Safety. Also,

the model does not support Profitability because the investigator’s payoff in the

steady-state of the game is not positive. It also support Auto-Compability because

the fictitious play found a unique Nash Equilibrium.
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Figure 4.18: Attacker’s empirical frequencies in the Bayesian game.

4.2.4.2 Gradient Play Algorithm

Regarding experiments on gradient play algorithm, the model identified a unique

Nash equilibrium and reached the steady-state of the game after 99 iterations. The

gradient play algorithm supports Stability. The players’ empirical distributions have

been presented in two Figures 4.15 and 4.16. The model consumed 465 KB for

99 iterations and elapsed 823 milliseconds for 99 iterations. It supports Scalability

and Feasibility similar to fictitious play algorithm. The model does not support

Individual Rationality and Profitably because of negative payoff that the investigator

has in the steady-state of the game. However, it guarantees Safety, Robustness, and

Auto-Compability. It also does not guarantee Target Optimality by considering

ε=0.04.
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Figure 4.19: Investigator’s empirical frequencies in the evolutionary game.

Figure 4.20: Attacker’s empirical frequencies in the evolutionary game.
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4.2.4.3 Bayesian Game Theory

The Bayesian model is not convergent and did not reach the steady-state of the game.

There is no equilibrium for the game. By considering the Bayesian model, it takes

139 milliseconds per 100 iterations, and it consume 300 KB per this amount of iter-

ations. However, the Bayesian model supports Feasibility and Scalability. Empirical

distribution for the players have been showed in Figure 4.17 and Figure 4.18. Nega-

tive payoff for the investigator in the steady-state of the game shows that the model

does not support Individual Rationality and Profitability. The Bayesian game theory

supports Safety. Because the Bayesian game theory did not reach the steady-state

of the game; thus, Auto-Compability, required iterations and Robustness cannot be

identified. furthermore, the Bayesian game theory supports Target Optimality be

assuming ε=0.04.

4.2.4.4 Evolutionary Game

Regarding the experiments on the Evolutionary model, the game achieved more than

one equilibrium; thus, it could not guarantee Stability. The model requires 1037

iterations to reach the steady state of the game, while it takes 1262 milliseconds

and consumes 4788 KB. The players’ empirical distribution have been represented

in Figures 4.19 and 4.20. Regarding the investigators’ payoff at the steady-state

of the game, the model does not support Individual Rationality and Profitability

because it is not positive. Similar to gradient play algorithm, the model does not

support Target Optimality by considering ε=0.04. It also does not support Safety

by considering ε=0.004 and Auto-Compability by considering ε=0.001.

Therefore, regarding the experiments on backdoors, the fictitious play algo-

rithm and the gradient play algorithm have been identified as the most coordinated

models to simulate the players’ interactions in the forensic environment because they

support a major portion of the criteria and each of them reach the steady-state of
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the game and identified unique Nash Equilibrium. Thus, if the attacker uses back-

doors and the investigator employ anti-backdoors then these two models are the most

coordinate ones for the simulation (covering contribution C2.1.2).

Table 4.27: The players’ action spaces in each test for backdoor and anti-backdoors

Test IDAttacker’s Action Space Investigator’s Action Space Total Actions

1 E1, E2 L1, L2 4

2 E1, E2 L1, L2,L3 5

3 E1, E2,E3 L1, L2,L3 6

4 E1, E2,E3 L1, L2,L3,L4 7

5 E1, E2,E3,E4 L1, L2,L3,L4 8

6 E1, E2,E3,E4 L1, L2,L3,L4,L5 9

7 E1, E2,E3,E4,E5 L1, L2,L3,L4,L5 10

4.2.5 Experiments of the Extended Memory-Based Algo-

rithm

Based on the memory-based method that we explained in Section 4.2.5, we per-

form another set of experiments regarding backdoors and anti-backdoors. In these

seven experiments, the players expand their action spaces using backdoors and anti-

backdoors. Table 4.27 shows these tests plus the players’ action spaces. We follow

similar methodology that we employed in Section for these experiments. In each

test, we consider thresholds for the algorithms regarding reaching the steady state of

the game. All these thresholds equal 0.0001. For the experiments we employ similar

configuration of systems as stated in Section .

Fictitious play algorithm Tables 4.28 and 4.29 show the results of experiments

when the players follow scenarios in the fictitious play algorithm. These tables

present the players’ required iterations to reach the steady state of the game and

also their most stable and desired strategies.

In Tables 4.28 and 4.29, columns PE1 , PE2 , PE3 , PE4 and PE5 represent the the
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Table 4.28: Results of experiments for first scenario in the fictitious play algorithm

Test IDIterations PE1
PE2

PE3
PE4

PE5
Iterations PL1

PL2
PL3

PL4
PL5

1 67 0.5540.446 - - - 67 0.5540.446 - - -
2 67 0.5540.446 - - - 83 0.3210.2570.422 - -
3 76 0.3170.2570.426 - - 83 0.3210.2570.422 - -
4 76 0.3170.2570.426 - - 76 0.3110.2520.4190.017 -
5 76 0.3110.2520.4190.017 - 76 0.3110.2520.4190.017 -
6 76 0.3110.2520.4190.017 - 99 0.2570.2080.3420.0180.176
7 89 0.2570.2120.3420.0140.176 99 0.2570.2080.3420.0180.176

Table 4.29: Results of experiments for second scenario in the fictitious play algorithm

Test IDIterations PE1 PE2 PE3 PE4 PE5 Iterations PL1 PL2 PL3 PL4 PL5

1 67 0.5540.446 - - - 67 0.5540.446 - - -
2 4 0.5530.447 - - - 65 0.3190.2580.422 - -
3 65 0.3190.2580.422 - - 4 0.3180.2580.424 - -
4 4 0.3180.2580.424 - - 13 0.3130.2530.4170.017 -
5 13 0.3130.2530.4170.017 - 1 0.3130.2530.4170.017 -
6 1 0.3130.2530.4170.017 - 42 0.2580.2090.3440.0140.176
7 42 0.2580.2090.3440.0140.176 3 0.2580.2080.3430.0140.176

attacker’s empirical frequencies when they show the Nash equilibrium of the game.

The investigators’ empirical frequencies at the steady state of the game have been

represented by Columns PL1 , PL2 , PL3 , PL4 , and PL5 . The experiments show that

each test in the second environment has a Nash equilibrium.

Table 4.30: Results of experiments for first scenario in the gradient play algorithm

Test IDIterations PE1
PE2

PE3
PE4

PE5
Iterations PL1

PL2
PL3

PL4
PL5

1 67 0.5540.446 - - - 67 0.5540.446 - - -
2 67 0.5540.446 - - - 83 0.3200.2570.423 - -
3 76 0.3180.2570.425 - - 83 0.3200.2570.423 - -
4 76 0.3180.2570.425 - - 76 0.3120.2530.4180.017 -
5 76 0.3120.2530.4180.017 - 76 0.3120.2530.4180.017 -
6 76 0.3120.2530.4180.017 - 99 0.2570.2080.3430.0160.176
7 89 0.2570.2100.3430.0140.176 99 0.2570.2080.3430.0160.176

Gradient play algorithm The results of experiments for each player regarding

two scenarios in gradient play algorithm have been presented in Tables 4.30 and 4.31.

The results of these experiments show that each test has a Nash equilibrium and the
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Table 4.31: Results of experiments for second scenario in the gradient play algorithm

Test IDIterations PE1
PE2

PE3
PE4

PE5
Iterations PL1

PL2
PL3

PL4
PL5

1 67 0.5540.446 - - - 67 0.5540.446 - - -
2 3 0.5530.447 - - - 65 0.3190.2580.423 - -
3 65 0.3190.2580.423 - - 3 0.3180.2580.424 - -
4 3 0.3180.2580.424 - - 13 0.3130.2530.4170.017 -
5 13 0.3130.2530.4170.017 - 1 0.3130.2530.4170.017 -
6 1 0.3130.2530.4170.017 - 42 0.2580.2090.3430.0140.176
7 42 0.2580.2090.3430.0140.176 2 0.2580.2080.3430.0140.176

players’ most stable and desired strategies have been presented in these tables.

Tables 4.30 and 4.31 also contain the required iterations to reach the steady-

state in the gradient play algorithm in the first scenario and the second scenario,

respectively.

4.3 Trojans and Anti-Trojans

To protect the security of networks it is necessary to understand the malicious codes

such as Trojans [141]. The understanding lets defenders acquire more elite defensive

approaches against the threat of Trojans. The understanding also enables investiga-

tors to build more effective detection techniques/tools to examine the possibility of

the presence of Trojans in a forensic investigation.

Intrusion detection systems cannot employ their static analysis for Trojan de-

tection because it is assumed the analysis will be applied on an application that is

legitimate in intent [149]. However, based on the executable structure of Trojans,

they require the user’s initial permission for execution [94].

Trojans have different categories. The first category is hardware-based Tro-

jans. In hardware-based Trojans, an attacker manipulates the specification and

implementation of hardware to modify its functionality maliciously under specific

circumstances [169]. The second category is software-based Trojans that mainly we

focus on them in this thesis. Software-based Trojans consist several subcategories
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Figure 4.21: A taxonomy on families of Trojans

such as 1) “Remote Access Trojans” (providing unlimited access to the compromised

machine); 2) “Data sending Trojan” (for transmission stolen user’s sensitive file); 3)

“Destructive Trojan” (removing and destroying files on the compromised system);

4) “Security Software Disabler Trojan” (targeting anti-viruses and firewalls); and 5)

“Denial-of-service Attack Trojan” (to hold server busy enough to deny performing

user’s request) [94].

The main functionality of Downloader Trojan (droppers) as another subcate-

gory of software-based Trojans is downloading required payloads from specific do-

mains to help the attacker to execute remote commands [122]. We have collected

these categories in a taxonomy that is represented in Figure 4.21.

Malicious code have some features such as 1) being executed without user’s

intervention; 2) including hard-coded information (e.g. network addresses); 3) re-

motely received malicious code by an attacker and 4) being executed to degrade the

performance of the compromised system [149].

4.3.1 Trojan Detection

Anti-Trojans are tools that employ a set of detection features. Anti-Trojans mainly

monitor resources of the potentially compromised system to detect the presence

of Trojans. User’s behaviour of the target system or previously observed normal

behaviour of the system also shape some of the potential detection features. For
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instance, Liang et al. [132] employed the network behaviour of an application to

detect Trojans. Sun et al. [210] used characteristics of operation behaviour to detect

Trojans that employ HTTP tunnelling. Moffie et al. [149] collected runtime informa-

tion from three sources (“program execution flow”, “fine-grained information flow”,

and “resource usage”) to propose a detection framework (hunting Trojan Horse) for

unseen and zero-day Trojans.

Furthermore, Gudipati et al. [94] introduced a detection method by analysing

the behaviour of components of a compromised system. They considered network

behaviour and system behaviour (registry keys, ports, processes, etc.). Zhu et al.

[235] employed a set on uncorrelated features based on the network behaviour to

propose an approach for detecting reverse remote access Trojan using supervised

classification algorithms.

Liu et al. [136] applied data mining techniques to detect Trojan Horses in

Microsoft Windows operating system, based on system behaviour information. Liang

et al. [132] pointed to the combination of system behaviour and network behaviour

to detect Trojan as future work.

However, Trojan detection techniques and tools deal with their limitations.

Signature-based detection methods require to update their knowledge-base repeat-

edly to include the signature of all Trojans [94]. The employment of dynamic moni-

toring of system resources such as configuration files, ports and registry keys is more

efficient [94]. Intrusion detection systems still may cannot detect unknown Trojans

and their functionality to detect abnormal network traffic is not applicable for these

type of Trojans [132]. These limitations illustrate the requirement of further studies

to acquire assistive knowledge for improving the existing detection tools and even

developing more advanced ones.

Regrading the threat of Trojans, some studies have applied game theory to

address security challenges. According to the threat of inserting malicious logic
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Table 4.32: Characteristics of Trojans

ID Characteristic ID Characteristic
F1 Being Hardware-based Trojan[169] F16 Including Hard-coded Resource [149]
F2 Being Software-based Trojan F17 Including Malicious API Call Sequence [110]
F3 Being Remote access Trojan[94, 235] F18 Including Malicious Activity on System Services[94]
F4 Being Data sending Trojan[94] F19 Including Malicious Activity on IO Interfaces[94]
F5 Being Destructive Trojan[94] F20 Including Malicious System Call Sequence [110]
F6 Being Security software disabler Trojan[94] F21 Including Malicious DLL Activity [149]
F7 Being Denial-of-Service attack Trojan [94] F22 Disabling Security Counter-measurements
F8 Being Downloader Trojan[122, 149] F23 Controlling the Compromised Machine [110, 136]
F9 Damaging the Compromised Machine [41, 110] F24 Steeling data [94, 132, 149, 235]
F10 The Requirement of Human Interaction [94, 110] F25 Escaping detection[132, 136, 149]
F11 Including Malicious Registry Keys Activity [94, 110] F26 Including Malicious Network Activity[132]
F12 Including Malicious File Activity [94, 110] F27 Being Included in APT[132]
F13 Including Malicious Ports Activity [94, 110, 149] F28 Tampering the Information[94, 149]
F14 Including Malicious Running Processes [94, 110, 149] F29 Using Hiding Techniques[136, 149]
F15 Degrading System Performance [149] F30 Including Malicious Driver Activity

(hardware Trojans) into integrated circuits (ICs), Kamhoua et al. [115] proposed a

game-theoretic approach. Their approach has been applied for testing ICs against the

hardware-based Trojans. They considered a zero-sum game between the designers

(who are planning to insert Trojans) and testers (who are interested in detecting

Trojans) and represented mixed strategy Nash equilibria of the game to examine the

optimums.

Saad et al. [180] introduced a game-theoretic framework in the context of hard-

ware Trojans. Their framework used a non-cooperative game to examine the inter-

actions that happen between an attacker who uses hardware Trojans as hardware

manufacture and a defender who test ICs. The attacker and defender need to make

a decision based on their penalties and their resources. They proposed a novel al-

gorithm based on the fictitious play algorithm and referred to the importance of

modelling and formulation of a mathematical quantization for the inflicted damage

by a Trojan, based on the system model and the interconnection among components.

Based on the literature review on Trojans, we have identified four limitations for

Trojans such as 1) the lack of a game-theoretic approach for the family of software-

based Trojans; 2) the lack of an accurate mathematical formulation to represent
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Table 4.33: Characteristics of Anti-Trojans

ID Characteristic ID Characteristic
G1 Detecting Hardware-based Trojans G13 Detecting Trojans based on their Malicious Process

Activities [94, 110]
G2 Detecting Software-based Trojan G14 Detecting Trojans based on monitoring System Call

Sequence [110, 149]
G3 Detecting Trojans based on their Malicious Registry

Keys [94, 110]
G15 Detecting Trojans based on their Malicious Network

Behaviour[132, 235]
G4 Detecting Trojans based on their Malicious Be-

haviour [110]
G16 Detecting Trojans based on Malicious DLL

G5 Detecting Trojans based on their Signatures [94, 110,
136]

G17 Detecting Trojans based on monitoring Execution
flow [149]

G6 Detecting Trojans based on Malicious File’s Statistic
[110]

G18 Detecting Trojans based on monitoring Information
flow [149]

G7 Detecting Trojans based on monitoring API [110,
149]

G19 Detecting Trojans based on their Resource Abuse
flow [149]

G8 Detecting Trojans based on their Malicious System
Configurations Activities[94, 110]

G20 Detecting Trojans based on System Behaviour using
machine Learning[94, 136]

G9 Detecting Trojans based on their Malicious File
Activity[94]

G21 Detecting Trojans based on Program Code Analysis

G10 Self-Protection Against Trojans G22 Detecting Trojans based on Malicious Services
G11 Detecting Trojans based on Malicious Driver G23 Detecting Trojans based on Memory Scan
G12 Detecting Trojans based on their Malicious Ports Ac-

tivities [94, 110]
G24 Detecting Trojans based on Archived Analysis

the damage and the cost of software-based Trojans; 3) the lack of an evaluation

technique for existing Anti-Trojans in Microsoft Windows operating system, and 4)

the lack of modelling expanding the attacker’s and the investigators’ action spaces

(by considering Trojans and Anti-Trojans) while they are involving in an interaction

in the forensic environment.

4.3.2 Players’ Action Spaces

The major format of Trojans is a portable executable (PE) format that recently has

motivated virus community [110]. 32-bit and 64-bit Microsoft Windows operating

systems use this format for their executable objects and DLL [110]. We mainly focus

on Trojans in Microsoft Windows operating systems; therefore, we consider this idea

during collecting the instances of Trojans for the experiments.

Here we consider some characteristics for Trojans that let us profile the in-

stances of Trojans and identify the structure of the attacker’s action. These charac-

teristics have been presented in Table 4.32 and we refer to them by F1, F2, . . . , and
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F30.

The attackers’ action space includes four instances of Trojans. The attacker’s

actions are A1 (“Poweliks”), A2 (“Trojan.Sinowal”), A3 (“Trojan Dropper.Gen”),

and A4 (“Trojan.Asprox”). Each instance of Trojan employs some of the identi-

fied characteristics. We profile these instances in Table 4.34. In Table 4.34, a ‘X’

shows an instance of Trojans has a specific characteristic from Table 4.34. We iden-

tify the presence of characteristics in these instances of Trojans from some online

encyclopedias [3, 5–7, 11, 13–15, 58].

Regarding Anti-Trojans, we consider similar procedure by identifying some

characteristics when they help the investigator to identify the structure of his/her

actions. These characteristics have been listed in Table 4.33 and we mention them

by G1, G2, . . . , and G24. These characteristics can be employed by the investigator

to improve previous anti-Trojans or even develop more advanced Trojan detection

tools.

In the third environment, Anti-Trojans make the the investigator’s action

space. Thus, we collect seven instances of Anti-Trojans in Microsoft Windows oper-

ating systems for the experiments. The investigator’s actions are D1 (“Trojan Re-

mover”), D2 (“MalwareFox Trojan remover”), D3 (“Anti-Trojan Shield”), D4 (“PC

DoorGurad”), D5 (“AVZ Antiviral Toolkit”), D6 (“ESET SysInspector”) and D7

(“SOPHOS Virus Removal Tool”). For our experiments we download these instances

from the internet.

Table 4.35 shows profiling of the Anti-Trojans based on the characteristics of

Table 4.33. In Table 4.35, a ‘X’ shows an instance of Anti-Trojan has a specific

characteristic from Table 4.33. To achieve this aim, we search their documentation,

outputs, and also their GUI-based or command based interfaces. Table 4.35 also

shows the version of each Anti-Trojans.
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Table 4.36: Evaluation parameters

IDTitle Description

h1 Scan time The scanning time of an Anti-Trojan on the compromised VM that is
infected by a specific Trojan

h2 Detection Whether an Anti-Trojan found the specific Trojan or no

h3 Registry Whether the output of an Anti-Trojan refers to any malicious activities
on registry keys of the compromised VM

h4 File Whether the output of an Anti-Trojan refers to any malicious activities
on files of the compromised VM

h5 Service Whether the output of an Anti-Trojan refers to any malicious activities
on services of the compromised VM

h6 Driver Whether the output of an Anti-Trojan refers to any malicious activities
on drivers of the compromised VM

h7 Port Whether the output of an Anti-Trojan refers to any malicious activities
on ports of the compromised VM

h8 Network Whether the output of an Anti-Trojan refers to any malicious activities
on network traffic of the compromised VM

h9 DLL Whether the output of an Anti-Trojan refers to any malicious activities
on DLL(s) of the compromised VM

h10 API Whether the output of an Anti-Trojan refers to any malicious activities
on API(s) of the compromised VM

h11 Process Whether the output of an Anti-Trojan refers to any malicious activities
on processes of the compromised VM

4.3.3 Players’ Payoff Matrices

In the third environment, the attacker uses Trojans and the investigator employs

Anti-Trojans. We formulate two functions for each player to calculate the players’

payoff matrices. These two functions are damage function and cost function. The

definition of these function are similar to Section , however, in the formulation of

these function we consider characteristics of Trojans and Anti-Trojans. Furthermore,

regarding Trojans and Anti-Trojans we employs a set of parameters that have been

provided in Table 4.36. Later, we employ the values of these parameters to calculate

the players’ payoff matrices. An Anti-Trojan supports a parameter if there is an

implemented module in the Anti-Trojan that supports a related characteristic. We

run each Trojan and Anti-Trojan against each other to extract the values of these

parameters (the content of Table 4.37).
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Functiondamage
att =

h1 +
∑11

m=2 ¬hm
10

(4.13)

Functiondamage
inv =

∑11
m=2 hm − h1

10
(4.14)

Equation (4.13) shows the the attacker’s damage function when he/she uses

Trojans. Equation (4.14) formulates the investigator’s damage function when he/she

employs Anti-Trojans. In Equations (4.13) and (4.14), h1 (the scanning time of each

Anti-Trojan regarding Trojans) is normalized. Based on the experiments in Table

4.37, other parameters (h2, h3, . . . , and h11) accept a value as 0 or 1.

Functioncost
att =

∑30
m=1 F

Trojan
m

30
(4.15)

Functioncost
inv =

∑24
m=1G

Anti−Trojan
m

24
(4.16)

The second function that is required to calculate the players’ payoff matrices

is a cost function. The cost function in the context of Trojan or an Anti-Trojan

estimates the paid expense for their implementation.

The attacker’s cost function is presented by Equation (4.15) when the attacker

uses Trojans. The investigator’s cost function is provided by Equation (4.16) when

he/she uses Anti-Trojans. Therefore, to calculate Functioncost for each player in the

third environment, we use the contents of Table 4.34 for Equation (4.15) and the

contents of Table 4.35 for Equation (4.16).

We require realistic values for the parameters to be able to calculate the players’

payoff matrices in the third environment. Therefore, an isolated forensic environment

was prepared to perform experiments regarding Trojans and Anti-Trojans. The

instances of Trojans are downloaded from zoo [23] to infect Microsoft Windows XP.

The configuration of VM that we use in the isolated environment is similar to Section

4.3.3.

For the experiments, an instance of Trojan is installed on a VM that is le-
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gitimate, next, a snapshot has been acquired from VM to be restored after each

Anti-Trojan analysis. Also, after the execution of an instance of Trojan, an Anti-

Trojan application will be installed and executed separately.
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Figure 4.22: Scanning time of each Anti-Trojan on the compromised VM.

The results of the experiments regarding the execution of Trojans and Anti-

Trojans is provided in Table 4.37. This table shows detected malicious traces of

Trojans and also provides the title of detected instance of Trojan. In the experiments,

Table 4.36 defines the columns that have been considered in Table 4.37.

Table 4.37 contains four experiments for each selected Anti-Trojan. For in-

stance, the experiments for the “Trojan Remover” show that the Anti-Trojan de-

tects the “ Trojan.Sinowal” and the “Poweliks”. However, the Anti-Trojan could

not detect the “Trojan Dropper.Gen”, and the “Trojan.Asprox”.

If we consider each row of Table 4.37 as an experiment, then the fifth experi-

ment shows that “MalwareFox Trojan remover” elapse 1251 seconds for scanning the

compromised VM before detecting the “Poweliks”. “Troj:win32/Poweliks” presented

as a label of the detected Trojan. The fifth experiment shows that the “MalwareFox

Trojan remover” detected malicious evidence on the compromised VM. The detected

items belong to registry keys, files, and processes.

The seventh experiment shows that the “MalwareFox Trojan remover” detected
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Figure 4.23: Evidence found by each Anti-Trojan on the compromised VM.

the “Trojan Dropper.Gen” after 880 seconds based on two pieces of evidence, two

files. The twelfth experiment shows that the scanning time of the “Anti-Trojan

Shield” for detecting the “Trojan.Asprox” was 124 seconds.

Figure 4.22 shows the scanning time of each Anti-Trojan for a Trojan. In this

figure, the x-axis of the diagram shows the elapsed time (per second) by Anti-Trojan

for scanning a Trojan. Also, the y-axis shows the list of Anti-Trojans that have

been used in the experiments. The total number of detected Trojan evidence by

an Anti-Trojan is presented in Figure 4.23 when the number of detected evidence is

presented on the x-axis and list of executed Anti-Trojans are provided on the y-axis.

Matt = Functiondamage
att − Functioncost

att (4.17)

Minv = Functiondamage
inv − Functioncost

inv (4.18)

The attacker’s pay-off matrix (Matt) when he/she employs Trojans and the

investigator’s pay-off matrix (Minv) when he/she uses Anti-Trojans are calculated
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Table 4.38: The attacker’s pay-off matrix

D1 D2 D3 D4 D5 D6 D7

A1 -0.116 -0.122 0.009 0.100 0.244 -0.277 -0.159

A2 -0.022 -0.150 0.203 0.204 0.246 -0.300 -0.046

A3 0.172 -0.047 -0.096 0.103 0.142 0.100 -0.074

A4 0.371 0.039 0.302 0.303 0.246 -0.100 0.028

Table 4.39: The investigator’s pay-off matrix

A1 A2 A3 A4

D1 -0.284 -0.378 -0.572 -0.571

D2 -0.237 -0.109 -0.312 -0.097

D3 -0.142 -0.337 -0.237 -0.335

D4 -0.233 -0.338 -0.336 -0.337

D5 -0.628 -0.629 -0.626 -0.530

D6 -0.040 -0.017 -0.417 -0.017

D7 -0.324 -0.237 -0.409 -0.211

based on the contents of Table 4.37. In this environment, we calculate Matt and Minv

using Equations 4.17 and 4.18, respectively. The players’ matrices are presented in

Tables 4.38 and 4.39. For instance, based on Table 4.38, the attacker’s payoff is

0.009 when he/she chooses A1, and the investigator chooses D3. Also, the attacker’s

payoff is 0.371 when he/she uses A4, and the investigator uses D1.

4.3.4 Selecting Most Coordinated Models or Algorithms

In the third environment, similarly same as what we performed before for two other

environments we consider four potential game-theoretic algorithms and models to

simulate the players’ interactions. Next, we perform an evaluation among these four

potential game-theoretic algorithms and models to determine the most coordinated

model or algorithm. We employ the selected models to model the players’ interactions

in the forensic environment when the attacker uses Trojans and the investigator em-

ploys Anti-Trojans. For the evaluation, we employ similar system configurations that

we employed in two previous environments while the players choose mix-strategies

based on their action spaces.
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Table 4.40: Evaluation of the selected game-theoretic models and algorithms

Model M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13

Fictitious Play Algorithm X X 115 ms 312432 B X X X X X 90 X X X
Gradient Play Algorithm X X 853 ms 481144 B X X X X X 90 X X X
Bayesian Game X X 133 ms 340800 B X X X NA X NA X X NA

Evolutionary Game X X 1318 ms 8781392 B X X X X X 1775 X X X

Figure 4.24: Investigator’s empirical frequencies in the fictitious play algorithm.

Also, regarding the configurations for simulation of game, we choose a similar

configuration for each iteration of the game. Next, we identify an input value for

each four potential game-theoretic models and algorithms that refers to number of

iterations to reach steady states. We consider 90, 90, and 1775 for the fictitious play

algorithm, the gradient play algorithm, and the evolutionary game model, respec-

tively. However, we did not a value for the Bayesian game theory because it could

not reach steady-state and we consider NA for the value of this parameter.

The results of experiments regarding the potential models are presented in

Table 4.40. We employed previous criteria that we employed for two other environ-
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Figure 4.25: Attacker’s empirical frequencies in the fictitious play algorithm.

ments. In Table 4.40 each row shows the extracted values for the criteria for each

potential model.

4.3.4.1 Fictitious Play Algorithm

Regarding the experiments on the fictitious play algorithm, the players’ empirical

distributions are presented in Figure 4.24 and Figure 4.25. The experiments illustrate

that in iteration 90 the fictitious play algorithm reached the steady-state of the game

and examined a unique Nash equilibrium. The fictitious play algorithm also shows

that it models a stable version of the game and also it guarantees Stability because

the examined Nash Equilibrium is unique. The fictitious play algorithm required

1.27 milliseconds per each iteration (115 milliseconds per 90 iterations of the game)

to model the game and it consumed 3471 Bytes per each iteration (312 KB per 90

iterations of the game). The fictitious play algorithm also guarantees Feasibility and

Scalability.
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Figure 4.26: Investigator’s empirical frequencies in the gradient play algorithm.

Figure 4.27: Attacker’s empirical frequencies in the gradient play algorithm.
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Figure 4.28: Investigator’s empirical frequencies in the Bayesian game.

The results show that calculated investigator’s payoff is negative at the steady-

state of the game, therefore, the algorithm cannot support Individual Rationality for

the players in third environment. However, the fictitious play algorithm guarantees

Targeted Optimality, Safety, and Robustness. The fictitious play algorithm does not

support Profitability because the investigator’s payoff is negative. Furthermore, the

fictitious play algorithm examined a unique Nash Equilibrium thus it guarantees

Auto-Compatibility.

4.3.4.2 Gradient Play Algorithm

Figures 4.26 and 4.27 present the players’ empirical distributions in the third en-

vironment when the players employ the gradient play algorithm. The results show

that the gradient play algorithm identified the steady-state of the game in iteration

90. Also, the the gradient play algorithm found an equilibrium; thus, it guarantees

modelling a stable version of the game (Stability). The execution time of the the

127



Figure 4.29: Attacker’s empirical frequencies in the Bayesian game.

gradient play algorithm is 9.47 milliseconds per each iteration (853 milliseconds per

90 iterations of the game). The gradient play algorithm consumed 5346 Bytes per

each iteration (481 KB per 90 iterations of the game). Also, similar to the fictitious

play algorithm, it supports some of the criteria such as Safety and Robustness, and

Auto-Compatibility, Feasibility and Scalability when the attacker uses Trojans and

the investigator employs Anti-Trojans.

Experiments show that the gradient play algorithm does not guarantee Indi-

vidual Rationality and Profitability because the investigator’s payoff is not positive

at the steady-state of the game. The gradient play algorithm also does not supports

Targeted Optimality.

4.3.4.3 Bayesian Game Theory

Next experiments belong to the Bayesian game model. The model provides the play-

ers’ empirical distributions in Figure 4.28 and Figure 4.29. based on the results, the
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Figure 4.30: Investigator’s empirical frequencies in the evolutionary game.

Figure 4.31: Attacker’s empirical frequencies in the evolutionary game.
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Bayesian game cannot model a stable game because it did not reach the steady states

of the game. The execution time of the Bayesian game model is 133 milliseconds

per 100 iteration. the Bayesian game model consumed 3408 KB per 100 iterations

of the game and supports Scalability and Feasibility.

Because of negativity of the investigator’s payoff at the steady-state of the

game, the modelling using the Bayesian game model cannot completely guarantee

Individual Rationality and profitability. However, the Bayesian game supports Tar-

geted Optimality. But, the Bayesian game does not guarantee Safety (by considering

ε=0.004). Furthermore, because the Bayesian game model did not reach the steady-

state of the game, thus, some criteria such as required iterations for reaching the

steady-state of the game, Robustness, and Auto-Compatibility could not be deter-

mined for this model.

4.3.4.4 Evolutionary Game

By considering the evolutionary game model, Figures 4.30 and 4.31 present the play-

ers’ empirical distributions. The experiments illustrate that more than one equilib-

rium have been achieved for the game. Therefore, Stability cannot be guaranteed by

the evolutionary game theory. Furthermore, the experiments show if players employ

the evolutionary game theory; then the model needs 1775 iterations to reach to one

of its steady states. The execution time of the evolutionary game model is 0.74 mil-

liseconds per each iteration (1318 milliseconds per 1775 iterations of the game). The

evolutionary game model consumed 4947.26 Bytes per each iteration (8781 KB per

1775 iterations of the game). Similar to other game-theoretic algorithms and models,

the evolutionary game theory supports Scalability and Feasibility.

The evolutionary game model could not guarantee Individual Rationality and

Profitability because the investigator’s payoffs is not positive at the steady-state of

the game. In the third environment, the gradient play algorithm and the evolutionary
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game theory could not guarantee Targeted Optimality. However, the evolutionary

game model supports Safety. Furthermore, the evolutionary game model could not

guarantee Auto-Compatibility by considering ε=0.001.

Results of the evaluation in the third environment show that on the fictitious

play algorithm and the gradient play algorithm are the most coordinated algorithms

because they guarantee most of the criteria, and they reach the steady-state of the

game and they identify unique Nash equilibrium. Thus, we determine these two al-

gorithms as the algorithms that the players can employ to simulate their interactions

in the forensic environment when the attacker employs Trojans and the investigator

employs Anti-Trojans (covering contribution C2.1.2).

Table 4.41: The players’ action spaces in each test for Trojans and Anti-Trojans

Test IDAttacker’s Action Space Investigator’s Action Space Total Actions

1 A1, A2 D1, D2 4

2 A1, A2 D1, D2,D3 5

3 A1, A2,A3 D1, D2,D3 6

4 A1, A2,A3 D1, D2,D3,D4 7

5 A1, A2,A3,A4 D1, D2,D3,D4 8

6 A1, A2,A3,A4 D1, D2,D3,D4,D5 9

7 A1, A2,A3,A4 D1, D2,D3,D4,D5,D6 10

8 A1, A2,A3,A4 D1, D2,D3,D4,D5,D6,D7 11

4.3.5 Experiments of the Extended Memory-Based Algo-

rithm

Now, we need to evaluate the extended memory-based proposed method in the third

environment. To evaluate, we focus on how the players perform in the last environ-

ment when they use Trojans and Anti-Trojans to expand their action spaces. They

use the fictitious play algorithm and the gradient play algorithm. The experiments

in this environment include eight tests for Trojans and Anti-Trojans. The tests

have been presented in Table 4.41. Table 4.41 represents the investigator’s and the
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attacker’s action space in each test in the last environment.

For the experiments, we employ similar configurations for simulating the game

as we used in two previous environments. Here, two scenarios have been considered

when a memory component is included or not. For the algorithms in the experiments,

we identify some thresholds. These thresholds will be used to determine the steady-

state of the game in each test. The thresholds in all tests for both algorithms are

0.0001.

Table 4.42: Results of experiments for first scenario in the fictitious play algorithm

Test IDIterations PA1
PA2

PA3
PA4

Iterations PD1
PD2

PD3
PD4

PD5
PD6

PD7

1 67 0.5540.446 - - 67 0.5540.446 - - - - -
2 67 0.5540.446 - - 83 0.3210.2570.422 - - - -
3 76 0.3170.2570.426 - 83 0.3210.2570.422 - - - -
4 76 0.3170.2570.426 - 76 0.3110.2520.4190.017 - - -
5 76 0.3110.2520.4190.017 76 0.3110.2520.4190.017 - - -
6 76 0.3110.2520.4190.017 99 0.2570.2080.3420.0180.176 - -
7 76 0.3110.2520.4190.017 88 0.2250.1790.2940.0120.1510.139 -
8 76 0.3110.2520.4190.017 90 0.1900.1510.2480.0100.1270.1170.157

Table 4.43: Results of experiments for second scenario in the fictitious play algorithm

Test IDIterations PA1
PA2

PA3
PA4

Iterations PD1
PD2

PD3
PD4

PD5
PD6

PD7

1 67 0.5540.446 - - 67 0.5540.446 - - - - -
2 4 0.5530.447 - - 65 0.3190.2580.422 - - - -
3 65 0.3190.2580.422 - 4 0.3180.2580.424 - - - -
4 4 0.3180.2580.424 - 13 0.3130.2530.4170.017 - - -
5 13 0.3130.2530.4170.017 1 0.3130.2530.4170.017 - - -
6 1 0.3130.2530.4170.017 42 0.2580.2090.3440.0140.176 - -
7 1 0.3130.2530.4170.017 37 0.2220.1800.2960.0120.1520.139 -
8 45 0.3120.2530.4160.018 40 0.1870.1510.2490.0100.1280.1170.157

Fictitious play algorithm Tables 4.42 and 4.43 belong to the fictitious play al-

gorithm when the players follow the first scenario and the second scenario in their

simulations of their interactions, respectively. Tables 4.42 and 4.43 represent the

attacker’s and the investigator’s most desired and stable strategies each test, re-

spectively. In Tables 4.42 and 4.43, columns PA1 , PA2 , PA3 , and PA4 illustrate the
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attacker’s empirical frequencies at the steady-state of the game.

The investigator’s empirical frequencies at the steady-state of the game are

presented in Columns PD1 , PD2 , PD3 , PD4 , PD5 , PD6 , and PD7 . The experiments

show that the game in each test has a Nash equilibrium. Table 4.42 also present the

players’ required iterations to reach the steady-state in the fictitious play algorithm

in the first scenario when Table 4.43 shows these iterations in the fictitious play

algorithm when the players’ follow the second scenario.

Table 4.44: Results of experiments for first scenario in the gradient play algorithm

Test IDIterations PA1 PA2 PA3 PA4 Iterations PD1 PD2 PD3 PD4 PD5 PD6 PD7

1 67 0.5540.446 - - 67 0.5540.446 - - - - -
2 67 0.5540.446 - - 83 0.3200.2570.423 - - - -
3 76 0.3180.2570.425 - 83 0.3200.2570.423 - - - -
4 76 0.3180.2570.425 - 76 0.3120.2530.4180.017 - - -
5 76 0.3120.2530.4180.017 76 0.3120.2530.4180.017 - - -
6 76 0.3120.2530.4180.017 99 0.2570.2080.3430.0160.176 - -
7 76 0.3120.2530.4180.017 88 0.2230.1790.2950.0120.1520.139 -
8 76 0.3120.2530.4180.017 90 0.1880.1510.2480.0100.1280.1170.158

Table 4.45: Results of experiments for second scenario in the gradient play algorithm

Test IDIterations PA1
PA2

PA3
PA4

Iterations PD1
PD2

PD3
PD4

PD5
PD6

PD7

1 67 0.5540.446 - - 67 0.5540.446 - - - - -
2 3 0.5530.447 - - 65 0.3190.2580.423 - - - -
3 65 0.3190.2580.423 - 3 0.3180.2580.424 - - - -
4 3 0.3180.2580.424 - 13 0.3130.2530.4170.017 - - -
5 13 0.3130.2530.4170.017 1 0.3130.2530.4170.017 - - -
6 1 0.3130.2530.4170.017 42 0.2580.2090.3430.0140.176 - -
7 1 0.3130.2530.4170.017 37 0.2220.1800.2960.0120.1520.139 -
8 1 0.3130.2530.4170.017 40 0.1870.1510.2490.0100.1280.1170.158

Gradient play algorithm Regarding the experiments when the players follow

two scenarios in the gradient play algorithm, Tables 4.44 and 4.45 show results of

the experiments. Tables 4.44 and 4.45 contain the players’ most desired and stable

strategies and the results show that there is a Nash equilibrium for each test. These

tables also include the players’ required iterations to reach the stead-state of the
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game.

4.4 Summary

In this chapter, to simulate the interactions between the attacker and the investiga-

tor in the forensic environment we constructed three datasets by considering three

Malware families (rootkits and anti-rootkits, backdoors and anti-backdoors, and Tro-

jans and Anti-Trojans). We identified comprehensive characterises for these families.

We also profiled instances of rootkits; anti-rootkits; backdoors; anti-backdoors; Tro-

jans; and Anti-Trojans. Furthermore, after formulating the players’ damage and cost

functions we calculated the players’ payoff matrices.

Next, we evaluated four potential game-theoretic algorithms and models to

identify the most coordinated algorithms that can be employed to simulate the play-

ers’ interactions in the forensic environment (in all three families). The results of

the evaluation in all families showed that the top two most coordinated algorithms

are the fictitious play algorithm and the gradient play algorithm. The fictitious play

algorithm reached the unique Nash equilibrium of the game and supported a major

portion of considered criteria. Also, the gradient play algorithm guaranteed a ma-

jor portion of consider criteria and reached a unique Nash equilibrium. Then, we

performed other sets of experiments to assess the capability of the proposed mem-

ory component. We considered two scenarios 1) the players do not employ extended

memory-based algorithm, and 2) the players used extended memory-based algorithm.

Next section provides an analysis for these experiments. We also determine the best

game-theoretic algorithm when the investigator employs counter-anti-forensics.
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Chapter 5

Result and Discussion

As we stated in the summary of previous chapter (Section 4.4), this chapter provides

a discussion on the results of the experiments. Section 5.1 focuses on the results of

the experiments for the first environment (rootkits and anti-rootkits); Section 5.2

discuses the results for the second environment (backdoors and anti-backdoors); and

Section 5.3 analyses the results of the experiments for the third environment (Trojans

and Anti-Trojans).

5.1 Rootkits and Anti-rootkits

We analyze the applicability of proposed memory component regarding the fictitious

play algorithm in Section 5.1.1, and regarding the gradient play algorithm in Section

5.1.2. Next, in Section 5.1.3 we formulate the players’ efficiency after employing

the memory component. Also, in Section 5.1.4 we analyze the weights of the play-

ers’ strategies. Next, in Section 5.1.5, we develop a set of beneficiary rules for the

investigator when he/she employs anti-rootkits against rootkits.
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Figure 5.1: The investigator’s required iterations in the fictitious play algorithm

5.1.1 Fictitious Play Algorithm

By considering two scenarios regarding the memory component, Figure 5.1 illustrates

the investigator’s required iterations in each test to examine the Nash equilibrium of

the game in the fictitious play algorithm. The results show that when the investigator

employs the memory component, he/she reaches the steady-state of the game earlier

fewer iterations) in each test. For instance, in the second test (in Table 4.15), if the

investigator uses the second scenario, then he/she reaches the steady-state of the

game in 18 iterations fewer than the case he/she requires in the first scenario.

Figure 5.2 also shows the similar results for attacker when he/she employs the

component in the fictitious play algorithm. For instance, in the seventh test (in Table

4.15) the attacker requires 64 iterations fewer to examine the Nash equilibrium of

the game, if he/she follows the second scenario.

Based on Figure 5.1, a noticeable reduction in investigator’s required iterations

is visible in the third test (9 iterations in the second scenario), fifth test (2 itera-

tions in the second scenario) and seventh test (6 iterations in the second scenario).

The main reason behind the reduction is that the investigator’s preference is still

acquirable based on the suggested strategies by the memory component. Thus, even
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Figure 5.2: The attacker’s required iterations in the fictitious play algorithm

against the attacker’s added action, the investigator prefers to follow the suggested

strategy. The similar reason can be described for the noticeable reduction in at-

tacker’s required iterations in the second test (3 iterations in the second scenario),

fourth test (9 iterations in the second scenario), sixth test (2 iterations in the second

scenario), ninth test (7 iterations in the second scenario), tenth test (1 iteration in

the second scenario), eleventh test (1 iteration in the second scenario), and twelfth

test (1 iteration in the second scenario) in Figure 5.2.

Figure 5.3: The investigator’s required iterations in the gradient play algorithm
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Figure 5.4: The attacker’s required iterations in the gradient play algorithm

Based on the two considered scenarios, we calculate the average and standard

deviation of deducted required iterations to reach the steady-state of the game for

the fictitious play algorithm. In the fictitious play algorithm, the average reduction

in the attacker’s required iterations is 179.5 iterations and the standard deviation of

reduction in the attacker’s required iterations is 98.52 iterations. For the investigator,

the average reduction in required iterations is 170.58 iterations and the standard

deviation of reduction in required iterations is 83.61 iterations.

Therefore, if the investigator employs the memory component in the fictitious

play algorithm to evaluate the existing anti-rootkits, then he/she requires fewer

iterations to complete the evaluation.

5.1.2 Gradient Play Algorithm

Figure 5.3 presents the results of experiments regarding the two scenarios when the

investigator employs the memory component in the gradient play. The results show

that memory component helps the investigator to require fewer iterations to reach

the steady-state of the game. For instance, in the third test (in Table 4.45), if the

investigator applies the memory component in the gradient play algorithm, then the
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required iterations to reach the steady-state of the game reduces 80 iterations in

comparison when he/she does not apply it.

Furthermore, Figure 5.4 shows the experiments for the attacker when he/she

considers two scenarios in the gradient play algorithm. The experiments show that

when the attacker applies the memory component in the gradient play algorithm,

then he/she also needs fewer iterations to reach the steady-state of the game. For

instance, in the eighth test (in Table 4.45), if the attacker employs the memory

component, then he/she accomplishes the steady-state of the game in 87 iterations

fewer than the case when he/she does not apply the memory component.

A noticeable reduction in the investigator’s required iterations can be observed

in the third test (3 iterations in the second scenario), fifth test (1 iteration in the

second scenario) and seventh test (2 iterations in the second scenario) because sug-

gested strategies by the memory component keep the investigator’s preferences. The

similar explanation can be stated for the noticeable reduction in attacker’s required

iterations in Figure 5.4 in the second test (3 iterations in the second scenario), fourth

test (3 iterations in the second scenario), sixth test (1 iteration in the second sce-

nario), eighth test (2 iterations in the second scenario), ninth test (1 iteration in

the second scenario), tenth test (1 iteration in the second scenario), eleventh test (1

iteration in the second scenario), and twelfth test (1 iteration in the second scenario).

The calculation shows that the average reduction in the attacker’s required

iterations and the standard deviation of reduction in the attacker’s required iterations

are 64.33, and 29.15 iterations, respectively. Furthermore, the average reduction in

the investigator’s required iterations and the standard deviation of reduction in the

investigator’s required iterations are 54.91, and 24.66 iterations, respectively. Thus,

the memory component in the gradient play algorithm makes the evaluations of the

existing anti-rootkits faster.

Here, we compare the performance of the fictitious play algorithms and the gra-
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dient play algorithm based on the memory component. The comparison is helpful for

future researchers who are interested in applying the proposed memory component

in their forensic-based frameworks. To compare the performance of the examined

algorithms, we introduce a new criterion as the reduction of required iteration of

a game-theoretic algorithm to reach the Nash equilibrium of the game ((covering

contribution C3.3.1)).

To measure the criterion, we consider the average and standard deviation of

deducted players’ required iterations to examine the Nash equilibrium of the game.

The measurements (in Section 5.1.1 and 5.1.2) show that the standard deviation of

required iterations to reach the steady states in the gradient play algorithm are fewer

than the fictitious play algorithm. Therefore, if the attacker and the investigator

employ the proposed memory component in the gradient play algorithm, then they

experience smoother decremented rates for their required iterations. Furthermore,

the experiments show that the fictitious play on the average has a higher reduction

of required iterations to reach the steady-state of the game in comparison with the

gradient play algorithm.

5.1.3 Formulation of Players’ Efficiency

The experiments in the first environment show that the proposed memory compo-

nent reduces the required players’ iterations to reach the steady-state of expanded

games. The reduction happens in the extended memory-based algorithm. In this

section, we formulate the impact of the participation of memory component (in the

game-theoretic algorithms) in the improvement of the players’ efficiency. To formu-

late, first, we define some parameters. Parameter IPi
1 represents player Pi’s required

iterations to reach the stated state of the game when he/she employs the original

game-theoretic algorithms. Similarly, the parameter IPi
2 illustrate player Pi’s required

iterations to reach the stated state of the game when he/she uses the proposed ex-
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tended memory-based algorithm. The value of IPi
2 and IPi

1 can be calculated at the

end of the game.

In each iteration of the games, the players follow two steps: 1) choosing their

strategies; and 2) updating their belief (empirical frequencies of their opponent’s

strategies) by observing their opponent’s selected strategy. In each step, the players

perform some calculations; thus, we introduce a parameter (Calg) for modelling the

total amount of calculations in both steps.

EPi
1 =

I1∑
n=1

Calg. Calg > 0, I1 > 0 (5.1)

EPi
2 =

I2∑
n=1

Calg. Calg > 0, I2 > 0 (5.2)

Equation 5.1 measures the player Pi’s calculations before the participation of

the memory component. However, Equation 5.2 determines the player Pi’s calcula-

tions after the participation of the memory component.

∆Pi
alg =

EPi
2 − E

Pi
1

T
(5.3)

Equation 5.3 measures the player Pi’s efficiency in a specific algorithm when

T represents the counts of tests. In this thesis, T = 12 for rootkits/anti-rootkits,

T = 8 for Trojans/Anti-Trojans and T = 7 for backdoors/anti-backdoors. After

employing the memory component, the results of the experiments in the fictitious

play algorithm show the average reduction in the attacker’s and the investigator’s

required iterations are 179.5 and 170.58 iterations, respectively.

∆Attacker
F ictitiousP lay = 179.5CFictitiousP lay (5.4)

∆Investigator
F ictitiousP lay = 170.58CFictitiousP lay (5.5)

We substitute these averages into Equations 5.3 to represent the attacker’s and
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the investigator’s efficiency in the fictitious play algorithm in Equations 5.4 and 5.5,

respectively.

∆Attacker
GradientP lay = 64.33CGradientP lay (5.6)

∆Investigator
GradientP lay = 54.91CGradientP lay (5.7)

The results of the experiments in the gradient play algorithm show after em-

ploying the memory component, the average of reduction in the attacker’s and the

investigator’s required iterations are 64.33 and 54.91 iterations, respectively. Simi-

larly, Equations 5.6 and 5.7 represent the attacker’s and the investigator’s efficiency

in the gradient play algorithm.

Figure 5.5: The investigator’s mixed strategies in each test.

5.1.4 Weights of Players’ Strategies

In this section, we illustrate weights of the players’ strategies in the Nash equilibrium

of the game to acquire beneficiary knowledge that can be stated on the players’

behaviour in applying their strategies (addressing the second shortcoming - S2).

Figure 5.5 shows the investigator’s mixed strategies at the steady-state of the game

in each test when they are the investigator’s Nash equilibrium in each test. Similarly,
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Figure 5.6: The attacker’s mixed strategies in each test.

Figure 5.6 presents the attacker’s mixed strategies (the attacker’s Nash equilibrium)

at the steady-state of the game in each test. The investigator can use this information

in the first environment to acquire more effective defensive techniques against the

attacker.

The simulation of the interactions between the attacker and the investigator

in the forensic environment lets the investigator identifies the attacker’s preference

for employing rootkits. In the first test, the players identify the Nash equilibrium

of the game. In the second test, the investigator introduced a new anti-rootkit into

his/her action space (D3). The anti-rootkit introduction modifies the weights of the

investigator’s strategies in the Nash equilibrium of the game in the second test. D3

achieves the highest performance (0.423) in comparison with the remaining anti-

rootkits (D1, and D2) that shows the investigator’s willingness for the employment

of the introduced anti-rootkit.

In the third test, the attacker introduced a new rootkit into his/her action space

(A3). The weights of the attacker’s strategies in the Nash equilibrium at the end of

the game shows that the attacker puts the highest weight (0.425) into the introduced

rootkit. It shows that A3 had a higher performance against the remaining rootkits

(A1, and A2).
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The second test and the third test show that there is a similar behaviour for the

investigator and the attacker regarding their preference on some of their actions. The

investigator can separate these kinds of anti-rootkits (D1, and D2) into a different

category to identify less known anti-rootkits.

In fourth and fifth tests, the players introduced new actions into their action

spaces; however, there are no huge modifications on the weights of their strategies

based on the examined Nash equilibria.

The similar pattern that we observed in the second test and the third test exists

between the players’ behaviour in the sixth and seventh tests.

In the remaining tests, the investigator introduces a new anti-rootkit into

his/her action space; however, there is no any noticeable modifications on the weights

of the attacker’s strategies in the Nash equilibria. This observation shows that the

attacker’s selected strategies had a good performance against the investigator’s new

introduced anti-rootkits (D6, D7, D8, D9, and D10). The investigator can evaluate

his/her anti-rootkits based on this kind of observation. The observation lets him even

to label these anti-rootkits as a similar category to identify less known anti-rootkits.

5.1.5 Beneficiary Rules for the Investigator

The memory component enables the investigator to collect a set of rules for his/her

knowledge base. At the end of each test, the expanded game reaches its Nash

equilibrium. These examined Nash equilibria can shape a set of rules to enable

the investigator to evaluate his/her anti-rootkits tools against the existing rootkits.

Table 5.1 represents the collected rules for all tests (covering contribution C3.3.2).

The Nash Equilibrium of the game enables us to present a relation between

the characteristics of the considered rootkits and anti-rootkits. Investigators can use

the relationship to evaluate the efficiency of the internal components of anti-rootkits.

We formulate the relationship between characteristics of rootkits and anti-rootkits.

144



T
ab

le
5.

1:
T

h
e

co
ll
ec

te
d

ru
le

s
fo

r
th

e
in

ve
st

ig
at

or

ID
R
u
le
s

1
0.

55
4*
D

1
+

0.
44

6*
D

2
−→

0.
55

4*
A

1
+

0.
44

6*
A

2

2
0.

32
0*
D

1
+

0.
25

7*
D

2
+

0.
42

3*
D

3
−→

0.
55

4*
A

1
+

0
.4

4
6
*A

2

3
0.

32
0*
D

1
+

0.
25

7*
D

2
+

0.
42

3*
D

3
−→

0.
31

8*
A

1
+

0
.2

5
7
*A

2
+

0
.4

2
5
*A

3

4
0.

31
2*
D

1
+

0.
25

3*
D

2
+

0.
41

8*
D

3
+

0.
01

7*
D

4
−→

0
.3

1
8
*A

1
+

0
.2

5
7
*A

2
+

0
.4

2
5
*A

3

5
0.

31
2*
D

1
+

0.
25

3*
D

2
+

0.
41

8*
D

3
+

0.
01

7*
D

4
−→

0
.3

1
2
*A

1
+

0
.2

5
3
*A

2
+

0
.4

1
8
*A

3
+

0
.0

1
7
*A

4

6
0.

25
7*
D

1
+

0.
20

8*
D

2
+

0.
34

3*
D

3
+

0.
01

6*
D

4
+

0.
1
7
6
*D

5
−→

0
.3

1
2
*A

1
+

0
.2

5
3
*A

2
+

0
.4

1
8
*A

3
+

0
.0

1
7
*A

4

7
0.

25
7*
D

1
+

0.
20

8*
D

2
+

0.
34

3*
D

3
+

0.
01

6*
D

4
+

0.
1
7
6
*D

5
−→

0
.2

5
7
*A

1
+

0
.2

1
0
*A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

8
0.

22
3*
D

1
+

0.
17

9*
D

2
+

0.
29

5*
D

3
+

0.
01

2*
D

4
+

0.
1
5
2
*D

5
+

0
.1

3
9
*D

6
−→

0
.2

5
7
*A

1
+

0
.2

1
0
*A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

9
0.

18
8*
D

1
+

0.
15

1*
D

2
+

0.
24

8*
D

3
+

0.
01

0*
D

4
+

0.
1
2
8
*D

5
+

0
.1

1
7
*D

6
+

0
.1

5
8
*D

7
−→

0
.2

5
7
*A

1
+

0
.2

1
0
*A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

1
0

0.
16

3*
D

1
+

0.
13

2*
D

2
+

0.
21

7*
D

3
+

0.
00

9*
D

4
+

0.
1
1
1
*D

5
+

0
.1

0
2
*D

6
+

0
.1

4
*D

7
+

0
.1

2
6
*D

8
−→

0
.2

5
7
*A

1
+

0
.2

1
*A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

1
1

0.
14

3*
D

1
+

0.
11

4*
D

2
+

0.
18

8*
D

3
+

0.
00

8*
D

4
+

0.
0
9
7
*D

5
+

0
.0

8
9
*D

6
+

0
.1

2
*D

7
+

0
.1

1
*D

8
+

0
.1

3
1
*D

9
−→

0
.2

5
7
*A

1
+

0
.2

1
*A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

1
2

0.
11

8*
D

1
+

0.
09

6*
D

2
+

0.
15

8*
D

3
+

0.
00

7*
D

4
+

0.
0
8
1
*D

5
+

0
.0

7
4
*D

6
+

0
.1

*D
7
+

0
.0

9
2
*D

8
+

0
.1

1
2
*D

9
+

0.
1
6
2
*D

1
0
−→

0
.2

5
7
*A

1
+

0
.2

1
*
A

2
+

0
.3

4
3
*A

3
+

0
.0

1
4
*A

4
+

0
.1

7
6
*A

5

145



For each characteristic on the anti-rootkit side, there is an opposite character-

istic on the rootkit side. For example, for registry key hiding characteristic (char-

acteristic N28 in Table 4.1) there is an opposite characteristic in anti-rootkit side

as the capability of detecting registry keys hiding (characteristic M22 in Table 4.2).

However, it is possible that anti-rootkits do not fully support opposite characteristics

because of the advanced technologies of rootkits. Anti-rootkits include the opposite

characteristics in their implementations; thus, any potential relationship between

these characteristics helps to evaluate and improve anti-rootkits.

Based on the Nash Equilibrium of the second test, the attacker chooses the “Fu

rootkit” (its empirical frequency equals 0.554) and the “FuTO-Enhanced rootkit” (its

empirical frequency equals 0.446). The investigator picks “RootkitRevealer” (its em-

pirical frequency equals 0.320), “ESET SysInspector” (its empirical frequency equals

0.257), and “Malwarebytes Anti-Rootkit Beta” (its empirical frequency equals 0.423).

If a strategy has a larger empirical frequency, then the player is more interested in

using that strategy against his/her opponent.

We put values of the empirical frequencies as the coefficients in the relationship.

First, we find common characteristics between the selected rootkits. Based on Table

4.3, there are three common characteristics between the “Fu rootkit” and the “FuTO-

Enhanced rootkit”. The common characteristics are N25 (privilege escalation), N29

(driver hiding), N31 (process hiding). Now, we consider the related characteristics in

the anti-forensic side. The characteristics are M19 (privilege escalation detection),

M23 (detection based on driver), and M25 (detection based on process). Table 4.4

shows that M23 is supported by “ESET SysInspector anti-rootkit” and “Malware-

bytes Anti-Rootkit Beta”; M25 is supported by “ESET SysInspector anti-rootkit”;

and non of these anti-rootkits supports M19.
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0.554 ∗NFurootkit
29 + 0.446 ∗NFuTO−Enhancedrootkit

29

= 0.257 ∗MESETSysInspector
23

+ 0.423 ∗MMalwarebytesAnti−Rootkit
23

(5.8)

We show a sample of the relationship between the common characteristic of

the stated anti-rootkits (M23) and the common characteristic of the stated rootkits

(N29) in Equation 5.8. Equation 5.8 shows that which parts of the trace of rootkits

in the forensic environment have been examined by anti-rootkits. The relationship

also shows that how each anti-rootkit acts regarding its implemented characteris-

tics. The investigator can use the relationship before any financial investment (e.g.

implementation cost) on improving an anti-rootkit software.

5.2 Backdoors and Anti-backdoors

Here we focus on the proposed memory component when the attacker employs back-

doors while the investigator employs anti-backdoors in the forensic environment.

Section 5.2.1 discusses the applicability of the proposed memory component for the

fictitious play algorithm and Section 5.2.2 illustrates its applicability for the gradient

play algorithm. Section 5.2.3 formulates the players’ efficiency based on the memory

component. Next, Section 5.2.4 examines the weights of the players’ strategies. Fi-

nally, Section 5.2.5 provides a set of assistive rules for the investigator in the forensic

environment when he/she employs anti-backdoors against backdoors.

5.2.1 Fictitious Play Algorithm

By considering backdoors and anti-backdoors as the players’ action spaces, Figure

5.7 shows the investigator’s required iterations (in each test) to reach the steady-

state of the game in the fictitious play algorithm (based on the two considered

scenarios). Based on the results in the second environment, the extended memory-
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Figure 5.7: The investigator’s required iterations in the fictitious play algorithm

Figure 5.8: The attacker’s required iterations in the fictitious play algorithm

based algorithm reaches the steady-state of the game earlier in the second scenario.

The investigator requires fewer iterations to reach the steady-state of the game in

the second scenario (Figure 5.7). For instance, in the third test (in Table 4.29),

by employing the second scenario, the investigator identified the steady-state of the

game in 79 iterations fewer than number of the iterations he/she requires in the first

scenario.

Figure 5.8 shows the attacker’s required iterations in each test to reach the

steady-state of the game in the fictitious play algorithm based on the two considered
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Figure 5.9: The investigator’s required iterations in the gradient play algorithm

scenarios. Based on Figure 5.8, in the second scenario, the attacker requires fewer

iterations to identify the steady-state of the game. For instance, in the fifth test

(in Table 4.29), if the attacker employs the second scenario, then he/she reaches

the steady-state of the game in 63 iterations fewer than the iterations he/she would

require to examine the Nash equilibrium of the game in the first scenario.

There is a noticeable reduction in investigator’s required iterations based on

Figure 5.7 in the third test (4 iterations in the second scenario), fifth test (1 iteration

in the second scenario) and seventh test (3 iterations in the second scenario) because

the investigator’s preferences are still met by suggested strategies that have been

provided by the memory component when he/she employs anti-backdoors against

backdoors. The similar reason can be stated regarding noticeable reduction in at-

tacker’s required iterations in Figure 5.8 in the second test (4 iterations in the second

scenario), fourth test (4 iterations in the second scenario), and sixth test (1 iteration

in the second scenario).

Based on the calculation in the second environment, by considering the ficti-

tious play algorithm, the average reduction in the attacker’s required iterations is

47.28 iterations. Also, the calculation shows that the standard deviation of reduc-

tion in the attacker’s required iterations is 27.83 iterations. The average reduction
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Figure 5.10: The attacker’s required iterations in the gradient play algorithm

in the investigator’s required iterations is 55.42 iterations. The standard deviation

of reduction in the investigator’s required iterations is 31.88 iterations.

Thus, to evaluate the existing anti-backdoors if the investigator employs the

fictitious play algorithm in the extended memory-based algorithm, then the investi-

gator requires fewer iterations to accomplish the evaluation.

5.2.2 Gradient Play Algorithm

The investigator’s required iterations in each test for reaching the steady-state of

the game in the gradient play algorithm based on the two considered scenarios are

presented in Figure 5.9. Based on Figure 5.9, the investigator needs fewer iterations

to reach the steady-state of the game in the second scenario. For instance, in the

fourth test (in Table 4.31), the results shows that the investigator needs 63 fewer

iterations to identify the steady-state of the game.

Furthermore, regarding the two considered scenarios when the attacker uses

the gradient play algorithm his/her required iterations in each test for reaching the

steady-state of the game are presented in Figure 5.10. Based on Figure 5.10, the

experiments show that the attacker needs fewer iterations in the gradient play algo-
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rithm after using the memory component. For example, in the seventh test (in Table

4.31), if the attacker employs the memory component, then the attacker requires 47

iterations fewer to examine the Nash equilibrium of the game in comparison with

the cases that he does not employ the memory component.

To illustrate the noticeable reduction in investigator’s required iterations (in

Figure 5.9) that occur in some tests such as the third test and fifth test, and seventh

test, an explanation can be provided that the investigator’s preferences are still

acquirable based on the suggested strategies by the memory component. To describe

the reason behind noticeable deduction in attacker’s required iterations in Figure 5.10

in the second test (3 iterations in the second scenario), fourth test (3 iterations in

the second scenario), and sixth test (1 iteration in the second scenario), a similar

explanation can be provided.

By considering the experiments, in the second environment, the average re-

duction in the attacker’s required iterations and the standard deviation of reduction

in his/her required iterations are 47.57 and 28.05 iterations, respectively. Also, in

this environment, by considering the gradient play algorithm, the average reduction

in the investigator’s required iterations is 55.71 iterations and the standard devia-

tion of reduction in the investigator’s required iterations is 32.17 iterations. Thus,

the memory component lets the investigator in the gradient play algorithm requires

fewer iterations to accomplish the evaluation of the existing anti-backdoors.

Furthermore, based on the experiments, the gradient play on the average have

a higher reduction of required iterations to reach the steady-state of the game in com-

parison with the fictitious play algorithm after employing the memory component.

However, the players have a smoother decremented rate regarding their required it-

erations to examine the Nash equilibrium of the game when they use the extended

memory-based algorithm that employs the fictitious play algorithm.

∆Attacker
F ictitiousP lay = 47.28CFictitiousP lay (5.9)
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∆Investigator
F ictitiousP lay = 55.42CFictitiousP lay (5.10)

5.2.3 Formulation of Players’ Efficiency

Similar to Section 5.1.3, we substitute the calculated averages into Equations 5.3 to

formulate the attacker’s and the investigator’s efficiency regarding the fictitious play

algorithm in Equations 5.9 and 5.10, respectively.

∆Attacker
GradientP lay = 47.57CGradientP lay (5.11)

∆Investigator
GradientP lay = 55.71CGradientP lay (5.12)

Similarly, we present Equations 5.11 and 5.12 based on the calculated measure-

ments to formulate the attacker’s and the investigator’s efficiency in the gradient play

algorithm, in the second environment.

5.2.4 Weights of Players’ Strategies

Similar to Section 5.1.4, this section analyzes the players’ weights of strategies in

the Nash equilibrium of each test. Figure 5.12 presents the investigator’s mixed

strategies in each test when they present the investigator’s Nash equilibrium in each

test. Also, Figure 5.11 shows the attacker’s mixed strategies in each test when the

attacker employs backdoors.

In the first test, in the second environment, the attacker and the investigator

identify the Nash equilibrium of the game. In the second test, the investigator adds a

new anti-backdoor into his/her action space (L3). The introduction of anti-backdoor

causes a modification on the weights of the investigator’s strategies in the Nash

equilibrium. The results show that L3 gets the highest performance (e.g. 0.422 in

Table 4.29) among other anti-backdoors (L1, and L2), so, the investigator would be

more interested in using the introduced anti-backdoor.
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Figure 5.11: The attacker’s mixed strategies in each backdoor-based test.

Figure 5.12: The investigator’s mixed strategies in each backdoor-based test.
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The attacker considers a new backdoor (E3) in the third test. The results show

that the attacker’s weight of strategies in the Nash equilibrium has been modified

and the new added action (the introduced backdoor) owns the largest weight (e.g.

0.422 in Table 4.29) that refers to this point that E3 has a higher performance

in comparison with other backdoors (E1, and E2). This observation on behaviour

provides some knowledge for the investigator regarding identifying less known anti-

backdoors.

In other tests the attacker and the investigator introduce new backdoors and

anti-backdoors into their action spaces; however, there is no noticeable modification

on strategies weights regarding the examined Nash equilibria in each test.

5.2.5 Beneficiary Rules for the Investigator

Similar to section 5.1.5, in this section we provide beneficiary rules that can be used

by the investigator when the attacker and the investigator employ backdoors and

anti-backdoors, respectively (covering contribution C3.3.2). The developed rules that

have been considered for all tests are presented in Table 5.2 (for instance from Table

4.31).

We provided a set of relationships in Section 5.1.5. Here, we focus on relation-

ships that can be considered based on the characteristics of the considered backdoors

and anti-backdoors. These relationships help investigator to assess the efficiency of

the internal components in anti-backdoors.

By considering backdoors and anti-backdoors, there is an opposite character-

istic on backdoors based on characteristic of anti-backdoors. For example, for the

characteristic of malicious activity on registry key (characteristic H24 in Table 4.18)

the opposite characteristic in anti-backdoor side is the capability of detection based

on registry key activities (characteristic K13 in Table 4.19). However, anti-backdoors

may do not support the opposite characteristics completely because backdoors have
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higher advanced technologies. These opposite characteristics have been considered

in implementations of anti-backdoors; thus, a relationship related to these charac-

teristics is helpful for the investigator to assess the existing anti-backdoors and even

improve them.

Based on the Nash Equilibrium of the fourth test, the attacker selects the

“Win32.Turla” (the backdoor empirical frequency is 0.317); the “Win32.OnionDuke.B”

(the backdoor empirical frequency equals 0.257); and the “Win32.Caphaw.Shylock”

(its empirical frequency is 0.426). The investigator employs the “MalwareByte” (the

anti-backdoor empirical frequency equals 0.311); the “MalwarFox” (its empirical fre-

quency is 0.252); the “TrojanRemover” (its empirical frequency equals 0.419); and

the “COMODO Anti-virus” (its empirical frequency equals 0.017).

The empirical frequencies will shape the coefficients in the relationship. First,

we identify common characteristics between the selected backdoors. Based on Ta-

ble 4.20, there are four common characteristics between the “Win32.Turla”, the

“Win32.OnionDuke.B”, and the “Win32.Caphaw.Shylock”. The common character-

istics areH1 (being a system backdoor); H12 (including malicious file and folder activ-

ity); H14 (including malicious process activity); and H26 (including malicious network

activity). Next, we identify the available related characteristics in anti-backdoor

side. The characteristics are K11 (detection based on file and folder activity); K9

(detection based on process activity); and K2 (detection based on network traffic).

Table 4.21 shows that K2 is supported by the “MalwareByte”, the “MalwarFox”,

and the “COMODO Anti-virus”; K9 and K11 are supported by the “MalwareByte”,

the “MalwarFox”, the “TrojanRemover”, and the “COMODO Anti-virus”.
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0.317 ∗HWin32.Turla
12 + 0.257 ∗HWin32.OnionDuke.B

12

+0.426 ∗HWin32.Caphaw.Shylock
12

= 0.311 ∗KMalwareByte
11

+ 0.252 ∗KMalwarFox
11

+ 0.419 ∗KTrojanRemover
11

+ 0.017 ∗KCOMODOAnti−virus
11

(5.13)

In Equation 5.13, we present the relationship between the common character-

istic of the stated anti-backdoors (K11) and the common characteristic of the stated

backdoors (H12). Equation 5.13 provides this information that which parts of the

trace of backdoors have been examined by anti-backdoors in the forensic environ-

ment. Furthermore, the relationship illustrate that how each anti-backdoor performs

based on its implemented characteristics.

5.3 Trojans and Anti-Trojans

Similar to two previous environments (rootkits/anti-rootkits and backdoors/anti-

backdoors) here we analyze the results of experiments based on Trojans and Anti-

Trojans. Thus, in Section 5.3.1, by considering the fictitious play algorithm we

illustrate the applicability of the proposed memory component. Next, in Section

5.3.2 we focus on its applicability regarding the gradient play algorithm. Next, in

Section 5.3.3 we examine the players’ performance when they expand their action

spaces by introducing new instances of Trojans and Anti-Trojans. We also discuss

the players’ strategies weights in Section 5.3.4. Next, we develop assistive rules in

Section 5.3.5 when the investigator employs Anti-Trojans against Trojans.
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Figure 5.13: The investigator’s required iterations in the fictitious play algorithm

5.3.1 Fictitious Play Algorithm

Based on the performed experiments in the third environment, the investigator’s re-

quired iterations to examine the Nash equilibrium of the game in each test have been

presented in Figure 5.13 in the fictitious play algorithm based on the two considered

scenarios. Figure 5.13 presents this point that the investigator by employing the

second scenario needs fewer iterations for reaching the steady-state of the game. For

instance, in the second test (in Table 4.43), by employing the memory component

the investigator reaches the steady-state of the game in 47 iterations earlier.

Experiments regarding the attacker’s required iterations based on the two con-

sidered scenarios, for the fictitious play algorithm is presented in Figure 5.14. Figure

5.14 supports this point that the attacker requires fewer iterations to reach the

steady-state of the game in the second scenario. For instance, in the eighth test (in

Table 4.43), the attacker can reach the steady-state of the game by 31 iterations

fewer than the case he/she do not consider the memory component.
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Figure 5.14: The attacker’s required iterations in the fictitious play algorithm

Figure 5.15: The investigator’s required iterations in the gradient play algorithm

In the third environment (based on Figure 5.13), a noticeable reduction can

be observed in investigator’s required iterations in the third test (4 iterations in

the second scenario) and fifth test (1 iteration in the second scenario) when the

explanation for this observation can be stated as the suggested strategies by the

memory component still match the investigator’s preference. To explain similar

observation in Figure 5.14, the similar explanation can be employed for the noticeable

reduction in the attacker’s required iterations that have been occurred in the second

test (4 iterations in the second scenario), fourth test (4 iterations in the second
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Figure 5.16: The attacker’s required iterations in the gradient play algorithm

scenario), sixth test (1 iteration in the second scenario), and seventh test (1 iteration

in the second scenario).

By considering the fictitious play algorithm in the experiments, results in

Trojans/Anti-Trojans show that the average reduction in the attacker’s required it-

erations is 48.75 iterations and the standard deviation of reduction in the attacker’s

required iterations is 28.37 iterations. Furthermore, regarding the investigator, the

average reduction in required iterations is 54 iterations and the standard deviation

of reduction in the required iterations is 28.41 iterations.

Therefore, regarding the evaluation of the existing Anti-Trojans when the in-

vestigator uses the memory component in the fictitious play algorithm, then he/she

requires fewer iterations to finish the evaluation.

5.3.2 Gradient Play Algorithm

Figure 5.15 shows the investigator’s required iterations in each test in the third envi-

ronment that would be required to reach the steady-state of the game when he/she

employs the gradient play algorithm (by considering the two considered scenarios).

Based on Figure 5.15, it is obvious that the investigator requires fewer iterations if
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he/she uses the second scenario. For instance, based on the information of Table

4.45, in the third test, if the investigator employs the memory component as he/she

is using the gradient play algorithm, then the he/she would require 80 less iterations

to examine the Nash equilibrium of the game.

We provide Figure 5.16 to represent the attacker’s required iterations in each

test in the third environment when he/she uses the gradient play algorithm to reach

the steady-state of the game based on the two considered scenarios. Figure 5.16

supports that the attacker by applying the memory component in the gradient play

algorithm requires fewer iterations to reach the steady-state of the game. For in-

stance, if we consider the eighth test in Table 4.45, then the attacker by employing

the memory component, can reach the steady-state of the game in 75 iterations fewer

than the case he/she follows the first scenario.

To describe the noticeable reduction that can be seen in the investigator’s re-

quired iterations in Figure 5.15 in the third test (3 iterations in the second scenario)

and fifth test (1 iteration in the second scenario) a reason can be mentioned as

the suggested strategies that the memory component provides still match the inves-

tigator’s preference. Based on Figure 5.16, the similar explanation can be stated

regarding the noticeable reduction that can be observed in attacker’s required itera-

tions in the second test (3 iterations in the second scenario), fourth test (3 iterations

in the second scenario), sixth test (1 iteration in the second scenario), seventh test (1

iteration in the second scenario), and eighth test (1 iteration in the second scenario).

In the third environment, the average reduction in the attacker’s required it-

erations is 54.5 iterations and the standard deviation of reduction in the attacker’s

required iterations is 28.78 iterations. Also the calculation shows that the average

reduction in the investigator’s required iterations is 49.25 iterations and the stan-

dard deviation of reduction in the investigator’s required iterations is 25.65 iterations.

Thus, the investigator can decrease required iterations in the gradient play algorithm
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when he/she employs the memory component to evaluate the existing Anti-Trojans.

5.3.3 Formulation of Players’ Efficiency

Here we formulate the players’ efficiency (similar to Section 5.1.3) regarding the

memory component. After using the memory component, the results of the exper-

iments for Trojans and Anti-Trojans in the fictitious play algorithm show that the

average of reduction in the investigator’s and the attacker’s required iterations are

54 and 48.7 iterations, respectively.

∆Attacker
F ictitiousP lay = 48.75CFictitiousP lay (5.14)

∆Investigator
F ictitiousP lay = 54CFictitiousP lay (5.15)

We considered these averages in Equation 5.3 to represent the attacker’s and

the investigator’s efficiency in the fictitious play algorithm in the third environment

in Equations 5.14 and 5.15, respectively.

∆Attacker
GradientP lay = 54.5CGradientP lay (5.16)

∆Investigator
GradientP lay = 49.25CGradientP lay (5.17)

Figure 5.17: The investigator’s mixed strategies in each Trojan-based test.
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Figure 5.18: The attacker’s mixed strategies in each Trojan-based test.

The results of the experiments for Trojans and Anti-Trojans in the gradient

play algorithm show that after considering the memory component the average of

reduction in the attacker’s and the investigator’s required iterations are 54.5 and

49.25 iterations, respectively. In the third environment, Equations 5.16 and 5.17

formulate the players’ efficiency when they use the gradient play algorithm.

5.3.4 Weights of Players’ Strategies

Figure 5.17 represents the investigator’s mixed strategies (the Nash equilibrium of

game in each test) when he employs Anti-Trojans and the attacker employs Trajan.

Also Figure 5.18 illustrate the attacker’s mixed strategies (at the steady-state of the

game in each test) in the third environment. These strategies provide this possibility

for the investigator to choose more effective defensive techniques against Trojans.

The players identify the Nash equilibrium of the game in the first test when the

attacker employs Trojans and the investigator employ Anti-Trojans. The investigator

in the second test expands his/her actions space using a new Anti-Trojan (D3) and

this introduction changes the weights of the investigator’s strategies in the Nash

equilibrium of the game. Therefore, D3 acquires the highest performance (e.g. 0.423
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in Table 4.44) among other Anti-Trojan (D1, and D2) that refers to the investigator’s

preferences for using the introduced Anti-Trojan.

The attacker introduces a new Trojan into his/her action space (A3) in the

third test. Based on the results, the weights of the attacker’s strategies in the Nash

equilibrium of the game supports putting the highest weight (e.g. 0.425 in Table

4.44) into the introduced Trojan. This point shows that remaining Trojans (A1, and

A2) have less performance in comparing with A3. Therefore, the investigator can

distinguish these Anti-Trojan (D1, and D2) into a different category to determine

less known Anti-Trojans.

The examined Nash equilibria of the fourth and fifth tests (after adding new

actions into the players’ action spaces) show that no huge modifications occur on the

weights of the players’ strategies.

In the remaining tests, the investigator expands his/her action spaces using a

new Anti-Trojan each time; however, no noticeable modification has been observed

on the weights of the attacker’s strategies in the Nash equilibria. Therefore, the

attacker’s chosen strategies had a good performance regarding new introduced Anti-

Trojans (D5, D6 and D7). This observation helps the investigator to assess his/her

Anti-Trojans and identify more knowledge regarding less known Anti-Trojans.

5.3.5 Beneficiary Rules for the Investigator

Here, similar to Section 5.1.5, we develop some rules for the investigator when the

attacker and the investigator employ Trojans and Anti-Trojans, respectively (cover-

ing contribution C3.3.2). Table 5.3 lists the collected rules that have been developed

for each tests (for instance based on Table 4.42).

We also employ the Nash Equilibrium of the game to formulate some relation-

ships between the characteristics of the considered instances of Trojans and Anti-

Trojans. The relationships can be helpful for the investigator to evaluate the effi-
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ciency regarding the internal components of Anti-Trojans. We make the relationship

using characteristics of Trojans and Anti-Trojans.

Each characteristic of Anti-Trojans can be related to an opposite characteristic

in Trojans. For example, for malicious running processes characteristic (characteris-

tic F14 in Table 4.32) the opposite characteristic in Anti-Trojan side is the capability

of detection based on malicious process activities (characteristic G13 in Table 4.33).

However, in some cases it would be possible for Anti-Trojans to not support com-

pletely those opposite characteristics because Trojans employ newest techniques. In

some cases Anti-Trojans consider these opposite characteristics; therefore, explor-

ing potential relationships between these characteristics among Trojans and Anti-

Trojans helps the investigator to evaluate the existing Anti-Trojans.

Based on the Nash Equilibrium of the third test, the attacker selects the “Pow-

eliks” (its empirical frequency equals 0.317); the “Trojan.Sinowal” (its empirical fre-

quency equals 0.257),; and the “Trojan Dropper.Gen” (its empirical frequency equals

0.426). The investigator picks the “Trojan Remover” (its empirical frequency equals

0.321); the “MalwareFox Trojan remover” (its empirical frequency equals 0.257); and

the “Anti-Trojan Shield” (its empirical frequency equals 0.422).

Now, we focus on identifying common characteristics between the selected Tro-

jans. Based on Table 4.34, there are six common characteristics between the “Pow-

eliks”; the “Trojan.Sinowal”; and the “Trojan Dropper.Gen”. The common charac-

teristics are F2 (being a software-based Trojan); F5 (being a destructive Trojan); F8

(being a downloader Trojan); F12 (including malicious file activity); F14 (including

malicious running processes); and F26 (including malicious network activity). Now,

we focus on related characteristics in Anti-Trojan side. The characteristics are G2

(detecting software-based Trojan); G13 (detection based on malicious process activ-

ity); G15 (detection based on malicious network behaviour); and G9 (detection based

on malicious file activity). Table 4.35 shows that G2, G9 and G13 are supported by
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the “Trojan Remover”; the “MalwareFox Trojan remover”; and the “Anti-Trojan

Shield”.

0.317 ∗ FPoweliks
14 + 0.257 ∗ F Trojan.Sinowal

14 +0.426 ∗ F TrojanDropper.Gen
14

= 0.321 ∗GTrojanRemover
13

+ 0.257 ∗GMalwareFoxTrojanremover
13

+ 0.422 ∗GAnti−TrojanShield
13

(5.18)

Equation 5.18 presents the relationship between the common characteristic of

the stated Anti-Trojans (G13) and the common characteristic of the stated Trojans

(F14). Equation 5.18 helps the investigator to identity what trace related to Trojans

have been examined in the forensic environment by Anti-Trojans. It also illustrate

how each instance of Anti-Trojan performs regarding the implemented characteris-

tics.

Table 5.4: The improvement percentage of the players’ required iterations

Family Attacker(FP) Investigator(FP) Attacker(GP) Investigator(GP)

Rootkits/Anti-rootkits 73.4 62.4 77.8 62.3
Backdoors/Anti-backdoors 62.5 64.7 62.9 65.0

Trojans/Anti-Trojans 65.5 58.6 73.1 58.8
Total Average 67.1 61.9 71.2 62.0

5.4 The Best Game-theoretic Algorithm

Here, we identify the best game-theoretic algorithm for the investigator who em-

ploys counter-anti-forensics. To achieve this goal, in Table 5.4, we measured the

improvement percentage on required iterations to reach the steady state of the game

regarding the memory component for the investigator in the fictitious play algorithm

and the gradient play algorithm.

percentage = ratio ∗ 100 (5.19)

improvement ratio =
value after change

value before change
(5.20)
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improvement percentage = 100 ∗ (improvement ratio− 1) (5.21)

Normally Equation 5.19 represents the relationship between ratio and percent-

age; however, in the situation that a comparison is required after and before a change

Equation 5.19 is not helpful [191]. In this thesis, the change can be referred to em-

ploying the memory component. Equation 5.20 can be employed to calculate the

ratio regarding the change [191]. First, we use Equation 5.20 to calculate the im-

provement ratio. In Section 4.2.5, Section 4.2.5, and Section 4.3.5, we computed the

players’ required iterations to reach the steady-state of the game before and after

employing the memory component; thus, we can calculate their improvement ratios

(using Equation 5.20). After calculating these ratios, because there are multiple tests

in each family (e.g. 12 tests in rootkits/anti-rootkits) we calculate the average of

these ratio to include it in Equation 5.21 as improvement ratio. Next, we employ

Equation 5.21 from [191] to calculate the improvement percentage. In this thesis the

memory component reduced the players’ required iteration and results of Equation

5.21 is negative; thus, we consider | improvement ratio -1 |.

In Table 5.4, first column presents three families. Second column and third

column show the improvement percentage for the attacker and the investigator re-

spectively when they use the fictitious play algorithm. Fourth column and fifth

column show that the improvement percentage for the attacker and the investigator

respectively when they employ the gradient play algorithm.

Regarding the fictitious play algorithm, to measure the attacker’s improvement

percentage and the investigator’s improvement percentage when they employs rootk-

its and anti-rootkits respectively, we used the content of Tables 4.14 and 4.15. Also,

for measuring the attacker’s improvement percentage and the investigator’s improve-

ment percentage when they employ rootkits and anti-rootkits respectively, we used

the content of Tables 4.16 and 4.17 for the gradient play algorithm.

Similarly, regarding the fictitious play algorithm, to calculate the attacker’s
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ratio and the investigator’s ratio when they employ backdoors and anti-backdoors

respectively, we used the content of Tables 4.28 and 4.29. Furthermore, regarding the

gradient play algorithm, we use the content of Tables 4.30 and 4.31 to calculate the

attacker’s improvement percentage and the investigator’s improvement percentage

when they use backdoors and anti-backdoors respectively. To measure the attacker’s

improvement percentage and the investigator improvement percentage when they

use Trojans and Anti-Trojans, respectively we use the content of Tables 4.42 and

4.43 for the fictitious play algorithm and the content of Tables 4.44 and 4.45 for the

gradient play algorithm.

The last row of Table 5.4 shows the average of these improvement percentages

that can be used to identify which algorithm is the best candidate for the investigator

who uses counter-anti-forensics against anti-forensics in the forensic environment.

The results shows that the investigator acts 0.1 percentage better in the gradient

play algorithm than the fictitious play; however, by employing the fictitious play the

attacker has lower improvement percentage. Thus, the fictitious play algorithm is the

best one for the investigator in the forensic environment (covering the contribution

C3.4).

5.5 Summary

The proposed memory component reduced the number of calculations to reach the

steady-state of the games (i.e., examining the Nash equilibrium of the games). In the

forensic environment, when the attacker is employing anti-forensics and the investi-

gator is using counter-anti-forensics, it is a key point for the forensic investigator to

evaluate his/her counter-anti-forensics. The memory component provided this op-

portunity for the investigator to evaluate the existing counter-anti-forensics faster.

In this chapter, we analyzed the results of the experiments when the players
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employed the extended memory-based algorithm for every three families. The results

showed that in each family, the players experienced fewer iteration to reach the

Nash equilibrium of the game in the fictitious play algorithm and the gradient play

algorithm. Therefore, the memory component shows its applicability to be embedded

in future forensic frameworks to improve their performance during the evaluation

of the existing counter-anti-forensics (i.e. anti-rootkits, anti-backdoors, and Anti-

Trojans) in three considered families (covering contribution C3.1).

The proposed approach let us evaluate the existing counter-anti-forensics against

anti-forensics. Furthermore, we identified beneficiary knowledge about the players’

behaviour in the forensic environment regarding applying their strategies by the ex-

amination of the Nash equilibrium of the game in each test. The examination enabled

us to understand the investigator’s and the attacker’s behaviour in each family. It

also lets us identify the investigator’s most stable and desired defensive strategies

against the attacker’s most desired and stable malicious strategies in each family.

Therefore, we covered contribution C2.2.

Next, we formulated the player’s efficiency after employing the extended memory-

based algorithm in each family. We also built a set of assistive rules for the investi-

gator that can be employed by him/her and presented instances of the relations that

can be extracted regarding these rules.
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Chapter 6

Conclusion and Future Works

The proficiency of digital forensics regarding assisting forensic investigators to iden-

tify and present required evidence in court has been accepted; however, anti-forensics

challenge digital forensics by letting attackers deceive and misdirect forensic meth-

ods and tools. Therefore, counter-anti-forensics present a solution approach for the

investigators to detect anti-forensics. Based on the literature review, digital forensics

still deal with some shortcomings such as a need for extra research to identify the

attacker’s behaviour; the assessment of forensic tools; and the necessity of making

forensic methods quicker. Furthermore, the literature review showed that the issue

of anti-forensics generated some shortcomings that need to be addressed such as the

necessity of assessment of forensic tools against anti-forensics; a need for identifying

the attacker’s behaviour when he/she uses anti-forensics; and finally the lack of extra

research in the era of anti-forensics.

In this thesis, we proposed a memory-based game-theoretic defensive approach

for forensic investigators against anti-forensics when the attacker employs anti-forensics

while the investigator uses counter-anti-forensics. The proposed approach enabled

the investigator to evaluate the existing counter-anti-forensic tools (i.e. anti-rootkits,

anti-backdoors, and Anti-Trojans) against the threat of the existing anti-forensic
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tools (i.e. rootkits, backdoors, and Trojans).

To evaluate the proposed approach, we built three datasets for examining the

players’ interactions in the forensic environment. We identified a set of characteristics

regarding the players’ interactions in the forensic environment to profile the existing

game-theoretic models and algorithms. We identified four potential game-theoretic

models and algorithms (the fictitious play algorithm; the gradient play algorithm;

the Bayesian game theory; and the evolutionary game theory) for the simulation of

the players’ interactions in the forensic environment. We evaluated them to iden-

tify which one of them is the most coordinated models and algorithms to simulate

the players’ interactions in the forensic environment (for rootkits and anti-rootkits;

backdoors and anti-backdoors; and Trojans and Anti-Trojans).

The evaluations showed that the fictitious play algorithm and the gradient play

algorithms are the most coordinated game-theoretic models and algorithms when the

attacker employs anti-forensics and the investigator uses counter-anti-forensics. We

considered these two algorithms for the next experiments.

In the next experiments, we evaluated the proposed extended memory-based

algorithm when the players expand their action spaces in the forensic environment.

Based on the results, the memory component reduced the players’ required iterations

to reach the steady-state of the game. Based on the results for rootkits and anti-

rootkits, if the investigator employs the extended memory-based algorithm, then

he/she required on average 170.58 and 54.91 fewer iterations to reach the steady-

state of the game in the fictitious play algorithm and the gradient play algorithm,

respectively.

The results of the experiments for backdoors and anti-backdoors indicated that

the investigator on average requires 55.42 and 55.71 fewer iterations after using the

extended memory-based algorithm for the fictitious play algorithm and the gradient

play algorithm, respectively. Furthermore, regarding Trojans and Anti-Trojans, the
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results of the experiments showed this point that the investigator required 54 and

49.25 fewer iterations on average for reaching the stay-state of the game in the

fictitious play algorithm and the gradient play algorithm, respectively.

In conclusion, the experiments proved the applicability of the proposed defen-

sive approach against anti-forensics. The proposed defensive approach enabled the

investigator to 1) identify his/her most stable and desired defensive strategies against

the attacker’s most stable and desired malicious strategies; 2) evaluate the exist-

ing counter-anti-forensic tools (i.e. anti-rootkits, anti-backdoors, and Anti-Trojans)

against anti-forensic tools (i.e. rootkits, backdoors, and Trojans); 3) reduce the

required iterations to reach the steady-state of the game after expanding his/her

action space using counter-anti-forensic tools, and 4) identify a set of assistive rules

and knowledge in the forensic environment. The findings of the thesis can help the

community of digital forensics to improve the existing counter-anti-forensic tools or

even design new and more advanced ones. Furthermore, in this thesis, we proposed

taxonomy on anti-forensic behaviours, and another taxonomy on potential future

research tasks in the era of anti-forensics that can be helpful for the community of

forensics.

6.1 Future Works

In this thesis, we considered two players as the attacker and the investigator while

various combinations of the players can be considered in the simulation of the players’

interactions in the forensic environment. Therefore, we identify a potential future

research task as extending this research by considering more players in the forensic

environment.

Also, we selected three families as 1) rootkits and anti-rootkits; 2) backdoors

and anti-backdoors; and 3) Trojans and Anti-Trojans. Thinking about more fam-
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ilies can be stated as another potential future research idea. Also, another future

research idea is considering more instances of rootkits; anti-rootkits; backdoors; anti-

backdoors; Trojans; and Anti-Trojans in the experiments. Digital forensics include

various topics (e.g. image forensics, video forensics, etc.) that have been threatened

by anti-forensics. Therefore, another potential future research idea is applying the

research of this thesis into remaining topics of digital forensics that are interesting

for the community of forensics. Another future path can be stated as employing

artificial intelligence to improve the proposed memory component.

Furthermore, the findings of this thesis can be employed by researchers of

the community of forensic to address issues of anti-forensics such as detection and

mitigation of anti-forensics.
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