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Abstract

The integration of IoT devices in Aging in Place (AiP) scenarios enhances elderly care
but introduces security and privacy challenges. This thesis proposes two schemes to
address these issues: an efficient multicast authenticated encryption scheme and a
threshold authenticated encryption scheme. The former ensures secure and efficient
communication among multiple IoT devices by utilizing Merkle Tree, prefix encoding,
XOR filter, and ASCON encryption. The latter uses ElGamal threshold decryption
and a binary fuse filter for secure group communication, allowing dynamic member-
ship changes. Both schemes provide robust security, ensuring data confidentiality
and integrity while being computationally efficient. These contributions enhance the
security and privacy of IoT-enabled AiP systems, benefiting elderly individuals and

their caregivers.
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Chapter 1

Introduction

1.1 Aging in Place

Aging in Place (AiP) means being able to live in one’s own home and community
regardless of age, income, or ability level, safely, independently, and comfortably.
The whole concept of Aging in Place has gained much attention and traction over
the recent past due to the unprecedented aging of the population across the globe.
Not only has Aging in Place become a personal preference of seniors, but it has also
grown into a social, economic, health, and development imperative for individuals,
families, and societies. This section discusses, in a general sense, the facets of Aging
in Place, such as why it is an increasingly important issue and what challenges and

opportunities lie ahead.

1.1.1 Population Aging

Population aging is the movement of a population toward an increasing median age

due to declining fertility rates coupled with ever-improving life expectancy. This



demographic trend brings a greater proportion of older persons within a population
in relation to younger persons. The aging of the population places many challenges
on societies, including increased demand for health care and social services, a shrink-
ing workforce, and the economic burden of supporting a larger retired population.
Perhaps a particular effect of an aging population could be the inability of countries
to maintain pension systems, healthcare services, and other social structures bearing

the cost of elderly people.

The "United Nations World Population Prospects 2024’ [35] shows the very serious
issue of population aging for most of the countries and national economies worldwide,
including Canada or North America, simply by the fact that communities from all
over the world report aging populations. The principal reason for this is lower fertility
rates—even major countries like China are exhibiting this. This decline, along with
increasing life expectancy, will mean that in the coming decades, a larger share
of the population will be made up of older Canadians. With overall aging comes
challenges: increased demand for health care, the viability of pension systems, and

public services.

1.1.2 Current Elderly Options

The challenges brought about by aging populations in all parts of the world have led
to a variety of options for elderly care: institutional care, mostly through nursing
homes, and Aging in Place, where the elderly stay in their own homes or commu-
nities. Each method has a different set of advantages and disadvantages that need

consideration in deciding on elderly care options [20].



1.1.2.1 Nursing Homes

Nursing homes, also known as long-term care or assisted living facilities, are resi-
dential settings that provide elderly adults with care and assistance of the day or
night [27]. Some employ healthcare professionals, including nurses, aides, and thera-
pists, who can deliver medications, personal assistance, and social activities to meet
the needs of elderly residents. Nursing homes offer a safe, enabling environment for
persons who may have major health challenges or mobility problems, assuring them

of receiving extensive care in a systematic environment.

One of the primary advantages of nursing homes is the general medical care they
offer. With medical personnel present, complicated health needs, especially those
of elderly patients with chronic diseases, dementia, or postsurgical recovery—are
taken care of. Residents are also followed up on, and given medication management,
physical therapy, and special services that help keep track of their health effectively.
It is hard to offer this level of care at home, which makes nursing homes ideal for

those with intensive care needs.

Nursing homes also offer a well-structured and safe environment for the elderly [14].
Because they have consideration for people with mobility issues, they feature handrails,
wheelchair ramps, and emergency call systems installed everywhere. Such daily rou-
tines offer predictability in life with scheduled meals, activities, and appointments,
which are especially important for those with cognitive disorders. Immediate assis-

tance from trained personnel reduces accident risks.

Additionally, nursing homes also alleviate heavy burdens for the families of the el-
derly. This allows families to focus on their own well-being, confident that their
loved ones are taken care of professionally in a safe environment, reducing caregiving

stress and improving the quality of life for both caregivers and seniors.



Although there are many benefits, there are also some significant disadvantage
to nursing homes. The foremost is the cost associated with long-term residential
care [16]. A good nursing home can be prohibitively expensive, and costs some-
times vary wildly depending on the level of care needed and where the facility is
located. These expenses can quickly become a financial strain for families, even with
long-term care insurance or government assistance programs. Middle-income families
face perhaps the most difficult situation—the ones who don’t qualify for substantial

public assistance yet find the costs overwhelming.

Another disadvantage is the loss of independence among its residents. Living in a
nursing home probably will mean seniors have to give up the autonomy and control
they enjoy at home. For example, residents must follow the facility schedule which
may include set mealtimes, visiting times, and limitations on personal possessions.
Loss of this type of autonomy is difficult to come to terms with for most elderly people
and is the major factor in many feelings of frustration and helplessness. A transition
to these more regimented lives may be very trying for those who have already lived
independently. Moving into a nursing home can also have a big emotional effect [23].
Leaving home and community can cause many negative emotions like sadness and
depression among the elderly, and the separation from family might enhance these
emotions. Emotional turmoil may affect elders’ mental health and overall well-being

negatively.

1.1.2.2 Aging in Place

One of the significant advantages of Aging in Place is that seniors are completely
free to maintain their autonomy and independence [27]. In their own home, an older
adult is offered the chance to decide for themselves and support being in control of

one’s life. Such independence means a lot to seniors since it is important for their



self-esteem and overall quality of life. Another important benefit is the comfort and
familiarity of being in one’s own home [30]. For most elderly individuals, their homes
are invested with deep emotional longing due to lifetime memories amassed therein.
The ability to stay in a setting that is familiar can bring security and decrease anxiety
associated with moving into a new and unfamiliar environment. Personal belongings,
neighbors, and the community will add to emotional well-being. Moreover, Aging
in Place allows continuity of habitual routines and activities, which is particularly

significant for individuals with cognitive impairments.

Aging in Place can also become cost-effective when compared with institutional care.
Home modifications and services related to in-home care may be costly, but such costs
are often much lower compared to the costs for long-term residential care in nursing
homes. These costs become easier to manage, both for the seniors and their families,
with the use of community resources, home health aides, and government assistance.
Furthermore, Aging in Place can help lighten the healthcare burden since it reduces

the need for institutional care.

The additional benefit of Aging in Place is personalized care. Families and paid
caregivers are allowed to care that addresses a particular need or preference of the
elderly person. These individualized approaches can range from designing day-to-day
routines, to special dietary preferences, and even highly specific needs for medical
care. Some things capable of improving health outcomes of elderly people may also
improve their quality of life, in which case the receipt of individualized attention and

care can play a role.

1.1.3 Traditional Methods of Aging in Place

Traditional Aging in Place often means either family members handle caregiving

responsibilities or paid professional caregivers have to be hired to provide the needed



support [15]. Although this can support the elderly person to continue living in their
accustomed environment, there are still many challenges involved for effectiveness

and sustainability.

1.1.3.1 Challenges of Family-Based Elderly Care

It could bring many challenges when family members give elder care. One of the
main issues is the lack of constant supervision throughout the day. In some cases,
family members may be consumed with jobs, other household tasks, and tending to
their children, therefore limiting their time and attention to the elderly. This can
be a potential problem, as many seniors have medical conditions that require close
monitoring and are also susceptible to falls and other accidents. Taking away the
always-there presence of someone who could detect and respond in case of an emer-
gency increases the risk of delayed medical interventions that will be catastrophic

for the elderly’s health and safety.

1.1.3.2 Challenges of Professional Caregiver-Based Elderly Care

The hiring of professional caregivers to provide Aging in Place [19] introduces a
different area of challenges. One of the major issues that concern professional care
services is the high cost that needs to be borne. There are various skills and training
for professional caregivers, and the costs can be quite high. It will go up if one
requires full-time care. Most families would find it difficult to pay the amount of

care required without severe financial compromise.



1.1.3.3 Challenges for the Elderly Themselves

Elders in AiP also face many personal challenges. One significant issue is the sense
of privacy [2]. When they are cared for by other people like family members or
caregivers, seniors might feel they are losing their personal space and privacy. This
continuous presence of other people can make them feel like they are under watch,

which could cause them to feel uncomfortable.

1.1.4 Integrating IoT with Aging in Place

To address the challenges of traditional Aging in Place methods, a good method is
to integrate the Internet of Things (IoT) into the elderly care system. IoT devices
provide a way to handle the limitations by enhancing the safety, independence, and
overall quality of life for elders. All in all, IoT can make Aging in Place a more

effective, sustainable, and supportive solution for elderly individuals.

1.2 Internet of Things

The Internet of Things refers to a network of interconnected physical and virtual
objects that are uniquely identifiable and capable of exchanging and processing data
through various technologies [26]. ToT devices almost cover most everyday household
items to sophisticated health monitoring systems, all embedded with sensors, soft-
ware, and other technologies that enable them to collect and exchange data. These
devices can operate independently or interact with other systems to create a more
integrated and efficient environment. In the context of Aging in Place, IoT devices
have emerged as powerful tools that can significantly enhance the safety, health, and

quality of life for older adults living independently in their own homes.



1.2.1 Architecture of IoT Devices

The architecture of IoT devices is composed of several key components that work
together to collect, transmit, process, and act upon data, as shown in Fig. 1.1.
Understanding this architecture is essential to grasp how IoT devices function and
interact within the broader IoT ecosystem. Here is a detailed breakdown of the main

elements involved:

e Sensors and Actuators

— Sensors are the fundamental building blocks of [oT devices. They gather
data from the environment or the device itself, measuring parameters
such as temperature, humidity, light, motion, pressure, and more. These
sensors convert physical phenomena into electrical signals that can be

processed and analyzed.

— Actuators are devices that perform actions based on the data received.
They can adjust environmental conditions or control systems by convert-
ing electrical signals into physical movement or other forms of action. For
example, an actuator might open a valve, move a robotic arm, or switch

on a light.

e Device Hardware includes a variety of components that support its opera-

tion:

— Microcontroller /Microprocessor: These are the brains of the IoT de-
vice, responsible for processing sensor data and executing control com-
mands. Microcontrollers (e.g., Arduino) are often used in simple IoT
devices due to their low power consumption and cost. More complex de-
vices might use microprocessors (e.g., Raspberry Pi) that offer greater

computational power and flexibility.
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— Memory: IoT devices require both volatile (RAM) and non-volatile
(Flash or EEPROM) memory to store sensor data, firmware, and tem-

porary processing data.

— Power Supply: Depending on the application, IoT devices can be pow-
ered by batteries, solar panels, or connected to the mains power supply.
Power management is crucial, especially for battery-operated devices, to

ensure long operational life.

e Connectivity relies on various communication protocols to transmit data to
other devices, gateways, or cloud platforms. Common connectivity options

include:

— Wi-Fi: Offers high data rates and is suitable for devices within range of

a wireless network.

— Bluetooth: Ideal for short-range communication with low power con-

sumption, often used in wearable devices.

— Zigbee/Z-Wave: Low-power, short-range communication protocols com-

monly used in home automation systems.

The details of data rate and range of the most commonly used communication

protocols are shown in Table 1.1.

e Edge Devices act as intermediaries between [oT devices and the cloud. They
aggregate data from multiple IoT devices, perform preliminary data processing,

and ensure secure and reliable communication with cloud services.

e Cloud Server is a central component in the IoT architecture, providing stor-
age, processing, and analytics capabilities for the data collected by IoT devices.

Key functions of the cloud platform include:



— Data Storage: Securely storing vast amounts of data generated by IoT

devices.

— Data Processing and Analytics: Analyzing data to extract meaningful
insights, often using machine learning algorithms and big data technolo-
gies.

— Device Management: Facilitating the configuration, monitoring, and

updating of IoT devices remotely.

— Application Hosting: Running applications that provide user inter-

faces, reporting, and control functionalities.

Cloud Server I
Wide Area
Network
| Edge Devices =
Connectivit
Y Local Area
Network
Device Hardware
loT Devices
Sensors and Actuators | _J

Figure 1.1: Architecture of IoT Devices

1.3 Application of IoT Devices in Aging in Place

Aging in Place (AiP) focuses on enabling elderly individuals to live independently
and comfortably in their own homes for as long as possible. The integration of
[oT devices is crucial in providing comprehensive support for daily living, health

monitoring, and safety. This section explores the detailed applications of IoT devices

10



Table 1.1: Comparison of different wireless standards

Standard Nominal range | Max Data Rate (Kbit/s) | Power consumption
ZigBee 10 - 100 m 250 Kbps Medium
Low Power Wi-Fi 70 m - 225 m 15 Mbps Low to medium
6LoWPAN 25-50m 250 Kbps Low
LoRaWAN 2-15 Km 50 Kbps Low to medium
NB-IoT 1-15 Km 250 Kbps Low
LTE-M 1-11 Km 1 Mbps Low
5G up to 100 km 599 Mbps Low to medium
Wi-Sun 5-10 km 300 Kbps Medium to high
Bluetooth 1-100 m 3 Mbps Low
Z-Wave 30 - 100 m 100 Kbps Low
Sigfox 10 - 50 Km 100 bps Low
Wi-Fi HaLow 1 Km 347 Mbps Low

in AiP, as illustrated in Fig. 1.2, and highlights their contributions to enhancing the

quality of life for seniors.

e Health Monitoring and Management: Continuous health monitoring and

management are among the most significant applications of IoT devices in
AiP. Wearable devices such as fitness trackers and smartwatches are equipped
with sensors to track vital signs like heart rate, blood pressure, oxygen levels,
and activity levels. These devices can detect irregularities and send alerts
to healthcare providers and caregivers, enabling timely medical interventions.

For instance, a smartwatch can notify a healthcare provider if it detects an

unusually high heart rate, prompting immediate action.

Safety and Security Enhancements: [oT devices significantly enhance the
safety and security of seniors in AiP. Smart home technologies, such as door
and window sensors, motion detectors, and smart locks, help protect against
potential intrusions and accidents. For example, door and window sensors can
alert caregivers if a door or window is left open, preventing wandering, espe-
cially in seniors with cognitive impairments like dementia. Motion detectors
can sense unusual movements, such as a fall, and automatically notify care-

givers or emergency services.

11



e Automation of Daily Tasks: Automating daily tasks is another crucial ap-
plication of IoT devices in AiP. Smart home systems can control lighting, tem-
perature, and appliances, making it easier for seniors to manage their homes
without physical strain. For example, smart thermostats can learn a resident’s
preferences and adjust the heating or cooling automatically, ensuring a com-
fortable living environment. Smart lighting systems can be programmed to
turn on and off at specific times or in response to motion, reducing the risk of

falls in poorly lit areas.

¢ Environmental Monitoring: Maintaining a comfortable and healthy living
environment is essential for seniors. IoT devices like temperature and humidity
sensors can monitor indoor conditions and provide alerts if the environment
becomes too hot, too cold, or too humid. These sensors can also detect harmful
gases, ensuring that the air quality remains safe. By keeping the home envi-
ronment optimal, these sensors help prevent health issues related to extreme

temperatures and poor air quality.

¢ Emergency Response Systems: Emergency response systems are vital for
ensuring the safety of seniors in AiP. These systems typically include wear-
able devices with emergency buttons that seniors can press to call for help.
When activated, the system connects to a monitoring center that can dispatch
emergency services and notify family members. Advanced systems may also
feature automatic fall detection and GPS tracking, providing help both inside

and outside the home.

12
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Figure 1.2: Examples of IoT devices used in Aging in Place

1.3.1 Advantage of Applying IoT Devices in AiP

The application of IoT devices in Aging in Place offers numerous advantages that
enhance the safety, health, independence, and overall quality of life for seniors. By
providing continuous monitoring, automating daily tasks, facilitating social connec-
tivity, and offering personalized healthcare solutions, IoT technologies empower se-
niors to live independently and comfortably in their own homes. Moreover, these
technologies provide peace of mind for caregivers and families, knowing that their
loved ones are safe and well-cared for. As IoT technology continues to evolve, its
potential to transform elderly care will only grow, paving the way for innovative

solutions that meet the unique needs of the aging population.

1.3.2 Security and Privacy Challenges of Applying IoT De-

vices in AiP

The integration of IoT devices into AiP strategies offers numerous benefits, but it
also introduces significant security and privacy challenges. Ensuring the protection

of sensitive data and the safety of connected devices is crucial to maintaining the

13



trust and confidence of seniors and their caregivers. Below are the key security and

privacy challenges associated with applying IoT devices in AiP.

1.3.2.1 Security Challenges

e Vulnerability to Cyberattacks: [oT devices are often targeted by cyber-
criminals due to their connected nature and sometimes weak security protocols.
Vulnerabilities in [oT devices can be exploited to gain unauthorized access,
manipulate device functions, or steal sensitive data. Ensuring robust secu-
rity measures, such as encryption, secure authentication, and regular firmware

updates, is essential to protect IoT devices from cyberattacks.

e Insecure Communication Channels: Many loT devices rely on wireless
communication protocols, such as Wi-Fi, Bluetooth, and Zigbee, to transmit
data. These communication channels can be susceptible to eavesdropping,
man-in-the-middle attacks, and other forms of interception if not properly se-
cured. Implementing secure communication protocols and encryption methods

is vital to safeguarding data in transit.

e Device Authentication and Access Control: Ensuring that only autho-
rized users and devices can access the [oT network is a significant challenge.
Weak authentication mechanisms can allow unauthorized access, leading to po-
tential security breaches. Implementing strong authentication methods, such
as multi-factor authentication and secure access control policies, is crucial to

maintaining the security of IoT systems.

1.3.2.2 Privacy Challenges

e Sensitive Health Data Exposure: IoT devices used in AiP often collect

and transmit sensitive health information, including vital signs, medication

14



schedules, and medical histories. Unauthorized access to this data can lead to
privacy violations and misuse of personal health information. Protecting this

data from breaches is critical to preserving the privacy of elderly individuals.

Data Sharing and Consent: The collection and sharing of data by IoT
devices can be extensive, involving multiple stakeholders such as healthcare
providers, caregivers, and service providers. Ensuring that seniors fully under-
stand and consent to how their data is collected, used, and shared is a signifi-
cant challenge. Transparent data practices and clear consent mechanisms are

necessary to address these concerns.

Anonymity and De-identification: Even when data is anonymized or de-
identified, there is still a risk that individuals can be re-identified through so-
phisticated data analysis techniques. Ensuring that data remains truly anony-
mous and protecting against re-identification attacks are important aspects of

data privacy.

1.4 Problem Statement

The increasing adoption of Internet of Things (IoT) devices in Aging in Place (AiP)

scenarios offers a transformative approach to elderly care by providing real-time

health monitoring, enhanced home automation, and improved safety. However, the

deployment of these devices also introduces a range of security communication chal-

lenges that need to be carefully addressed to protect the sensitive data and personal

information of elderly individuals. As IoT devices collect and transmit data such as

vital signs, medication schedules, and environmental conditions, ensuring the confi-

dentiality, integrity, and availability of this data is crucial.

One of the primary concerns in this context is data privacy and confidentiality. IoT
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devices in AiP environments frequently handle sensitive health information that must
be protected from unauthorized access and breaches. The exposure of such data can
lead to significant privacy violations, including identity theft, fraud, and misuse of
personal health information. Moreover, the integration of these devices with other
systems, such as healthcare providers and emergency services, complicates the data

privacy landscape, as it requires stringent controls over data sharing and access.

Another critical challenge is maintaining the integrity of data and communication
channels. ToT devices often rely on wireless communication protocols, which can
be vulnerable to various forms of cyberattacks, such as man-in-the-middle attacks,
eavesdropping, and data tampering. These attacks can compromise the accuracy of
health monitoring, lead to false alerts, or disrupt the delivery of essential services,
potentially endangering the health and safety of the elderly. Therefore, implementing
robust encryption and secure communication protocols is essential to safeguard the

integrity of data transmitted between devices and systems.

Finally, resource constraints in IoT devices challenge implementing comprehensive
security measures. Many loT devices have limited processing power, memory, and
battery life, which restricts the use of traditional security mechanisms like strong
encryption or complex authentication processes. Balancing the need for robust se-
curity with the practical limitations of these devices is a critical aspect of developing

effective security solutions for IoT in AiP scenarios.

In summary, while IoT devices offer significant benefits for Aging in Place, they also
present substantial security communication challenges that must be addressed to
protect the safety, privacy, and well-being of elderly individuals. This thesis seeks
to explore these challenges in depth and propose solutions that enhance the security
of TIoT systems in AiP environments, ensuring that these technologies can be used

safely and effectively.
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1.5 Thesis Organization
The remainder of this thesis is organized as follows:

Chapter 2: Introduces the common techniques and preliminaries relevant to

our work.

Chapter 3: Presents the first proposed framework utilized in this thesis.

Chapter 4: Discusses the second proposed framework used in this thesis.

Chapter 5: Summarizes the conclusions and contributions of this thesis and

outlines potential future research directions.
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Chapter 2

Preliminaries

2.1 Security Requirement

As the aging population grows, the development of Aging in Place (AiP) systems
has become essential to enable elderly individuals to live independently in their
homes. These systems rely heavily on the Internet of Things (IoT) devices to mon-
itor health and safety, providing continuous and real-time data to caregivers and
healthcare providers. However, the communication between IoT devices and home
routers (edge devices) in AiP systems is vulnerable to various security threats. En-
suring the security of these communications is crucial to protecting sensitive data
and maintaining the integrity and availability of the system. This part explores the
core principles of information security—Confidentiality, Integrity, and Availability.
These principles, along with their extensions such as Accountability, Authenticity,
Non-repudiation, and Authorization, provide a comprehensive framework to address

various aspects of data protection and system reliability.

e Confidentiality. Confidentiality ensures that sensitive information exchanged

between IoT devices and home routers is accessible only to authorized par-
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ties. In AiP systems, this includes personal health data, activity logs, and
other private information about elderly residents. To maintain confidential-
ity, encryption techniques such as Advanced Encryption Standard (AES) and
Transport Layer Security (TLS) can be employed to protect data in transit.
These methods ensure that even if the communication is intercepted, the data

remains unreadable to unauthorized entities.

Moreover, strong authentication mechanisms are critical to prevent unautho-
rized access to IoT devices and the home router. Mutual authentication and
digital signatures can be used to verify the identities of devices and users, en-
suring that only trusted entities can participate in the communication process.
By implementing robust confidentiality measures, AiP systems can protect sen-
sitive data from eavesdropping and unauthorized access, thereby safeguarding

the privacy of elderly individuals.

Integrity. Integrity ensures that the data exchanged between IoT devices and
home routers remains accurate and unaltered. In AiP systems, maintaining
the integrity of health and safety data is vital, as any tampering could lead
to incorrect assessments and potentially harmful decisions. Techniques such
as cryptographic message authentication code (MAC) and digital signatures
can be used to verify the integrity of data. These methods allow the detection
of any unauthorized modifications by generating and comparing hash values

before and after transmission.

Additionally, implementing secure communication protocols like HTTPS and
MQTT with integrity checks can help prevent data corruption and ensure that
the information received by the home router is exactly as sent by the IoT de-
vices. By ensuring data integrity, AiP systems can provide reliable and trust-
worthy information to caregivers and healthcare providers, enabling accurate

monitoring and timely interventions.

19



e Availability. Availability ensures that the AiP system remains operational
and accessible when needed. This principle is particularly important in AiP
systems, where continuous monitoring and timely alerts are crucial for the
safety and well-being of elderly residents. Measures to enhance availability
include the use of redundant communication paths, failover mechanisms, and
regular system maintenance. Redundancy ensures that if one communication

path fails, another can take over, maintaining the continuous flow of data.

Implementing robust network security measures, such as firewalls and intru-
sion detection systems (IDS), can help protect against denial-of-service (DoS)
attacks that aim to disrupt the availability of the system. Regular updates
and patches are also essential to address vulnerabilities and prevent system
failures. By prioritizing availability, AiP systems can ensure that critical data
and alerts are always accessible, supporting the safety and independence of

elderly individuals.

e Accountability. Accountability involves tracking and recording all actions and
activities within the AiP system to ensure that users and devices can be held
responsible for their actions. In AiP systems, this principle is implemented
through comprehensive logging and audit trails, which capture detailed records
of communication events and system operations. These logs can be used to
detect suspicious activities, conduct forensic analysis, and ensure compliance

with security policies.

For example, logging the access and communication activities of [oT devices
and home routers can help identify unauthorized attempts to access sensitive
data or modify system settings. By maintaining detailed audit trails, AiP sys-
tems can enhance transparency, deter malicious activities, and provide valuable

evidence in the event of security incidents.
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e Authenticity. Authenticity ensures that the data and communications within
the AiP system are genuine and originate from legitimate sources. This prin-
ciple helps prevent forgery and impersonation, which could compromise the
security and reliability of the system. Techniques such as digital certificates,
public key infrastructure (PKI), and secure communication protocols are used

to verify the authenticity of devices and data.

In an AiP system, digital certificates can be used to authenticate IoT devices
and home routers, ensuring that only trusted devices can join the network and
exchange data. PKI supports this process by managing keys and certificates,
enabling secure and authentic communications. By implementing authenticity
measures, AiP systems can prevent unauthorized devices from infiltrating the

network and ensure that the data received is from verified sources.

e Non-repudiation. Non-repudiation ensures that once a communication or trans-
action has taken place, the parties involved cannot deny their participation.
This principle is crucial for establishing trust and accountability in AiP sys-
tems, where accurate and reliable data is essential for decision-making. Digital
signatures and cryptographic techniques are commonly used to achieve non-

repudiation.

For instance, when an IoT device sends a health alert to the home router, a dig-
ital signature can be attached to the message. This signature provides evidence
that the message was indeed sent by the device and has not been tampered
with. In the event of a dispute, the digital signature can be verified, provid-
ing irrefutable proof of the communication. By implementing non-repudiation
measures, AiP systems can ensure the integrity and trustworthiness of critical

communications.

e Authorization. Authorization ensures that users and devices have the appro-
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priate permissions to perform specific actions within the AiP system. This
principle restricts access to resources based on predefined policies, preventing
unauthorized access and modifications. Role-based access control (RBAC) and
attribute-based access control (ABAC) are common methods for implementing

authorization.

In an AiP system, RBAC can be used to assign permissions based on user
roles, such as caregivers, healthcare providers, and family members. Each
role is granted access to specific data and functions, ensuring that users can
only access information necessary for their responsibilities. By defining and
enforcing access policies, AiP systems can protect sensitive data and prevent

unauthorized activities, maintaining the security and integrity of the system.

By integrating these security principles into the design and operation of AiP systems,
organizations can create a robust framework that addresses various aspects of data
protection and system reliability. This comprehensive approach helps safeguard the
privacy and security of elderly individuals, ensuring that AiP systems can effectively

support their independence and well-being.

2.2 Attacks

In Aging in Place (AiP) systems, secure communication between Internet of Things
(IoT) devices and home routers (edge devices) is vital for maintaining the privacy,
safety, and well-being of elderly residents. These systems are susceptible to various
security threats that can compromise the confidentiality, integrity, and availability of
data and services. These threats can be broadly categorized into passive and active
attacks. Understanding these types of attacks is essential for developing effective

countermeasures. This subsection discusses both passive and active attacks on AiP
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systems, detailing their impacts and common mitigation strategies.

2.2.1 Passive Attack

Passive attacks involve unauthorized monitoring and collection of data without al-
tering the communication or system. These attacks aim to gain information without

detection, and the most common passive attack in AiP systems is eavesdropping.

e Eavesdropping Attack. Eavesdropping, also known as sniffing or interception,
involves an attacker secretly listening to the communication between IoT de-
vices and the home router. This attack captures data packets as they are
transmitted over the network. The primary risk of eavesdropping is the loss of
confidentiality, as sensitive information such as health data, activity logs, and
personal details can be intercepted and exploited by attackers. To mitigate
this threat, encryption protocols like AES and TLS can secure data in tran-
sit, making it unreadable to unauthorized parties. Additionally, implementing
secure network architectures and using Virtual Private Networks (VPNs) can

further protect against interception.

2.2.2 Active Attack

In Aging in Place (AiP) systems, secure communication between Internet of Things
(IoT) devices and home routers (edge devices) is vital for maintaining the privacy,
safety, and well-being of elderly residents. These systems are susceptible to various
security threats that can compromise the confidentiality, integrity, and availability of
data and services. These threats can be broadly categorized into passive and active
attacks. Understanding these types of attacks is essential for developing effective

countermeasures. This subsection discusses both passive and active attacks on AiP
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systems, detailing their impacts and mitigation strategies.

e Denial of Service (DoS) Attack. A DoS attack aims to disrupt the availability
of the AiP system by overwhelming the network or devices with excessive traf-
fic. This flood of requests exhausts the system’s resources, causing it to slow
down or become completely unavailable. The primary impact of a DoS attack
is the loss of availability, which can prevent critical health and safety data
from being transmitted, potentially endangering the lives of elderly residents.
To mitigate DoS attacks, network security measures such as firewalls, intru-
sion detection systems (IDS), and rate limiting can help manage traffic and
detect anomalies. Redundant communication paths and failover mechanisms

can ensure continuous operation even during an attack.

e Distributed Denial of Service (DDoS) Attack. A DDoS attack is similar to a
DoS attack but involves multiple compromised devices, often forming a bot-
net, to launch a coordinated assault on the target system. This significantly
amplifies the attack’s intensity, making it more difficult to mitigate. In an
AiP system, a DDoS attack can overwhelm the network infrastructure, ren-
dering IoT devices and home routers inoperative. The primary impact is a
severe disruption of services, which can endanger the safety and well-being of
elderly residents by preventing timely alerts and monitoring data from being

transmitted.

To defend against DDoS attacks, using robust network infrastructure with
DDoS protection services, such as those offered by cloud providers, can help
absorb and mitigate the attack traffic. Additionally, deploying intrusion pre-
vention systems (IPS) and regularly updating security measures can help iden-

tify and block malicious traffic before it impacts the system.

e Man-in-the-Middle (MitM) Attack. In a MitM attack, the attacker intercepts
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and possibly alters the communication between [oT devices and the home
router. The attacker can relay messages between the two parties, making it
appear as though they are directly communicating with each other. MitM at-
tacks compromise both the integrity and confidentiality of the communication.
Attackers can alter the data being transmitted, inject malicious commands, or
steal sensitive information. To defend against MitM attacks, employing strong
encryption protocols, mutual authentication mechanisms, and secure key ex-
change methods is essential. Regularly updating and patching devices and

software can also reduce vulnerabilities.

Replay Attack. A replay attack involves an attacker capturing valid data trans-
missions and retransmitting them to create unauthorized effects. In AiP sys-
tems, this could mean re-sending a command or data packet to manipulate
the system. Replay attacks can lead to unauthorized actions being performed,
compromising the integrity of the system. For example, an attacker might
replay a command to unlock a door or trigger a false alarm. To prevent re-
play attacks, implementing time-stamped tokens or nonces in communication

protocols can ensure each message is unique and can only be used once.

Spoofing Attack. Spoofing involves an attacker masquerading as a legitimate
device or user to gain unauthorized access to the system. This can include
IP spoofing, where the attacker disguises their device’s IP address, or device
spoofing, where the attacker mimics an IoT device. Spoofing can lead to unau-
thorized access to sensitive data and control over system functions. An attacker
could issue commands to [oT devices or access personal information, compro-
mising both security and privacy. Strong authentication mechanisms, such as
digital certificates and multi-factor authentication, can help prevent spoofing.
Network monitoring and anomaly detection systems can also identify and block

spoofed devices.
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e Tampering Attack. Tampering involves an attacker physically or digitally al-
tering [oT devices or the data they generate. This can include modifying device
firmware, injecting malicious code, or altering data in transit. Tampering can
compromise the integrity and functionality of the AiP system. Altered data can
lead to incorrect assessments and decisions, while modified devices can be used
to execute malicious activities within the network. Securing physical access
to IoT devices and implementing tamper-evident technologies can help pre-
vent physical tampering. Digital tampering can be mitigated by using secure

firmware updates, encryption, and integrity checks such as hash functions.

e Brute Force Attack. A brute force attack involves an attacker systematically
trying all possible combinations of passwords or keys until the correct one is
found. This attack exploits weak or default passwords commonly found in
[oT devices. Successful brute force attacks can lead to unauthorized access
to IoT devices and home routers, allowing attackers to control devices, steal
data, or disrupt services. Implementing strong password policies, such as using
complex and unique passwords, can help mitigate brute force attacks. Account
lockout mechanisms and rate limiting can also slow down or prevent brute force

attempts.

e Mirai Attack. The Mirai attack involves malware that targets IoT devices,
turning them into a botnet for launching large-scale Distributed Denial of Ser-
vice (DDoS) attacks. Mirai malware scans the internet for vulnerable IoT
devices using default credentials. Infected devices can be used to launch pow-
erful DDoS attacks, overwhelming targets with traffic and causing widespread
disruption. For AiP systems, this can mean loss of functionality and avail-
ability, impacting the safety and well-being of elderly residents. Securing loT
devices by changing default credentials, regularly updating firmware, and us-

ing strong passwords can prevent Mirai infections. Network segmentation and
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the use of firewalls can help contain and isolate infected devices, reducing the

impact of an attack.

Understanding the various passive and active attacks that can target AiP systems is
essential for developing effective security measures. Passive attacks like eavesdrop-
ping threaten the confidentiality of data, while active attacks such as DoS, DDoS,
MitM, replay, spoofing, tampering, Sybil, brute force, and Mirai attacks pose signif-
icant risks to the integrity and availability of the system. By implementing robust
security protocols, continuously monitoring and updating systems, and employing
advanced defense mechanisms, developers and operators can mitigate these risks.
This ensures that AiP systems provide safe and reliable support for elderly individ-

uals, maintaining their independence and well-being.

2.3 Cryptographic Technology

In Aging in Place (AiP) systems, the security of communication between IoT devices
and home routers (edge devices) is of paramount importance. To protect sensitive
data and ensure the integrity and availability of services, a variety of cryptographic
technologies are employed. These technologies provide robust mechanisms to safe-
guard data from unauthorized access, tampering, and other malicious activities.
This subsection explores several key cryptographic technologies, including symmet-
ric cryptography, asymmetric cryptography, digital signatures, and cryptographic

filters, and their roles in enhancing the security of AiP systems.

2.3.1 Symmetric Cryptography

Symmetric cryptography, commonly known as secret-key cryptography, employs the

same key for both encryption and decryption processes, as illustrated in Fig. 2.1.
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This method is particularly favored for its efficiency and speed, making it ideal for

securing substantial volumes of data in real-time applications.

Claude Shannon introduced two fundamental cryptographic principles, confusion
and diffusion, which are crucial for ensuring security in encryption systems [33].
Confusion aims to obscure the relationship between the ciphertext and the encryption
key. In symmetric ciphers, this is typically achieved using substitution boxes (S-
boxes), which apply non-linear transformations to the input bits. This non-linearity
ensures that it is challenging to predict how alterations in the key will affect the
ciphertext. On the other hand, diffusion disperses the influence of a single plaintext
bit across many ciphertext bits, thereby diluting the plaintext’s statistical structure
throughout the ciphertext. Diffusion is commonly realized through a combination of

permutations and linear transformations.

In the context of AiP systems, symmetric cryptography offers a robust mechanism
for safeguarding the confidentiality and integrity of data communicated between loT

devices and home routers. This subsection delves into three prominent symmetric

cryptographic algorithms: DES [5], AES [7], and ASCON [9].

Secret Key

Encryption Decryption
Plaintext Ciphertext Plaintext

Figure 2.1: Framework of Symmetric Cryptography

2.3.1.1 Data Encryption Standard (DES)

Data Encryption Standard (DES) [5] is a symmetric key block encryption algorithm

which utilize the same key is used for both encryption and decryption. In 1973, the
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NSA solicited encryption algorithms that met security requirements. Between 1973
and 1974, IBM developed the DES encryption algorithm. In 1974, the NSA initiated
a second solicitation, and subsequently, DES became the U.S. federal standard in

1976.

The function of DES is as follows: given a 64-bit plaintext and a 64-bit key, it
outputs a 64-bit ciphertext. This ciphertext can be decrypted using the same key.
The 64-bit key has only 54 effective bits. Although DES can only encrypt 8 bytes
at a time, by dividing the plaintext into blocks of 8 bytes each, we can achieve
encryption of plaintexts of any length. If the plaintext length is not a multiple of
8 bytes, padding is required. DES has a remarkable property—the encryption and
decryption algorithms are nearly identical. This greatly simplifies both software and
hardware design. Once the encryption algorithm is written, adding a single line to
reverse the order of the subkeys results in the decryption algorithm. This feature

facilitates programming.

The DES algorithm is executed based on the Feistel network. Fig. 2.2 shows the
flowchart of the DES algorithm. The entire algorithm is divided into two main parts:
iterative encryption (the 16-round iterative operation on the left) and Key Schedule
(the algorithm for generating subkeys on the right). Key scheduling involves deriving
16 subkeys of 48 bits each from a single 64-bit master key, and these subkeys are
then used for iterative encryption. The following steps detail the DES encryption

process:

1. Initial Permutation (IP): The 64-bit plaintext block undergoes an initial

permutation to shuffle the bits.

2. Key Schedule: The 56-bit key is used to generate sixteen 48-bit subkeys, one

for each round. This involves:
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e Permutation and splitting the key into two 28-bit halves.
e Performing left rotations on each half.

e Combining the halves and applying a compression permutation to gener-

ate the 48-bit subkey.
3. Sixteen Rounds of Feistel Network:

e Cipher Function (as shown in Fig. 2.3):
— Expansion: The right 32-bit half-block is expanded to 48 bits.
— Key Mixing (XOR): The expanded block is XORed with the round
subkey.
— Substitution (S-boxes): The XOR result is divided into eight 6-bit
segments. Each segment is input to a different S-box, which maps it

to a 4-bit output.

— Permutation: The 32-bit output from the S-boxes is permuted.

e Feistel Function: The permuted output is XORed with the left half of

the data block.

e Swap the left and right halves of the data block.

4. Final Permutation (IP~'): The final 64-bit data block after 16 rounds is

permuted using the inverse of the initial permutation.

DES’s 56-bit key length is now considered inadequate due to advances in computa-
tional power, making brute-force attacks feasible. In 1999, the Electronic Frontier
Foundation demonstrated the vulnerability of DES by breaking it in less than 24
hours [12]. Additionally, the 64-bit block size is relatively small by modern standards,
leading to potential data pattern vulnerabilities. Modern cryptographic attacks, such
as differential and linear cryptanalysis, exploit the structure of DES, reducing its ef-

fectiveness. Due to these weaknesses, DES has been largely replaced by more secure
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algorithms like the Advanced Encryption Standard (AES). Consequently, DES is no

longer used for secure data encryption in modern applications.

2.3.1.2 Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) is a widely adopted symmetric encryp-
tion algorithm developed by Belgian cryptographers Joan Daemen and Vincent Rij-
men [7]. In 2001, it was chosen by the National Institute of Standards and Technology
(NIST) as the standard for encrypting sensitive information, becoming part of the
Federal Information Processing Standards (FIPS) publication [10]. AES is renowned
for its robust security features and efficiency, making it a preferred choice for securing

data globally.

The Advanced Encryption Standard (AES) encryption and decryption processes in-
volve multiple rounds of transformations, as shown in Fig. 2.4 Each round consists
of several functions that contribute to the security and integrity of the encrypted
data. Here, we provide a detailed overview of the AES workflow, describing the key

functions involved in both encryption and decryption.

AES encryption and decryption processes involve multiple rounds of transformations.
Each round consists of several functions that contribute to the security and integrity
of the encrypted data. Here, we provide a detailed overview of the AES workflow,

describing the key functions involved in both encryption and decryption.

1. Initial Round:

e Add Round Key: The plaintext is combined with the initial key using

a bitwise XOR operation.

2. Main Rounds (Rounds 1-9):
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e Substitute Bytes: Each byte of the state is replaced with a correspond-
ing byte from the S-box, a fixed substitution table. This step introduces

non-linearity into the encryption process.

e Shift Rows: The rows of the state are shifted cyclically to the left. The
first row remains unchanged, the second row shifts one byte to the left,
the third row shifts two bytes, and the fourth row shifts three bytes. This

step provides diffusion by rearranging the bytes.

e Mix Columns: Each column of the state is treated as a polynomial and
multiplied by a fixed polynomial modulo %+ 1. This operation mixes the

bytes within each column, further enhancing diffusion.

e Add Round Key: The state is combined with a round key, derived from
the original key, using a bitwise XOR operation. Each round key is unique

and generated through the key expansion process.
3. Final Round (Round 10):

e Substitute Bytes: As in the main rounds, each byte is replaced using

the S-box.

e Shift Rows: The rows are shifted cyclically to the left, as described in

the main rounds.

e Add Round Key: The state is combined with the final round key using
a bitwise XOR operation. The Mix Columns step is omitted in the final

round to simplify the decryption process.

AES decryption is the reverse of the encryption process. It transforms ciphertext
back into plaintext through the same number of rounds. The key functions in de-

cryption include Inverse Substitute Bytes, Inverse Shift Rows, Inverse Mix Columns,

and Add Round Key.
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AES is utilized in a wide range of applications. It is essential for data encryption,
securing sensitive data both at rest and in transit. AKES plays a critical role in
wireless security protocols, such as WPA2, ensuring the security of Wi-Fi communi-
cations. It is also commonly used in disk encryption tools and software, protecting
data stored on various devices. Additionally, AES is integral to securing web com-
munications through protocols like TLS and SSL, which are fundamental for safe

online transactions.

The advantages of AES are manifold. It is highly secure, resistant to most known
cryptographic attacks, and is efficient in both software and hardware implementa-
tions. Its flexibility, with support for multiple key lengths, allows for different levels of
security as required by various applications. AES is used by the U.S. government for
encrypting classified information and is widely adopted in commercial applications,

including secure communications, file encryption tools, and financial transactions.

2.3.1.3 ASCON

ASCON [9] is a family of lightweight ciphers using a sponge-based structure for ef-
ficient symmetric authenticated encryption. The main component of the ASCON
family is a 320-bit permutation function, adaptable for different encryption needs
through variant-specific adjustments. The ASCON framework enhances security
through additional key insertions in the initialization and finalization stages by em-
ploying the monkeyDuplex construction [6]. In 2023, NIST (National Institute of
Standards and Technology) formally recognized ASCON as the international stan-

dard for lightweight encryption, as outlined in their report [34].

During the final round of the NIST Lightweight Cryptography Standardization Pro-
cess, three ASCON variants were highlighted: ASCON-128, ASCON-128a, and
ASCON-80pq, detailed in Table 2.1. Here, the #Rounds column specifies the per-
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Figure 2.4: Encryption and Decryption of the AES Algorithm
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mutation rounds: 12 rounds for both the initialization and finalization stages of all
three variants. For the internal phase of encryption, ASCON-128 and ASCON-80pq

execute 6 rounds, while ASCON-128a requires 8 rounds.

The ASCON authenticated encryption, as shown in Fig. 2.5 and Fig. 2.6, consists
of two algorithms: ASCON Enc() and ASCON Dec(). The ASCON Enc() accepts
inputs such as plaintext message m, symmetric key kg, nonce r,,, and associated data
as, where as may include supplementary details like network packet headers, sender’s
id, etc. This function produces two outputs: the ciphertext ¢ and an authentication
tag t,, the latter serving as a verifier of the message’s integrity, similar to the message

authentication code.

Conversely, the ASCON Dec() algorithm, using ks, r,,, as, ¢, and ¢, as inputs, either
reconstructs the original message m, or outputs an error L if the integrity check
fails. This design ensures reliable detection of any tampering or corruption of the
encrypted message during transit, thus safeguarding the confidentiality and integrity
of the communication.

Table 2.1: Comparison of ASCON authenticated encryption variants

ASCON variants | ASCON-128 | ASCON-128a | ASCON-80pq
Key size (in bits) 128 128 160
Nonce size (in bits) 128 128 128
Tag size (in bits) 128 128 128
Block size (in bits) 64 128 64
#Rounds 12/6/12 12/8/12 12/6/12

2.3.2 Asymmetric Cryptography

Asymmetric cryptography, also known as public-key cryptography, is a cryptographic
system that uses pairs of keys: a public key, which can be disseminated widely,

and a private key, which is known only to the owner, as shown in Fig.2.7. This
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method contrasts with symmetric cryptography, which uses the same key for both
encryption and decryption. Asymmetric cryptography provides enhanced security

and is a cornerstone of modern secure communications.

Asymmetric cryptography ensures secure communication within AiP systems by
establishing secure channels for transmitting data between IoT devices and home
routers or central servers. This prevents unauthorized access and eavesdropping.
Authentication mechanisms enabled by asymmetric cryptography verify the legit-
imacy of devices and users, preventing malicious entities from compromising the
network. The two of the most common use asymmetric cryptography are RSA

Cryptography [31] and ElGamal Cryptography [11].

37



Public Key Private Key

| |

Encryption Decryption
Plaintext Ciphertext > Plaintext

Figure 2.7: Asymmetric Cryptography

2.3.2.1 RSA (Rivest-Shamir-Adleman) Cryptography

RSA (Rivest-Shamir-Adleman) [31] is a widely used public-key cryptosystem that fa-
cilitates secure data transmission. Named after its inventors Ron Rivest, Adi Shamir,
and Leonard Adleman, who introduced it in 1977, RSA is based on the mathematical
challenge of factoring large integers. Its security derives from the difficulty of this

problem, which underpins both the encryption and decryption processes.

RSA relies on several key mathematical concepts, including prime numbers, modular
arithmetic, and Euler’s totient function. The system begins with the selection of two
large prime numbers, denoted as p and g. The product of these primes, denoted n,
is calculated as n = p x ¢ and is used in both the public and private keys. Euler’s

totient function ¢(n) is then computed as:

o(n)=(p—1) x (¢ —1).

Next, an integer e is selected such that 1 < e < ¢(n) and ged(e, ¢(n)) = 1. The

private key d is then computed as:

d=e' mod ¢(n).

The public key consists of the pair (e,n), while the private key consists of d.
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A message m € Z, is encrypted to the ciphertext ¢ using the public key (e,n) as
follows:

c=m® mod n.

This ciphertext can be transmitted securely, as only the corresponding private key
can decrypt it. Decryption is performed by computing the original message m using
the private key d as:

m=c® mod n.

RSA’s security is based on the difficulty of factoring large composite numbers. Break-
ing RSA encryption requires an attacker to factor n into its prime components p and
q, which is computationally infeasible for sufficiently large values of n. The security
also hinges on the hardness of the discrete logarithm problem, making it difficult to

derive d from e without knowing ¢(n).

2.3.2.2 ElGamal Cryptography

ElGamal cryptography [11], named after its inventor Taher ElGamal, is a public-key
cryptosystem based on the Diffie-Hellman key exchange. The security of the ElGamal
cryptosystem relies on the computational difficulty of the discrete logarithm problem,

which is the foundation of its robustness.

The ElGamal cryptosystem operates within a multiplicative group of integers modulo
a large prime p. To generate keys, a large prime p is chosen along with a generator
g of the multiplicative group of integers modulo p, i.e., g € Z,. The private key x is
a randomly selected integer from the set {1,2,--- ,p—1}. The corresponding public
key y is computed as y = ¢g* mod p. The public key consists of the triplet (p, g,v),

while the private key is x.

Encryption in ElGamal involves the plaintext message m € Z;. To encrypt a mes-
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sage, a random integer r is chosen from the set {1,2,---,p — 1}. The ciphertext is

then computed as a pair (C4, Cy), where

Ci=g¢" mod p,

Co=m-y" mod p.

This process ensures that the ciphertext depends on both the message and the ran-

dom integer, adding an additional layer of security.

Decryption in ElGamal is straightforward yet relies on the private key. Given the

ciphertext (C4, Cy), the recipient computes s as follows:

s=C} mod p,

where x is the private key. The original message m is then recovered by computing:

1

m=C5-s " mod p,

1

where s™" is the modular inverse of s. This step leverages the recipient’s knowledge

of the private key to derive the shared secret and decrypt the message.

The security of ElGamal is rooted in the discrete logarithm problem. This problem
is defined as finding the exponent x in the equation y = ¢* mod p given y, g,
and p. For sufficiently large values of p, solving this problem is computationally
infeasible. This difficulty ensures that even if an attacker knows the public key and
the ciphertext, they cannot feasibly determine the private key or decrypt the message

without solving the discrete logarithm problem.

Several factors contribute to the robustness of ElGamal. The use of a random integer

r for each encryption operation ensures that even if the same message is encrypted
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multiple times, the ciphertext will differ each time, preventing pattern recognition
attacks. Additionally, the choice of a large prime p and a suitable generator g is
critical to maintaining security. The system’s reliance on modular arithmetic and
the hardness of the discrete logarithm problem further bolsters its resilience against

cryptographic attacks.

2.3.2.3 ElGamal Threshold Cryptosystem

The ElGamal threshold decryption [8] is a scheme that enables (¢,n) threshold de-
cryption, where t is the minimum number of fragments needed to decrypt the ci-
phertext, and n represents the total number of fragments distributed. This method
involves dividing the private key into n parts and distributing them among the par-
ticipants P = {Py, P5,---, P,}. The original private key s can only be used when
at least t fragments are recombined, ensuring secure control over the decryption

process. ElGamal threshold decryption comprises three main processes:

Initialization The system begins with selecting a large prime number p and forming a
group G' = (g) with prime order ¢, where g € Z; as a generator. A private key s € Z,
is chosen randomly, and the corresponding public key y = ¢° mod p is computed.

A random polynomial f(x) of degree t — 1 is constructed as follows:

fx)=a;1 -2+ +ay-2*+a;-r+s mod g,

where each a; € Z} fori = 1,2,--- ,t—11s a coefficient of f(x). For each participant
P; with a pseudo identity z; € Z;, distributor computes a fragment key s; = f(z;)

and distributes to P;.

Encryption To encrypt a message m € Zy, the distributor selects a random number
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k € Z; and computes:

C = B(m) = (a,8) = (¢ mod p,m-y* mod p).

Threshold Decryption For decryption, a subset of participants P’ C P consisting of
at least t members. Each participant P; € P’ with pseudo identity z; and fragment

key s; computes a Lagrange coefficient

J#i
L;(0) = H x—xjx mod gq.
1<j<t J

The original message M is reconstructed by:

; ~1
m=0- (H asi'Li(0)> mod p,
i=1

ensuring that without at least ¢ participants, decryption of the message is infeasible,
thus safeguarding the security of m. In this paper, we utilize ElGamal threshold
decryption to protect the confidentiality of the message when the total number of

leaving devices does not exceed t.

2.3.3 Cryptographic Filter

Cryptographic filters are specialized data structures designed for efficient data han-
dling, particularly when dealing with large datasets or environments where space
and speed are critical. These filters are typically used to quickly check whether an
element is part of a set, offering a compact and fast alternative to traditional data
storage and retrieval methods. Among the various types of cryptographic filters,

Bloom filters and XOR filters are two of the most prominent.
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2.3.3.1 Hash Function

Hash functions are a cornerstone of modern computing, underpinning various appli-
cations from data integrity to cryptographic security. A hash function is a math-
ematical algorithm that converts data of arbitrary size into a fixed-size string of

characters, i.e., {0,1}* — {0,1}*. A hash function can be represented as:

H = h(m)>

where H is the hash value, m is the input, and h() is the hash function. This deter-
ministic process ensures that the same input will always produce the same output,

making hash functions reliable and predictable tools for various computational tasks.

A hash function should satisfy the following characteristics:

e Deterministic: For any given input m, the result of the hash is always the

same, i.e., h(my) = h(ms) if my = ms.

e Fixed Output Length: The hash value H has a fixed length, regardless of

the input length, i.e., |h(m)| = k.

e Efficient Computation: The hash function h() should be computationally

efficient.

¢ Pre-image Resistance: Given a hash result H, it should be infeasible to find

the input m.

e Avalanche Effect: A small change in m (e.g., flipping one bit) should produce

a significantly different H.

e Collision Resistance: It should be infeasible to find two different inputs m;

and my such that h(my) = h(ms) and my # ma.
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In cryptography, hash functions play a vital role in securing information. They are
used in digital signatures, which authenticate the identity of a sender and ensure
that the message has not been tampered with. Password storage also relies heavily
on hash functions, as storing hashed passwords instead of plaintext ones significantly
enhances security. Even if a database is compromised, the original passwords remain

protected because the hash values cannot be easily reversed.

Moreover, hash functions are essential in the efficient management and retrieval of
data. They are used in hash tables, a data structure that allows for quick data
retrieval. In these tables, the hash value of a key determines its index, enabling
constant time complexity for search operations, which is a significant performance

advantage.

In conclusion, hash functions are indispensable tools in computer science and cryp-
tography, offering robust mechanisms for data integrity, security, and efficient data
retrieval. Their deterministic nature, combined with the fixed output length, ensures
consistent and predictable results, making them reliable for various applications. The
principles of confusion and diffusion embedded within hash functions enhance their
security, ensuring that the relationship between input and output is complex and
non-linear, while also ensuring that small changes in the input lead to significant

changes in the output.

2.3.3.2 Bloom Filter

A Bloom filter [3], introduced by Burton Howard Bloom in 1970, is a space-efficient
probabilistic data structure used to test whether an element is a member of a set. It
offers fast and memory-efficient operations at the cost of occasional false positives.
Due to its efficiency and simplicity, Bloom filters have found applications in various

fields, including databases, networking, and distributed systems.
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To construct a Bloom filter, first, initialize a bit array A[l,...,t] of length ¢ with
all bits set to 0, and define k independent hash functions H = {hq, ho, ..., hi},
where each h; : {0,1}* — {0,1}. To build a Bloom filter for a set of elements
Z ={z,%,...,2n}, compute h;(z;) for each z; € Z and i = 1,2,..., k. Then, set
the corresponding positions in the bit array A to 1 based on the hash values, i.e.,

Alhi(z)] = 1.

To check if an element 2’ is in the set Z, process the element through the same k
hash functions to get k£ hash values. Then check the bit positions corresponding to
these hash values in A. If all these bits are set to 1, the element is likely in the set.

If any bit is 0, the element is definitely not in the set.

A Bloom filter can produce false positives, where the filter incorrectly indicates that
an element is part of the set when it is not. This happens because of the probabilistic
nature of Bloom filters and the way they use multiple hash functions to set bits in
a fixed-size bit array. The probability of a false positive in a Bloom filter can be

approximated as:

_em\ K
fp%(l—e ]: ) )

where f, is the probability of a false positive, e is the base of the natural logarithm,
k is the number of hash functions, m is the number of elements in the set, and ¢ is
the length of the bit array. Despite their limitations, the advantages Bloom filters

offer make them an indispensable tool in the design of scalable and efficient systems.

2.3.3.3 XOR Filter

The XOR filter [18] is a specialized data structure designed to efficiently determine
the existence or absence of keys with minimal space overhead. The construction of an
XOR filter involves a slot array A[l-- -] of length ¢, where each slot contains a k-bit

integer, and three secure hash functions {hq, ho, h3}, each defined as h; : {0,1}* —
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{1,2,--- ,t} for i € {1,2,3}, along with a fingerprint hash function h; : {0,1}* —
{0,1}*. Given a set of elements Z = {z1, 29, , 2} of size |Z| = m, the XOR

filter can be constructed using four key algorithms: XF.Construction, XF.Mapping,
XF'.Assigning, and XF.Checking.

e XF.Construction(Z): Given the input element set Z, this algorithm selects
the hash functions {hq, ho, hs, h}. It then initializes an array A[l---t|, with
the size t = 1.23m + ([, where [ is a small constant. Based on the report in [18],

setting [ to 64 ensures a consistently high success probability for constructing

the XOR filter.

e XF.Mapping(Z2): This algorithm begins with constructing a bipartite graph.
One set of vertices corresponds to the elements z; € Z, and the other set
represents the indexes of the array A. FEach element z; is linked to three
indexes derived from the three hash functions {h, he, h3}. An empty stack )
is initialized.

The next step involves determining the sequence in which each z; € Z will be
added to the array A by solving the bipartite graph using the peeling algorithm.
This process starts by finding indexes connected to only one edge, linked to just
one element in Z. These uniquely connected elements form a subset Z' C Z.
Each element z; € Z’, along with its corresponding index;, is pushed onto
the stack ). After removing these elements and their edges, the connection
degrees of other indexes may be reduced, making additional elements z, € Z
solvable. The algorithm iteratively continues this process until the graph is

fully processed, i.e., |Y| = |Z|.

e XF.Assigning(), A): Given the stack ) and the array A, the Assigning al-

gorithm updates A[index;] using the location pair (z;, index;) from ) through
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the following equation:
Alindex;] = hys(z) ® Alhi(z:)] ® Alha(2)] & Alhs(z)],

where & represents the XOR operation.

e XF.Checking(z’,A): On input of a new element 2’ and the array A, this
algorithm checks whether 2’ is in A by computing h¢(2'), hi(2'), hao(2'), and

hs(z'), and then applying the following equation:
h(2) = Al ()] @ Alha(2')] @ Alhs(2))].

If the equation holds, it implies the possible existence of 2z’ in A. Conversely,

if the equation does not hold, it guarantees the absence of 2z’ in A.
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Figure 2.8: The comparison between the XOR filter with other filters: query time
vs. space overhead
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However, when dealing with an element 2’ ¢ A, the XOR filter may erroneously
indicate that 2z’ is present in A, leading to a false positive. Fortunately, we can
effectively manage and minimize the false positive rate through careful parameter

configuration. The false positive rate of the XOR filter is directly linked to the slot

L1

size k, with the probability f, of encountering a false positive calculated as f, = 5.

In our approach, we leverage the XOR filter to assess the integrity of the shared key.

2.3.3.4 Binary Fuse Filter

The binary fuse filter (BFF) [17] is an optimized data structure designed for efficiently
verifying the existence of keys within a target set while maintaining a low space
overhead. It operates on a set of m distinct elements Z = {2y, 29, -+, 2,}. The
construction of a BFF involves a slot array A[l...t], where each slot holds a k-bit

integer.
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The concept of BFF can be extended to both 3-wise BFF and 4-wise BFF config-
urations. In a 3-wise BFF, three distinct hash functions, denoted as {hi, hs, hs},
are employed. Each hash function maps elements to consecutive segments within
the array A, as depicted in Fig. 2.10. In contrast, a 4-wise BFF utilizes four hash
functions. According to [17], the 3-wise BFF offers shorter query times for small key

collections compared to the 4-wise BFF.

To construct a 3-wise BFF, a fingerprint hash function h; : {0,1}* — {0, 1}* is used
along with the three hash functions {hq, ho, h3}. The construction of the BFF is

achieved by two key algorithms: BFF.Build() and BFF.Check().

e BFF.Build(Z): Given an element set Z, this algorithm initializes an ar-
ray A[l...t], where t = |1.125m]. It then selects the four hash functions

{h1, ha, hs, hs} and constructs the BFF by the following steps:

— Step 1. Construct a bipartite graph with one vertex set representing
the elements z; € Z and the other set representing the indices within the
array A. Each z; is connected to three positions determined by the hash

functions {hq, he, hs}. Additionally, create an empty stack Y.

— Step 2. Determine the placement order of elements z; into A using the
peeling algorithm on the bipartite graph. Store each element (z;, index;),
where index; represents the intended storage location for z;, onto the

stack Y, as shown in Fig. 2.10.

— Step 3. Update the array at position Alindex;| using each pair (z;,

index;) € Y through the following equation:

Alindex;| = hy(z;) ® Alh1(2)] ® A[ha(2:)] ® Alhs(2)],

where @ represents the XOR operation.
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e BFF.Check(z’, A): Given a new element 2’ and the array A, this algorithm
determines the existence of 2’ in A by calculating h¢(z’), hi(2'), hao(2'), and

hs(z'). The determination is made by the following equation:

2

hi(2) = Al ()] @ Alha(2')] & Alhs(2)].

If the equation holds, it shows the potential presence of the element 2’ in A. If

the equation fails, it conclusively indicates that 2z’ does not exist within A.
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Figure 2.10: An example of applying the peeling algorithm to generate the stack Y
of a 3-wise binary fuse filter with 5 elements

However, if an element 2/ ¢ A, the BFF may erroneously indicate its existence,
resulting in a false positive. The false positive rate of the BFF is determined by the
slot width £, with the false positive probability given by f, = 2% Compared to other
well-known filters like XOR filters and Bloom filters, BFF offers advantages in terms
of reduced storage requirements and faster query response times, while maintaining
a lower rate of false positives [17]. In this paper, we use BFF to determine whether

a device is still the intended message recipient.
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2.3.4 Digital Signature

Digital signatures are a cryptographic method used to verify the authenticity and
integrity of a digital message or document. They provide a way to ensure that a
message was created by a known sender and was not altered in transit, thus support
authentication and integrity. Digital signatures rely on public-key cryptography,
where a private key is used to create the signature and a corresponding public key
is used to verify it. Common algorithms for digital signatures include the RSA

Signature [31] and the Schnorr Signature [32].

In Aging in Place (AiP) systems, which support elderly individuals living indepen-
dently through IoT devices like sensors and wearables, digital signatures play a
crucial role in securing communication. They ensure that data sent from an IoT

device is from a legitimate source and has not been tampered with, thereby main-
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taining data integrity and authenticity. For example, when a health monitor sends
vital signs data to a central server, a digital signature verifies that the data indeed
comes from the authorized device, preventing unauthorized devices from injecting

false data.

Moreover, digital signatures provide non-repudiation, ensuring that the sender can-
not deny having sent the message, which is important for accountability. They also
help in securely updating IoT devices by verifying the authenticity and integrity of
firmware updates before installation, preventing malicious software from being in-
stalled. These features are essential for protecting sensitive information and ensuring
the reliable operation of AiP systems, thereby maintaining the safety and well-being

of elderly individuals relying on these systems.

2.3.4.1 RSA Signature

RSA signatures [31] are a widely used method for ensuring the authenticity and
integrity of digital messages or documents. It is a part of the RSA cryptosystem,
thus use the same private key d and public key (e, n) pairs with the RSA encryption.
In this system, a private key is used to create the signature, and a corresponding
public key is used to verify it. This process provides a secure means of confirming

that a message was created by a specific sender and has not been altered in transit.

To create a signature of a message m, the sender first creates a hash of the message
using a cryptographic hash function A(), which uniquely represents the content of
the message. The sender then encrypts the hash with their private key d to create

the digital signature o by computing:

o = h(m)? mod n.
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When the recipient receives the message m’ along with the digital signature o, they
also create a hash of the received m’ using the same cryptographic hash function,
i.e. h(m’). Using the sender’s public key (e, n), the receives can verify the signature
as follow:

e

?
=0° mod n.

h(m')
If hold, the signature is verified, confirming that the message has not been altered

and was indeed sent by the holder of the private key.

2.3.4.2 Schnorr Signature

The Schnorr signature [32] is a digital signature scheme known for its simplicity
and efficiency. It was proposed by Claus-Peter Schnorr in 1989 and is based on the
hardness of the discrete logarithm problem. The Schnorr signature is particularly
valued for its security, efficiency, and the compact size of the signatures it produces.
This signature scheme has influenced many other cryptographic protocols and is

foundational in modern cryptographic practices.

Let G be a group of order p with generator g, and a hash function h(). The key
generation process in the Schnorr signature scheme takes as input a generator g of G.
Then it randomly choose an private key « € Z;, where Z; denotes the multiplicative

group of integers modulo ¢q. Then the public key y is computed as:

xT

y=g" mod p,

where ¢ is the generator of the subgroup of order gq.

To create a signature o for a message m, the the signer will first select a random
integer k € Z;. The it will calculate the commitment r = ¢* mod p.Then it will

compute the hash e = h(m/||r), where || denotes concatenation of the message m and
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the commitment r. Finaly it will calculate the s as
s=(k—xe) mod q.

The resulting signature o = (r, s).

To verify a signature o = (r, s) for the message m/, , the verifier will first compute
the hash €' = h(m/||r). The calculate v; = ¢° - y* mod p, where y is the public key.
Then the verifier check

?
vy =r mod p.

If the equation holds, the signature o is valid; otherwise, it is invalid.

The security of the Schnorr signature scheme is based on the hardness of the discrete
logarithm problem. Specifically, it is computationally infeasible to determine the
private key x given the public key y and the generator g. Additionally, the use of
a cryptographic hash function in the signature process ensures that signatures are
unique and cannot be forged without knowledge of the private key. The randomness
introduced by £ in the signature creation process also ensures that the same message

signed multiple times will produce different signatures, preventing replay attacks.

While RSA remains widely used and trusted, especially in legacy systems and ap-
plications requiring interoperability with existing infrastructure, Schnorr signatures
provide several advantages that make them an attractive alternative for modern
cryptographic applications. These advantages include smaller and faster signatures,
stronger security properties, support for advanced cryptographic features, and imple-
mentation simplicity. As a result, Schnorr signatures are often preferred in scenarios

where efficiency, scalability, and security are paramount.
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2.3.5 Merkle Tree

A Merkle tree [28] is a cryptographic tool that enables efficient and secure content
verification. The Merkle tree is a binary tree where each leaf node represents the hash
of a data block, and each non-leaf node is the hash of the combined hash of its child
nodes. Note that Merkle trees are most efficient when the number of leaf nodes is a

power of two, which allows the tree to be perfectly balanced.

Fig. 2.12 shows a simple example of a Merkle tree, where x1, x9, x3, and x4 are
the data blocks. Each leaf node d° is a hash of its corresponding data block, e.g.,
d} = h(xy), where h is a hash function. Each non-leaf node, such as dy, is the hash of
the combined of its child nodes, e.g. dj = h(d||d?), where || denotes concatenation.

The tree’s root d2 provides a single hash uniquely representing the entire data set.

To verify a single data block, such as x; would only need to compute the hash of z;
and then hash it with the adjacent hash value dj. This result is then hashed with
the next adjacent upper-level hash until the root hash is computed. The data block

is verified as authentic if the computed root hash matches the known root hash.

d§ < h(dglld)

/\

dy < h(dg|ld) di < h(d3||d3)
d§ < h(xo) df < h(x1) dy < h(xp) d3 « h(x3)
Y A A h
X X1 X2 X3

Figure 2.12: This is an example of the Merkle Tree with 4 data blocks, where each
node is denoted as dj. In this notation, i represents the level of the node dj in the
tree, and 7 indicates the index of the node d;'. at level i.
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Chapter 3

An Efficient Multicast
Authenticated Encryption Scheme

in Aging in Place Systems

3.1 Introduction

With the global rise in aging populations, the concept of Aging in Place (AiP)
has gained prominence, allowing seniors to live independently with the necessary
support. Recently, smart elderly care systems have emerged as one of the most
promising solutions for AiP. Particularly, driven by the Internet of Things (IoT),
these systems integrate various IoT devices (e.g., wearables and home sensors) to
collect seniors’ real-time personal health data [13], thereby enabling caregivers to
provide timely and high-quality health services to elders. In this context, multiple
resource-constraint IoT devices usually need to cooperate to achieve common func-
tions simultaneously. As a result, multicast communication has become a favorable

approach in IoT-enabled smart elderly care systems.
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Although ToT devices play a crucial role in facilitating AiP, they also raise notable
security and privacy concerns. Security threats, including replay and tampering at-
tacks, jeopardize the integrity of data acquired from wearables and health monitoring
devices, potentially resulting in inaccurate health assessments or unauthorized ac-
cess. Additionally, the usage patterns of each device create a behavioral map of the
user. This intensifies concerns about safeguarding sensitive health data and personal
information. Therefore, security and privacy issues in AiP should be extensively

investigated.

Over the past years, many authentication and key-sharing schemes have been pro-
posed for IoT scenarios. However, to our best knowledge, most of them are uni-
cast [37], which may pose challenges in efficiently supporting the creation and key-
sharing of multicast groups. Conversely, existing multicast-oriented schemes often
overlook privacy concerns. In [29], a lightweight multicast group key management
for IoT networks is proposed, in which multicast key sharing will share the set of
targets simultaneously to help [oT devices determine if they are communication tar-
gets. However, when the handshake message is intercepted, the attacker can try to
analyze the set of targets to get the identity of the communication target. There-
fore, it is still a challenging issue to achieve secure and efficient multicast group

communication among these [oT devices in smart elderly care systems.

The remainder of this chapter is organized as follows. Section 3.2 illustrates our
system model, security model, and design goal. In Section 3.3, we describe our
multicast authenticated encryption scheme. After that, we analyze security and
evaluate performance in Section 3.4 and Section 3.5, respectively. Finally, we draw

our conclusions in Section 3.6.
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3.2 Models and Design Goal

In this section, we formalize our system model, define the security model, and identify

our design goal.

3.2.1 System Model

We consider a typical Aging in Place (AiP) system, which includes a set of smart
I0T devices D = {Dy, Dy, ..., D,} in a home network, a gateway GW, and an AiP
service provider, as shown in Fig. 3.1. As we focus on the multicast authenticated
encryption between [oT devices D and GW, we will not elaborate on the interactions

with the Service Provider in detail in our system model.
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&Y

2. Response

0. Registration

<Illlllllllllllllll
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|
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Gateway 2. Multicast
the Response

Service Provider loT Devices

_———— -

Figure 3.1: System model under consideration

e 10T Devices D = {Dy, Dy, -+, D, }: In the system model, we consider n IoT de-

vices, each equipped with wireless network capabilities and able to access additional
resources through the GW. In AiP scenarios, IoT devices periodically collect data

and return it to GIW or execute some simple operations.

e Gateway GW: Distinguished by its formidable storage and computing capabilities,

surpassing those of individual [oT devices, GW is assumed as a central role in estab-

lishing connections and supervising all IoT devices. Depending on the requirement,
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GW will define a set of target IoT devices D' C D when interacting with specific [oT
devices. Unicast is employed when |D’| = 1, broadcast when |D’| = n, and multicast
when 1 < |D'| < n. Meanwhile, GIW manages device key sets for each IoT device in

the AiP system.

3.2.2 Security Model

In our security model, we consider the gateway GW as trusted. It has no motivation
for dishonest actions because it is the service owner in our system model. Conversely,
IoT devices D are characterized as honest-but-curious, strictly adhering to protocols
but exhibiting curiosity regarding the targets of gateway GW communications. Also,
we consider that an external attacker can eavesdrop on or modify messages from GW .
Since we focus on the multicast communication between GW and D in this paper,

our scheme should satisfy the following two security properties.

e Multicast Authenticated Encryption: Our scheme ensures multicast authenticated

encryption for messages from the gateway GW to a set of target [oT devices D' C D,

guaranteeing two key properties:

- Confidentiality. Ensured such that only the intended devices, D; € D,
are able to successfully decrypt and access the message. Devices not in the
target group, D; ¢ D', are unable to decrypt the message, thus maintaining

its confidentiality.

- Integrity. The integrity of the transmitted message is ensured by allowing
each device D; € D' to verify if the message has been tampered with during
transmission. If an external attacker modifies the message, the integrity check
mechanism will enable each device to detect any alterations, thereby preserving

the original content of the message.
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e Target Devices Privacy: Our scheme also protects the privacy of target devices,

ensuring that only the target device D; € D’ can verify that it is the intended
recipient of the message. Other devices D; ¢ D' and the external attacker cannot

determine whom the message receivers are.

Note that our work focuses on multicast authenticated encryption, so we do not delve
into other active attacks, such as Denial of Service (DoS) attacks in AiP scenarios.
These attacks fall outside the scope of our current paper and will be explored in our

future work.

3.2.3 Design Goals

Our goal in this work is to propose a secure and efficient multicast authenticated

encryption scheme, which should achieve the following two properties.

e Security: Our proposed scheme should achieve multicast authenticated encryption,

ensuring confidentiality and integrity, while protecting the target devices’ privacy.

e Efficiency: Integrating security measures will bring additional costs to our proposed
scheme. To ensure the practicality of our proposed scheme, it is also important to

minimize computational, communication, and storage overhead.

3.3 Proposed Scheme

This section describes our multicast authenticated encryption scheme in three key
phases: Initialization, Multicast Authenticated Encryption, and Verification & De-

cryption.
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3.3.1 Initialization

In our scheme, GW initializes the whole system, registers IoT devices, and assigns
unique key sets for each IoT device. The initialization process by GW is described

as follows.

Step 1: GW selects a large prime number p with a bit length of |p| = k, based on
the security parameter x, e.g., K = 128. Additionally, GW chooses a secure hash
function h : {0,1}" — Z%. Then, GW estimates the maximum number n = 2 of

[oT devices that can be held in the system.

Step 2: GW constructs a Merkle Tree 7T, characterized as a complete binary tree
with a height of w. Although 7T is stored linearly in an array format for efficiency, it
can conceptually be represented and visualized as a binary heap tree, as illustrated
in Fig. 3.2. The leaf nodes of T consist of n distinct random numbers from Zj.
The values of internal nodes are derived by hashing the values of their child nodes.
For example, the value of an internal node koo, is computed as koo, = h(kooo || koo1),

where || denotes the concatenation operation.

Step 3: When a new loT device joins the system, GW initially allocates an avail-
able pseudo ID (prefix code) to the device. This pseudo ID (prefix code) uniquely
identifies the device within our system. Following this, GW also provides the device
with a corresponding key set associated with this pseudo ID (prefix code). These
keys represent the values of all nodes along the path from the designated leaf node
associated with the device’s pseudo ID (prefix code) to the root of the Merkle Tree.
For example, as shown in Fig. 3.2, suppose a newly joined IoT device is assigned the
pseudo ID (prefix code) of 001. Correspondingly, the key set assigned to this device

is denoted as Koo1 = {koo1, Koox, Koss, Krs }-
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Figure 3.2: A simple example of Multicast Authenticated Encryption with 8 devices
where the bottom line denotes pseudo IDs (prefix codes).

3.3.2 Multicast Authenticated Encryption

When GW has a requirement to multicast a message mg to multiple devices D' C D.
For example, consider the devices within the red dashed frames in Fig. 3.2. These
devices represent the targeted recipients D’ for the multicast message. GW will

encrypt myg by the following steps.

Step 1: GW identifies the common prefix among VD; € D’. For example, in Fig. 3.2,
suppose the pseudo IDs of the target devices are {001,010, 100, 101,110,111}. GW
then identifies the common prefixes among these pseudo IDs (prefix codes), which
are {001,010, 1 % %}, as highlighted in the blue boxes in the figure. Correspondingly,

the set of common prefix keys K; = {koo1, ko010, K14 } -

Step 2: GW selects a session key ks € Z;. GW then constructs a polynomial f (x)
to securely mask the session key k. This method ensures that only devices with

k; € K; can compute the correct session key. The size of the set K;, denoted as m,
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corresponds to the degree of the polynomial. For example, if K; = {koo1, k010, K14 |,
then m = 3. Hence, the polynomial of degree m is constructed as:

flx) = H ri(x — k;) + ks mod p, (3.1)
=0

)

where r; € Z; represents a set of random numbers.

GW extracts the coefficients of the polynomial f(z), denoted as C(f(z)). After-
ward, any IoT device can use C(f(x)) to reconstruct f(z) locally. Once f(z) is

reconstituted, the devices can employ their respective keys to compute the session

key k.
Step 3: GW constructs a set Z = {21, 29,..., zm}, each element within this set, z;
is computed as z; = h(k; || ks), where i = 1,2,--- 'm. Here, k; represents each key

in the set K, and k; is the session key. GW then builds a XOR filter XF to store all

values in Z.

Step 4: GW uses ASCON encryption algorithm to encrypt the message m, with the
session key ks, resulting in a tag t, and ciphertext c, i.e. Enc(ks,ry, as,ms) = (¢, t,),
where r, is a 128-bit random number. The associated data ay included in this
encryption contains important information, such as the transmission timestamp and

the identity of GW. Finally, GW broadcasts {c, t,, 1, as, XF, C(f(x))}.

3.3.3 Verification & Decryption

Upon receiving {c,t,, 7, as,XF, C(f(z))}, an IoT device D; first needs to verify
whether it is the intended recipient of the message. If confirmed, D; then proceeds

to decrypt ¢. The process is shown in the following steps:

Step 1: D, reconstructs the polynomial f(x) using the coefficients provided in the

set C'(f(z)). Subsequently, D; calculates a possible session key k, by substituting
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k; € K; into f(x). Here, K; represents the collection of keys that are uniquely held

by device D;.

Step 2: D; apply the function XF.Checking(h(k; || ks,), XF) to verify whether kg, is
the correct key for decrypting c. Here, ks, is a candidate session key generated from
f(x) using k;, and XF is the XOR filter received. If XF.Checking() is satisfied, D;
confirms its status as the intended receiver and identifies £, as the valid session key
for decrypting c. Otherwise, D; repeats this step with other keys in K. If none of
the keys pass this verification, D; concludes that it is not the intended recipient of

current message.

Step 3: Once D; confirms k,, as the correct session key, it proceeds to decrypt the
ciphertext using the ASCON decryption algorithm Dec(ks;, n, as, c,ty) = (ms, L).
Subsequently, D; employs k;; as the symmetric key for future communications with

GW.

3.4 Security Analysis

In this section, we evaluate the security and privacy properties of our proposed
scheme, focusing on multicast authenticated encryption and the privacy of target

devices.

e Multicast Authenticated Encryption

- Confidentiality. Confidentiality ensures that only the intended devices D; €
D’ can access the message m,. This is achieved using the ASCON encryption
algorithm, i.e. Enc(ks,m,,as,ms) = (c,ty). The security of ASCON makes
decrypting the ciphertext ¢ to get m, extremely challenging for any device not

owning the correct session key k. k, is a randomly selected number from Z7
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which guarantees its independence from other variables.

The confidentiality of the session key k; is protected by the polynomial f(z),
as shown in Eq.(3.1). This polynomial ensures that only devices D; € D’ can
compute the correct k, from f(z). Consequently, the confidentiality of both the
ms and k, is ensured, meeting the confidentiality requirement of our proposed

scheme.

Integrity. In our scheme, integrity ensures that target IoT devices D; € D’
can verify if a ciphertext c received from GW has been altered. The encryption
of mg using the ASCON algorithm with the session key ks produces a ciphertext
c and a tag t,. If an external attacker modifies the ciphertext ¢, this tampering
will be detected during the integrity check of the ASCON decryption process,
because any change in the input makes the recalculated tag t; that does not

match the original tag t, which allowing D; to identify tampering.

The session key k, is important for generating a valid tag, which is securely
masked by the polynomial Eq.(3.1). Since attackers lack access to the keys of
the target devices, they cannot obtain ks. Consequently, the attackers cannot
create a valid tag to pass the integrity check of ASCON decryption. Thus, our

scheme maintains the integrity of messages.

e Target Devices Privacy In our scheme, the privacy of each target device D; € D', is

safeguarded through the use of an XOR filter during the validation process. A device

D; determines if it is a designated recipient of a message by verifying whether its

keys k; € K; hit the XOR filter. For devices D; ¢ D', this process serves as a privacy

shield. These non-target devices do not possess the keys matching the XOR filter,

allowing them to deduce only they are not recipients without gaining any information

about the identities of the actual target devices in D’. Similarly, a target device can

confirm its status as a recipient but has no idea about the identities of other target
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devices. This approach ensures the privacy of devices within the network.

In summary, the proposed scheme not only holds the essential security properties
of confidentiality, authenticity, and integrity, but also ensures the privacy of target
devices. Our scheme qualifies as a secure multicast authenticated encryption solution

within the parameters of our defined security model.

3.5 Performance Evaluation

This section evaluates the communication overhead and storage requirements of our
multicast authenticated encryption scheme, and we perform experimental evaluations

to assess the computational costs.

3.5.1 Communication overhead

Our scheme introduces a remarkably streamlined process, requiring only a single
communication to establish a multicast group and send an authenticated encrypted
message. This efficiency is an advancement over existing multicast authenticated
encryption schemes [29, 4]. The simplicity and reduced communication overhead
not only showcase superior flexibility but also contribute to reduced latency. Such
improvements are beneficial in environments where rapid and reliable multicast com-

munication is essential.

3.5.2 Storage requirement

In the multicast authenticated encryption scheme we propose, both the gateway GW
and each IoT device D; € D incur specific storage overheads. For GW, the storage

requirements include maintaining a unique pseudo ID (prefix code) for each device
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in the network, as well as the Merkle tree. For each IoT device D; needs to store
w keys, and w is related to the estimated maximum number of IoT devices n where

2¥ > n.

3.5.3 Computational overhead

Experimental setting: We implemented our multicast authenticated encryption
scheme in Java. The performance and efficiency of the scheme were evaluated on
a computer system equipped with an AMD Ryzen 7 5800 processor and 16 GB of
RAM, operating under Windows 11. In our experimental setup, we configured the
XOR filter with a slot size of 16 bits. This decision was informed by the findings in
the report by Graf and L20 [18], demonstrating a low false positive rate for XOR
filters with a slot size of 16 bits. To strike an optimal balance between key length and
security, we standardized the length of each key k; € K and the session key k, to 128
bits. Furthermore, we selected a prime number p with a bit length of 160 to enhance
the cryptographic strength of the system. To ensure the robustness of our findings,

we conducted each experiment 200 times and reported the average execution time.
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In our multicast authenticated encryption scheme, we thoroughly evaluated the com-
putational performance of the gateway (GW) and each IoT device across various
phases. During the Initialization phase, as the number of devices n increases, GW
shows a proportional rise in execution time due to the expanded construction of the
Merkle Tree and generation of key sets, as illustrated in Fig. 3.3. In the Multicast
Encryption phase, GW forms a polynomial for session key masking and an XOR fil-
ter XF for message integrity, with computational complexity tied to the target device
count, depicted in Fig. 3.4. For IoT devices, the computation time for verifying keys
and decrypting messages remains efficient even in larger networks, with a 100-device

network completing these tasks in approximately 2.5 ms, as shown in Fig. 3.5.

3.6 Summary

In this chapter, we have introduced a new authenticated encryption scheme for smart
elderly care systems in AiP, focusing on secure group communication and encryption.
Our method uses the Merkle Tree with prefix code for the multicast group manage-
ment and the XOR filter with the ASCON algorithm for enhanced security and
privacy. Security analysis confirms that our scheme reliably meets the requirements
of confidentiality, authenticity, and integrity. In addition, detailed performance eval-
uations also indicate our scheme is efficient. In future work, we plan to design an
efficient threshold version of the authenticated encryption scheme that allows dy-

namic add and delete devices.
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Chapter 4

A Threshold Authenticated
Encryption Scheme for Secure
Communications in Aging in Place

Systems

4.1 Introduction

The global trend of aging populations is emerging as a significant challenge that
transcends geographic and socio-economic boundaries. As demographic shifts in-
creasingly favor older age groups, the pressure on social and healthcare systems
around the world is intensifying. This shift has brought the concept of Aging in
Place (AiP) into a focus point, both in public policy and personal choice contexts.
AiP prefers to enable elderly individuals to remain in their familiar environments,
thus preserving their independence, autonomy, and connections to community and

family [24]. The Internet of Things (IoT) plays an important role in AiP by using de-
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vices like wearables and in-home sensors to collect real-time health data from seniors.
Healthcare centers can then analyze these data to provide timely and high-quality

care tailored to each individual’s needs.

However, the deployment of IoT devices within these systems introduces significant
security and privacy concerns. Eavesdropping, replay attacks, and data tampering
during transmission can compromise the confidentiality and integrity of collected
data. This may lead to inaccurate health assessments or unauthorized information
access. Additionally, applications such as smart lighting require that multiple IoT
devices simultaneously receive the same message, such as a firmware update, neces-
sitating the use of multicast communication. In this scenario, each device within
the same communication group shares the same session key to decrypt the message.
While multicasting conserves energy and reduces network traffic by minimizing the
number of messages transmitted, it also presents challenges in group key manage-
ment and session key sharing. This is especially problematic in dynamic IoT en-
vironments where devices frequently move between networks, and may temporarily

leave and rejoin the group at any time.

Over the past years, many group communication schemes have been proposed for
[oT scenarios, particularly under scenarios where multiple devices share a common
key for secure message dissemination, i.e. multicast. Despite existing multicast group
communication schemes [22, 21, 25, 1] that require key updates when devices leave
the group and each device needs store multiple group keys, there is a critical need
for mechanisms that accommodate devices which may temporarily exit and re-enter

the network, thus requiring efficient group communication strategies.

The remainder of this paper is organized as follows. Section 4.2 review some related
works. Section 4.3 illustrates our system model, security model, and design goals.

In Section 4.4, we describe our threshold authenticated encryption scheme. After
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that, we analyze security and evaluate performance in Section 4.5 and Section 4.6,

respectively. Finally, we draw our conclusions in Section 4.7.

4.2 Related Work

In this section, we review some group communication schemes [22, 21, 25, 1|, which
are closely related to our proposed scheme. It informs the foundation of our proposed

strategy and helps in understanding the current landscape of IoT security.

Kung et al. [22] propose an authenticated key agreement approach specifically tai-
lored for IoT device groups. Their method uses a combination of item identifiers and
private keys to dynamically regenerate group keys, thus maintaining connectivity
continuity even as devices join or leave. Kumar et al. [21] developed a tree-based
group key management framework that merges Logical Key Hierarchy (LKH) and
One-Way Function Tree (OFT) with Multivariate Identity-Based Broadcast Encryp-
tion. While these approaches strengthen IoT security, they face challenges in environ-
ments where devices frequently enter or exit communication groups, as they require
multiple group key updates, leading to significant communication and computational

overhead.

Li et al. [25] proposed an Incremental Threshold Scheme to enhance the security
and efficiency of symmetric key communications among IoT group members. This
method is particularly adept at managing node revocations without needing to re-
distribute the keys to all participants, thereby improving efficiency over traditional
methods. Alohali et al. [1] introduced a group-to-group communication scheme uti-
lizing Shamir’s Secret Sharing to enable a communication group to share a group
session key. Their method minimizes the frequency of group key updates, reducing

communication and computational overhead significantly. However, these schemes
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require each device to store multiple fragments of the secret for each communication

group, which can increase storage requirements and complicate key management.

These schemes contribute valuable insights to group key management in IoT con-
texts. However, they also highlight the ongoing challenges of balancing security,

efficiency, and operational overhead in dynamically changing environments.

4.3 System Model, Security Model, and Design

Goals

In this section, we formalize the system model, security model, and identify our

design goals.

4.3.1 System Model

We consider a typical Aging in Place (AiP) system, including an ensemble of smart
I0T devices D = {dy,ds, ..., d,}, a central gateway GW positioned within the same
building network, and an external AiP service provider, as shown in Fig. 4.1. The
AiP service provider, following the model presented in [36], offers tailored services
to the elderly. It utilized data collected from IoT devices, which is then analyzed
via Al tools and reviewed by caregivers. This paper focuses on the secure communi-
cation between D and GW, discussions on the service provider interactions are not

elaborated.

e [0T Devices D = {d;,ds, ..., d,}: We consider a group of n IoT devices, each is con-

strained by its computational capacity but can access additional resources through
the GIW. We assume that the total number of devices n satisfies n > 2t — 1, ensuring

resilience against up to ¢t — 1 devices temporarily leaving the network D; C D where
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Figure 4.1: System model under consideration, where D denote the set of all devices
connected to the same gateway. Additionally, D; represents the subset of devices
that are temporarily leaving.

|D;| < t while retaining their group key. This condition is crucial for maintaining se-
cure communications under varying AiP scenarios, where devices may either remain

static or be redeployed across different locations.

o Gateway GW: The GW acts as the central node within our system with superior

computational and storage capabilities compared to the IoT devices. Its primary
functions include facilitating communication with the IoT devices for data collection
and dissemination, and managing a dynamically updated list of trust devices, thereby

monitoring the devices’ adding and leaving within the network.

4.3.2 Security Model

In our security framework, the gateway GW is regarded as a trusted entity Addi-
tionally, IoT devices D are perceived as honest-but-curious agents. They follow the
protocols yet exhibit an inherent curiosity about the data exchanged outside their
assigned communication groups. Since we focus on the communication between GW

and D in this paper, our scheme should satisfy the following security properties:
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- Confidentiality. This is achieved by ensuring that only active devices, de-
noted d; € D/ Dy, can decrypt and access the message. Here, D; C D represents
the subset of devices that, despite possessing the group key, are currently in-
active within the group D. Conversely, devices d; ¢ D/D; are unable to access
the message. Thus maintaining message confidentiality even in complex group

dynamics.

- Integrity. If data is corrupted during transmission, IoT devices can detect

that the received message is not the original from the message sender.

It’s important to highlight that our scheme focuses on threshold authenticated en-
cryption techniques. Hence, we will not address other forms of active attacks, includ-
ing Denial of Service (DoS) incidents within AiP scenarios, as they lie beyond the
purview of this paper. The exploration of these attacks is reserved for subsequent

studies.

4.3.3 Design Goals

Our goal in this work is to develop a secure and efficient threshold authenticated

encryption scheme, which should achieve the following two properties.

e Security: Our proposed scheme aims to ensure robust security by implementing
threshold authenticated encryption. This approach upholds confidentiality and in-
tegrity across communications. Additionally, it features threshold decryption, which
requires a minimum number of authenticated devices to collaboratively decrypt a

message.

e Efficiency: While integration security protocols introduce inevitable overheads,
our design strives to minimize the additional computational, communicative, and

storage burdens. This balance is essential to maintain the overall system’s efficiency
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and feasibility.

4.4 Proposed Scheme

This section introduces our threshold authenticated encryption scheme, designed
specifically for IoT devices in AiP systems. The primary goal of this scheme is to
enhance security in communications between IoT devices, utilizing threshold cryp-
tography to handle devices as they exit and re-enter the network efficiently. It
operates in three main phases: Initialization, Threshold Authenticated Encryption,

and Verification & Decryption.

4.4.1 Initialization

The gateway GW initiates the system initialization, enrolls IoT devices, and assigns

unique private group keys with the following steps:

e Step-1. GW selects a large prime number p with a bit length of |p| = &, where
k is a secure parameter, e.g. kK = 128. Subsequently, GW chooses a generator
g € Z;. This generator g forms a group G = (g) with prime order q. Next, GW
selects a master private key s € Z;, and computes the corresponding public
key y = ¢° mod p. Additionally, the system parameters p and g, along with

the master public key y, are published.

e Step-2. GW determines a system threshold ¢, which reflects the anticipated
maximum number of devices that may temporarily leave the network with-
out compromising security. Afterward, a polynomial f(z) of degree t — 1 is

constructed as follows:
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fx)=a1 2" '+ -+ay-2*+a -z +s mod g,
where each a; € Z; for i =1,2,--- ;¢ — 1 is a coefficient of f(x).

e Step-3. GW assigns a unique private key s; = f(z;) for each registered IoT
device d; € D and securely distributes s; to the device d;. Here z; € Zy

represents the pseudo identity of the device d;.

4.4.2 Threshold Authenticated Encryption

When GW transmits a message m, to the device group D, the following steps are

executed:

e Step-1. GW checks for any update in the list of temporary leaving devices D;.
If updates are detected, a binary fuse filter F; is constructed to encapsulate the
identities of all d; € D;. GW then use the master key s to generate a signature
o for F;. Then the signature o, along with the filter Fj, is broadcast as the
pair {F},0}.

e Step-2. GW randomly selects k, € Z; as the session key and uses the public

key y to encrypt it as ¢y, i.e.

cr = (o, 8) = (¢"* mod p,ks-y™ mod p),

where r;, € Z;‘, is a random number.

e Step-3. GW uses the ASCON encryption algorithm to encrypt the message
ms with the session key ks to generate a tag t;, and the encrypted message

Cm, 1€ Enc(ry,as,mg, ks) = (¢m,t;). The encryption includes a random
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number r, and associated data a, which includes additional information such

as the transmission timestamp and GW'’s IP address. Then GW broadcasts

{Cka Cm,s tga T'n, as}-

4.4.3 Verification & Decryption

Upon receiving {cg, ¢, ty, T, as} from GW, a group of IoT devices D, C D where
|Dy| > t will work together for the decryption. They will first choose a leader device
d, € D but d; ¢ D,. Each device d; € D, will then collaborate with d; to decrypt

the message. The details are shown below:
e Step-1. Each device d; € D,, computes an intermediate value a; = o** mod p
and forwards it to the designated leader device d;.

e Step-2. The leader device d; computes the Lagrange coefficients L;(0) for each

participating device d;, using their pseudo identity as follow:

J#i
L;(0) = H a:—xjx mod ¢,
1<g<t " J

that facilitating the collaborative decryption of the session key ks from c.

e Step-3. d; utilizes the Lagrange coefficients and intermediate values from each
device to reconstruct the session key k,, which is then used to decrypt the

message ¢, as shown following:

: -1
ks =p- <H aiLi(O)) mod p.
i=1

Then, d; utilizes the ASCON decryption algorithm to attempt recovery of the

original message myg, i.e. Dec(ry, as, Cm,ty, ks) = (ms, L). If the decryption
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output is L, this indicates either an incorrect session key kg or other input,
such as ¢,,, was corrupted or altered during transmission. Consequently, d;

discards k;.

e Step-4. If decryption is successful, d; exclusively distributes k, to the receivers
d; ¢ Dy, after verifying each device’s identity using F. Each device d; ¢ D,
then decrypts the message. Additionally, d; ¢ D; can use k, as the key for

future communication with GW on the same channel.

Note that, threshold decryption in IoT systems relies on having a sufficient number of
devices with valid group keys within the same area to successfully decrypt messages.
However, in the AiP scenario when users relocate or take IoT devices out of the
building, probably leave too few devices in the area to perform threshold decryption.
In such cases, our scheme can still achieve successful decryption with the aid of
d; € D; that holds the valid group key s;. This approach allows decryption without
revealing the contents to those particular devices. Thus, this method effectively

resolves the issue of insufficient local devices for decryption.

4.5 Security Analysis

In this section, we evaluate the security properties of our proposed scheme, focusing

on threshold authenticated encryption and authenticity.

- Confidentiality. Confidentiality is achieved by ensuring that only intended de-

vices d; € D/D,; can decrypt and access the message mgs. Conversely, devices
d; ¢ D/D,; are unable to decrypt the message. The message m is encrypted
using the ASCON encryption algorithm, which requires the correct session key
ks for decryption. The robust security of ASCON has been well-documented

and validated, as evidenced in [9], thus ensuring the confidentiality of m.
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Furthermore, the ElGamal threshold decryption mechanism requires the col-
laborative action of at least ¢ devices within D/D; to decrypt ky. Conversely,
decryption cannot be performed if the number of devices involved in the de-
cryption is less than ¢. Since ¢ exceeds the maximum number of temporary
leaving devices D, that have valid group keys and Vd; € D /D, does not collude

with D, we ensure confidentiality of k;.

Lastly, the binary fuse filter Fj is employed as a detection tool. When a message
is received, it can be decrypted with the assistance of d; € D; without disclosing

any content of mg to d;.

- Integrity. The ASCON decryption algorithm safeguarded the integrity of my,
which meticulously verifies the authentication tag t,. The generation of ¢,
inherently tied to kg, as, r,, and mg, is computationally infeasible to any

change with ks, ag, r,, and m,. thus reinforcing the message’s integrity.

In summary, our proposed scheme effectively satisfies the requirements for confiden-
tiality and integrity in communications. It guarantees the security of group commu-
nication, reduces the frequency of group key updates, and addresses the challenge
of insufficient local decryption devices. These features make it a robust solution for

secure communications in AiP environments.

4.6 Performance Evaluation

This section evaluates the communication overhead and storage requirements of our
threshold authenticated encryption scheme, and we perform experimental evaluations

to assess the computational costs.
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4.6.1 Communication Overhead

The communication overhead in our scheme occurs primarily during the encryption
and decryption phases. In the encryption phase, the gateway GW uses the ASCON
encryption algorithm to encrypt the message, where the overhead is mainly the size
of the encrypted message itself. Subsequently, the GW encrypts the session key k;
using the ElGamal encryption scheme. This introduces additional overhead as the
ElGamal ciphertext of ks must also be transmitted to the IoT devices participating

in the decryption.

During decryption, each IoT device d; generates and transmits an intermediate value
«; to the leader device d;, which uses these values to decrypt the message. The com-
munication overhead thus increases linearly with the number of devices involved.
However, our scheme optimizes overhead by requiring only the session key to be
encrypted with ElGamal, minimizing key updates even as devices join or leave,
thus reducing overall communication demands compared to typical multicast ap-

proaches [22, 21].

4.6.2 Storage Requirement

In our scheme, storage requirements are incurred both by the GW and the IoT
devices d; € D. The GW stores the list of temporary leaving devices D;, the master
private key x and public key y, and the polynomial. Each IoT device d; € D stores

its stores its private key z;.

In scenarios where multiple multicast groups are formed, the GW utilizes the binary
fuse filter F; to manage the list of target devices efficiently. This strategy significantly
reduces storage requirements on [oT devices, as each device d; needs to store only its

private key z;. During session key sharing, the leader device simply consults the F;
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to verify membership before disseminating the key. This approach minimizes storage
overhead in each IoT device, offering a more efficient solution compared to existing

multicast schemes [25, 1] where devices might be required to store multiple keys.

4.6.3 Computational Overhead

Experimental setting. We implemented our threshold authenticated encryption
scheme using Java. The performance was evaluated on a computer system equipped
with an AMD Ryzen 7 5800 processor and 16 GB of RAM, operating under Windows
11. In our implementation, we set the secure parameter x = 128 and the slot size of

BFF is 8 bits.

In Fig. 4.2, we assess the average execution time required for the GIW to encrypt the
session key ks and update the list D; with the binary fuse filter. The computational
cost increases with the size of D, since the time required to construct the binary
fuse filter F; for a larger list. The longer execution time with 20 devices might be
due to code "warming up.” When the Java Virtual Machine (JVM) starts, it incurs
initialization overhead. With fewer devices, this initialization overhead is relatively
more significant compared to the actual processing time, leading to longer execution

times.

In Fig. 4.3, we evaluate the average execution time for the leader device d; to perform
ElGamal threshold decryption on the session key ciphertext c¢;. The computational
load on d; is primarily influenced by the threshold ¢. A larger ¢ necessitates more
complex computations using the Lagrange interpolation formula for higher dimen-

sional polynomials, which increases the computational demand.

Our results show that, even with an increased number of devices, our scheme adds
minimal computational overhead to the primary task of encrypting data. For exam-

ple, with 90 devices, if the threshold ¢, corresponding to the maximum expected size
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of Dy, is set at 45, d; requires only an additional 0.2 ms to recover the session key

ks, while D; requires just 0.02 ms to update F; and encrypt k.
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Number of Temporary Leaving Devices

Figure 4.2: The execution time of GW to update D; and encrypt k;
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Figure 4.3: The execution time of d; to recover k;
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4.7 Summary

In this paper, we have introduced a new threshold version of authenticated encryp-
tion scheme for AiP systems in the Aging in Place scenario, focusing on secure group
communication and encryption. Moreover, our scheme provides a solution to over-
come the challenge of insufficient local devices for threshold decryption. Our method
uses the ElGamal threshold decryption and binary fuse filter to reduce the frequency
of group key updates, and the ASCON algorithm for enhanced security of messages.
Security analysis confirms that our scheme reliably meets the requirements of confi-
dentiality and integrity. In addition, detailed performance evaluations also indicate
our scheme is efficient. In future work, we plan to design an efficient dynamic version
of the threshold authenticated encryption scheme that allows dynamic change of the

threshold of the system.
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Chapter 5

Conclusions and Future Work

5.1 Conclusions and Contributions

In this thesis, we explored the critical security challenges associated with the integra-
tion of IoT devices in Aging in Place (AiP) scenarios, focusing particularly on secure
communication and data protection. The increasing reliance on IoT technologies for
health monitoring, home automation, and safety has underscored the need for robust
security measures that ensure the confidentiality and integrity of sensitive data. To
address these challenges, we proposed two novel group communication schemes: an
efficient multicast authenticated encryption scheme and a threshold authenticated

encryption scheme for secure communication.

The efficient multicast authenticated encryption scheme was designed to provide se-
cure communication in scenarios where data needs to be transmitted to multiple re-
cipients simultaneously. This scheme leverages lightweight cryptographic techniques
to ensure that data is encrypted and authenticated efficiently, even on resource-
constrained [oT devices. By providing encryption, the scheme safeguards against

unauthorized access and tampering, ensuring that only intended recipients can ac-
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cess the data and that the data has not been altered during transmission. Our eval-
uations demonstrate that the proposed scheme achieves a balance between security

and efficiency, making it well-suited for real-time applications in AiP environments.

The second contribution of this thesis, the threshold authenticated encryption scheme,
addresses the challenge of secure group communication where dynamic membership
changes are common. In AiP scenarios where devices may frequently enter and exit
the trusted environment, or where individual devices may be compromised, the use
of threshold cryptography ensures that a minimum number of devices must collabo-
rate to decrypt messages, thereby enhancing the security and resilience of the system
against attacks. The scheme is designed to be flexible and scalable, accommodating

varying group sizes and membership changes without compromising security.

Both schemes were rigorously evaluated through theoretical analysis and practical
implementation. The results demonstrate that they provide strong security guaran-
tees while being efficient enough to be deployed on IoT devices with limited computa-
tional resources. These contributions represent significant advancements in the field

of secure IoT communication, particularly in the context of Aging in Place scenarios.

5.2 Future Work

While the proposed schemes represent advancements in securing IoT communications
in AiP scenarios, there are several areas for future research that could further enhance

their applicability and robustness.

Enhanced Key Management and Distribution: Future research could explore
more sophisticated key management techniques, particularly in environments with
highly dynamic group memberships. Techniques such as hierarchical key manage-

ment or blockchain-based distributed key management could be investigated to im-
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prove the scalability and security of key distribution processes.

Integration with Emerging Technologies: Integrating the proposed schemes
with emerging technologies such as edge computing, 5G, and Al-based threat detec-
tion systems could further enhance the security and performance of [oT systems in
AiP scenarios. For instance, edge computing could offload complex cryptographic
operations from [oT devices to more capable edge servers, improving overall system

efficiency.

Privacy-Enhancing Technologies: While this thesis focused on security, pri-
vacy remains a critical concern. Future research could investigate the incorporation
of privacy-enhancing technologies such as differential privacy, homomorphic encryp-
tion, and secure multi-party computation. These technologies can provide additional
layers of privacy protection, ensuring that sensitive data remains secure even in the

presence of potential threats.

Cross-Platform Interoperability: Given the diverse landscape of IoT devices,
ensuring cross-platform interoperability while maintaining security standards is a
critical challenge. Future research could explore the development of standardized
protocols and frameworks that facilitate seamless integration and interoperability of

IoT devices from different manufacturers.

In conclusion, the proposed efficient multicast authenticated encryption and thresh-
old authenticated encryption schemes contribute significantly to secure and efficient
communication in IoT-enabled AiP systems. By continuing to innovate and address
the evolving challenges in this field, we can ensure that IoT technologies provide
safe, reliable, and user-friendly solutions that enhance the quality of life for elderly

individuals, fostering greater independence and well-being.

87



Bibliography

1]

Bashar A Alohali, Vassilios G Vassilakis, Ioannis D Moscholios, and Michael D
Logothetis, A secure scheme for group communication of wireless iot devices,
2018 11th International Symposium on Communication Systems, Networks &

Digital Signal Processing (CSNDSP), IEEE, 2018, pp. 1-6.

Jeremy Birnholtz and McKenzie Jones-Rounds, Independence and interaction:
understanding seniors’ privacy and awareness needs for aging in place, Proceed-
ings of the SIGCHI Conference on Human Factors in Computing Systems, 2010,
pp- 143-152.

Burton H Bloom, Space/time trade-offs in hash coding with allowable errors,

Communications of the ACM 13 (1970), no. 7, 422-426.

Matthias Carlier, Kris Steenhaut, and An Braeken, Symmetric-key-based se-
curity for multicast communication in wireless sensor networks, Computers 8

(2019), no. 1, 27.

Don Coppersmith, The data encryption standard (des) and its strength against
attacks, IBM Journal of Research and Development 38 (1994), no. 3, 243-250.

Joan Daemen, Guido Bertoni, Michaél Peeters, and GV Assche, Permutation-
based encryption, authentication and authenticated encryption, DIAC-

Directions in Authenticated Ciphers (2012).

88



[7]

8]

[10]

[11]

[12]

[13]

Joan Daemen and Vincent Rijmen, Aes proposal: Rijndael, (1999).

Yvo Desmedt and Yair Frankel, Threshold cryptosystems, Advances in Cryp-
tology — CRYPTO’ 89 Proceedings (New York, NY) (Gilles Brassard, ed.),
Springer New York, 1990, pp. 307-315.

Christoph Dobraunig, Maria Eichlseder, Florian Mendel, and Martin Schlaffer,
Ascon vl. 2: Lightweight authenticated encryption and hashing, Journal of Cryp-
tology 34 (2021), 1-42.

Morris J Dworkin, Elaine B Barker, James R Nechvatal, James Foti, Lawrence E
Bassham, E Roback, and James F Dray Jr, Advanced encryption standard (aes),
(2001).

Taher ElGamal, A public key cryptosystem and a signature scheme based on
discrete logarithms, IEEE transactions on information theory 31 (1985), no. 4,

469-472.

Electronic Frontier Foundation, Cracking des: Secrets of encryption research,

wiretap politics and chip design, 1998.

Hélene Fournier, Irina Kondratova, and Keiko Katsuragawa, Smart technologies
and internet of things designed for aging in place, International Conference on

Human-Computer Interaction, Springer, 2021, pp. 158-176.

Celia S Gabrel, An overview of nursing home facilities: data from the 1997

national nursing home survey, (2000).

Joseph E Gaugler and Robert L Kane, Family caregiving in the new normal,

Academic Press, 2015.

89



[16]

[17]

[18]

[19]

[21]

23]

L Di Giorgio, Massimo Filippini, and Giuliano Masiero, Is higher nursing home
quality more costly?, The European Journal of Health Economics 17 (2016),
1011-1026.

Thomas Mueller Graf and Daniel Lemire, Binary fuse filters: Fast and smaller

than xor filters.

Thomas Mueller Graf and Daniel Lemire, Xor filters: Faster and smaller
than bloom and cuckoo filters, Journal of Experimental Algorithmics (JEA) 25
(2020), 1-16.

Gebrezabher Niguse Hailu, Muntaha Abdelkader, Hailemariam Atsbeha Meles,
and Tesfay Teklu, Understanding the support needs and challenges faced by fam-
ily caregivers in the care of their older adults at home. a qualitative study, Clin-

ical Interventions in Aging (2024), 481-490.

Henna Hasson and Judith E Arnetz, Nursing staff competence, work strain,
stress and satisfaction in elderly care: a comparison of home-based care and

nursing homes, Journal of clinical nursing 17 (2008), no. 4, 468-481.

M Suresh Kumar and T Purosothaman, Multivariate broadcast encryption with
group key algorithm for secured iot., Computer Systems Science & Engineering

45 (2023), no. 1.

Yi-Hsuan Kung and Hsu-Chun Hsiao, Groupit: Lightweight group key manage-
ment for dynamic iot environments, IEEE Internet of Things Journal 5 (2018),
no. 6, 5155-5165.

Irina D Levina, Lyubov I Ukolova, Elena Y Lavrentyeva, Marem T Akhilgova,
Yuri S Zharikov, V Popova, Olga, Evgeny V Semyanov, and Innokenti A

Malanov, Elderly people social and psychological adaptation to nursing home

90



[24]

[25]

[26]

[27]

28]

[29]

[30]

[31]

conditions, International Journal of Applied Exercise Physiology 8 (2019),
no. 2.1, 257-265.

Camilla Lewis and Tine Buffel, Aging in place and the places of aging: A lon-
gitudinal study, Journal of aging studies 54 (2020), 100870.

Mingyan Li, Samuel C Hollifield, and Michael D Iannacone, Incremental thresh-
old scheme enabled iot group key management, 2023 7th Cyber Security in Net-
working Conference (CSNet), IEEE, 2023, pp. 123-129.

Shancang Li, Li Da Xu, and Shanshan Zhao, The internet of things: a survey,

Information systems frontiers 17 (2015), 243-259.

Karen Dorman Marek, Frank Stetzer, Scott J Adams, Lori L Popejoy, and
Marilyn Rantz, Aging in place versus nursing home care: Comparison of costs
to medicare and medicaid, Research in gerontological nursing 5 (2012), no. 2,

123-129.

Ralph C. Merkle, Protocols for public key cryptosystems, 1980 IEEE Symposium

on Security and Privacy, 1980, pp. 122-122.

Pegah Nikbakht Bideh, Lmgroup: A lightweight multicast group key manage-
ment for iot networks, International Conference on Information Security Prac-

tice and Experience, Springer, 2022, pp. 213-230.

Sebastiaan TM Peek, Eveline JM Wouters, Joost Van Hoof, Katrien G Luijkx,
Hennie R Boeije, and Hubertus JM Vrijhoef, Factors influencing acceptance

of technology for aging in place: a systematic review, International journal of

medical informatics 83 (2014), no. 4, 235-248.

Ronald L Rivest, Adi Shamir, and Leonard Adleman, A method for obtaining
digital signatures and public-key cryptosystems, Communications of the ACM

21 (1978), no. 2, 120-126.

91



[32]

[33]

[34]

[35]

[37]

Claus-Peter Schnorr, Efficient identification and signatures for smart cards, Ad-

vances in Cryptology—CRYPTO’89 Proceedings 9, Springer, 1990, pp. 239-252.

Claude E Shannon, Communication theory of secrecy systems, The Bell system

technical journal 28 (1949), no. 4, 656-715.

Meltem Sonmez Turan, Kerry McKay, Donghoon Chang, Lawrence E Bassham,
Jinkeon Kang, Noah D Waller, John M Kelsey, and Deukjo Hong, Status report
on the final round of the nist lightweight cryptography standardization process,
(2023).

United Nations Department of Economic and Social Affairs, Population Di-
vision, World population prospects 2024: Summary of results, 2024, Advance

unedited version.

C VandeWeerd, A Yalcin, G Aden-Buie, Y Wang, M Roberts, N Mahser, C Fnu,
and D Fabiano, Homesense: Design of an ambient home health and wellness
monitoring platform for older adults, Health and Technology 10 (2020), 1291
1309.

Songnian Zhang, Zeming Zhou, Jinkun Gui, Rongxing Lu, and Mohammad Ma-
mun, A lightweight mutual authentication scheme with fault tolerance in smart
elderly care system, 2023 IEEE/CIC International Conference on Communica-

tions in China (ICCC), IEEE, 2023, pp. 1-6.

92



Vita

Candidate’s full name: Jinkun Gui

University attended:

e Bachelor of Computer Science, Dalhousie University, NS, Canada, 2018-2022

e Master of Computer Science, University of New Brunswick, NB, Canada, 2022-
2025

Publications:

Jinkun Gui, Zeming Zhou, Rongxing Lu, and Mohammad Mamun, A Threshold Au-
thenticated Encryption Scheme for Secure Communications in Aging-in-Place Sys-
tems, IEEE/CIC International Conference on Communications in China, ICCC 2024,

Hangzhou, China, August 7-9, IEEE, 2024.

Jinkun Gui, Yantao Yu, Zeming Zhou, Rongxing Lu, and Mohammad Mamun, An
Efficient Multicast Authenticated Encryption Scheme for Smart Elderly Care Sys-
tems, 2024 IEEE International Conference on Communications (ICC): Communica-

tion and Information System Security Symposium, Denver, USA, June 9-13, IEEE,



2024, pp. 2676-2681

Zeming Zhou, Jinkun Gui, Rongxing Lu, and Mohammad Mamun, An Efficient
Privacy-preserving Logistic Regression Scheme for Aging-in-place Systems, IEEE /-
CIC International Conference on Communications in China, ICCC 2024, Hangzhou,

China, August 7-9, IEEE, 2024.

Songnian Zhang, Zeming Zhou, Jinkun Gui, Rongxing Lu, and Mohammad Mamun,
A lightweight mutual authentication scheme with fault tolerance in smart elderly care
system, IEEE/CIC International Conference on Communications in China, ICCC
2023, Dalian, China, August 10-12, 2023, IEEE, 2023, pp. 1-6



